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This article purpose is to mark the anniversary of research paper
collection “Theory and Practice of Forensic Science and Crimi-
nalistics” by introducing readers to its 25-year evolution: history
of its inception, its authors and topics over the years, changes in
@ @ frequency and format and its attainment of the status of a leading
international open access platform that sets the agenda in the field
of law and forensic science. A brief overview of the research paper
collection issues from previous years indicates that its primary focus
and thematic orientation are on addressing contemporary foreign
and domestic, as well as theoretical and applied issues in criminal-
istics, conducting various types of forensic examinations, applying
specific expertise in legal proceedings, legal education and training
of forensic experts. Each issue confirms the achievement of the jour-
nal founding purpose, namely: publish the results of theoretical and
applied research on current issues in forensic science, criminalistics,
and criminal procedure. The research paper collection devotes sig-
nificant attention to refining authors’ methods and provides scien-
tific recommendations for conducting forensic research. In addition,
traditional issue by issue overview of the current 42" issue of the
research paper collection has been included, with its materials orga-
nized into the following sections: “Research Papers,” “Case Notes”
and “Scientific News.”
Keywords: research paper collection; investigative experiment;
firearms; criminal offenses; legal aid; arms smuggling; forensic ex-
pert conclusion; voluntary certification; laser 3D scanners.

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translated by Andriy Bublikov). The author acknowledges
translation as corresponding to the original.

© 2026 The Author(s). Published by National Scientific Center «Hon. Prof. M. S. Bokarius Forensic Science
Institute» & Yaroslav Mudryi National Law University. This is an open access article distributed under Creative
Commons Attribution License (CC_BY_4.0.0) allowing unlimited use, distribution and reproduction on any
medium, subject to reference to the Author and original sources.
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This year, scientific community is mark-
ing a significant milestone: the 25% an-
niversary of the publication of the first
volume of research paper collection:
Theory and Practice of Forensic Science and
Criminalistics (hereinafter referred to as
research paper collection). Founded in 2001
by the Hon. Prof. M. S. Bokarius Kharkiv
Research Institute of Forensic Examina-
tions (hereinafter referred to as KhRIFE;
currently National Scientific Center
«Hon. Prof. M. S. Bokarius Forensic Sci-
ence Institute» (hereinafter referred to as
NSC «Hon. Prof. M. S. Bokarius FSI») and
the Yaroslav Mudryi National Law Acade-
my of Ukraine (hereinafter referred to as
Yaroslav Mudryi National Law Universi-
ty), publication has evolved from its first
sporadic issues into a regular professional
journal serving as a leading international
open access platform that sets the agenda
in the fields of law and forensic science.
The synergy of the scientific and practical
experience of forensic science institutions
and academic background of the found-
ers has made possible to create a unique
platform for discussion, where theory is
directly transformed into practical princi-
ples of criminalistics and forensic science.

For 25 years, the Editorial Board team
of the research paper collection has been
committed to the leading goal; the publica-
tion of the results of fundamental and ap-
plied research. The main attention of the
edition is focused on the improvement of
expert methods, innovations in forensic
science, expert and forensic didactics,
training, analysis and discussion of draft
laws affecting procedural law, forensic sci-
ence and expert activity.

The first research paper collection is-
sues are devoted to significant events for
the forensic and scientific communities.
Thus, starting issue of 2001 is dedicated to
the 55" anniversary of the publication by
Serhii Mykhailovych Potapov’s research
paper: Introduction to Forensic Science !,
which laid the foundation for the theory of
forensic identification ?. According to this
theory, the main task and main goal of all
methods of forensic science is to obtain
forensic evidence of identity as a result
of a study called identification. Later, the
foundations of the identification theory it-
self were criticized and supplemented, but
its principles have remained unchanged to
up to date.

The very first issue contained research
papers by prominent scientists: Mykhai-
lo Sehai, Volodymyr Komakha, Valentyna
Korzh, Heorhii Nadhornyi, Mykhailo Salt-
evskyi, Mykola Tahaiev, Viktor Tatarenko,
Isak Fridman, Valerii Shepitko, Mykhailo
Shcherbakovskyi and many others devot-
ed to the ways of formation and develop-
ment of forensic expertise, the nature and
subject of study of forensics in the system
of scientific knowledge, the principles of
identification of S. M. Potapov in modern
identification studies, issues of crime pre-
vention (expert and forensic prevention),
problems of distinguishing the functions
of an expert and a specialist, theoretical
aspects of structural and functional anal-
ysis of forensic activity, the concept of the
complexity of the application of special
knowledge during the study of objects of
contact interaction, the role of S. M. Pota-
pov in the formation of forensics and fo-
rensic science in Ukraine, etc. ® The edi-

1 See: C. M. IToTarioB — OCHOBOIIOJIOXKHUK TE€OPUU KPUMHUHAIUCTUIECKON NJeHTU(PUKALIII.

XapbKoB, 2002. 41 c.

2 Teopis Ta MpaKTUKa CYZOBOI €KCIIEPTU3N 1 KPUMIHAIICTUKY : 36. HayK.-IPaKT. MaT-JiB (10
55-piu. Bug. pob. C. M. [lorarnosa «BBeZieHre B KPpUMUHAINCTUKY»). XapKiB, 2001. 320 c.

3 Tawm camo.
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torial board of the Collection expressed
the hope that this publication will initiate
a systematic practice of publishing scien-
tific works and announced the next issue
of materials from the international scien-
tific and practical conference, in which
both Ukrainian and foreign specialists will
participate.

It happened: the second edition was
published in the format of a collection
of scientific papers of participants of the
international scientific and practical con-
ference: Theory and Practice of Forensic
Science and Criminalistics, organized by
the Ministry of Justice of Ukraine on the
basis of one of the oldest forensic science
institutions in Ukraine, namely: KhRIFE
with participation of Academy of Legal
Sciences of Ukraine, Kyiv, Odessa, Lviv
and Donetsk Scientific and Research In-
stitutes of Forensic Examination, Yaroslav
Mudryi National Law University, as well
as representatives of forensic, educatio-
nal and scientific institutions of Lithua-
nia, Kazakhstan, Azerbaijan, Armenia,
United States of America and other coun-
tries of the world *. The materials of this
issue are of interest to readers to this day.
It was with it that the periodic publication
of issues of the Collection began. A huge
number of prominent criminologists and
forensic experts from Ukraine and for-
eign countries took part in the prepara-
tion of scientific materials for this issue:
the total number of articles was 166. By
the way, in this very issue, content of the
Arotsker Readings was first published,
which became a traditional international
conference dedicated to the memory of
the prominent scientist, Doctor of Law,
Professor Lev Arotsker, who for many

years held the position of Deputy Direc-
tor for Academic Affairs of KhRIFE. The
range of scientific materials submitted
for publication in the second issue of the
Collection is so wide that it is impossible
to name a branch of forensic examina-
tion and forensic science that would not
be covered by this edition.

The third issue, dedicated to the 80th
anniversary of the KhRIFE, contained
materials from almost all areas of foren-
sic expert activity that existed at that time
in Ukraine and abroad °. It was in 2003
that the collection was registered as a pe-
riodical scientific publication in the State
Committee on Information Policy, Televi-
sion and Radio Broadcasting of Ukraine
with a publication once a year (the scope
of distribution is national and foreign,
categories of readers are scientists, foren-
sic experts, investigative officers, judges,
teachers, graduate students and students
of legal and medical educational institu-
tions). More than 200 scientists and prac-
titioners have traditionally become the
authors of this issue.

The fourth issue of the Collection
fell on the year of the 350" anniversary
of Kharkiv, the 200" anniversary of the
co-founder of Yaroslav Mudryi National
Law University and the 135" anniversary
of the birth of Honored Professor Myko-
la Serhiiovych Bokarius, outstanding fo-
rensic physician and forensic scientist,
after whom the initiator of the founding
of KhRIFE is named °. Thereby the topic
of this research paper concerned forensic
examination as an element of the realiza-
tion of the constitutional rights of citizens,
various organizational issues, interna-
tional cooperation in the field of forensic

4 Teopis Ta mpaKTHKa CyZ0BOI €KCIIEPTU3H 1 KpUMiHamicTUKYU. Butr. 2 : 36. MaT-J1iB HayK.-[IPaKT.
KoH®. (XapkiB, 19—20.06.2002). Xapkis, 2002. 656 c.

5 Tawm camo. Bum. 3 : 36. HayK.-IIpakT. MaT-yiB (40 80-piu. 3acuys. XH/IICE). Xapkis, 2003. 592 c.

6 Tam camo. Buil. 4 : 30. HayK.-IPaKT. MaT-JiB. XapkiB, 2004. 656 c.
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examination, problems of obtaining in-
formation using technical means, regula-
tion of requirements for an expert opinion
and other pressing issues of forensic and
forensic activities.

The regular, fifth issue of the Collec-
tion contained materials of a scientific and
specialized nature intended for a certain
circle of readers — law enforcement offi-
cers, forensic experts, scientists and stu-
dents of higher educational institutions ’.
This Collection continues the dividing
according to subject headings of the ma-
terials submitted by the authors: modern
problems of criminalistics, general provi-
sions of forensic examination (theoretical
and organizational problems) and sections
on certain types of forensic examinations.
In this issue, the Scientific News section was
launched, where since then materials on
international and all-Ukrainian scientific
and practical events have been published.

In 2005, the research paper collec-
tion was included in the List of Scientific
Professional Publications of the Higher
Attestation Commission of Ukraine on Le-
gal Sciences (Resolution of the Presidi-
um of Higher Attestation Commission of
Ukraine Ne 2-05/5 dated on June 8, 2005).

Since then and up to date, the research
paper collection has the right to publish
content of dissertations for the degrees of
Doctor and Candidate of Sciences ®.

In subsequent issues, much attention
was paid to the then problems of criminal-
istics, issues of investigative and judicial
activities, certain types of forensic exam-
inations, the most important results of ex-
pert practice and methodological recom-
mendations for specific and new types of
expert research, as well as an overview of
the most important events of scientific life
for the previous period. In their scientific
works, the authors covered the procedural
and organizational problems of forensic
science and other forms of application of
special knowledge, the issues of forensic
science and forensic science, the current
state of development of forensic science
and forensic science, new approach-
es to science and practice, traditional
and non-traditional views on the contro-
versial problems of the theory of forensic
science and forensic science, etc. °

From its inception until 2019, the re-
search paper collection was published
once a year . Given the high demand
from readers, first (2019) it began to be

7 Teopis Ta IpaKTUKa CyZ0OBOI eKCIIepTU3H i KpuMiHamicTuKU. Bur. 5. Xapkis, 2005. 560 c.

8 Tam camo. Bu. 6. Xapkis, 2006. 448 c.

9 Tawm camo. Bum. 7. XapkiB, 2007. 576 c. ; Tam camo. Bu. 8. Xapkis, 2008. 656 c. ; Tam camo.
Burm. 9. XapkiB, 2009. 624 c. ; Tam camo. Bum. 10. Xapkis, 2010. 672 c. ; Tam camo. Bum. 11.
XapkiB, 2011. 744 c. ; Tam camo. Bum. 12. Xapkis, 2012. 528 c. URL: https://khrife-journal.org/
index.php/journal/issue/view/15/2012-1 (date accessed: 15.03.2026) ; Tam camo. Bum. 13. Xap-
KiB, 2013. 592 c. URL: https://khrife-journal.org/index.php/journal/issue/view/14/2013-1 (date
accessed: 15.03.2026) ; Tam camo. Bum. 14. XapkiB, 2014. 488 c. URL: https://khrife-journal.
org/index.php/journal/issue/view/13/2014-1 (date accessed: 15.03.2026) ; Tam camo. Bur. 15.
XapxkiB, 2015. 440 c. DOI: 10.32353/khrife.2015 (date accessed: 15.03.2026) ; Tam camo. Bu. 16.
XapkiB, 2016. 476 c. DOI: 10.32353/khrife.2016 (date accessed: 15.03.2026) ; Tam camo. Bum. 17.
Xapkis, 2017. 512 c¢. DOI: 10.32353/khrife.2017 (date accessed: 15.03.2026) ; Tam camo. Bum. 18.
XapkiB, 2018. 664 c. DOI: 10.32353/khrife.2018 (date accessed: 15.03.2026).

10 See footnotes 1—9.
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published twice a year !, then (2020) -
three times ', and from 2021 - quarterly. It
is worth noting that since 2014, the Collec-
tion has been published in parallel issues
in Ukrainian and English . The increase
in the number of issues per year made it
possible to promptly publish the results
of the scientific activities of the authors
of the publication, providing the scien-
tific community with the opportunity to
receive timely information about achieve-
ments and problematic issues in the field
of forensic examination and criminalis-
tics. Thanks to these qualitative changes,
the Ministry of Education and Science of
Ukraine, during the periodic certification
of the Collection, made a decision to in-
clude it in the List of Scientific Profession-
al Publications of Ukraine. In addition,
since 2021, design and rubric of the Collec-
tion have been radically changed, which
has become permanent and brought read-
ers closer to the rules of scientific publica-
tion established in Europe. The Collection
has a media identifier R30-02416 (decision
of the National Council of Ukraine on Tele-
vision and Radio Broadcasting Ne 1835 dat-
ed on December 21, 2023). In its work, the
editorial board of the Collection strictly
adheres to: current norms and require-
ments of publishing; procedure for sub-
mitting publications; review policy; policy
of academic integrity and publication eth-

ics; procedure for considering complaints
regarding violations of ethical norms; pol-
icy on the use of artificial intelligence and
technologies with its support; retraction
procedure, etc. Despite martial law and
constant shelling of Kharkiv, the Editorial
Board of research paper collection contin-
ues to produce publications at the same
high scientific level as in peacetime.

Currently, Theory and Practice of Foren-
sic Science and Criminalistics is a peer-re-
viewed open access publication: the re-
sults of research by Ukrainian authors
are available to colleagues from all over
the world, which contributes to the global
exchange of knowledge and participation
in international scientific events, confer-
ences and workshops.

The research paper collection: Theory
and Practice of Forensic Science and Criminal-
istics is indexed in Google Scholar, interna-
tional abstract databases Academic Scien-
tific Journals Indexing, Bielefeld Academic
Search Engine (BASE), ERIH PLUS, Euro-
pub, Index Copernicus International (ICV
2021: 100), RefSeek, ResearchBib, World-
Cat, as well as in the Register of Scientific
Publications of Ukraine and on the site
of the registrar of digital identifiers DOL.
Full-text electronic versions of the publi-
cation are freely available on the Internet
on the platforms of the National Library
of Ukraine named after V. I. Vernadskyi, in

11
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tions and Criminalistics : journal. 14" ed. Kharkiv, 2014. 488 p. URL: https://khrife-journal.org/
index.php/journal/issue/view/13/2014-2 (date accessed: 15.03.2026).
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the repository of National Scientific Center
«Hon. Prof. M. S. Bokarius Forensic Science
Institute», libraries of forensic institutions
of the Ministry of Justice of Ukraine, higher
education institutions of the Ministry of In-
ternal Affairs of Ukraine, etc.

The research paper collection con-
tains the headings: Research papers, Case
Notes and Scientific News.

Research paper: Criminal Law Analy-
sis of the Draft Law on the Right to Civilian
Weapons in the Context of European Legal
Standards by Doctor of Legal Sciences, Pro-
fessor Natalia Filipenko (Ukraine) and Doc-
tor of Law, Professor Aleksandar Ivanovic,
(Montenegro) begins the chapter of re-
search papers. Scientists focused on the
role of forensic examination and criminal
proceedings in ensuring effective control
over the circulation of firearms and argue
in favor of targeted changes to increase the
level of consistency of relevant regulations.

The following article by Profes-
sors Mykhailo Shcherbakovskyi and Yu-
rii Myroshnychenko, Doctors of Law
from Ukraine, “Integration of Virtual Re-
construction into the Criminal Process of
Ukraine (on the Example of an Investiga-
tive Experiment)” reveals the problem of
the limitations of conducting a traditional
investigative experiment under martial
law and proves that the digital transforma-
tion of evidence is a leading stage in the
modernization of justice combining tech-
nical accuracy with procedural fairness.

The chapter continues research pa-
per by Volodymyr Tverdokhlib (Ukraine),
Doctor of Philosophy in Law, doctoral stu-
dent of NSC «Hon. Prof. M. S. Bokarius
FSI» Trends in the use of special knowledge
in the investigation of crimes of aggression
that identifies current trends in the use of
special knowledge in the investigation of
criminal offenses related to armed aggres-
sion, and outlines their importance for en-

suring the process of proof in national and
international criminal proceedings.

Doctor of Philosophy in Law Anastasi-
ia Vuima (Ukraine) in the article “Tactical
principles of interaction between the inves-
tigator and the victim during the investiga-
tion of war crimes” considers the relevance
of research on the tactical and forensic
principles of interaction between the in-
vestigator and the victim during investiga-
tive (search) and other procedural actions
in criminal proceedings for war crimes.
Effectiveness of such interaction largely de-
pends on the completeness of establishing
the circumstances of the event, the quality
of the evidence base and the effectiveness
of criminal proceedings in general.

Research paper: Peculiarities of Detec-
tion and Neutralization of Counteraction
at the Initial Stage of Investigation Olek-
sandr Tarkan (Ukraine), Candidate of
Law, Doctoral Student at NSC «Hon. Prof.
M. S. Bokarius FSI» considers the initial
stage of the investigation as the zone of
the greatest information conflict, where
the effectiveness of criminal proceedings
depends on the ability of the investigator
to simultaneously identify signs of a crim-
inal offense and neutralize counteraction
through the integrated use of organiza-
tional, tactical and procedural means.

The next work by Tetiana Bobko
(Ukraine), Candidate of Legal Sciences
support of judicial consideration of crim-
inal offenses against justice, is devoted to
the study of theoretical and applied as-
pects of tactical support of judicial consid-
eration of criminal offenses against justice
and analysis of the current state of scien-
tific research in the field of forensic tactics
and organization of judicial proceedings.

The article: Review of documents re-
flecting the mechanism of illegal activities of
professional participants in legal proceedings
by Candidate of Legal Sciences, doctoral
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student of NSC «Hon. Prof. M. S. Bokarius
FSI» Yevhen Sup and Yevhen Zozulia (both
from Ukraine) determines specifics of re-
view and analysis of electronic and paper
documents as a source of information
about the mechanism of illegal activities
of professional participants in legal pro-
ceedings during the investigation of crimi-
nal offenses against justice.

The section concludes with research
paper by Kristina Romanauskas, Doctor
of Philosophy in Law (Ukraine) that re-
veals the forensic essence of the methods,
tools, and means of committing criminal
offenses in the field of providing profes-
sional legal assistance, and also identifies
their structure, functional features, and
significance for the formation of a foren-
sic characteristic and improvement of the
methodology for investigating this catego-
ry of offenses.

The Case Notes section begins the pub-
lication: Electronic Evidence or Proof in Elec-
tronic Form: Problems of Appropriateness of
Terminological Distinction by Konstantin
Karaman (Ukraine), Doctor of Philosophy
in Political Science, doctoral student of
NSC «Hon. Prof. M. S. Bokarius FSI» where
the author determines the ratio of termi-
nological constructions: electronic evidence
and evidence in electronic form, their delim-
itation and practical significance, taking
into account the dynamics of information
technology development, since this direct-
ly affects the procedural qualification of
evidence, the choice of methods for their
collection and evaluation in criminal pro-
ceedings.

Research: Certification and Period-
ic Verification of 3D Laser Scanners Used
in Criminal Proceedings by Candidates of
Legal Sciences, Docent Artem Kovalen-
ko and Professor Volodymyr Kovalenko
(both from Ukraine) states that under cur-
rent legislation, laser 3D scanners used in

11

criminal justice do not belong to regulated
measuring instruments and do not require
specific certification and periodic verifica-
tion. Such devices may be subject to vol-
untary certification and verification at the
initiative of their manufacturers, suppliers
or users. National (ICTY) and internation-
al (ISO) standards are provided, according
to which initiative certification of laser 3D
scanners used in criminal justice can be
carried out.

Candidate of Legal Sciences, doctoral
student of the National Research Center
for Forensic Examinations Vitalii Usatii
(Ukraine) in his work proves that the im-
provement of the legislative framework,
the introduction of a single methodolog-
ical body, the creation of an open register
of methods of conducting forensic exam-
inations, the regulation of the procedure
for attracting foreign experts, the develop-
ment of standards for the preparation of
certificates and conclusions of specialists
will ensure their legal certainty and proce-
dural admissibility, and the improvement
of the technical and material support of
expert institutions will contribute to im-
proving the quality of evidence, respect for
human rights and the rule of law, as well as
strengthening public confidence in the
criminal justice of Ukraine in the context of
integration into the European legal space.

Candidate of Legal Sciences, doctoral
student NSC «Hon. Prof. M. S. Bokarius
FSI» Yurii Kovalov (Ukraine) in the article:
Proof of arms smuggling: the possibility of ap-
plying special knowledge in the field of weap-
ons science justifies the need to increase
the effectiveness of proof in cases of arms
smuggling with the definition of the need
for proper interaction between law en-
forcement agencies and expert institu-
tions, with the obligatory consideration
of the results of previous forensic studies,
as well as providing the expert with a full
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range of materials, including the protocol
of examination of the scene.

The Case Notes Section is completed
by the article “Forensic handwriting ex-
amination: typical mistakes at the stage of
appointment and ways of prevention” of
Candidates of Law, Associate Professors
Viktoriia Alieksieichuk and Yevgeniia De-
mydova, Doctor of Philosophy in Law Leo-
nid Barash (all three from Ukraine) and
Rasa Tamosiunaite (Lithuania), which an-
alyzed the effectiveness of using opinion
of the forensic handwriting analyst in le-
gal proceedings and determined its depen-
dence on the quality of the study, the level
of preparation of content for research by
the initiator of the examination and the
accuracy of the formulation of the issues
to be resolved. The need for systematic
training of investigators and prosecutors,
lawyers and other stakeholders in this
area is substantiated.

We traditionally introduce readers to
the news of scientific life in forensic ex-
pert activity over the past three months on
the last pages of the research paper collec-
tion.

The Editorial Board of research paper
collection: Theory and Practice of Foren-
sic Science and Criminalistics expresses its
sincere gratitude to all the authors who
entrusted us with the results of their sci-
entific research. We highly appreciate the
professionalism, depth of analysis and rel-
evance of the topics covered in your man-
uscripts. Thanks to your active scientific
position, our publication remains an au-
thoritative platform for discussions and
exchange of experience.

We invite regular authors to continue
fruitful cooperation and are glad to see the
work of new researchers on the pages of
the next issues!

Together to the victory!

Glory to Ukraine!

Biz Teopii A0 npaKTHKU:

25 poKiB HAayKOBOMY BUAHHIO
«Teopid Ta MpaKTHUKa
CYZA0BOi eKCIIePTU3U

i KpEMiHAIICTUKN»

Eaaa Cimakoea-€Edpeman

Mema yiei cmammi — Ha yecmb 108iaero 30ip-
Huka Haykoeux npauywb «Teopisa ma npakmu-
Ka cydoeoi excnepmusu i KPUMIHAAICTIUKU»
po3nouamu 03HATOMAEHHS YUMauie 3 1020
25-piuHUM TNOCMYNOM: ICMOPIEN 3anoydam-
KY8aHHS, a8mopamu il memamuxow 8 piaHi
POKU, 3MiHamu nepiodudHocmi i gopmamy,
3006ymman cmamycy nposioHoi mixcHapoo-
HOl naamgopmu 6i0Kpumozo Jdocmymny, wo
opmye nopsdox dennuil y cepi npasa ma
cyodoeoi excnepmu3u. Cmucauil oeasd eunyc-
Kig 36IpHUKa 3a NonepedHi poKiL C8I0HUMDY, 10
11020 OCHOBHOI0 MpobremMamukol ma mema-
MUYHOIO CNPAMOBAHICITIO € BUCBIMACHHSA CY-
YACHUX [HO3eMHUX 1 HAUIOHAALHUX, d TAKOHC
mMeopemuKo-npukAaoHux npobaem Kpumina-
AiCMuKU, nposedeHHs pisHux 6udig cyoosux
eKCnepmu3, 3acmocy8ants CneylalbHUX SHAHb
y cydouuncmsi, opuduyHoi oceimu i nidzo-
moeku kadpie cydosux excnepmig. Kooien
sunyck niomeepdicye 0ocsigHeHHs Memu C1Meo-
peHns 30ipHUKA — ONpUAIOOHeHHS pe3y/b-
Mamie Mmeopemuko-npukaAadHux 0ocai0nceHb
akmyanvHux npobnaem cydoeoi ekcnepmusil,
KPUMIHAAICMUKL Ma KPUMIHAALHOZO0 Npole-
¢y. Ha cmopinkax eu0anHs 3Ha4Hy yeazy npu-
0ineno 800CKOHAIEHHIO ABMOPCLKUX MEMOOUK
i Ha0aHO HAYKOBL pekomeHOAyil w000 npoge-
OenHs excnepmHux docaiOscerv. Jlo moeo i
3pobaeno edce mpaduyitiHuil nocmametinuil
021510 NOMOYH020 42-20 UNYCKY BUOAHHS, MA-
mepianu gx0zo 06’ednaro e pybpuku «Jocaio-
Huywvka poboma» (Research Papers), «Hayxogi
Homamku» (Case Notes) i « HosUHL HAYK08020
acumms» (Scientific News).

Katouogi caoea: 30ipHUK HAYKOGUX
npayw; cAi04uil eKCnepumMenn; 802Hena bHa
30pos,; KPUMIHANALHI NPABONOPYULEHHS,; NPAB-
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Hu4a donomoza; kKoHmpabarda 36poi; eucHO-
80k excnepma; 0obposinvHa cepmudikayis;
nasepui 3D-ckanep.
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This article presents a comprehensive forensic-legal analysis of the
Draft Law of Ukraine «On the Right to Civilian Firearms» (No. 5708),
with a focus on its compatibility with international legal standards
and, in particular, with the provisions of EU Directive 2021/555 on
the control of the acquisition and possession of firearms. The study
examines the draft law through the lens of legislative harmoniza-
tion, assessing its regulatory framework in key areas such as civilian
firearms marking, registration, traceability, information exchange,
secure storage, distance selling, and access restrictions. Special em-
phasis is placed on the role of forensic examination and criminal pro-
ceedings in ensuring effective firearms control. The article identifies
legal inconsistencies and structural gaps that hinder alignment with
European Union law and argues for targeted revisions to enhance
compliance. The analysis is situated within the broader post-war
security context in Ukraine and considers the country’s obligations
under the EU-Ukraine Association Agreement as a driving force for
legal convergence and institutional reform.
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arms control; security; forensic examination; criminal proceedings.
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Research Problem Formulation

In the context of the full-scale armed ag-
gression launched by the Russian Feder-
ation against Ukraine, the issue of robust
and effective control over the circulation
of firearms, ammunition, and explosives
has acquired unprecedented urgency. The
ongoing war has triggered a dramatic surge
in the volume of weapons in circulation,
primarily due to large-scale international
military assistance and the mobilization of
national defense resources. While essen-
tial for Ukraine’s self-defense, this influx of
arms simultaneously generates heightened
risks of diversion into the illicit market, fu-
eling organized crime, regional destabiliza-
tion, and transnational threats.

Under such conditions, the prevention
of illegal possession, transfer, and traf-
ficking of firearms and their components
transcends the boundaries of traditional
criminal justice. It becomes a strategic im-
perative for national security, public safety,
and post-war stabilization. One of the grav-
est threats in this regard is the smuggling of
firearms, ammunition, and essential parts,
which may be exploited for terrorist acts,
paramilitary violence, or the erosion of
state authority in vulnerable regions.

Addressing these challenges requires
more than reactive enforcement - it demands
a proactive, systemic approach grounded
in a coherent legal framework, interagency
coordination, and the modernization of na-
tional legislation in line with evolving secu-
rity realities. In this regard, the analysis of
international legal standards - particularly
the provisions of Directive (EU) 2021/555 on
the control of the acquisition and possession
of firearms - gains critical relevance. This Di-
rective outlines comprehensive measures for
marking, registration, traceability, informa-

tion exchange, and the regulation of civilian
access to firearms, all of which are essential
for building a resilient arms control regime.

Therefore, aligning Ukraine’s legal
framework with EU firearms control stan-
dards is not merely a technical exercise
in legislative harmonization. It is a vital
component of Ukraine’s broader strategy
to reinforce internal security, prevent the
proliferation of illicit weapons, and ful-
fill its obligations under the EU-Ukraine
Association Agreement. In the long term,
such harmonization will also contribute to
Ukraine’s institutional readiness for Euro-
pean integration and its capacity to partici-
pate in joint security and justice initiatives
within the EU legal space.

Analysis of Essential Researches
and Publications

Within the framework of research on inter-
national standards aimed at preventing the
illicit circulation of firearms, ammunition,
and explosives - and in the broader context
of aligning Ukrainian legislation with Euro-
pean legal approaches - numerous aspects
of criminological, criminal law, and securi-
ty regulation of arms circulation have been
the subject of sustained scholarly attention
in Ukraine. A robust body of academic liter-
ature has emerged, offering in-depth analy-
ses of the legal qualification of arms-related
offenses, the criminalization of illicit traf-
ficking, offender typologies, and the effec-
tiveness of preventive and punitive mecha-
nisms. Notable contributions in this domain
have been made by Ukrainian scholars such
as L. Arotsker, A. Hetman, V. Holina, V. Zhu-
ravel, O. Kaplina, I. Kozachenko, O. Lytvy-
nov, M. Panova, V. Terentiev, E. Simako-
va-Yefremyan, N. Filipenko, and V. Shepitko,
among others . Their work has laid the the-

1 See more: JKypasesb B. A., IllenniTbko B. }0. PO3BUTOK KPUMIiHAJIICTUKU Ta CYyAOBOI eKCIIEPTU3U
B VKpaiHi: HabIKeHHS 0 €JUHOTO €BPOIeichbKoro npocropy / IlpaBoBa Hayka YkpaiHu: cy-
YaCHUH CTaH, BUKJINUKYU Ta MEePCIEKTUBU PO3BUTKY : MoHorpadis. Xapkis, 2021. C. 651—669 ;
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oretical and methodological foundations for
understanding the dynamics of arms-relat-
ed criminality and for shaping national pol-
icy responses.

In parallel, international scholarship
has played a pivotal role in the develop-
ment of global standards and best prac-
tices in arms control. Researchers such as
Aleksandar Ivanovié, Keith Krause, Nicolas
Florquin, Eric Berman, Glenn McDonald,
Brian Wood, Peter Batchelor, James Bevan,
Pablo Dreyfus, Sarah Parker, Aaron Karp,
Frank Slijper, Guy Lamb, and Holger An-
ders have produced influential studies on
the structure and regulation of the global
small arms and light weapons (SALW) mar-
ket. Their work encompasses the devel-
opment of risk indicators, the evaluation
of national control systems, and the im-
plementation of key international instru-
ments, including the UN Firearms Proto-
col, the UN Programme of Action on Small
Arms and Light Weapons (UN PoA), and
Directive (EU) 2021/555. These instruments
collectively form the backbone of the inter-
national legal framework for combating il-
licit arms trafficking and enhancing trans-
parency, accountability, and traceability in
arms transfers.

Against this intellectual and regulato-
ry backdrop, the forensic-legal analysis of
Ukraine’s Draft Law «On the Right to Civil-
ian Firearms» (No. 5708) acquires particu-
lar relevance. It enables a critical assess-
ment of the draft law’s compliance with
European legal standards - especially those

enshrined in Directive (EU) 2021/555 - and
facilitates the identification of normative
gaps, enforcement challenges, and oppor-
tunities for legislative harmonization. By
situating the draft law within both national
academic discourse and international reg-
ulatory paradigms, this study contributes
to the development of a coherent, securi-
ty-oriented, and legally sound framework
for civilian firearms regulation in Ukraine -
one that is aligned with the country’s Euro-
pean integration trajectory and its obliga-
tions under the EU-Ukraine Association
Agreement.

Article Purpose

The objective of this study is to carry out
a thorough forensic-legal examination of
Directive (EU) 2021/555 in the context of
international efforts to prevent the illicit
circulation of firearms, ammunition, and
explosives. It aims to assess the extent to
which the directive’s core provisions have
been reflected in Ukrainian legislation,
with particular attention to the challenges
posed by the current security environment
and the imperative of aligning national le-
gal frameworks with European Union stan-
dards. This analysis is situated within the
broader framework of Ukraine’s Europe-
an integration process and its obligations
under the EU-Ukraine Association Agree-
ment, highlighting the strategic impor-
tance of legal harmonization in the field of
civilian firearms control.

IIeBuyk B. M. EBponeICbKUY BEKTOP PO3BUTKY Cy4aCHOI KpUMIHAIICTUKU. Adanmayis npasogoi
cucmemu Yxpainu 0o npasa €eponeiicvkozo Cow03y: meopemuuHi ma npakmu4Hi acnekmu : MaT-JIu
VI Beceykp. HayK.-pakT. KoH®. (ITosrtaBa, 29.09.2022). [Tosrtasa, 2022. C. 320—323. URL: http://
pli.nlu.edu.ua/wp-content/uploads/2022/12/36ipauk-29.09.pdf (date accessed: 11.12.2025) ;
AnTonoB K. B., linenko C. B., ®iminenko H. €. [IpaBoBi Ta opraHisaijiiiHO-TaKTUYHi OCHOBU
[TOTIePEe/KEHHS 1 PO3KPUTTS 3JI0YMHIB, IIOB’I3aHUX i3 32CTOCYBaHHSIM BUOYXOBUX PEYOBUH YU
6orioBux mpumnacis : MoHorpadis. XepcoH, 2008. 188 c. ; Piminenko H. €., [linenxo C. B. Illoxo
BU3HAYEHHS IOHATTS «OIePaTUBHO-PO3UIYKOBA XapaKTePUCTHKA 3JI0YMHIB, ITOB’sI3aHUX i3 3a-
CTOCYBaHHSIM BHOYXOBUX PeUOBHUH abo 60iioBuX mpumnacie». Haykosuil sicHuk JIbeiecvkozo dep-
JHas8HOe0 YHigepcumeny eHympiwitix cnpag. Cneysunyck. 2007. Ne 1. C. 174—186 etc.
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Research Methods

General scientific methods are used: obser-
vation, comparison, abstraction, analysis,
synthesis, modeling, etc.

Main Content Presentation

Ukraine, like any democratic and rule-of-
law state, consistently declares its commit-
ment to ensuring the effective protection of
the natural and inalienable rights of every
individual, including the right to life, per-
sonal security, bodily integrity, and protec-
tion from violence. These rights hold the
highest legal authority, being enshrined in
the Constitution of Ukraine (Articles 3, 27,
and 28) 2, as well as in international legal in-
struments ratified by Ukraine, such as the
Universal Declaration of Human Rights,
the International Covenant on Civil and
Political Rights, and the European Conven-
tion on Human Rights.

However, despite their formal recogni-
tion in national legislation, the practical im-
plementation of these rights often remains
inadequate. Existing law enforcement
mechanisms - particularly the functioning
of the police, judiciary, and public order
institutions - frequently prove ineffective,
inconsistent, or too slow in responding to
real and immediate threats to citizens’ lives
and safety. As experts note, «this is especial-
ly evident in the context of rising crime rates,
the proliferation of illicit firearms and explo-
sives, organized criminal activity, and domes-
tic violence - all areas where the state is not
always capable of providing timely, adequate,
or sustained protection» ®.

This systemic vulnerability is further
exacerbated by institutional overload, lim-
ited resources, and the erosion of public
trust in law enforcement - factors that col-

lectively undermine the state’s ability to ful-
fill its constitutional duty to protect life and
personal security. In many cases, victims of
violence or imminent danger are left with-
out effective recourse, while perpetrators
exploit legal loopholes and enforcement
delays. In the context of full-scale armed
aggression — where millions of citizens face
direct and prolonged threats to their lives,
and where law enforcement agencies are
largely focused on military and defense-re-
lated functions - the issue of personal secu-
rity becomes even more acute. Under such
extraordinary circumstances, individuals
are often left alone in the face of danger,
lacking effective, lawful, and accessible
means of self-defense - even in situations
of extreme necessity or imminent harm.

This reality underscores a critical
truth: the formal recognition of funda-
mental rights is not sufficient in itself. The
state must also ensure the existence of real,
functional, and predictable mechanisms
for their enforcement - mechanisms that
are not merely declarative, but operation-
al in practice. One such mechanism is the
legislative regulation of the right to possess
and use firearms for self-defense. Properly
designed, this legal framework would em-
power citizens to protect themselves and
others in situations where state assistance
is unavailable, delayed, or structurally in-
capable of responding.

Contemporary challenges - including
the escalation of violent crime, the desta-
bilizing effects of war, the circulation of
unregistered weapons, and the growing
activity of organized criminal groups - re-
quire the state to fundamentally reconsider
its approach to guaranteeing the right to
self-defense. A key step in this direction is
the adoption of a dedicated law that would
comprehensively regulate the exercise of

2 Koucrurynig Ykpainu : 3akoH VKpaiHu Biz 28.06.1996 p. Ne 254k/96-BP (3i 3MiH. Ta JJOTIOB.).
URL: https://zakon.rada.gov.ua/laws/show/254k/96-Bp#Text (date accessed: 11.12.2025).
3 AmtonoB K. B., [linenxo C. B., ®ininenko H. €. 3azuad. TBip. C. 28.
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citizens’ right to actively defend their own
life and health, as well as the life and health
of others, in situations of extreme neces-
sity - including through the lawful use of
firearms.

Such a law should clearly define the le-
gal grounds, limits, and procedures for the
use of firearms in self-defense, establish
safeguards against abuse, and ensure ac-
countability through transparent oversight
mechanisms. At the same time, it must har-
monize the broader regulatory framework
governing civilian firearms circulation
with the Constitution of Ukraine, interna-
tional human rights standards, and the le-
gal practices of established democracies -
particularly those of the European Union.
Provided that appropriate legal safeguards,
licensing procedures, and institutional
oversight are in place, firearms can serve
as a legitimate and vital tool for citizens
to exercise their constitutional right to
self-defense - not as a substitute for state
protection, but as a complementary safe-
guard in times of crisis or institutional fail-
ure. However, for more than three decades
of Ukraine’s independence, the issue of
civilian firearms circulation has remained
outside the scope of systematic legislative
regulation. The absence of a dedicated law
has resulted in legal uncertainty, fragment-
ed and inconsistent regulation through
subordinate acts of the Ministry of Internal
Affairs, and the expansion of the shadow
arms market - a phenomenon that poses
serious risks to public safety, national secu-
rity, and the rule of law.

The Draft Law of Ukraine «On the Right
to Civilian Firearms» (No. 5708) 4, submit-
ted to the Verkhovna Rada in 2021, marks
a renewed and more structured legislative
initiative aimed at establishing a coherent
and legally sound framework for the regu-
lation of civilian firearms circulation. Un-

like previous fragmented efforts, this draft
law aspires to codify the legal foundations
for the acquisition, possession, use, and
lawful transfer of firearms by Ukrainian
citizens - while simultaneously safeguard-
ing the delicate balance between the indi-
vidual’s right to self-defense and the state’s
constitutional obligation to ensure public
order and collective security.

Ukraine’s legislative history in this
domain reveals a series of unsuccessful
attempts to introduce comprehensive fire-
arms regulation. Draft laws submitted in
2008, 2015, and 2017 failed to gain parlia-
mentary approval - largely due to political
volatility, institutional inertia, and the ab-
sence of a consolidated public consensus
regarding the permissibility of civilian
firearm ownership in peacetime. However,
the full-scale invasion by the Russian Fed-
eration in 2022 has radically altered the na-
tional security paradigm. Millions of Ukrai-
nians have been mobilized into territorial
defense units, acquired practical skills in
handling firearms, and experienced first-
hand the fragility of personal and collective
safety in the face of external aggression
and internal disorder. In this transformed
context, the question of legal access to
firearms for self-defense has emerged as
a matter of both individual survival and na-
tional resilience.

At the same time, the post-conflict en-
vironment presents a complex array of
risks - including the uncontrolled prolifer-
ation of weapons, cross-border smuggling,
the emergence of illicit arms markets, and
a potential surge in violent crime. These
challenges underscore the urgent need for
a robust, transparent, and enforceable sys-
tem of civilian firearms governance - one
that ensures accountability, traceability,
and compliance with both national and in-
ternational legal standards.

4 IIpoekT 3aKOHY IIPO IIPABO Ha LIMBITBHY BOrHeIaJbHY 30poro Bix 25.06.2021 p. Ne 5708. URL:
https://itd.rada.gov.ua/billinfo/Bills/Card/27190 (date accessed: 11.12.2025).
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In response to these realities, Draft Law
No. 5708 introduces a comprehensive reg-
ulatory architecture encompassing a wide
spectrum of control measures. Among its
key provisions are: the creation of a Unified
State Firearms Register; mandatory mark-
ing and digital traceability of all firearms
and essential components; the establish-
ment of integrity-based eligibility criteria
for firearm ownership; detailed procedures
for the safe storage, lawful use, transfer,
and deactivation of firearms; the crimi-
nalization of unauthorized possession and
trafficking of firearms, ammunition, and
parts; and the legal regulation of cross-bor-
der movements, including transit, re-ex-
port, and international data exchange.

A defining feature of the draft law is its
explicit orientation toward European legal
harmonization. The text draws extensively
on the normative framework of Directive
(EU) 2021/555 °, integrating its core princi-
ples into the Ukrainian legal context. This
alignment not only enhances the effective-
ness of domestic firearms control mecha-
nisms but also reinforces Ukraine’s com-
mitment to fulfilling its obligations under
the EU-Ukraine Association Agreement.
In doing so, the draft law contributes to
the broader process of legal approximation
with the European Union - a process that
is essential for Ukraine’s institutional mod-
ernization, democratic consolidation, and
long-term integration into the European
legal and security space.

Prior to undertaking a detailed compar-
ative analysis of Ukrainian and European
legal frameworks aimed at preventing the
illicit circulation of firearms, ammunition,
and explosives, it is essential to first outline
the core characteristics of the European
Union’s most authoritative legal instrument

in this domain - Directive (EU) 2021/555 on
the control of the acquisition and posses-
sion of firearms. This Directive constitutes
the cornerstone of the EU’s regulatory ar-
chitecture governing civilian firearms, es-
tablishing a harmonized legal framework
across Member States. Directive 2021/555
provides a comprehensive classification of
firearms into distinct categories based on
their technical features and potential risk
to public safety. It sets out uniform condi-
tions for the lawful acquisition, possession,
storage, and transportation of firearms,
while also mandating robust mechanisms
for marking, registration, and traceabili-
ty. Furthermore, the Directive introduces
obligations for Member States to facilitate
systematic information exchange, enhance
oversight of distance sales, and implement
safeguards against the diversion of fire-
arms into the illicit market. As a result,
the Directive serves not only as a binding
legal instrument within the EU but also as
a normative benchmark for third countries
seeking to align their national legislation
with European standards - particularly in
the context of international cooperation on
arms control, border security, and transna-
tional crime prevention.

For Ukraine - a state currently en-
gaged in a full-scale armed conflict and
simultaneously pursuing deep legal and
institutional convergence with the Euro-
pean Union - the effective transposition of
Directive 2021/555 into domestic law is of
strategic significance. It represents a crit-
ical step toward strengthening national
security, enhancing the rule of law, and
fulfilling the obligations undertaken under
the EU-Ukraine Association Agreement.
Moreover, the Directive’s implementation
offers a structured pathway for Ukraine

5 Directive (EU) 2021/555 of the European Parliament and of the Council of 24 March 2021 on con-
trol of the acquisition and possession of weapons (codification). Official Journal of the European
Union. OJ L 115. 6.4.2021. Pp. 1-39 / EUR-Lex : web. URL: https://eur-lex.europa.eu/legal-con-
tent/EN/TXT/?uri=CELEX%3A32021L0555 (date accessed: 11.12.2025).
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to modernize its firearms control regime
in line with best practices adopted by EU
Member States, thereby reinforcing its ca-
pacity to prevent the proliferation of illicit
weapons in both wartime and post-conflict
contexts.

Directive (EU) 2021/555 is the Europe-
an Union’s primary legal instrument gov-
erning the control of the acquisition and
possession of firearms by civilians °. Direc-
tive (EU) 2021/555 serves as the European
Union’s principal legal instrument for reg-
ulating civilian access to firearms. It estab-
lishes minimum standards for acquisition,
possession, storage, marking, registration,
and cross-border movement of firearms,
while also promoting transparency, trace-
ability, and international cooperation. For
Ukraine - currently navigating both war-
time exigencies and the path of European
integration - alignment with this Directive
is not only a legal imperative but a strategic
necessity. Draft Law No. 5708, registered
in 2021, represents Ukraine’s most recent
attempt to codify a comprehensive legal
framework for civilian firearms circulation.
However, a detailed analysis reveals signifi-
cant gaps that must be addressed to ensure
compliance with international standards
and to build a resilient, accountable arms
control system.

1. Classification of Firearms:
From Functional to Risk-Based Models

Directive 2021/555 introduces a three-tier
classification system - Categories A (pro-
hibited), B (subject to authorization), and C
(subject to declaration) - based on the level
of risk posed by different types of firearms.
This model is mandatory for EU Member
States and recommended for candidate
countries. In contrast, Ukraine’s current
classification, rooted in Ministry of Inter-
nal Affairs Order No. 622, is functionally

based (e.g., hunting, sporting, service) and
lacks a coherent risk-based logic. Although
Draft Law No. 5708 proposes a four-tier sys-
tem (Categories A-D), it does not fully align
with the EU model and omits detailed reg-
ulation of ammunition, components, and
modifications. Moreover, the legal regimes
governing each category remain undefined,
undermining legal clarity and enforcement.

2. Marking and Traceability:
Technical Precision and Digital Oversight

International instruments such as the UN
Firearms Protocol and Directive 2021/555
mandate unique, durable, and legible
marking of all essential firearm com-
ponents, along with digital traceability
through centralized electronic registries.
While Draft Law No. 5708 references mark-
ing and proposes a Unified Civilian Fire-
arms Register, it lacks specificity regarding
which components must be marked, the
technical parameters of marking, and the
requirement to mark firearms upon im-
port, modification, or repair. The proposed
registry does not define the scope of data to
be recorded, fails to mandate registration
of all transactions, and lacks integration
with other state databases. These deficien-
cies pose serious risks to traceability, legal
accountability, and evidentiary reliability
in criminal proceedings.

3. Unified Firearms Register:
Infrastructure Without Legal Backbone

Although Ukraine established a Unified State
Firearms Register in 2023, its legal status,
functionality, and interoperability remain
underdeveloped. Draft Law No. 5708 does
not enshrine the register as the sole legal
source of firearms records, nor does it define
its structure, access protocols, or integration
with other critical databases (e.g., crimi-
nal convictions, medical records, customs).

6 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

9%3A32021L0555 (date accessed: 11.12.2025).
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Without real-time access for law enforce-
ment and clear liability for data manipula-
tion or omission, the register risks becoming
a symbolic rather than functional tool.

4. Eligibility Criteria: Integrity Screening
and Ongoing Oversight

Directive 2021/555 and the UN Firearms
Protocol require that firearm ownership be
restricted to individuals who meet strict cri-
teria related to age, criminal history, mental
health, and integrity. Ukrainian legislation
currently lacks a unified mechanism for ver-
ifying these conditions. Draft Law No. 5708
does not define «integrity, » omits periodic
license reviews, and fails to mandate inte-
gration with relevant registries (e.g., domes-
tic violence, psychiatric, debtors). This cre-
ates systemic vulnerabilities, including the
issuance of permits to high-risk individuals
and the absence of mechanisms for revoca-
tion when risk factors emerge.

5. Secure Storage: Technical Standards
and Enforcement Mechanisms

Safe storage is a cornerstone of respon-
sible firearms ownership. While Direc-
tive 2021/555 and the UN PoA recommend
minimum technical standards and inspec-
tion protocols, Ukrainian law remains vague.
Draft Law No. 5708 refers to secure storage
but lacks detailed specifications (e.g., safe
construction, alarm systems), inspection
procedures, and differentiated requirements
based on firearm category. Without enforce-
able standards, the risk of unauthorized ac-
cess, theft, and misuse remains high 7.

6. Cross-Border Movement: Licensing,
Oversight, and International Exchange

International standards require robust con-
trol over the import, export, and transit of
firearms. Ukraine’s currentlegal framework
does not clearly regulate civilian cross-bor-

der movement, lacks a unified licensing
procedure, and is not integrated with in-
ternational databases such as INTERPOL’s
iARMS. Draft Law No. 5708 fails to address
these issues, leaving Ukraine vulnerable to
illicit trafficking and non-compliant with
its international obligations.

7. Reporting and Transparency:
Public Trust and Global Accountability

Regular reporting to international bodies
and public access to aggregated data are
essential for transparency and oversight.
Ukraine currently lacks legal provisions
for reporting to the UNODA or for pub-
lishing national firearms statistics. Draft
Law No. 5708 does not designate a report-
ing authority, define reporting indicators,
or mandate public disclosure. This under-
mines public trust, impedes international
cooperation, and limits the state’s ability to
evaluate policy effectiveness.

8. International Cooperation:
From Isolation to Integration

Ukraine’s limited participation in interna-
tional firearms control mechanisms - due
in part to its non-ratification of the UN
Firearms Protocol - hampers its ability to
engage in cross-border investigations, data
exchange, and joint enforcement. Draft Law
No. 5708 does not provide for cooperation
with Europol, FRONTEX, or SEESAC, nor
does it establish a competent authority for
international coordination. This omission
isolates Ukraine from the European securi-
ty architecture and weakens its capacity to
combat transnational arms trafficking.

9. Digitalization: Efficiency, Security,
and Interoperability

Directive 2021/555 emphasizes the digitali-
zation of firearms control systems, includ-
ing electronic registries, online licensing,

7 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

%3A320211.0555 (date accessed: 11.12.2025).
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and integration with other state databases.
While Ukraine’s Unified Firearms Register
operates partially in digital format, Draft
Law No. 5708 does not mandate electron-
ic document flow, digital identification,
or data protection standards. The absence
of a designated authority for digital infra-
structure further impedes modernization
and increases the risk of administrative in-
efficiency and corruption ®.

10. Forensic Examination
as a Prerequisite for Full Traceability

A fundamental prerequisite for aligning
Ukraine’s firearms legislation with the stan-
dards of Directive (EU) 2021/555 is the for-
mal incorporation of forensic examination
data into the Unified State Firearms Regis-
ter. This requirement is not only a logical
step from the standpoint of national secu-
rity and public safety, but also a legal ne-
cessity for fulfilling Ukraine’s international
commitments within the framework of Eu-
ropean integration.

Directive 2021/555 establishes a com-
prehensive framework for the traceability
of civilian firearms, obliging EU Member
States to ensure that every firearm and
its essential components can be tracked
throughout their entire life cycle - from
manufacture or lawful import to final de-
activation or destruction. This obligation
is articulated through a set of interrelated
provisions, particularly Articles 4, 5, and
7, which collectively define the technical,
procedural, and institutional foundations
of the EU’s firearms control regime.

Article 4 mandates that «all firearms
and essential components be marked with

a unique, clear, and permanent identifier. This
marking must include the name of the manu-
facturer or brand, the country or place of man-
ufacture, the serial number, and the year of
production (if not part of the serial number).
For imported firearms, the marking must also
include the country of import and the name of
the importer. The marking must be applied to
an essential component and be visible without
disassembly. This ensures that each firearm
can be individually identified and linked to its
origin, thereby preventing the circulation of
untraceable weapons» °.

Article 5 requires that «Member States
ensure the maintenance of detailed records of
all firearms and essential components. These
records must include information such as the
type, make, model, caliber, serial number, and
the names and addresses of both the supplier
and the recipient. The data must be preserved
for a minimum of 30 years and be accessible to
competent authorities. This long-term reten-
tion is essential for retrospective investigations
and for maintaining the integrity of the trace-
ability system over time» '°.

Article 7 reinforces the need for a mod-
ern, centralized, and secure data infra-
structure. It obliges «Member States to estab-
lish and maintain a computerized data-filing
system - either centralized or decentralized -
that enables competent authorities to access
the information referred to in Article 5. The
system must allow for the immediate identifi-
cation of a firearm and its owner, including all
transfers and modifications. Access must be re-
stricted to designated authorities and comply
with applicable data protection rules» .

In this context, forensic examination
plays a key role. We fully agree with ex-

8 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

%3A32021L0555 (date accessed: 11.12.2025).
9 Ibid.

10 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

9%3A32021L0555 (date accessed: 11.12.2025).
11 Ibid.
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perts 2 who point out that forensic exam-
ination is a specialized form of criminalistic
investigation that allows: the type, caliber,
and manufacturing method of a weapon; as-
sess its operability and technical condition;
detect tampering, falsification, or erasure
of markings; and reconstruct the circum-
stances of its use - including the number
of shots fired, direction, distance, and tim-
ing. These capabilities are indispensable
not only for criminal investigations (as reg-
ulated by Articles 242-244 of the Criminal
Procedure Code of Ukraine) %, but also for
administrative oversight, international in-
formation exchange, and the prevention of
illicit manufacture, modification, and traf-
ficking.

Moreover, forensic examination serves
as a critical quality control mechanism in
the civilian firearms market. It enables the
detection of counterfeit or substandard
weapons, the identification of unautho-
rized modifications that may compromise
safety, and the verification of compliance
with technical standards. Without such
oversight, the risk of accidents, malfunc-
tions, and criminal misuse increases sig-
nificantly - particularly in a post-conflict
environment where large volumes of weap-
ons are re-entering civilian circulation.

Despite its critical importance, the
Draft Law of Ukraine «On the Right to Ci-
vilian Firearms» (No. 5708) * does not cur-
rently mandate the inclusion of forensic

examination results in the Unified State
Firearms Register. This omission creates
a significant gap in the traceability system,
undermining the Directive’s core objective
of ensuring continuous and verifiable con-
trol over firearms. The absence of registry
data on forensic examinations - including
their dates, institutions, findings, and con-
clusions - weakens the evidentiary chain,
complicates interagency coordination, and
limits Ukraine’s ability to participate in in-
ternational data-sharing mechanisms such
as INTERPOL's iARMS.

Although the term «forensic examina-
tion» is not explicitly articulated in Direc-
tive (EU) 2021/555 or in other foundational
international instruments, its functional
equivalents - namely technical identifica-
tion, verification, and analytical assess-
ment - are deeply embedded in the global
legal architecture governing arms control.
These functions, which are central to fo-
rensic science, underpin the operational-
ization of traceability, accountability, and
international cooperation in the regulation
of firearms.

The UN Firearms Protocol (2001) %,
adopted as a supplement to the UN Con-
vention against Transnational Organized
Crime, establishes a robust framework for
preventing and combating the illicit man-
ufacturing of and trafficking in firearms,
their parts, components, and ammuni-
tion. Article 8 mandates that States Parties

12

13

14

15

I'ycak A. I1. CyuyacHi meTozau aHasisy 36poi Ta Goenpunacis st CyZ0BO-0aIiCTUIHUX LOCITi-
IoKeHb. Bicnukx O0decvkoz0 HAyk080-00cAi0HO020 iHcmumymy cydosux ekcnepmu3 Minicmepcmea
tocmuyii Yxkpainu. 2025. Bum. 17. C. 15—25. DOI: 10.32782/2522-9656/2025-17-2 (date accessed:
11.12.2025).

KpuMiHaIBHUH IIpOIleCyaNlbHUI KoJeKe YKpainu Big 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta g0-
roB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 11.12.2025).
ITpoekT 3akoHy ... Ne 5708. URL: https://itd.rada.gov.ua/billinfo/Bills/Card/27190 (date accessed:
11.12.2025).

Protocol against the illicit Manufacturing of and Trafficking in Firearms, their Parts and Com-
ponents and Ammunition, supplementing the United Nations Convention against Transnatio-
nal Organized Crime : adopted on 31 May 2001, New York / United Nations Treaty Series : web.
URL: https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-c&chap-
ter=18&clang=_en (date accessed: 11.12.2025).
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ensure the marking of firearms at the time
of manufacture and import, thereby en-
abling their identification and traceabil-
ity. Article 11 requires the verification of
authorizations and documentation during
international transit, while Articles 13 to
15 obligate states to engage in systematic
information exchange concerning serial
numbers, technical characteristics, and
known methods of falsification or tampe-
ring. These provisions presuppose the exis-
tence of technical and forensic capacities
capable of detecting altered markings, au-
thenticating weapon origins, and suppor-
ting cross-border investigations.

The Arms Trade Treaty (ATT) further
reinforces these obligations '°. Article 11
requires States Parties to take measures
to prevent the diversion of conventional
arms to unauthorized end-users or illicit
markets, including through post-delivery
verification and risk mitigation strategies.
Article 13 mandates annual reporting on
national control systems, including mecha-
nisms for ensuring traceability and over-
sight. These reporting obligations inhe-
rently rely on the availability of forensic
tools and expertise to monitor, verify, and
document the movement and status of fire-
arms throughout their life cycle.

In parallel, the UN Programme of Ac-
tion on Small Arms and Light Weapons (UN
PoA) V7 - a politically binding framework
adopted in 2001 - calls upon states to deve-
lop and maintain comprehensive systems
for the detection, tracing, and destruction
of illicit small arms and light weapons.
These systems are functionally depen-
dent on forensic analysis, particularly in
the context of post-conflict disarmament,

criminal investigations, and the identifica-
tion of weapons used in acts of violence or
terrorism.

Taken together, these instruments es-
tablish a clear normative expectation: that
states must possess the institutional and
technical means - including forensic in-
frastructure - to ensure the traceability of
firearms and to prevent their diversion into
illicit circulation. Forensic examination is
thus not a peripheral or optional element of
arms control, but a structural component
of effective implementation. For Ukraine,
the integration of forensic examination into
the legal and administrative framework
governing civilian firearms is essential not
only for domestic enforcement and public
safety, but also for fulfilling its obligations
under international law and aligning with
the standards of the European Union and
the broader global security regime.

The urgency of integrating forensic ex-
amination into Ukraine’s firearms control
regime has only intensified since the onset
of Russia’s full-scale invasion. The unprece-
dented volume of weapons in civilian circu-
lation has generated a host of challenges:
the uncontrolled return of firearms from
combat zones, smuggling and black-market
activity, improvised modifications, and the
criminal misuse of weapons. In this con-
text, the development and institutionaliza-
tion of advanced forensic tools - particular-
ly forensic genomic analysis - has become
essential. The ability to identify individuals
involved in firearms-related crimes, detect
biological traces on weapons or at crime
scenes, and match genetic profiles with
national and international databases sig-
nificantly enhances investigative capacity

16 The Arms Trade Treaty / United Nations. Digitallibrary : web. 2013. URL: https://digitallibrary.
un.org/record/7466832v=pdf (date accessed: 11.12.2025).

17 Programme of Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and Light
Weapons in All Its Aspects: a strategy for further implementation : working paper / submitted
by the President // Ibid. 2006. URL: https://www.un.org/disarmament/convarms/salw/ (date ac-

cessed: 11.12.2025).
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and supports the prosecution of organized
crime, terrorism, and war crimes.

The urgency of integrating forensic exa-
mination into Ukraine’s firearms control re-
gime has grown exponentially in the wake
of Russia’s full-scale invasion. The war has
not only transformed the security landscape
but has also triggered an unprecedented
surge in the circulation of firearms among
civilians. This phenomenon has introduced
a complex array of challenges: the uncon-
trolled return of weapons from the front-
lines without proper registration; the pro-
liferation of illicit trafficking and smuggling
routes; the widespread use of improvised or
modified firearms; and the increasing in-
volvement of such weapons in criminal ac-
tivity, including homicides, robberies, and
acts of domestic or political violence.

In this context, the development and
institutionalization of advanced forensic
tools - particularly forensic genomic ana-
lysis — has become not merely desirable but
essential. Traditional ballistics and traceo-
logical methods remain indispensable for
identifying weapons and reconstructing
shooting incidents. However, they must
now be complemented by modern mole-
cular techniques capable of addressing the
evolving nature of firearms-related crime
in a post-conflict society.

According to scientists ¥, forensic ge-
netic analysis, as a specialized branch of
forensic medicine, allows investigators to:

1. Identify individuals who have han-

dled or discharged a firearm by
detecting and analyzing biologi-
cal traces (e.g., skin cells, blood,

sweat, saliva) left on weapons, am-
munition, or crime scenes;

2. Establish genetic profiles from
trace DNA and compare them with
national and international data-
bases (e.g., CODIS, INTERPOL’s
DNA Gateway);

3. Link suspects to specific weapons
or incidents, even in the absence of
eyewitnesses or conventional evi-
dence;

4. Distinguish between multiple users
of the same weapon, which is par-
ticularly relevant in cases involving
shared or trafficked firearms;

5. Detect contamination, tampering,
or staged crime scenes through the
analysis of mixed DNA samples.

In Ukraine, the need for such capabili-
ties is especially acute. The return of thou-
sands of firearms from the battlefield - of-
ten without systematic documentation or
inspection - has created a legal and ope-
rational vacuum. Many of these weapons
may have been used in combat, subjected
to unauthorized modifications, or diverted
into criminal networks. Without a robust
forensic infrastructure, including genomic
analysis, the state lacks the tools to verify
the provenance, usage history, and lawful
status of these weapons.

Moreover, the Ukrainian legal frame-
work currently lacks explicit provisions for
the integration of forensic genomic data
into the national firearms control system.
While the Law of Ukraine «On Forensic
Examination» (Articles 7, 10, 13) ¥ and the
Criminal Procedure Code (Articles 242-

18 Nechyporiuk M., Filipenko N., Juodkaité-Granskiené G., Ivanovié A. Particular Aspects of Interna-
tional Cooperation of Ukrainian Forensic Science Institutions with Foreign Specialists in Collecting,
Studying and Processing Human Genomic Information and Conducting Molecular Genetic Analy-
sis during Military Aggression against Ukraine. Ch. 2 / The Challenges and Opportunities in Law:
Ukrainian Case under the Conditions of War : monograph // Ed. By T. Davulis, L. Gasparéniené.
Krakow, 2023. Pp. 89-211. DOI: 10.12797/9788381388887.02 (date accessed: 11.12.2025).

19 IIpo cyAOBY eKCIEePTH3Y : 3aKOH YKpaiHu Bif 25.02.1994 p. Ne 4038-XII (3i 3miH. Ta fonos.). URL:
https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 11.12.2025).
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244) ® provide for the use of forensic exper-
tise in criminal proceedings, these norms
are primarily reactive and case-specific.
They do not extend to the proactive, sys-
temic use of forensic data for administra-
tive control, registry integration, or pre-
ventive monitoring.

By contrast, international best practi-
ces - reflected in instruments such as the
UN Firearms Protocol, the Arms Trade
Treaty, and the UN Programme of Action
on Small Arms and Light Weapons - increa-
singly emphasize the importance of trace-
ability, identification, and information ex-
change. Although these documents do not
explicitly reference «genomic analysis»,
their operational logic presupposes the use
of all available scientific methods to ensure
the integrity of arms control systems. The
ability to trace a weapon to its last lawful
owner, to verify its technical and biological
history, and to link it to specific criminal
events is central to the goals of transparen-
cy, accountability, and public safety.

Therefore, Ukraine’s Draft Law No. 5708
must be revised to reflect these realities. Speci-
fically, it should:

+ Mandate the inclusion of forensic
examination results - including ge-
nomic findings - in the Unified State
Firearms Register.

« Define the types of biological and
genetic data that may be collec-
ted, stored, and used for investiga-
tive and administrative purposes,
in compliance with data protection
standards.

« Establish protocols for the secure
transfer of forensic data between law
enforcement, forensic institutions,
and registry administrators.

« Enable interoperability with natio-
nal and international DNA databases
to facilitate cross-border investiga-

20 KpuMiHaIbHUI NIPOIECYATbHUHN KOZAEKC ... .

17#Text (date accessed: 11.12.2025).

tions and the identification of wea-
pons used in transnational crimes.

+ Provide legal safeguards to ensure
the ethical use of genomic data,
including informed consent, pro-
portionality, and judicial oversight
where appropriate.

Incorporating forensic genomic analy-
sis into Ukraine’s firearms control system
is not a marginal technical upgrade - it is
a strategic imperative. It enhances the ev-
identiary power of investigations, stren-
gthens the credibility of the registry, and
equips the state to respond to the complex
threats posed by organized crime, terro-
rism, and war crimes. Most importantly,
it aligns Ukraine’s legal and institutional
architecture with the evolving standards
of international law and forensic science,
reinforcing its trajectory toward European
integration and democratic resilience.

Conclusions

The Draft Law of Ukraine «On the Right to
Civilian Firearms» (No. 5708) has the po-
tential to become a foundational legal act
that, for the first time, systematically re-
gulates the civilian circulation of firearms
at the legislative level. If properly revised
and adopted, it could establish a transpa-
rent, accountable, and secure framework
for firearm ownership - one that addres-
ses Ukraine’s urgent post-conflict realities
while aligning with its international obli-
gations under European and global arms
control regimes.

However, in its current form, the draft
remains largely declarative and structu-
rally fragmented. Without the full incor-
poration of key international standards -
particularly those enshrined in Directive
(EU) 2021/555 - it risks being ineffective
in practice and disconnected from the

URL: https://zakon.rada.gov.ua/laws/show/4651-
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evolving demands of national and interna-
tional security. To transform the draft into
a robust and future-oriented legal instru-
ment, several core principles must guide
its refinement.

These include: institutional transpar-
ency and public accountability; the estab-
lishment of a centralized, electronic Uni-
fied State Firearms Register with real-time
access and interoperability; mandatory
marking and digital traceability of all es-
sential firearm components; preventive
control mechanisms based on rigorous in-
tegrity screening, periodic license renewal,
and enforceable storage standards; and full
harmonization with EU and UN norms re-
garding classification, cross-border move-
ment, and international cooperation.

Crucially, the law must also recognize
forensic examination - not only ballis-
tic and technical, but also genomic - as
a structural pillar of effective firearms con-
trol. In the aftermath of Russia’s full-scale
invasion, Ukraine faces an unprecedented
volume of weapons in civilian circulation,
many of which have returned from the
frontlines without proper documentation.
This has created serious risks of smuggling,
illicit modification, and criminal misuse.
In this context, forensic science - parti-
cularly forensic genomic analysis - has
become indispensable. It enables the iden-
tification of individuals who have handled
or discharged a weapon, the detection of
biological traces on firearms and ammuni-
tion, and the matching of genetic profiles
with national and international databases.
These capabilities significantly enhance in-
vestigative capacity and support the prose-
cution of organized crime, terrorism, and
war crimes.

Yet, Ukraine’s current legal framework
does not provide for the systematic use of
forensic data in administrative firearms
control. While the Law of Ukraine «On
Forensic Examination» and the Criminal

Procedure Code regulate the use of expert
analysis in criminal proceedings, they do
not extend to registry integration or pre-
ventive monitoring. This legal fragmenta-
tion undermines coherence, operational
effectiveness, and compliance with inter-
national standards. By contrast, global in-
struments such as the UN Firearms Pro-
tocol, the Arms Trade Treaty, and the UN
Programme of Action on Small Arms and
Light Weapons emphasize the importance
of traceability, identification, and informa-
tion exchange - functions that inherently
rely on forensic expertise.

Therefore, Draft Law No. 5708 must
evolve beyond a domestic regulatory ins-
trument. It should become a strategic tool
of legal modernization, external account-
ability, and democratic resilience. Its re-
finement is not merely a legislative task - it
is a vital investment in Ukraine’s secure,
lawful, and European future.

KpuMiHAIbHO-IPABOBUI
aHaJIi3 3AKOHOIIPOEKTY
NPO NMPABO HA TPOMATHCHKY 30POI0
B KOHTEKCTi EBPONENChKUX
NMPaBOBUX CTAHJZAPTIB

Hamauania ®Pininenxo,
Aaexcandap Ieanosuu

30ilicHeHO KOMNAGKCHUIL KPUMIHAALHO-
npaeosull ananiz 3aKOHOMPOEKNLY NPo NpPago
Ha YUBLAbHY 602Henanviy 30poio (Ne 5708)
3 aKYeHMOM Ha 11020 Y320004¢eHOCTII 3 MIXHCHA-
POOHUMU NpagosUMU CMaHdapmami, 30kpe-
Mma noaoxcerHam Jupekmusu (€C) 2021/555
npo KOHMpOAb 3d HAGYMMAM 1 60400IH-
HAM BOZHeNAAbHOI0 30pOEl0. 3aKOHONPOEKM
PO32AAHYMO  Kpi3b NPUBMY 2apPMOHI3AULL
3aKoH00a6cmea 3 OXONAEHHAM MNpA6080eo
peeyni08anHs 3a MAKUMU OCHOBHUMU Hda-
npamamu, K MAapKy8aHHs YUBLAbHOL 802He-
nanvhoi 36poi, eedenHs peecmpis, 3abesne-
UeHHS NPOCMency8anocmi pyxy 36poi na ecix
emanax ii HUMMEB020 YUKAY, Opearizayis
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0OMIHY THDOPMALIEID MidN YNOBHOBANEHUL-
MU Op2aHAMU, 8UMO2UL 00 YMO8 30epieaHHs
36poi, nNpagosi Mexamiamu KOHMPO0 3d
JucmanuiiiHum npodaxcem 30poi, a maxoxc
obmesxcerHss docmyny 00 OkpemMux Kamezopitl
gozHenavHoi 30poi. Ocobaugy ysazy axyeH-
Mo8aHo HA poai cydosoi ekcnepmusu ma
KPUMIHAALHO20 NposaddicenHs 8 3abe3nedeH-
Hi 01€8020 KOHMPOAIO 3a 06120M 802HENANLHOL
36poi. B YKpaiHCcbKOMY 3aKOHOOABCMBL 8US8-
/IeHO po30iHOCmI Tl HeOATKU CMPYKmMYypU,
U0 YHeMOXNCAUBAIOIMY 1i020 2APMOHI3AUIIO 13
3axonodascmgom €gponeiicvkozo Coro3y. Ha-
8edeH0 apeymeHMU HA KOPUCTb YiAeCnpaMO-
BAHUX 3MIH 015 Ni08ULEHHS Pi8Hs Y3200%4ce-
HOCMI pee8AHMHUX HOPMATMUBHO-NPABOBUX
axmig. 3 02120y Ha 3azanvHull besnexkosuil
KOHMEKCM N080EHH020 nepiody YKpainu eap-
MOHI3aUII0 3aKOHO0ABCMEA pPO32ASIHYMO K
HeoOXiOHy nepedymosy peanizayii 30608’-
3anb Yxpainu 6 mescax Yzo0u npo acoyiayitno
3 €C, nocmynosoi wpudu4HOl KOHEepeeHUil
ma 6npoeadicenHs 6i0N0BIOHUX IHCMUMY-
YitiHux pecpopm.

Katouosi caosa: sakononpoekm Ne 5708;
YUBLAbHA B02HENAAbHA 30pOs; MINCHAPOO-
Hi cmandapmu; Jupekmuea €C 2021/555;
2apMOHI3AUIsSL 3aKOH00a8Ccmea; KOHMpoab 3a
obicom 36poi; besnexa; cydosa excnepmusd;
KpUMIHAAbHE NPO8ADKHCEHHSL.
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This article purpose is to conduct a comparative legal analysis of
reconstruction institution of criminal offenses and to scientifical-
ly justify feasibility of introducing virtual situational investigative
experiments into Ukrainian criminal proceedings as a new stan-
@ @ dard of scientific reliability and metric accuracy of evidence. For

achieving this goal, general scientific and special methods of scien-
tific cognition were used (comparative legal one, formal legal one,
forecasting, modeling, systemic-structural, analysis, and synthe-
sis). The issue of limitations of conducting traditional crime scene
reconstructions in conditions of martial law, caused by the destruc-
tion of the material environment and dangerous access to the scenes
of events, has been highlighted. The advantages of 3D technologies
(LiDAR, photogrammetry) for creating metrically accurate digital
models of the scene of the incident, which ensure the transition from
subjective perception to algorithmic verification, are substantiated.
The feasibility of using 3D models as an addition to investigative
action protocol is proven. It is concluded that digital transformation
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of evidence is a leading stage in modernization of justice, combining
technical accuracy with procedural fairness.

Keywords: criminal proceedings; investigative experiment; vir-
tual reconstruction; VSIE; 3D modeling; digital evidence; martial
law; criminal proceedings; evidence.

Research Problem Formulation

In modern criminal proceedings, inves-
tigative experiments are not only proce-
dural actions, but complex cognitive tools
for reconstructing the circumstances of
a crime. Their evidentiary value is based
on recreating conditions that are as close
as possible to the original ones that makes
possible to verify the reliability of testimo-
ny and clarify spatial relationships and the
chronological sequence of events. At the
same time, traditional forms of this ac-
tion are increasingly demonstrating their
limitations, namely impossibility of com-
pletely recreating situation, subjectivity of
the participants’ perceptions and difficul-
ties of accurate documentation.

In particular, under martial law, law
enforcement practice has encountered
a number of problems related to con-
ducting investigative experiments, recon-
structing the circumstances of events, in-
vestigating the actions of those involved
and analyzing the scene of events. These
issues are caused by inability to access
the incident scene that is located in a tem-
porarily occupied territory; significant
damage, destruction, or elimination of
material evidence as a result of shelling;
dangerous conditions for participants in
criminal proceedings; the fact that per-
sons whose testimony is subject to veri-
fication are located at a considerable dis-

tance from the scene of the incident or the
pre-trial investigation body; the need to
comply with restrictions, in particular cur-
fews, etc. ! One possible way to overcome
these limitations and recreate the physical
environment of the scene is to use modern
information technologies during the in-
vestigative experiment to reconstruct the
scene in virtual reality.

Article Purpose

Perform comparative legal analysis of re-
construction institution of events (investi-
gative experiment) in theory and national
practice, continental and common law sys-
tems, as well as scientifically substantiate
the possibility of digital transformation of
this tool into Ukrainian criminal proceed-
ings through the introduction of virtual
situational investigative experiments as
a new method of scientific reliability and
metric accuracy of evidence.

Research Methods

For achieving this goal, general scientific
and special methods of scientific cognition
were used. Comparative legal method fa-
cilitated the study of approaches to recon-
struction during investigations within the
national criminal justice system and legal
systems of different countries. It made
possible to identify common and distinc-

1 Yopsuoyc 0. TakTHKa CTi90TO €KCIIEPUMEHTY 32 0COBIUBOIO PEXXUMY KPUMiHAJIBHOTO IIPO-
Ba/PKEHHSI B YMOBaX BOEHHOTO CTaHy. [Ipas0oxoporHa JisAbHICMb 8 YMOBAX 60EHHO20 CTNAHY :
Mat-1u Beeykp. HayK.-mipakT. ceMinapy (IBaHo-®OpaHKiBChK, 21.10.2025). IBaHO-PpaHKIBCHK,
2025. C. 145—149. URL: https://surl.li/qfckrh (date accessed: 09.01.2026).
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tive features of investigative experiments
as a means of obtaining evidence in crim-
inal proceedings. Using the formal legal
method, legal analysis was carried out of
the provisions of the Criminal Procedural
Code of Ukraine, which define the specif-
ics and limits of conducting an investiga-
tive experiment. The forecasting method
was useful for a reasonable prediction
of the conditions for the introduction of
the method of visual situational investi-
gative experiment into law enforcement
practice. Using the modeling method,
the authors constructed ideal (imaginary)
models for conducting a virtual investiga-
tive experiment in criminal proceedings.
Systemic-structural analysis identified
the main elements of the implementation
of virtual reconstruction in criminal pro-
ceedings, determined their functional role
and impact on the results of criminal pro-
ceedings. Combination of logical methods
of analysis and synthesis contributed to
the integration of the obtained results into
a single system of scientific provisions,
thanks to which essence, objectives, pro-
cedural and technical conditions, features

of conducting and evaluating the results
of a virtual situational investigative exper-
iment were logically substantiated.

The selected methods together pro-
vided a theoretical justification for the
problem under research and contributed
to formulation of conclusions and practi-
cally oriented recommendations.

Analysis of Essential Researches
and Publications

In Ukrainian criminal procedural doc-
trine and forensic science, fundamental
aspects of the investigative experiment
are quite deeply worked out in theoretical,
procedural and tactical aspects. Legal na-
ture of the experiment as an independent
investigative (search) action designed to
verify the investigative versions, evidence
and mechanism of a criminal offense is
characterized, and its place in the crimi-
nalistics system is determined > The tac-
tics of the investigative experiment were
developed, the stages and methods of its
conduct 3, procedure for attracting spe-
cialists were determined *. Peculiarities of

2  Maanuyk I1. M. IIpaBoBa npuposa CIif4oro ekcriepuMeHTy. IIpasosi zopuzonmu. 2018. Ne 9

(22). C. 52—55. DOI: 10.21272/legalhorizons.2018.i19.p52 (date accessed: 09.01.2026) ; Crpato-
HOB B. M. Criiunii eKClleprMeHT y CUCTeMi KpUMIiHAJIICTUIHUX 3HaHb. Haykosuil sicuk Xep-
COHCbKO20 OJepacasnoeo yHigepcumemy. Cepis: FOpuduuni Hayku. 2024. Bum. 1. C. 14—18. DOL:
10.32999/ksu2307-8049/2024-1-3 (date accessed: 09.01.2026).

Banuipkuii T. M. Crifunii eKCIIepUMEHT B CUCTEMI CIiAYUX (POS3IIYKOBUX) ikl y KpUMiHAIb-
HOMY IIpoBa/>KeHHi VKpaiHu : aBToped. AuUC. ... KaHJ. I0pU/J. HayK. IpmiHb, 2015. 20 c. URL:
https://dspace.nlu.edu.ua/bitstream/123456789/16881/1/BALITSKY-2015.pdf (date accessed:
09.01.2026) ; Kosbaca B. OpranizarifiHO-ifrOTOBYi 3aX0A¥ /10 IIPOBEJEHHS CIiJY0TO EKC-
nepuMeHTy. Haykosuil icHux [JHinponemposcvkozo OepiagHozo YHigepcumemy 6HYympilu-
Hix cnpas. 2020. Ne 3. C. 174—179. DOI: 10.31733/2078-3566-2020-3-174-179 (date accessed:
09.01.2026).

Janid €. 0. BukopucTaHHs ClIelia/IbHUX 3HAHb I1i/] YaC IPOBeIeHHS CJIiJU0T0 EKCIIePUMEHTY ©
Juc. ... KaHJ. opuf. Hayk. Kuis, 2018. 238 c. URL: https://elar.navs.edu.ua/server/api/core/
bitstreams/025fac7a-69a3-45dc-91a5-2f227acdd6a3/content (date accessed: 09.01.2026) ; AHTO-
HIOK II. €., AHTOmyK A. O., [I1cKoBchKuI B. B. Ta iH. TaKTHKa IPOBEZEHHS CJIiZIYOTO €KCIIe-
PHUMEHTY IIifi 9ac JOCYZ0BOTO PO3CAiJyBaHHA : MeToA. pek. Kuis, 2021. 68 c. URL: https://elar.
navs.edu.ua/server/api/core/bitstreams/5fe00ee9-ad87-4a83-8054-6ebeb9e3b36f/content (date
accessed: 09.01.2026).
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crime scene reconstruction during the in-
vestigation of road accidents °, murders °
and other criminal offenses are investigat-
ed’.

However, despite the high degree of
theoretical and tactical development, in-
vestigative experiments, like any other
investigative (search) activity, face the
challenges of modern criminal proceed-
ings, where the reliability of evidence and
possibility of algorithmic verification of
the data obtained are of paramount im-
portance. It is in this context that the use
of modern technologies, in particular 3D
reconstruction (laser scanning and pho-
togrammetry), becomes critically import-
ant, as they are capable of minimizing the

subjectivity of perception and achieving
high accuracy of reproduced parameters,
conducting experiments in cyberspace,
and obtaining reliable results without be-
ing at the actual scene of the incident.

Analysis of works devoted to research
on the use of three-dimensional technolo-
gies in the investigation of criminal offens-
es indicates positive experience in their
implementation during the examination
of crime scenes, forensic investigations,
and the training of investigators . At the
same time, the issue of using such tech-
nologies in the investigative experiment
process has been raised in isolated publi-
cations °, so it requires more in-depth re-
search.

5

BaspuninuH I I. Opra#isaniiiHo-TaKTUYIHI 0COOIUBOCTI IPOBEZEHHS CIi[90T0 eKCIIepHUMeH-
Ty IiZ 4ac po3CIiZyBaHHS AOPOXKHBO-TPAHCIOPTHUX IIPUTOZ : AUC. ... A-pa Pinoc. B ramysi
mpasa. JHinpo, 2021. 250 c. URL: https:/dduvs.edu.ua/wp-content/uploads/files/Structure/
science/rada/df017/d.pdf (date accessed: 09.01.2026) ; Bapnaxos B., CBizepcokuii O., Mity-
HeBiuyc B. VuacTp cmemniayicTa B CIif90My €KCIIEPMMEHTI i3 ZOCHi/pkeHHsS 00CTaBUH [0-
POXKHBO- TpchnopTHm IIPUTOAY, sIKa BiOysnacs B TeMHUE dac. Teopis ma npakmuka cydogoi
excnepmu3u i kpuminaaicmuku. 2022. Bur. 3 (28). C. 109—123. DOI: 10.32353/khrife.3.2022.07
(date accessed: 09.01.2026) ; Kosmomiens B. B. MeToauKa po3ciiyBaHHS MOPYIIEHHS IPaBUJI
Ge3neKy OPOXKHBOTO PyXy ab0 eKCILIyaTallil TpPaHCIIOPTY 0co6aMu, sIKi KEPYIOTh TPAHCIIOPT-
HUMU 3acobaMu : Auc. ... A-pa ¢inoc. B ramysi npasa. Kponusuunpkuii, 2024. C. 117—137.
URL: https://dnuvs.ukr.education/wp-content/uploads/2024/12/dysertacziya_kolomiyecz.pdf
(date accessed: 09.01.2026).

Kynurit A. 1. TakTUKa CTiAI0T0 €KCIIepUMEHTY IIijl Yac PO3CJIiZlyBaHHS YMUCHOTO BOMBCTBA,
BYMHEHOTO B CTaHi CUJIBHOTO [YIIIEBHOTO XBUJIIOBAHH. ITopieHANbHO-aHarimutHe npaso. 2019.
Ne 4. C. 393—396. URL: https://pap-journal.in.ua/wp-content/uploads/2020/08/PAP_4_2019.pdf
(date accessed: 09.01.2026) ; }0x#o O. O. Ocob61MBOCTI IPOBEAEHHS CII/II0T0 EKCIIEPUMEHTY
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Main Content Presentation

For revealing subject of our research, it is
advisable to first consider the legislative
regulation of the reconstruction of the
circumstances of a criminal offense in
accordance with national legislation and
the legislation of countries with continen-
tal and common law systems. Procedural
regulation of this procedure has both com-
mon and distinctive signs.

Ukraine. According to Part 1 of Arti-
cle 240 of the Criminal Procedure Code of
Ukraine, “in order to verify and clarify in-
formation that is relevant to establishing the
circumstances of a criminal offense, investi-
gator or prosecutor has the right to conduct
an investigative experiment by recreating
the actions, situation, and circumstances of
a particular event, and conducting the neces-
sary experiments or tests” 1°. In essence and
in terms of its objectives, an investigative
experiment can take the form of two dif-
ferent types of investigative (search) ac-
tions, which differ in terms of the grounds
for conducting them, the nature of their
preparation, tactical techniques, and rules
of implementation. Violation of these
rules may lead to distortion of the results
obtained and affect their assessment by
the investigator, prosecutor, or court.

These actions include, first, investi-
gative experiment itself (establishing the

possibility of perceiving a certain fact (vis-
ibility, audibility, etc.) under certain con-
ditions or by a specific person, performing
certain actions under specific conditions
or by a specific person, the existence of
a certain fact and/or phenomenon un-
der certain circumstances, as well as the
mechanism of the event as a whole or its
individual stages), and secondly, verifica-
tion (reproduction) of previously given
testimony by a person, which is carried
out exclusively in the place referred to in
the relevant testimony . Both of these
types belong to the group of investigative
(search) actions that functional purpose is
to verify the factual data established while
criminal proceedings.

Peculiarity of investigative experiment
lies in the fact that during its conduct,
both people and the physical environment
are sources of criminally significant infor-
mation. Factual data is obtained not only
through the personal perception of ob-
jects and events by the subject of the inves-
tigation, but with the help of a wide range
of technical, forensic, and other technical
means. The purpose of investigative ex-
periment, as specified in the procedural
norm, is implemented in numerous and
varied types of such experiments deve-
loped in criminalistics 2.

Thus, one type of investigative ex-
periment is to verify the testimony of an

rep.dnuvs.ukr.education/server/api/core/bitstreams/4bd5ad6e-849f-43ba-9772-3023b1d75509/
content (date accessed: 19.01.2026) ; ITaBmiok H. B. 3acTocyBanHs 3D-MozeNI0OBaHHs IIifi 4ac
JIOTIUTY Ta CJIZYOTO €KCIIEPUMEHTY. [HHO8AUiliHI Memodu ma Yudposi mexHoA02ll 8 KPUMIHAIC-
muuyi, cyoosiil excnepmusi ma 10pududHill npaxmuyi : MaT-I1 MDKHApP. «KPyIJI. CTOIy» (XapkKiB,
12.12.2019). XapkiB, 2019. C. 112—115. URL: https://surl.lt/hvpxah (date accessed: 19.01.2026).
10 KpumiHanbHUY IpollecyalbHUN KoZleKC VKpaiHu Bif 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta
pomos.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 09.01.2026).
11 KpumiHayicTuka : migpygHuk. V 2 1. T. 1 / 3a 3ar. peg. A. ®. Bonobyesa, P. JI. CTenaHoKa,
B. O. ManspoBoi. XapkiB, 2018. C. 243—344. URL: https://fpk.in.ua/images/biblioteka/4bac_
pravo/Kryminalistyka_Pidruchnyk_Tom-1_Kharkiv_2018.pdf (date accessed: 19.01.2026).

12 Anroniok II. €., AHTomyK A. O., ITackoBcekuit B. B. Ta iH. 3a3Hau. TBip. C. 8. URL: https://
elar.navs.edu.ua/server/api/core/bitstreams/5fe00ee9-ad87-4a83-8054-6ebeb9e3b36f/content
(date accessed: 09.01.2026).
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interrogated person about certain actions
they performed at the scene of the inci-
dent *. The purpose of such an experiment
is to ascertain the participant’s knowledge
of the location, layout, and characteris-
tics of physical environment of the scene
of the incident; to clarify the route taken
to and from the scene of the incident; to
establish the reliability of the testimony
by comparing it with the person’s actions
in the physical environment and the trac-
es of the crime recorded in the scene in-
spection report, etc. Such an investigative
experiment is conducted directly at the
scene of the incident by giving the initia-
tive to the participant whose testimony is
being verified, and its distinctive feature is
that the results obtained are obvious to all
persons present, in particular witnesses,
without specific expertise use.

Countries of European (continental) law.
Legal systems of Romania ', Poland %, the
Czech Republic ', Kazakhstan ', Moldo-
va ® and other countries of the former so-
cialist bloc have retained in their criminal
procedure the institution of investigative
experimentation in its classical sense as
an independent investigative action aimed

at verifying and clarifying factual data by
recreating event circumstances. Despite
the existence in the criminal procedure of
some post-Soviet countries (in particular,
Czech Republic, Kazakhstan, and Moldova)
of two separate investigative actions: crime
scene reconstruction and verification (or
reconstruction) of testimony at the scene;
this does not change their common episte-
mological essence as means of empirical
verification of factual data, which stems
from the Soviet criminalistic tradition.

On the other hand, developed Europe-
an systems, in particular those of France,
Germany, and Switzerland, do not contain
direct regulatory provisions for an equiva-
lent of investigative experiments, but there
are forms that have an identical cognitive
function. Thus, Article 81 of the French
Code of Criminal Procedure, despite the
absence of a normative definition of re-
construction, provides that the investigat-
ing judge shall take all measures he or she
deems useful for establishing the truth,
and Article 92 provides for transport sur les
lieux: visit to the scene of the incident for
observation . In practice, reconstitution is
a combination of several procedural acts,
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inspection, interrogation, demonstration,
and expert examination, united by the
common goal of recreating the mecha-
nism of the event. In French criminalis-
tics, such reconstruction is considered
a synthetic procedure that combines em-
pirical accuracy with judicial control *.

Criminal Procedure Code of Federal Re-
public of Germany does not contain the con-
cept of investigative experiment in the narrow
sense. Judicial practice is based on the fact
that experiments (in German: versuche) are
not independent types of evidence, but may
be an element of an expert conclusion or
a component of an inspection of the scene
of the incident 2. Thus, German model is
based on the principle of functional unity of
evidentiary actions what matters is not how
the action is classified, but whether the gen-
eral guarantees of reliability, relevance, and
verifiability are observed.

According to Article 193 of the Swiss
Criminal Procedure Code, an inspection of
the scene of the crime may be combined
with a reconstruction or an interrogation
(in French: reconstitution des faits ou avec
une confrontation). In this case, the accused,
witnesses, and other persons summoned to
court are involved in the inspection *.

Common law countries. In common
law countries (US, Canada, UK, Austra-
lia), the admissibility of investigative
experiments is traditionally considered
through the prism of the substantial simi-
larity test. According to this principle, the
experimental conditions must be similar
to the real situation, although it does not
require identical conditions, but a certain
similarity to ensure that the results of the
experiment are relevant and reliable for
the case under investigation. Thus, in the
United States, the Alaska Supreme Court
in Love v. State of Alaska formulated a re-
quirement to demonstrate substantial
similarity between the conditions of the
experiment and the actual circumstances
of the event, while emphasizing that ab-
solute identity is not necessary *.

In law enforcement, the reconstruc-
tion of events is gradually shifting from
physical (objective) to digital modeling.
3D technologies, which include 3D scan-
ning *, photogrammetry, additional reality
(AR) and virtual reality (VR), make it possi-
ble to create interactive, metrically accu-
rate models of the scene of an incident. Not
only do they replace traditional physical
experiments in many cases, but they also

20 Hazan R., Cassuto Th. La reconstitution en procédure pénale. Intéréts et principes généraux.
Experts. 2009. No. 86, Oct. Pp. 4-9. URL: https://cejpcar.org/wp-content/uploads/2015/10/RE_
PUB_86-Hazan-Cassuto.pdf (date accessed: 09.01.2026).

21 Bundesgerichtshof Urt. V. 20.06.1961, Az.: 1 StR 212/61. Beweisrecht der Strafprozeflordnung
(StPO). Experimente und Versuche als besondere Beweisarten / Wolters Kluwer Online : web.
URL: https://research.wolterskluwer-online.de/document/8b9f76f1-037c-4edf-983c-a0deb-
b8e2029 (date accessed: 09.01.2026).

22 Code de procédure pénale suisse du 5 octobre 2007 (Etat le ler avril 2025). Art. 193 / Fedlex :
web. URL: https://www.fedlex.admin.ch/eli/cc/2010/267/fr (date accessed: 09.01.2026).

23 Substantial Similarity in Conditions for Experimental Evidence: Supreme Court of Alas-
ka’s Decision in Love v. State of Alaska / Casemine : web. URL: https://www.casemine.
com/commentary/us/substantial-similarity-in-conditions-for-experimental-evidence:-su-
preme-court-of-alaska’s-decision-in-love-v.-state-of-alaska/view (date accessed: 01.02.2026).
24 3D technology encompasses a wide range of tools and methods for creating, displaying or
reproducing objects in three dimensions: width, height and depth.
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provide a whole new level of metric accu-
racy and objectivity of evidence *.

In British practice, 3D reconstruction
is actively used in investigations of traffic
accidents, murders, and terrorist attacks,
and the results of VR reconstructions are
accepted by courts as supporting evidence,
provided that their reliability is confirmed
by experts *. According to Ch. Villa, N. Lyn-
nerup, and Ch. Jacobsen, use of a multimo-
dal 3D approach makes it possible to cre-
ate a single interactive database where the
topography of the scene, the victim’s body,
and material evidence are coordinated in
a single digital environment ?. This creates
a new type of virtual investigative expe-
riment that takes place in cyberspace but
retains procedural guarantees of reliability.

In US judicial practice, virtual models
can be integrated into court proceedings
as evidence if they are relevant to the case
and there are no grounds for exclusion (in
accordance with Rules: 401 “Test for Rele-
vant Evidence,” 402 “General Admissibility of
Relevant Evidence,” 403 “Exclusionary Rule”
Federal Rules of Evidence %), and meet the
standards of scientific reliability defined
in the case of Daubert v. Merrell Dow Phar-
maceuticals (1993) %,

In their fundamental analysis of nu-
merous literary sources highlighting the

problems of applying tools, technologies,
methods, and techniques of 3D crime
scene reconstruction, M. A. Maneli and
O. E. Isafiade note that traditional means of
recording information from the scene of
the crime do not achieve or maintain the
necessary integrity of information about
the crime, while 3D crime reconstruction
using immersive reality technologies pro-
vides a reproduction of the scene with an
accuracy of several millimeters and allows
various hypotheses to be tested in real
time *.

Thus, analysis of foreign legal systems
shows that although the concept of investi-
gative experiment as an independent pro-
cedural form is unique to Ukrainian (and
more broadly, post-Soviet) law, actions
similar in their functional purpose exist in
most legal systems.

Epistemological standards of reliability.
During pre-trial investigations, conduct-
ing investigative experiments under mar-
tial law often encounters significant diffi-
culties: the scene of the incident may be
located in occupied territory, and if it is in
afrontline zone, it may be destroyed or sig-
nificantly damaged, making it dangerous
for participants in criminal proceedings
to be there, and some of them (victims,
witnesses) are located far from both the

25 Flor N. V. Technology Corner: Virtual Crime Scene Reconstruction: The Basics of 3D Mo-
deling. Journal of Digital Forensics, Security and Law. 2011. Vol. 6. N. 4. Art. 6. DOI: 10.15394/

jdfsl.2011.1108 (date accessed: 09.01.2026).

26 Forensic Crime Scene Reconstruction, Virtual Reality / NCAVF : web. 2018. URL: https://ncavf.
com/what-we-do/crime-scene-reconstruction/ (date accessed: 09.01.2026).

27 Villa Ch., Lynnerup N., Jacobsen Ch. A Virtual, 3D Multimodal Approach to Victim and Crime
Scene Reconstruction. Diagnostics. 2023. Art. 13(17):2764. DOI: 10.3390/diagnostics13172764

(date accessed: 09.01.2026).

28 Federal Rules of Evidence (amended to Dec 1, 2024) / Cornell Law School. LII : web. URL:
https://www.law.cornell.edu/rules/fre (date accessed: 02.02.2026).

29 Daubertv. Merrell Dow Pharmaceuticals, Inc., 509 U. S. 579 (1993) / Justia U. S. Supreme Court :
web. URL: https://supreme.justia.com/cases/federal/us/509/579/ (date accessed: 09.01.2026).

30 Maneli M. A., Isafiade O. E. 3D Forensic Crime Scene Reconstruction involving Immersive
Technology: A Systematic Literature Revie. Institute of Electrical and Electronics Engineers (IEEE)
Access. 2022. Vol. 10. Pp. 1-51. DOI: 10.1109/access.2022.3199437 (date accessed: 09.01.2026).
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scene of the incident and the investigating
authority. All this makes it impossible to
carry out investigative actions in the tra-
ditional form. At the same time, the cur-
rent level of development of science and
technology makes it possible to solve this
problem with the help of 3D technologies.
Because of 3D scanning followed by
3D reconstruction of a criminally relevant
object, it is possible to create a digital 3D
model that reflects the linear and spatial
characteristics of such an object, the rel-
ative positioning of elements of its exter-
nal structure, color, and other signs ®.
Creation of 3D models of criminal offense
scene in cases where access to it is diffi-
cult, impossible, or dangerous can be con-
sidered a type of complete reconstruction
of the scene, which is recommended while
conducting investigative experiment *.
The use of 3D reconstruction of the
crime scene is in line with the latest trend
of gradual digitization of the evidence pro-
cess, where circumstances of the crime
are recreated using virtual reality immer-
sion technologies. According to O. Dufeni-
uk, this not only creates an objective need
for amodern procedural tool, but also pro-
vides a basis for improving the process of
documenting the scene of the crime, sig-
nals the emergence of a new generation
of technical and forensic tools, and a new
comprehensive field of forensic science:
three-dimensional criminalistics *.

Therefore, it can be argued that 3D
reconstruction of the scene of the crime
during criminal proceedings opens up the
following areas of application:

1) conducting a remote crime scene
reconstruction at the scene of the
incident (virtual crime scene recon-
struction);

2) creation of 3D models of objects
(weapons, burglary tools, etc.) that
are printed on a 3D printer and
serve as real prototypes;

3) output material for further expert
investigation;

4) visual presentation of the scene of
the incident and the results of the
investigative experiment for the
court 3.

It proves that high-precision recon-
struction of events cannot complete-
ly replace investigative experiments in
the “classical” sense, nor can it become
a component of expert examination or
inspection: such reconstruction requires
a unique hybrid status. That is why we
propose a new concept that involves rec-
reating the circumstances of a criminally
relevant event not in a real location, but
in a virtual 3D environment: Virtual Situ-
ational Investigative Experiment (VSIE). Its
purpose is to verify testimony and inves-
tigative versions, analyze the mechanism
of the event, and obtain evidence using in-
formation technology.

31 Koasenko A. B. 3asHau. TBip. C. 201. URL: https://rep.dnuvs.ukr.education/server/api/core/
bitstreams/4bd5ad6e-849f-43ba-9772-3023b1d75509/content (date accessed: 02.02.2026).

32 Herpebenpkuii B. KpuMiHamicTUYHA PeKOHCTPYKLis SK TaKTUYHUN NPUHOM CIiJ40TO
eKcIlepuMeHTy. [TidnpuemHuymeo, eocnodapcmao i npago. 2019. Ne 6. C. 318. DOI: 10.32849/2663-

5313/2019.6.59 (date accessed: 09.01.2026).

33 Nydenioxk O. M. MaiibyrHe 3D KpuUMiHaMICTUKU: iHHOBamii, sKi 3MiHIOIOTH MPAKTUKY
JIOCYZI0BOTO po3ciifyBaHHs. FOpuduunuil Haykosuil enekmponruil scypran. 2024. Ne 3. C. 458.
DOI: 10.32782/2524-0374/2024-3/110 (date accessed: 09.01.2026).

34 Carew R. M., French J., Morgan R. M. 3D Forensic science: A new field integrating 3D imaging
and 3D printing in crime reconstruction. Forensic Science International: Synergy. 2021. Vol. 3.
Art. 100205. P. 2. DOI: 10.1016/j.fsisyn.2021.100205 (date accessed: 19.01.2026).
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A virtual investigative experiment
changes not only the form of proof, but
also the epistemological model of truth
in the criminal process. While a tradition-
al experiment verifies testimony through
“objective” reproduction, a digital exper-
iment uses virtual modeling based on 3D
scanning, photogrammetry, video record-
ing, and other digital measurements of
spatial parameters of the scene. Thus, the
criterion of reliability shifts from “subject
testimony” to “algorithm reliability”. How-
ever, this change shifts the focus of legal
assessment to reliability (integrity) of in-
put data (data integrity) and the validity
of the expert method, requiring new legal
standards for assessing such evidence. The
legal community, in particular D. Notow-
itz, recognizes 3D models as admissible
evidence provided that the requirements
of authenticity, reproducibility and lack of
distortions are met *.

The most important achievement of
digital reconstructions is that they com-
bine spatial accuracy with cognitive vi-
sualization. In addition, thanks to deep
immersion, virtual reality serves not only
as a source of evidence, but also as an ef-
fective means of communicating complex
facts to participants in legal proceedings
(judges, jurors), facilitating their better
cognitive perception.

Advantage of reconstructing scene
of the incident using 3D modeling is that
the visual nature and the ability to cre-

ate animations make possible to consid-
er different versions of the incident and
identify contradictions in the testimony
of the person being questioned. Thus, ad-
vantages of virtual reconstructions over
traditional investigative experiments are
obvious: they ensure permanent record-
ing of evidence without the risk of losing,
allow the experiment to be repeated mul-
tiple times without interfering with the
physical environment, and objectively
verify the witness’s line of sight * or the
trajectory of objects that is crucial for re-
futing or confirming testimony ¥. For ex-
ample, demonstrating a 3D model of the
scene of the crime that’s been changed
on purpose so that the person whose tes-
timony is being checked can reconstruct
it will help verify that person’s knowledge
of the crime scene. This tactic lets the
person show how much they know, and
lets the investigator disprove false testi-
mony *.

Prospects for integrating 3D technolo-
gies into Ukrainian legislation and judicial
practice. Ukraine currently lacks a legal
mechanism that would allow digital re-
constructions to be officially used as inde-
pendent evidence. Given the well-founded
need to comply with scientific reliability
standards, the most logical approach is
not to amend Article 240 of Criminal Pro-
cedural Code of Ukraine, but to use 3D
models of the scene of the incident as an
appendix to the investigative experiment

35 Notowitz D. Using 3D Scans and Modeling as Evidence in Court. Law Technology Today. 2023.
Nov 08. URL: https://www.americanbar.org/groups/law_practice/resources/law-technology-to-
day/2023/using-3d-scans-and-modeling-as-evidence-in-court/ (date accessed: 19.01.2026).

36 Line of sight—straight path between an observer’s eye and a subject, allowing visual perception

of an event under specific spatial conditions.

37 Kowbuz D. How 3D scanning rebuilds crime scenes for courtrooms : Capturing crucial evi-
dence to aid justice / Gim-international : web. 2020. May 13. URL: https://www.gim-interna-
tional.com/content/article/how-3d-scanning-rebuilds-crime-scenes-for-courtrooms (date ac-

cessed: 02.02.2026).

38 IlaBmiok H. B. 3asHau. TBip. C. 112—115. URL: https://surl.lt/hvpxah (date accessed: 19.01.2026).
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protocols (Article 105 of Criminal Proce-
dural Code of Ukraine) *.

In our opinion, 3D reconstruction
of the scene of the incident can be used
for investigative experiments in two sit-
uations. First, while verifying testimony,
when a person on a virtual model shows
the trajectory of their movement on the
territory or inside the premises, demon-
strates elements of the physical environ-
ment with which they came into contact,
indicates the location of persons at the
scene or the location of items relevant to
the investigation, etc. In addition, during
a real experiment, models of objects from
the scene of the incident, made on a 3D
printer, can be used. Secondly, conducting
an investigative experiment to establish or
refute certain objective facts, for example,
location or distance between elements of
the environment, as well as ability to see
individual objects from a specific location,
etc. It should be noted that an investiga-
tive experiment is conducted when there
is no need for special knowledge to per-
form complex mathematical calculations
or laboratory researches, that is typical for
expert research .

The first, fundamental, and necessary
condition forintegrating virtual situational
investigative experiments into the process
of investigating criminal offenses is the
implementation of forensic recommen-
dations for 3D documentation of crime
scenes *'. There are two main methods for

39 KpuMiHaTBHUH IPOLeCYaJbHUN KOZEKC VKpaiHu ...

recording crime scenes: laser scanning
and photogrammetry. During laser scan-
ning (LiDAR) ¥, the scanner is mounted on
a tripod and emits laser beams in a 360-de-
gree arc, recording and measuring the
distance to objects. As a result, millions of
points: Point Cloud form an accurate geo-
metric copy of the crime scene with an
error of 1-2 mm. Photogrammetry is used
to create a 3D model based on a series of
photographs taken from different angles
(often using drones). Special software
“stitches” the photographs into a three-di-
mensional model. Photogrammetry and
laser scanning technologies make it possi-
ble to create digital copies of objects and
situations that can be reproduced at any
time during a pre-trial investigation or
court proceedings. In addition, this will
help to ensure the principle of immediacy
of evidence examination by the court (Ar-
ticle 23 of the Criminal Procedural Code of
Ukraine) %, even if the physical location of
the incident has already changed.
Another important contribution to
the implementation of a virtual situation-
al surveillance experiment in the crimi-
nal process is the procedural consolida-
tion of standards for the authenticity and
integrity of digital evidence. We will talk
about the significance of their approach,
the format of saving and verification
methods. These standards are necessary
to ensure the scientific validity of all vir-
tual tracking experiment techniques. For

. URL: https://zakon.rada.gov.ua/laws/

show/4651-17#Text (date accessed: 09.01.2026).
40 Villa Ch., Lynnerup N., Jacobsen Ch. Op. cit. DOI: 10.3390/diagnostics13172764 (date accessed:

09.01.2026).

41 Bapanuyk B. B. 3D ckaHyBaHHS K crioci6 ¢dikcariii Ha MicIii 31091HY: ITepeBaru i HeZOTiKuU.
FOpuduunuii 6ionemens. 2020. Bum. 16. C. 280—286. DOI: 10.32850/LB2414-4207.2020.16.01

(date accessed: 09.01.2026).

42 LiDAR (Light Detection and Ranging) is a remote sensing technology that uses rapid laser pul-
ses to measure distances and create highly accurate 3D models of environments.

43 KpuMiHajpHUH MPOIleCYaATbHUN KOJEKC VKpaiHu ...

. URL: https://zakon.rada.gov.ua/laws/

show/4651-17#Text (date accessed: 09.01.2026).
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formulating national requirements, it
was possible to completely speed up the
use of foreign approaches, such as those
developed in the United States (Rule 901
“Authentication or Identifying Evidence”) *
and the international standard ISO/
IEC 27037:2012 * that is a guideline for
the development of reliable methods and
procedures for working with digital evi-
dence.

The third component of proposed
form integration of investigative exper-
iment is the training of law enforcement
personnel: investigators, prosecutors,
judges. A virtual investigative experiment
requires not only technical resources, but
also a new cognitive culture of evidence.
Investigators and prosecutors must have
basic knowledge of proper 3D documen-
tation of relevant investigative actions (in-
spection, experiment) and judges as of the
correct assessment of their results.

Based on the above, we can identify
the main advantages of using 3D recon-
struction of the scene of the incident in an
investigative experiment:

+ investigative experiment transition
from the category of subjective ac-
tions to the category of precise in-
strumental research;

« conducting investigative actions
by participants in criminal procee-
dings in a safe environment without
real risks associated with military
operations;

« no restrictions on repetition and
analysis;

+ savingtime and resources, as it does
not require the organization of com-
plex, repeated, costly visits to the
incident scene;

+ digitally stored images are accessi-
ble at any time, making it easier to
analyze unsolved cases *.

Conclusions

Comparative legal analysis shows that
while continental systems keep the re-
construction of events within the limits
of the traditional judicial form, common
law countries have transformed it into
a high-tech evidentiary procedure, where
the criterion of reliability has shifted from
subjective perception to algorithmic veri-
fication. For the Ukrainian criminal pro-
cess, especially under martial law, the
introduction of a virtual situational inves-
tigative experiment is not just a technical
innovation, but a procedural necessity due
to the impossibility of access to occupied
territories or destruction of material envi-
ronment.

Based on performed research, we con-
sider it necessary to record the following
conceptual provisions.

Procedural status and integration. A vir-
tual situational investigative experiment
is a type of investigative experiment, the
essence of which is to recreate the circum-
stances, actions or situation of a criminal-
ly relevant event in an artificially created
three-dimensional environment based
on metrically accurate data from the digi-

44 Federal Rules of Evidence. Rule 901. Authenticating or Identifying Evidence / Cornell Law

School. LII
09.01.2026).

: web. URL: https://www.law.cornell.edu/rules/fre/rule_901 (date accessed:

45 ISO/IEC 27037:2012 Information technology — Security techniques — Guidelines for identifi-
cation, collection, acquisition and preservation of digital evidence / ISO : web. URL: https://
www.iso.org/standard/44381.html (date accessed: 09.01.2026).

46 Bricken M. Virtual Reality Learning Environments: Potentials and Challenges. ACM Siggraph
Computer Graphics. 1991. Vol. 25. Is. 3. Pp. 179-180. DOI: 10.1145/126640.126657 (date accessed:

09.01.2026).
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tization of the scene of the incident (3D
scanning, photogrammetry). It should not
be considered as an alternative to a tradi-
tional investigative experiment: rather, it
is a digital evolution of such an investiga-
tive experiment. Optimal mechanism for
legalizing 3D models is to use them as ap-
pendices to the protocol of the investiga-
tive action, which ensures the fulfillment
of the requirements of Art. 240 of Crim-
inal Procedural Code of Ukraine and at
the same time implements the principle
of direct examination of evidence even
if the scene of the incident is physically
changed.

Standards of scientific reliability. Foun-
dation of the use of virtual reconstruc-
tion should be strict adherence to stan-
dards of authenticity and data integrity.
Digital model only acquires evidentiary
value when it meets the criteria of repro-
ducibility and validity of the method, by
analogy with the international standard
ISO/IEC 27037:2012 and the principles of
scientific reliability used in international
practice.

Delimitation of competences. It is nec-
essary to clearly distinguish the procedur-
al role of the investigator (as a subject of
knowledge) and the specialist (as a tech-
nical assistant). Use of LiDAR and photo-
grammetry technologies requires the in-
volvement of special knowledge to create
a Point Cloud, however, the evaluation of
the obtained results and verification of the
investigative versions remains the exclu-
sive prerogative of the subject of investiga-
tion and the court.

Epistemological transition. Introduc-
tion of a virtual situational investigative
experiment will mark the transition from
personal testimony to a scientifically ver-
ified model of the event. This will help
minimize the subjectivity of participants,
secure the process, and achieve truth in

a digital format that is resistant to influ-
ence of time and external circumstances.

Therefore, digital transformation of
the investigative experiment through the
implementation of virtual 3D reconstruc-
tion is a leading stage in the moderniza-
tion of the national theory of evidence,
which makes it possible to combine tech-
nical accuracy with the principles of pro-
cedural justice.

IHTerpanisa BipTyajabHOI PEKOHCTPYKIii
Yy KpUMiHAJIbHHH nponec YKpaiHu
(Ha DPUKJIAAI CJIiTY0TO eKCIIePUMEHTY)

Muxaiiao Ilep6axogcokuil,
FOpiii Mupownuuenko

Mema — npogecmu nNOpiBHAALHO-NPA-
808UIL AHANI3 THCMUMYMY PeKOHCMPYKUii
nodiil KPUMIHAALHOZ0 NPABONOPYULeHHS Td
HAYk080 00/pyHmMy8ami OOULALHICTL 81pO-
8a0iceHHA 8 YKPATHCOLKUL KPUMIHAALHULL
npoyec 8ipmyansbHo20 CUMyayiiiHo2o cAi04o-
20 eKcnepumenmy K H08020 cMaHdapmy Ha-
YK0601 HAOIlIHOCMI i MeMpU4YHOi MOUHOCMI
dokazysanms. Jlna docseHeHHs NOCMAasAeHol
Memu 3aCcMOoco8aHo 3a2albHOHAYKO8L Ma cTe-
YiaabHi Memodu HAYK08020 Ni3HAHHS (NOpis-
HAALHO-NPABOBULl, PopManbHO-IOpududHUL,
NpozHO3Y8AHHS, MOOGNI0BAHHS,  CUCTEM-
HO-CMpYKMYpHULL, dHAAI3 | cuHme3). Akmya-
N1308aH0 Npobaemy obmesxcenocmi npogede-
HS Mpaduuiiiiozo cAi04020 eKcnepumeHmy
8 YMO08AX B0E€HHO020 CMAMY, WO 3YMOBAEHO
DPYUHY8AHHAM MamepianbHol 00CMAaH08KU
il Hebesneunum docmynom 0o micyb nodiil.
O6spynmosano nepegazu  3D-mexHonoeziil
(LiDAR, ¢omoepammempis) 048 cMeEopeH-
HA MempU4HO MOYHUX yugposux modeneil
micys nodii, wo 3abesnewyome nepexio 610
cy6’ekmuenozo cnpuiinamms 0o anzopum-
MiuHol gepupikauii. JJosedeHo O0ouinbHICMb
sukopucmanus 3D-modeneil ax dodamka do
npomoxony caiduoi 0ii. 3pobaeHo 8UCHOBOK,
wo yugposa mparncpopmayis 0oka3yeamHs
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€ NposidHUM emanom ModepHisauii npago-
cy00s, wo noedHye MexXHIYHY MOYHICMb i3
NpoYyecyanvHolo cnpagedAusicmio.

Katouogi caoea: kpuminaavhe nposa-
OdceHHs; CAIOUULlL eKCnepUuMenm; 8ipmyanb-
Ha pekoncmpykuyis; VSIE; 3D-modenioganhsi;
yugposi dokasu; 80eHHULL CMAaH; KPUMIHAAb-
HUil npoyec; 00Ka3y8aHHA.
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This article purpose is to identify current trends in the application of
specific expertise during investigation of criminal offenses related to
armed aggression, and to outline their significance for ensuring the
process of evidence in national and international criminal proceed-
@ @ ings. For achieving this goal, general scientific methods of analysis

and synthesis, induction and deduction, as well as special methods
were used: dialectical one, systemic-structural one, comparative-le-
gal one, and generalization. It was found that modern practice of in-
vestigating offenses committed in connection with armed aggression
is characterized by an increase in the share of digital data and an
increased need for specific expertise not only at the stage of ordering
forensic examinations, but also during the initial documentation
of events, verification of evidence, establishment of cause-and-ef-
fect relationships, and analytical processing of information arrays.
It was determined that key trends are the institutional expansion
of the role of a specialist in criminal proceedings; digitalization of
evidence (application of platforms for collecting and systematizing
information, tools for secure fixation of photo and video evidence,
OSINT-methods and digital forensics); proceduralization of techni-
cal methods due to increased requirements for proper fixation, pres-
ervation and verification of materials; interdisciplinary nature of
specialized knowledge and the growth of the role of comprehensive
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and commission examinations. It was emphasized that in cases of
mass casualties and population displacement, molecular genetic
studies become of particular importance as a scientifically based
tool for identifying victims and suspects, as well as verification of
human genetic characteristics against forensic records, which en-
sures the determination of connections between events and individ-
uals and contributes to the construction of evidentiary versions. It is
substantiated that increasing the efficiency of investigating offenses
related to armed aggression requires standardization of procedures
for working with digital and biological materials, proper interagen-
cy interaction, integration of information and analytical systems,

and ensuring the continuity of specific expertise use.
Keywords: crimes of aggression; specific expertise; forensic sci-
ence; specialist; forensic DNA testing; proving.

Research Problem
Formulation

Full-scale armed aggression of the Rus-
sian Federation against Ukraine has led
to an unprecedented increase in the num-
ber of criminal proceedings related to
war crimes, crimes against humanity and
other criminal offenses committed in the
context of armed conflict. The investiga-
tion of such acts is characterized by a com-
plex factual structure of events, the scale
of the consequences, the transnational
dimension of proof, a high level of tech-
nological saturation of the evidence base
and the need to comply with international
standards in documenting offenses. Under
these conditions, traditional approaches
to organizing pre-trial investigations are
insufficient, which highlights the need for
active and systematic specific expertise
application.

Modern practice of investigating
crimes related to aggression indicates the
growing role of specialized knowledge not
only at the stage of conducting forensic
examinations, but also during the inspec-
tion of the scene of the incident, recor-
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ding evidentiary information, analyzing
digital data, establishing cause-and-effect
relationships, identifying victims and sus-
pects, and also in the process of evalua-
ting evidence. At the same time, the deve-
lopment of digital forensics, the use of in-
formation and analytical systems, remote
documentation technologies, OSINT-re-
search, and interdisciplinary expert ap-
proaches significantly expands the mean-
ing of the concept of specialized know-
ledge and transforms the forms of its ap-
plication in criminal proceedings.

Existing scientific research is mostly
focused on individual procedural or tac-
tical aspects of using specialized know-
ledge during the investigation of war
crimes, documenting the consequences
of hostilities, or conducting certain types
of examinations. At the same time, deve-
lopment trends in this area, changing
role of specific expertise in the evidence
structure, its integration into organiza-
tional and tactical models of investiga-
tion, and the impact of modern tech-
nological challenges on the procedural
mechanisms of their application remain
insufficiently studied.
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Identification of current trends in
the application of specialized knowledge
during the investigation of crimes of ag-
gression is of particular relevance, since
it is they who ensure scientific validity of
evidence, improve the quality of docu-
menting crimes in accordance with inter-
national standards, and contribute to the
formation of an evidentiary base suitable
for both national and international crimi-
nal proceedings.

Therefore, the need for theoretical un-
derstanding and generalization of modern
trends in specific expertise application in
criminal proceedings regarding crimes of
aggression determines relevance of the
chosen research topic and determines its
scientific and practical significance.

Article
Purpose

In order to identify current trends in spe-
cific expertise application during inves-
tigation of criminal offenses related to
armed aggression.

Research
Methods

For achieving the goal of this article,
a complex of general scientific and spe-
cial legal methods was applied. Using
formal-logical methods (analysis, synthe-
sis, induction, deduction), normative pre-
scriptions and doctrinal approaches to the
forms and limits of the application of spe-
cial knowledge in criminal proceedings,
as well as logical substantiation of con-
clusions about their evidentiary value in
investigation of offenses related to armed
aggression, were worked out.

Dialectical method helped to outline
the contradictions between the need for
operational documentation and the need
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to ensure the procedural admissibility of
evidence. System-structural method made
possible to model the mechanism of using
specific expertise as a holistic sequence
of relevant actions of the prosecution and
to determine the roles of the investigator,
specialist, expert and other subjects.
Using comparative legal method, na-
tional approaches to specific expertise
application were compared with interna-
tionally recognized standards for docu-
mentation, recording and methods of
evaluating evidence (primarily digital)
that is important for potential use of ma-
terials in international justice.
Generalization method was useful
for systematizing the identified practical
and scientific provisions and formulating
conclusions regarding current trends in
the application of specialized knowledge
(in particular, digital forensics, analytical
platforms, OSINT-tools, and molecular ge-
netic research) during the investigation of
offenses related to armed aggression.

Analysis
of Essential Researches
and Publications

The issue of specific expertise applica-
tion in criminal proceedings traditionally
occupies an important place in forensics
and criminal process. In the current con-
ditions of long-term martial law, scientific
research shifts the emphasis from general
theoretical provisions to applied models of
using special knowledge during the docu-
mentation and investigation of crimes re-
lated to armed aggression. In particular,
D. Serhieieva substantiates that special
knowledge plays a system-forming role in
the structure of evidence, as it provides
scientifically substantiated establishment
of cause-and-effect relationships between
the event of a crime and its consequences.
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The scientist proves that the development
of digital forensics significantly expands
specific expertise content and its effective-
ness depends on procedural guarantees
of the reliability of experts’ conclusions,
proper preservation of digital traces and
interagency expert interaction .

V. Tymoshko reveals the features of
technical and forensic support for the
investigation of criminal offenses. The
researcher rightly notes that modern
technologies (OSINT, digital analytics, 3D
modeling, use of UAVs) are transforming
traditional approaches to specific exper-
tise implementation 2.

0. Dufeniuk in her research proves
that the effectiveness of war crimes inves-
tigations is impossible without systematic
specific expertise use that includes coor-
dination of expert capabilities, interdisci-
plinary interaction and managerial sup-
port for documentation procedure. The
author emphasizes that special knowledge
has not only evidentiary, but organization-
al and managerial significance 3.

I. Pyrih explores peculiarities of spe-
cific expertise application during the pe-
riod of martial law. He emphasizes that

currently there is an urgent need to apply
specific expertise during scene inspec-
tion. The scientist notes that involvement
of specialists of different profiles ensures
proper recording of traces of shelling and
formation of an evidence base. The re-
searcher summarized the list of forensic
examinations typical for the investigation
of criminal offenses committed under
martial law, described the objects and to-
pic of such researches *.

I. Syvodied emphasizes that investiga-
tion of offenses in the de-occupied terri-
tories requires a transition from isolated
expert researches to multidisciplinary and
commission examinations, which makes
it possible to integrate special knowledge
from various fields to determine mecha-
nism of the crime and identify the victims.
He emphasizes the need to adapt expert
procedures to the conditions of large-scale
destruction and loss of evidence °.

T. Podzolkova substantiates expedi-
ency of using analytical and prognostic
specific expertise, in particular profiling
to determine behavior patterns of offen-
ders and predict criminal risks. The au-
thor’s scientific conclusion is to expand

1
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KpUMiHaIICTUKA. AHAAIMUYHO-NOPI8HAAbHe npaso3Hascmeo. 2025. T. 3. Ne 6. C. 234—247. DOL:
10.24144/2788-6018.2025.06.3.36 (date accessed: 28.01.2026).
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C. 307—314. DOI: 10.32631/vca.2024.1.25 (date accessed: 28.01.2026).
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Meu4Hi nuTaHHA. FOpuduunuil Haykosuil enekmponnuil scypHan. 2022. Ne 4. C. 369—374. DOI:
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the specific expertise concept beyond the
classical expert activity and to include psy-
chological and analytical methods in the
system of criminal analysis °.

In the dissertation by H. Bershova,
it was proved that specific expertise is
a means of optimizing criminal proceed-
ings and their use should be implemented
in interrelated procedural and organiza-
tional forms. The scientist substantiates
the need to unify scientific approaches to
the forms of specific expertise application
and introduction of innovative technolo-
gies in evidence-based activities ’.

N. Shevchyshena notes that investi-
gation peculiarity of war crimes is the
mandatory specific expertise application
during the conduct of primary investiga-
tive (detective) actions, the use of techni-
cal means of fixation and work with digital
sources of information. The researcher
outlines the following range of problem-
atic issues: the protection of participants
in investigative (detective) actions during
the conduct of procedural measures, lo-
gistical difficulties and a significant bur-
den on employees. Urgent challenges also
remain the lack of practical experience in
investigating crimes of this category, the
need to establish effective intra-agency
and inter-agency cooperation with other
law enforcement agencies, as well as the
need to create and develop modern infor-

mation-analytical and forensic databas-
es. A separate problem is technical lim-
itations, in particular the lack of modern
equipment for conducting investigative
and expert researches, as well as the over-
load of specialists and forensic experts
due to the significant volume of assigned
examinations. In addition, the issue of
developing specialized methods for in-
vestigating individual war crimes remains
relevant, which is due to the constant ex-
pansion of the spectrum of means and
methods of their committing ®.

A separate area of research is present-
ed in the work of V. Sinoverskyi, where
specific expertise is considered through
the prism of organizational, tactical and
psychological support for the investiga-
tion of criminal offenses committed by
organized groups under martial law. The
scientist substantiates that specific ex-
pertise performs not only the function of
proof, but managerial and communica-
tive ones, since it contributes to forma-
tion of investigative versions, investiga-
tion planning and the choice of tactics for
conducting investigative (search) actions.
Important researcher conclusion is the
provision on the need to integrate proce-
dural and non-procedural forms of using
specific expertise, as well as on the es-
sential role of psychological interaction
between the investigator, specialist and

6 TIlozszonkosa T. 0. BUKOpPUCTaHHS CleljaJlbHUX 3HAHb IIPU PO3CJiZyBaHHI KPUMiHATBHUX

[IPaBOIIOPYIIeHb IPOTU HAIiOHATHHOI Oe3meku. 3abesneuerHs CMilikocmi y CKAAOHUX YMO-
gax : 36. MaT-JIiB JOII. y4acH. MDKHap. MDKAUCIIUIIIIHAD. HAyK.-IPaKT. KOHD. (Xapkis — Bpi-
crosb, 08.06.2023). XapkiB, 2023. C. 257—259. URL: https://dspace.library.khai.edu/xmlui/
bitstream/handle/123456789/5481/Podzolkova.pdf?sequence=1&isAllowed=y (date accessed:
28.01.2026).

Bepiios I. €. TeopeTUKO-IIPaBOBi Ta MPAKCEOJIOTiYHI OCHOBU BUKOPUCTAHHS CIIEI[iaJbHUX
3HAHb NIPU PO3CIiJyBaHHI BiICBKOBUX 3JI0YHMHIB : JWC. ... I-pa I0pUJ. HayK. Xapkis, 2024.
410 c. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/959a2411-029d-49f0-ab7e-
469652fe77a3/content (date accessed: 05.02.2026).

Ileunmena K. II. PoscrifyBaHHA BOEHHHUX 3JIOYMHIB B VKpaiHi : aBTOped. AUC. ... KaHJ.
opug. Hayk. Kuis, 2024. 23 c. URL: https://www.navs.edu.ua/files/spec-vchena-rada/
srd_26_007_03/2024/avtoref_shevchyshena.pdf (date accessed: 05.02.2026).
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forensic expert in ensuring evidence ef-
fectiveness °.

Thus, currently there is a rapid evo-
lution of approaches to understanding
specific expertise from an auxiliary tool
for improving the quality of investigative
activities to a comprehensive system that
covers procedural, organizational, tech-
nical and analytical components of proof.
At the same time, the tendencies of trans-
formation of specific expertise use in cri-
minal proceedings for crimes of aggres-
sion remain insufficiently studied, which
necessitates further scientific generaliza-
tion.

Main Content
Presentation

Crimes of aggression in the scientific and
law enforcement sphere are understood in
a narrow and broad sense. In internation-
al criminal law, the crime of aggression is
considered as an independent internation-
al crime that encompasses the planning,
preparation, unleashing or carrying out
of an act of aggression by a state, which
by its nature, scale and severity is a clear
violation of the Charter of the United Na-
tions. In the practice of pre-trial investi-
gation and Ukrainian forensic doctrine,
a broader approach is used, according to
which it refers to a set of criminal offenses
committed in connection with armed ag-
gression or in conditions of armed conflict
that determines specifics of the mecha-
nism for their commission and proof. It
is this approach that makes possible to
comprehensively cover both internation-
al crimes and criminal offenses provided
for by national legislation that are actually

the main criminal proceedings in modern
conditions.

The group of criminal offenses related
to armed aggression includes several cate-
gories of torts. First of all, these are inter-
national crimes (in particular, crime of ag-
gression in the narrow sense), war crimes,
crimes against humanity and other acts
that encroach on the peace and security
of mankind. A significant part is criminal
offenses provided for by national crimi-
nal legislation, related to violations of the
laws and customs of war, cruel treatment
of the civilian population, illegal move-
ment of persons, and the use of prohibited
means of warfare. In addition, crimes of
aggression in a broad forensic sense also
include general criminal offenses com-
mitted during and caused by war (in par-
ticular, intentional murder, torture, sexual
violence, destruction of property, collabo-
rationist activities and crimes against the
foundations of national security). They are
united not only by the crime circumstanc-
es, but by common forensic signs that af-
fect investigation management.

Criminal offenses of the group of
crimes we are studying are classified ac-
cording to several criteria. According
to the object of the offense, they include
crimes against international peace and
security, against the life and health of
the civilian population, property and in-
frastructure, as well as crimes against
the foundations of national security. Ac-
cording to the commission mechanism,
they can be combined into acts related to
the use of military means of destruction,
crimes related to the activities of occupa-
tion authorities, war crimes, etc. In terms
of the specifics of forensic characteristics,

9 CuHoBepchKuil A. OpraHisariliHO-TaKTUYHI Ta ICUXOJIOTIYHI OCHOBY BUKOPUCTAHHS CIIeIli-
aJbHUX 3HAHB ITi/l Yac pO3CIifyBaHHA KPUMiHATbHUX IIPABOIIOPYIIeHb, BINHEHUX OPraHizo-
BaHUMM 3JI0YMHHUMU IPyIIaMU B yMOBax BOEHHOr0 cTany. FOpuduuna ncuxonoeis. 2023. T. 33.
Ne 2. C. 129—140. DOI: 10.33270/03233302.129 (date accessed: 05.02.2026).
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three leading groups of crimes can be
distinguished: 1) crimes that have large-
scale consequences and leave a significant
number of material traces; 2) crimes of
combatants; 3) criminal offenses commit-
ted in the digital environment.

Another characteristic specific is in-
ternational dimension of evidence, since
the collected materials must meet the
standards suitable for their use both in na-
tional criminal proceedings and in inter-
national judicial institutions. This leads
to increased requirements for the proce-
dures for recording, preserving and veri-
fying evidence.

In the context of crimes of aggression,
it should be noted that there has been
a significant transformation of the mod-
ern model of documenting and investigat-
ing war crimes, within which the system-
atic study of materials with evidentiary
potential (in particular, digital) is of par-
amount importance. While in the initial
stages of full-scale aggression the main
emphasis was on recording maximum
number of facts and testimonies, further
development of practice demonstrates
a transition to a structured, standardized
and analytically oriented approach aimed
at generating evidence suitable for use in
national and international judicial mech-
anisms.

Important trend is the institutional-
ization of the evidence collection process
through the creation of specialized digital
platforms and tools that ensure not only
the accumulation of information, but also
its initial systematization and subsequent
procedural integration. The warcrimes.
gov.ua platform serves as a centralized
data accumulation mechanism, providing
a unified procedure for the initial docu-

mentation of events and involving a wide
range of actors, from law enforcement
officers to citizens and human rights or-
ganizations . Similarly, analytical sys-
tems such as I-DOC demonstrate the next
stage in the development of evidentiary
activities: cataloging materials, establish-
ing connections between events, suspects
and victims, forming structured cases and
building hierarchies of suspects, which
brings the evidence collection process
closer to the logic of criminal prosecution.

A separate manifestation of the grow-
ing role of digital materials is the introduc-
tion of specialized evidence capture tools
(for example, EyeWitness to Atrocities) that
automate metadata capture, ensure the in-
tegrity of files and create prerequisites for
verifying their authenticity. The recogni-
tion of materials obtained using such tech-
nologies in the judicial practice of Ukraine
indicates the gradual integration of digital
evidence into the system of criminal evi-
dence and the formation of new approach-
es to their evaluation by the court.

A significant trend is also the profes-
sionalization of working procedure with in-
dications and other types of evidence. The
experience of international human rights
initiatives and practices of document-
ing war crimes shows that the quality of
evidence is determined not only by the
amount of information collected, but also
by the procedures for their receipt, ver-
ification and storage. Avoidance of lead-
ing questions, multi-level verification of
indications, their comparison with other
sources and compliance with the chain of
evidence preservation are crucial to ensure
their procedural admissibility.

Another manifestation of development
is the use of analytical tools for processing

10 SIKIO BM CTa/IX IOTEPIIiINM abo CBiZIKOM BOEHHUX 37104MHIB Pocii — ¢ikcyliTe Ta HagcHIaiTe
nokasu! / Odic T'enepanbpHOro mpoxypopa : odin. Bebcaiit. URL: https://warcrimes.gov.ua/

(date accessed: 05.02.2026).
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large data sets that makes possible to de-
tect recurring systemic offenses and con-
firm the organized nature of criminal ac-
tivity. Therefore, research on materials,
especially digital ones, ceases to be a tech-
nical stage and turns into an independent
area of proof that requires specific exper-
tise in the field of digital forensics, data
analytics, documentation of international
crimes and procedural standards of their
application.

Thus, the modern practice of investi-
gating war crimes demonstrates a steady
trend towards an increasing role of study-
ing evidentiary materials, primarily dig-
ital ones, which is manifested in the de-
velopment of specialized information
collection platforms, technologization of
evidence recording, introduction of inter-
national verification standards, and the
strengthening of the analytical compo-
nent of evidence. In such conditions, spe-
cific expertise is increasingly becoming
not an auxiliary, but a system-forming ele-
ment of forensic support for investigation
of crimes related to armed aggression.

Peculiarities of proving crimes of ag-
gression are due to their complex struc-
ture and the scale of the consequences.
First of all, this is manifested in the need
to establish cause-and-effect relationships
between specific actions and their results,
which often requires the use of special
knowledge within the framework of an
integrated approach. The most common
of these are: knowledge in the field of
military affairs, forensic ballistics, explo-
sives, forensic medicine, engineering and

other fields. Typical is the active use of
digital and remote sources of evidentiary
information (for example, satellite photo
and video materials, telecommunications
data, results of OSINT-researches) that
significantly increases the role of digital
forensics. Complex and commission ex-
aminations are of particular importance,
since the mechanism reconstruction of
the event is often impossible without inte-
grating the knowledge expert witnesses of
various profiles.

For crimes of aggression, specific ex-
pertise use in the field of molecular ge-
netics is typical. Such a request from law
enforcement practice is due to difficulties
of identifying victims and suspects due to
large-scale destruction, population dis-
placement and the long time between the
crime and the beginning of the investiga-
tion. Therefore, in current conditions, mo-
lecular genetic studies are gaining special
importance as one of the most objective
and scientifically sound tools of evidence,
capable of ensuring reliable identification
of individuals even in the absence of tra-
ditional identification features or in the
event of significant damage to biological
material . DNA analysis makes possible
to establish the identities of the deceased
in cases of mass burials, exhumations, or
fragmentation of bodies, as well as to con-
firm family ties with persons who have
disappeared under circumstances related
to aggression.

Possibilities of molecular genetic re-
search are also manifested in ability to
provide a link between individual epi-

11 Tamaniok B. M., Xogupesa I. T. OkpeMi NUTaHHS IIPAaBOBOTO PETYIIOBAHHS CYZ0OBOI MOJIEKY-
JISIPHO-TeHeTUYHOI eKCIIePTHU3H Ta 00Ky reHeTUYHUX O3HAK JIOAUHU. Bicnuxk Jlyeancekozo
OeparasHozo yHisepcumemy sHympiwHix cnpag im. E. O. Jidopenka. 2022. Bum. 2 (98). C. 190—
201. DOI: 10.33766/2524-0323.98.190-201 (date accessed: 04.02.2026) ; Toruiit B. B. Monexysmsap-
HO-TeHeTUYHA eKCIIePTH3a B KpUMiHaJIBHOMY IIPOIleci B yMOBaX BOEHHOT'O CTAHY. I[pniHcbkuil
topudunnuil waconuc. 2024. Bumn. 4 (17). C. 245—251. DOI: 10.33244/2617-4154.4(17).2024.245-

251 (date accessed: 28.01.2026).
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sodes of criminal activity through the
analysis of biological traces that contrib-
utes to the mechanism reproduction of the
event and establishment of involvement of
specific persons. Of particular importance
is the integration of the results of forensic
DNA examinations into automated genetic
databases that makes possible to carry out
a comparative analysis of a large number
of profiles, identify matches and speed up
the identification process. In the context
of investigation of crimes of aggression,
this creates prerequisites for the forma-
tion of a systemic evidence base, where
the results of individual examinations
become elements of a single information
and analytical model.

At the same time, importance of mo-
lecular genetic researches is determined
not only by its technological capabilities,
but also by the high requirements for the
procedures for collecting and preserving
biological samples, maintaining the chain
of transmission, preventing contamina-
tion, and ensuring the procedural puri-
ty of research. Thereby effectiveness of
the application of such specific expertise
depends on the proper training of inves-
tigators, specialists, and forensic experts,
effective interdepartmental coordination
and the use of standardized methods that
is especially relevant in the context of
mass documentation of armed aggression
consequences.

Thus, molecular genetic researches in
criminal proceedings regarding crimes of
aggression perform a complex function:
they ensure identification of victims and
suspects, increase evidence objectivity,

contribute to determining systematic na-
ture of criminal actions and formation of
evidence suitable for both national courts
and international justice mechanisms. In
this context, they are one of leading man-
ifestations of modern trend towards the
scientific and technological transforma-
tion of criminal evidence.

Revealing possibilities of DNA analy-
sis, it is worth noting the importance and
significance of applying special knowl-
edge in the form of conducting checks on
the forensic accounting of human genet-
ic characteristics. We are talking about
specialized electronic records (databases
of DNA profiles) that accumulate genetic
characteristics of convicted persons, un-
identified corpses and missing persons,
biological traces from the scene of events
and other objects that are important for
criminal proceedings >. Such a system
allows you to perform an automated com-
parison of the obtained DNA profile with
the available data and determine matches
without the need to first identify a specific
person for comparison.

In practical terms, genetic trait testing
has several interrelated functions. First of
all, it is used to identify unidentified per-
sons and the dead that is especially im-
portant in the investigation of crimes of
aggression, when it comes to mass graves,
movement of bodies and significant dam-
age to the remains . Matching a DNA pro-
file to a database makes possible to find out
kinship relations or identify a person by
matching previously entered genetic data.
In addition, verification of records helps
to establish involvement of individuals in

12 IHCTpyKIis 3 opraHisarii GyHKIIOHYBaHHS KPUMIHAIICTUIHUX OOIIKIB €KCITEPTHOT CIyK6H1
MBC Vkpainu : 3aTB. Haka3. MBC Vkpainu Bizg 10.09.2009 p. Ne 390. URL: https://zakon.rada.
gov.ua/laws/show/z0963-09#Text (date accessed: 10.02.2026).

13 Crenaniok P. JI., T'ycea B. O. Opranisauniiini sacaau JHK-izenTrdikanii sarn6anx yHacIizok
HaJ3BUYaNHUX II0AIN 13 MacoBUMU KepTBaMU. Kpuminasicmuunuil gicnuk. 2023. T. 39. Ne 1.
C. 29—38. DOI: 10.37025/1992-4437/2023-39-1-29 (date accessed: 28.01.2026).
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several episodes of criminal activity, since
biological traces seized in different places
and at different times can combine a sin-
gle genetic profile.

An important specific of such account-
ing is the results of an automated match,
which, although they themselves do not
replace forensic expert conclusion, but
serve as an information reference point
that allows investigation to form investi-
gative versions and initiate a full-fledged
molecular genetic examination. This is the
difference between the analytical function
of accounting and the procedural function
of expert research: accounting helps to es-
tablish the likelihood of a connection, and
examination confirms it from the point of
view of evidence.

In the context of crimes of aggression,
importance of genetic records increases
significantly due to the large number of
events and the significant volume of bio-
logical materials to be studied. The cen-
tralized accumulation of genetic profiles
helps to conduct identification in the long
term, when years pass between the event
of the crime and the investigation. In ad-
dition, such records contribute to deter-
mining the systematic nature of crimes,
as they make possible to combine indi-
vidual episodes into a single evidentiary
image. At the same time, functioning of
the record of human genetic characteris-
tics is associated with a number of specific
needs and challenges. These include: the
need to strictly adhere to the procedures
for taking and storing samples, preventing
contamination, ensuring the reliability of
entered data and maintaining a proper
chain of custody of evidence. Protection
of personal data also becomes particularly
important, since genetic information be-
longs to sensitive categories of data and
requires clear legal regulation regarding
access, use and storage periods.
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Currently, genetic records are gradu-
ally being integrated with other digital in-
formation systems and forensic databas-
es. Such integration allows combining the
results of molecular genetic research with
digital evidence, war crimes documenta-
tion materials and analytical platforms,
that significantly expands possibilities of
proving.

Thereby checking for genetic char-
acteristics of a person is not only a tech-
nical procedure for finding matches, but
an important element of modern evidence
procedure that ensures identification of
persons, establishment of links between
events and the fixation of information in
a procedural form. It is thanks to such
mechanisms that molecular genetic re-
searches become a strategic tool of crimi-
nal justice.

Thus, it is advisable to consider the
crimes of aggression as a complex cate-
gory of criminal offenses, united by the
conditions of armed aggression, special
mechanism of commission and specif-
ic approaches to proof. Their multi-level
structure and complexity of the evidence
process necessitate the systematic and in-
tegrated use of special knowledge that
is gradually being transformed from an
auxiliary tool into a leading element of fo-
rensic support for the investigation.

Conclusions

Based on the analysis of scientific re-
search, materials of law enforcement
practice, we have summarized the current
trends in the use of special knowledge in
the investigation of crimes of aggression.
Thus, there is a tendency to institution-
al expansion of the role of a specialist in
criminal proceedings. Special knowledge
is considered not as an auxiliary element
of a separate investigative (search) action,
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but as a constant component of crime
investigation activities from the stage of
identifying and fixing evidence to their
analysis and further expert research.

The second major trend is evidence
digitalization. There is a shift in empha-
sis from traditional sources of evidence
to electronic (digital), which determines
the development of special knowledge in
the field of information technology, cyber-
security and digital forensics. Thus, the
need to develop and improve the rules for
seizure of computer equipment, mobile
devices, work with digital traces and com-
pliance with the standards for the preser-
vation of digital evidence has been actual-
ized that indicates formation of a separate
specialization of investigative activity.

The third trend is the proceduraliza-
tion of technical methods. Therefore, spe-
cialized knowledge should be applied in
accordance with appropriate procedures
for the collection, inspection, recording
and retrieval of information. This ap-
proach reflects the general evolution of
the criminal process: technical or scien-
tific tools are of evidentiary value only if
they are properly formalized. This is espe-
cially true in military proceedings, where
the risks of loss or distortion of informa-
tion are much higher.

Another important trend is interdisci-
plinary nature of specific expertise used
during investigation. Such expertise per-
tains to forensic knowledge, digital tech-
nologies, data analytics, forensic science,
and organizational aspects of the investi-
gation. This confirms that modern proofis
no longer based on a narrow expert area of
specialization, but is based on the integra-
tion of knowledge of various industries.

It is indicative of tendency to strength-
en the role of forensic examinations as
a systemic element of evidence planned
in the early stages of evidence collection.
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Separately, it is worth noting the trend
towards standardization of methods for
working with evidence. The reference
to international standards for working
with digital evidence demonstrates the
desire to ensure the compatibility of the
evidence base with international justice
mechanisms, which is fundamentally im-
portant for cases of war crimes and crimes
of aggression.

Thus, it can be argued that leading
trends in specific expertise application
are in transition from the occasional in-
volvement of experts to the formation
of a technologically integrated model of
proof, in which a specialist, digital tools,
forensic examinations and standardized
procedures are the only system. This
demonstrates the general transformation
of criminal proceedings in war conditions
from a traditional model to a scientific and
technological one, where specific exper-
tise actually becomes the basis for solving
tactical investigative tasks.

TeHaeHNii 3acTOCyBaHHSA
creniaJbHUX 3HAHDb
I/l 9ac po3cyiifyBaHH
3JIOYMHIB arpecii

Boaodumup Teepdoxaio

Mema cmammi — 8U3HAYUMIL CY4ACHI MeH-
JeHyii 3acmMOCY8AHHS CNeUldAbHUX 3HAHb
nid uac po3caidy8anHs KpUMIHAALHUX Npad-
80TI0PY1LEHD, MO8’ A3AHUX 31 30pOliHoI0 azpe-
Cl€10, ma OKpecAUmuU ix 3HAUeHHS 015 3a6e3-
neueHHs npouecy 0oka3y8amHs 8 HAUIOHAAb-
HOMY 1l MINCHAPOOHOMY KPUMIHAALHOMY
cydouuncmeax. Jlas peanizayii nocmasie-
HOI Memu 3acmoco8ano 3ded/bHOHAYKO-
8l mMemodu amanizy ma cunmesy, IHOYKUii
ma OedyKuii, a makosx CneyianbHi Mmemo-
Ju: OJianekmuuHuil, CUCTEMHO-CMPYKMYp-
HUll, TNOpPIBHAALHO-NPABOBULL 1 Y3dedab-
HeHHs. 3’2C08aHO, WO CYy4acHA Npaxmuka
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PO3CAI0YBAHHS TNPABONOPYULeHb, YHUHEHUX
y 38’43Ky 31 30poliHOW0 aepecieio, xapaxme-
pu3yemucs 30iAbIWEeHHAM 4aCMKU Yudposux
mamepianieé i NOCULeHHAM nompebu Y cre-
YlaAbHUX 3HAHHAX He Aulle HA emani npu-
3HaveHHs cydosux ekcmepmu3, a i nid 4ac
nepsurHozo JokymeHmyeanHs nodiil, eepu-
¢gikayii doxasis, YCMAaHOB8AeHHS NPUHUHO-
80-HACAIOKOBUX 36°A3Ki8 1 AHAAIMUYUHO2O0
onpayloeanHs macugie ingopmayii. Busma-
4eHO, WO KAIHO8UMU MeHOeHUIAMU € iH-
cmumyuyiiiHe po3uupeHHs poai cneyiasicma
Y KPUMIHAALHOMY NposadiceHHi; yugdposisa-
yis doka3ysauHs (3acmocys8ants naampopm
36upanHs ma cucmemamu3sayii eidomocmetl,
IHCMpyMeHmig 3axuujenoi ¢ixcayii gomo-
il gideodokasig, OSINT-memodis i yugposoi
KPUMIHAAICMUKL); Npouecyanisayis mex-
HIYHUX Memodié 3a605aKU NIOBUULEHHIO 8U-
Moz 0o HanexHol ¢ikcayii, 36epexrceHHs ma
gepugikayii mamepianis; MixouCyunAinap-
HICMb CNeyianbHUX 3HAHL | 3POCAHHA POAL
KOMNAEKCHUX | KOMICIUHUX ekcnepmus. Ha-
20/10ULEHO, WO 8 pA3l MAcosUX ympam i ne-
peMileHHa HaceaeHHs 0c06AUB020 3HAUEHHS
Habyearwmos MOAEKYAAPHO-2eHeMUYHT 00CAT-
OstceHHS K HAYK080 00/PYHMOBAHULL ITHCMpY-
meHm idenmucpikayii nomepniiux i nido-
3pI08anLLX, 4 MAKOJ NepesipKa 3a KpUMIiHa-
AICMUYHUMU 00ATKAMU 2eHeMUYHUX O03HAK
A100UHL, W0 3abe3neywye 8U3HAUEHHA 36°13K18
MK nodiamu i ocobamu ma cnpuse noby-
dosi dokazosux eepciil. O6IpYHMOBAHO, 10
nidguwjeHHs epexmusHocmi poscaidysan-
HS MpAasonopyuleny, nose’a3amux 3i 36poii-
HOW aepecicto, nompebye cmandapmusayii
npouedyp pobomu 3 yugposumu ii 6ionoziu-
HUMU Mmamepiaramil, HAAeHHOL Midxteidom-
4oi 83aemodii, iHmezpayii iHpopmayiiino-
AHAMTMUYHUX CUCTem 1 3abe3nevenns bes-
nepepeHOCi KOPUCTYBAHHA CNeyldAbHUMU
SHAHHAMIUL.

Kawwuoei caoga: 3n0uunu azpecii; cne-
YiaAbHi 3HAHHS,; CY008a ekcnepmu3a; cneyia-
AT, MOAEKYAAPHO-2eHeMUYHA eKCNepmu3d;
00Ka3y8aHMA.
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The primary concerns of this paper are to reveal peculiarities of tacti-
cal and forensic support for the investigation of war crimes in terms of
cooperation between the investigator and the victim during investiga-
tive (search) and other procedural actions. The author aims to iden-
tify principal constituents of such interaction and their significance
for enhancing a proof procedure, taking into account victim-centered
approach principles. In pursuit of this goal, a range of general scien-
tific (analysis and synthesis, induction and deduction) and special
(dialectical, systemic-structural, formal-legal, comparative, general-
isation) methods of scientific cognition were employed. It has been
substantiated that a collaborative partnership between the investiga-
tor and the victim in criminal proceedings involving war crimes is
not only a mandatory requirement of criminal procedural activity,

but also a crucial element of tactical and forensic support for inves-
tigation, which affects the extent to which case circumstances are re-
vealed, evidence credibility, and determines the level of trust in crim-
inal justice authorities. It has been proven that the specific nature of
war crimes requires us to dig deeper into physical, psychological and
social vulnerability of victims, the complexity of the global scope of in-
vestigation and the duration of criminal proceedings. Principal com-
ponents of tactical and forensic support for cooperation between the
investigator and the victim were singled out: tactical planning of pro-
cedural actions while considering objective constraints; adequate sci-
entific and technical support with the utilization of digital technolo-
gies and video recording; accounting for the psychological component
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of interaction with the involvement of psychologists; use of tactical
techniques based on individualisation and situational nature; ensur-
ing that victims are aware of their procedural rights, further prospects
of proceedings and possible risks. It has been stressed that the use of
individualised tactical techniques and modern technical means helps
lower the likelihood of re-traumatisation in victims, boosts commu-
nication and evidence collection. Particular emphasis is placed on the
role of psychological support and information transparency as factors
contributing to the establishment of stable cooperation between the
victim and the prosecution. Obtained findings provide deeper insights
into the tactical and forensic principles of investigating war crimes
and lay the groundwork for developing practical recommendations
to optimise cooperation between investigators and victims, improve
investigation methodology, and enhance victim-centered approaches
in criminal proceedings.

Keywords: war crime; military aggression; prosecution; coop-
eration; investigator; victim; protection of rights and interests; in-
vestigative (search) action; tactical technique.

Research Problem Formulation

One of the distinct signs of the Russian
Federation’s full-scale armed aggression
against Ukraine is the scale and systemat-
ic nature of war crimes that inflict harm
on both individual citizens and the State
as a whole. The Office of the Prosecutor
General claims that between 24 Febru-
ary 2022 and 30 September 2025, Ukrain-
ian law enforcement agencies registered
185,231 criminal proceedings for war
crimes as set out in Art. 438 of the Crimi-

nal Code of Ukraine ! (hereinafter referred
to as the CC of Ukraine): around 140 new
episodes every day. These primarily involve
shelling of civilian and critical infrastruc-
ture, forced displacement of the population
from occupied territories, deportation of
children, enforced disappearances, torture
of civilians and prisoners of war, extraju-
dicial executions, sexual abuse and other
gross violations of international humani-
tarian law. Pursuant to official statements,
more than 253,000 people have been recog-
nised as victims of war crimes 2.

1 IIpo 3apeecTpoBaHi KpUMiHa/IbHI IIPABONOPYIIEHHS Ta PE3yJIbTaTH IX JOCYZOBOTO PO3CIiAy-
BaHH (2013—2025 pp.) / Odic l'eHepanpHOTO IIPOKypOpa : odirr. Bebcaiit. URL: https://gp.gov.
ua/ua/posts/pro-zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-
rozsliduvannya-2 (date accessed: 12.02.2026) ; ®inimimuna A., ITagys B., IlaBrigenko O.
BoenHi 310unHU Pocilicbkoi ®egepariii npoTu VkpaiHU: HIIAXYU A0 CIPaBeIHNBOTO ITOKa-
paHHs BUHHUX (po3sciizyBaHHs 3a crarTeio 438 KK Vkpainu) / Vkpaincbka lesbciHCBKa
cmisika 3 mpaB mioAuHU. Kuis, 2025. C. 5. URL: https:/www.helsinki.org.ua/publications/
voienni-zlochyny-rosiyskoi-federatsii-proty-ukrainy-shliakhy-do-spravedlyvoho-pokarannia-
vynnykh-doslidzhennia/ (date accessed: 12.02.2026) ; KpuMiHaapHUE KOZeKC YKpaiHU Bif
05.04.2001 p. Ne 2341-I11 (3i 3miH. Ta gomoB.). URL: https://zakon.rada.gov.ua/laws/show/2341-

14#Text (date accessed: 12.02.2026).
2 Tawm camo.
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These figures indicate that Ukraine’s
law enforcement system is operating un-
der considerable procedural strain, as
criminal justice authorities are tasked
with promptly documenting events, col-
lecting evidence, and supporting effective
investigation of war crimes.

Furthermore, numerous cases of acts
that potentially fall under the remit of the
Rome Statute of the International Crimi-
nal Court ? (hereinafter referred to as the
Rome Statute) are systematically recorded
in reports by national and international
human rights organisations, which rein-
forces the requirements for the quality of
criminal prosecution and for the adher-
ence to international standards of proof.
As documented by the Media Initiative
for Human Rights (2022), law enforce-
ment agencies have recorded 60,387 war
crimes. Notices of suspicion have been
served in 125 cases, and 94 criminal pro-
ceedings have been forwarded to court.
In 2023, 57,880 war crimes were record-
ed, and suspicions were announced in
193 cases, of which 173 cases were re-
ferred to court. During 2024, 28,788 war
crimes were registered, 315 suspicions
were reported, and 236 indictments were
submitted to court. In 2025, 56,071 war
crimes were documented, 367 notices of
suspicion were served, and 206 criminal
proceedings were referred to court. Over-
all, 187 individuals have been convicted in
absentia for war crimes over four years.
This is a small number compared to the to-
tal number of registered incidents, which
exceeds 200,000. As noted by forensic ex-

perts in international humanitarian law
A. Rassamakhina and O. Rasulova, these
figures do not reflect the full scope of the
situation, since some of the notices of sus-
picion are not subject to public disclosure,
and certain proceedings are held in closed
court sessions *.

Investigating war crimes commit-
ted during the armed aggression against
Ukraine is one of the most demanding
tasks for criminal justice authorities. The
large number of criminal proceedings, the
complexity of the mechanisms by which
the crimes were committed, the scale of
their consequences, and the specific con-
ditions for collecting evidence significant-
ly hinder the organisation of pre-trial in-
vestigations. Under such circumstances,
it is of paramount importance to ensure
an adequate level of cooperation between
investigators and victims, who are often
the main bearers of information about the
circumstances of a crime and, therefore,
require enhanced procedural safeguards.

Consequently, it is clear why some vic-
tims are dissatisfied with the performance
of law enforcement agencies, the duration
of investigations, or the level of procedu-
ral interaction. At the same time, imple-
mentation of a victim-centered approach
in criminal proceedings involves not only
safeguarding the rights of victims, but also
developing tactical models of cooperation
that combine effective proof and increased
trustin law enforcement authorities, while
taking into account the psychological state
of victims and reducing the risk of re-trau-
matisation.

3 Pumcpkuil cTaTyT MiIXHAPOAHOIO KPUMIHATIBHOTO CYAY : IPUUHAT. 17.07.1998 p. (3i 3MiH. Ta
ZI0TI0B.) ; paTudikK. 3akoHOM VKpaiHu Big 21.08.2024 p. Ne 3909-IX. URL: https://zakon.rada.
gov.ua/laws/show/995_588#Text (date accessed: 12.02.2026).

4 Paccamaxiza A., PacynoBa O. 3a Y0THPH POKU BeIMKOI BilHU [0 CyAy AiHmuro aumie 709 cripas
III0JI0 BOEHHUX 37109MHIB — iH(orpadika MIIIJI / Mezilina iHinliaTyBa 3a IpaBa JIOAUHU :
Bebcaiit. 12.02.2026. URL: https://mipl.org.ua/za-chotyry-roky-velykoyi-vijny-do-sudu-dijshlo-
lyshe-709-sprav-shhodo-voyennyh-zlochyniv-infografika-mipl/ (date accessed: 12.02.2026).
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When investigating war crimes, it is
crucial to note that bringing perpetrators
to justice often goes beyond national ju-
risdiction and may be carried out within
the framework of international criminal
justice mechanisms, particularly in the
context of the Rome Statute °. This specific
nature objectively leads to lengthy proceed-
ings, complex proof procedures and delays
in the adoption of court decisions. Victims
often find themselves in a state of suspen-
sion awaiting justice, accompanied by psy-
chological stress, feelings of uncertainty
and vulnerability. In light of the foregoing,
it is essential to prevent victims from being
left alone to deal with their problems and
with the consequences of a crime they have
experienced. Implementing a victim-cen-
tered approach in criminal proceedings in-
volves more than just formally recognizing
victims’ procedural rights; it also requires
pre-trial investigation authorities to play an
active role in ensuring that those rights are
actually exercised. The extent to which vic-
tims feel secure and trust law enforcement
agencies and the justice system as a whole
depends entirely on the professional inter-
est of investigators in protecting victims’
rights, ensuring access to information,
communicating appropriately and address-
ing victims’ needs.

Therefore, effective cooperation be-
tween the investigator and the victim is
crucial both procedurally and socio-psy-
chologically, as it maintains victims’ sense
of security during the long wait for justice
and fosters their willingness to participate
in criminal proceedings, thereby contrib-
uting to the integrity and quality of a proof
procedure in war crimes cases. That is why
the study of tactical and forensic principles
of cooperation between the investigator
and the victim during investigative (search)

and other procedural actions in criminal
proceedings concerning war crimes is es-
pecially pertinent, since the efficiency of
such cooperation largely determines the
full scope of case circumstances, the quali-
ty of evidentiary basis and overall effective-
ness of criminal proceedings.

Article Purpose

Delineate peculiarities of tactical and fo-
rensic support for war crimes investiga-
tion from the perspective of cooperation
between the investigator and the victim
during investigative (search) and other
procedural actions.

Research Methods

The purpose of this article is realised
through a multifaceted application of gen-
eral scientific and special legal methods of
cognition. Dialectical method was of use in
clarifying the transformation patterns of
tactical and forensic support for war crimes
investigations in conditions of armed ag-
gression and in revealing contradictions
between high standards of proof and objec-
tive constraints of martial law (widespread
nature of episodes, forced migration /dis-
placement of victims, security risks).
Analysis and synthesis enabled the pro-
cessing of scientific sources and action-ori-
ented approaches to victim-centered in-
vestigations, the organization of tactical
cooperation between the investigator and
the victim, as well as the differentiation of
key components of tactical and forensic
support (planning, technical means, psy-
chological component, tactical techniques).
System-structural method was em-
ployed to analyse cooperation between
the investigator and the victim from a ho-
listic perspective, taking into account

5 Pumcekuii cTatyrT ... . URL: https://zakon.rada.gov.ua/laws/show/995_588#Text (date accessed:

12.02.2026).
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organisational, technical, psychological,
and information-communication constit-
uents, and to determine their place in the
overall model for the pre-trial investigation
of war crimes.

Formal-legal method facilitated the
analysis of criminal procedural regulation
of the victim’s participation in criminal
proceedings, of procedural safeguards of
his/her rights, as well as of permissible
forms of recording and using information
obtained during investigative (search) ac-
tions, including video recording and pro-
cessing of digital data.

Logical-dogmatic  (logical-semantic)
method made it possible to both clarify
the meaning of the categories cooperation
between the investigator and the victim, vic-
tim-centered approach, tactical techniques
for actualising (restoring) forgotten material
and draw conclusions and practical rec-
ommendations.

Comparative-legal method helped to
compare scientific approaches to tactical
support for cooperation with victims in
proceedings concerning serious and inter-
national crimes. We also took into account
international standards for treatment of
victims and protection of their rights in
the context of potential mechanisms of in-
ternational criminal justice.

Modelling method contributed to the
identification of typical tactical situations
of cooperation with victims (physical un-
availability to participate, staying abroad,
severe traumatization, need for recogni-
tion/identification via digital materials)
and helped to highlight optimal tactical
solutions and response algorithms.

Generalisation was employed to sys-
tematise findings from doctrinal sources
and practical data and to formulate the
author’s conclusions regarding key com-
ponents of tactical and forensic support
for cooperation between investigators and
victims in war crimes proceedings.

Analysis of Essential Researches
and Publications

The issues of providing tactical support
for criminal investigations, carrying out
individual investigative (search) actions
and holding trials are always at the fore-
front of research for Ukrainian and fo-
reign scholars. Over the past few years,
various aspects of this subject area have
been a recurring theme in scientific pa-
pers by H. Bidniak et al. ¢, Yu. Myroshny-
chenko 7, M. Pohoretskyi and D. Serhieie-
va #, V. Shevchuk et al. °, V. Shepitko 1°, and
others.

6 Biguaxk I. C., Kpusomyck O. I., ITupir I. B. Ta iH. KpuMiHamicTUYHA TaKTUKA : MiPYIHUK.

10

Juinpo, 2025. 252 c. URL: https://er.dduvs.edu.ua/handle/123456789/16796 (date accessed:
12.02.2026).

Mupomrnndenko 0. M. KpumiHanicTMyHa TaKTUKa B I1epioJ; CTAaHOBJIEHHS HAyKU KpU-
Mminamictuku. FOpuduunuil 6ronemens. 2020. Bum. 13. C. 201—207. DOI: 10.32850/LB2414-
4207.2020.13.26 (date accessed: 12.02.2026).

IToroperbkuii M. A., Cepreesa /I. B. TaKTHKa 3aXMCHUKA: [IOHATTS, 3MICT Ta MicIle B CUCTeMi
KPUMIHaJIICTUYHOI TaKTUKU. BicHux xpuminaavrozo cydouurcmea. 2016. Ne 2. C. 113—123.
URL: https://vkslaw.knu.ua/images/verstka/2_2016_Sergeeva.pdf (date accessed: 12.02.2026).
Shevchuk V., Kostenko M., Myshkov Ya., Papusha I., Hryshko I. Functional Purpose of Tactical
Operations in the Development of Criminalistic Methodics of Crime Investigation. Pakistan
Journal of Criminology. 2023. Vol. 15. No. 2. Pp. 61—78. URL: https://www.pjcriminology.com/
wp-content/uploads/2023/08/05_Shevchuk-et-al.pdf (date accessed: 12.02.2026).

IleniTpko B. 10. ITpeaMeT KPpUMiHANTICTUYHOI TAKTUKU: icTOpisa popMyBaHHS, 3MICT Ta TeH-
nentii. Teopia ma npakmuxka cydoeoi excnepmu3su i kpuminaaicmuku. 2019. Bum. 19. C. 8—20.
DOI: 10.32353/khrife.1.2019.01 (date accessed: 12.02.2026).
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A number of aspects of tactical and
forensic support have been studied by for-
eign scientists C. Butura !, S. Nikoloska 2,
R. Reyes %, R. J. Girod , et al.

In recent years, Ukrainian criminal-
istics has significantly intensified its re-
search into the investigation of war crimes,
focusing primarily on organisational and
tactical decisions, the specific nature of
individual investigative (search) actions,
and psychological aspects of communica-
tion with participants in proceedings. It is
worth mentioning the comprehensive na-
ture of K. Shevchyshena’s dissertation, in
which theoretical provisions and practical
recommendations are formulated regard-
ing the organisation of war crimes inves-
tigations, including cooperation between
pre-trial investigation authorities and par-
ticipants in proceedings. The author also
elaborated on tactical and forensic princi-
ples for conducting procedural actions *°.

A number of papers focus exclusive-
ly on interrogation as a primary source
of information as per Art. 438 of the CC

of Ukraine. Thus, O. Zhovtiuk delves into
certain tactical and psychological features
of interrogating witnesses and victims
during the investigation of breaches of
the laws and customs of war, emphasis-
ing the need to account for both case cir-
cumstances and individual traits of those
being interrogated (in particular, the trau-
matised person), as these directly affect
the quality and fullness of testimony *°. Si-
multaneously, another field is developing
that concerns procedurally specific forms
of obtaining testimony: e.g., S. Hrechana
studies tactical interrogation techniques
during pre-trial investigations in court
sessions conducted by investigating judges
(Art. 225 of the Criminal Procedure Code
of Ukraine), emphasising communicative
nature of this action, psychological mech-
anisms of implementing tactical tech-
niques, and the special status of a witness/
victim as the subject of procedural and
tactical influence *'.

The section on interagency and in-
ternational coordination is also of para-

11

12

13

14
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16

17

Butura C. Tactical Framework for Organizing a Criminal Investigation. Proceedings of the 26th
International RAIS Conference on Social Sciences and Humanities. 2022. Pp. 73-78. URL: https://
www.ceeol.com/search/chapter-detail?id=1037104 (date accessed: 12.02.2026).

Nikoloska S. Tactics of application of measures and actions in the criminal investigation of
economic-financial crime. International scientific conference “45 years higher education in the
area of security — educational challenges and security perspectives” (26-28 Sept 2022; Struga).
2022. Vol. III. No. 7. Pp. 25-36. DOI: 10.20544/ICP.3.7.22.P02 (date accessed: 12.02.2026).
Reyes R. Tactical Criminal Investigations: Understanding the Dynamics to Obtain the Best
Results without Compromising the Investigation. Journal of Forensic Sciences & Criminal Inves-
tigation. 2017. Vol. 2. Is. 2. Pp. 001-004. URL: https://surl.li/tztghm (date accessed: 12.02.2026).
Girod R. ]J. Advanced Criminal Investigations and Intelligence Operations: Tradecraft Me-
thods, Practices, Tactics, and Techniques. Boca Raton ; London ; NY, 2014. 543 p. URL: https://
surl.li/nxktor (date accessed: 12.02.2026).

Ileunmena K. II. Po3crifyBaHHA BOEHHHUX 3JIOYMHIB B VKpaiHi : aBTOped. AUC. ... KaHJ.
opug. Hayk. Kuie, 2024. C. 18. URL: https://www.navs.edu.ua/files/spec-vchena-rada/
srd_26_007_03/2024/avtoref_shevchyshena.pdf (date accessed: 12.02.2026).

JKoBTiOK O. OCO6IMBOCTI TPOBEZEHHS JOIUTY CBiJKIB i MOTEPIIINX i/l 9ac pO3CIifyBaHHs
IIOPYIIEeHHs 3aKOHIB Ta 3BMYaiB BiHU. FOpuduuna ncuxonoeis. 2024. Ne 1 (34). C. 101—109.
DOI: 10.33270/03243401.101 (date accessed: 12.02.2026).

I'peyana C. TakTH9HI IPUHOME ZOIUTY IiJ 9ac JOCYZOBOTO PO3CIiZAYBAaHHSI B CYyZOBOMY 3a-
CiJaHHI CIIJYUM CYyZAJel0: KPUMiHAJMICTHUYHA Ta IICUXOJIOrYHA XapaKTepUCTUuKU. Tam camo.
2023. Ne 2 (33). C. 71—78. DOI: 10.33270/03233302.71 (date accessed: 12.02.2026).
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mount importance for military proceed-
ings. Yu. Chornous and Yu. Vasiuta single
out psychological and organisational-tac-
tical features associated with the activi-
ties of joint investigative teams, and also
explore a range of issues of forensic sup-
port for investigations and prosecution of
war crimes by the International Criminal
Court, etc. .

At the same time, notwithstanding the
availability of these studies, a majority of
scientific papers focus either on general
issues of organising war crimes investi-
gations or on tactics for conducting spe-
cific investigative (search) actions (pre-
dominately interrogations). On the other
hand, tactical and forensic principles of
cooperation between the investigator and
the victim as a systematic process within
war crimes proceedings are almost entire-
ly overlooked. This necessitates the need
for further research into this aspect, with
a focus on identifying typical situations
of such cooperation, on defining tactical
tasks of the investigator, and on formulat-
ing practice-oriented recommendations
relevant to military conditions, the num-
ber of victims, and their requests.

Main Content
Presentation

Utilizing a victim-centered approach in the
investigation of war crimes plays a pivotal
role in studying this category of criminal
offenses. The significance of this approach
is primarily due to the specific nature of
criminal offenses themselves, which are

committed in the context of armed conflict
and are manifested in a set of complex,
systemic, and often long-lasting conse-
quences. Victims in such proceedings are
often not only victims of specific criminal
acts, but also persons who simultaneous-
ly endure a range of social, material and
psychological hardships. These encom-
pass the loss of housing and/or property,
the death and/or disappearance of beloved
ones, forced displacement, experiences of
occupation, torture and/or sexual abuse,
significantly affecting their psychological
and emotional state and ability to cooper-
ate with criminal justice authorities. For
this reason, victims of war crimes should
be regarded as a particularly vulnerable
category of participants in criminal pro-
ceedings, requiring increased attention
from investigators and other participants
in investigation.

Employing a victim-centered ap-
proach involves providing such persons
with all-encompassing aid and taking ex-
tensive measures to assess their needs.
This entails more than just ensuring pro-
cedural safeguards and restoring violated
rights, including the right to safety, life,
and health; it also involves taking into ac-
count a broader range of needs, including
psychological, informational, social, and
other ones. This approach helps foster
public trust in law enforcement agencies,
reduce the risk of re-traumatising victims,
and improve a proof procedure, as victims
are frequently the main sources of evi-
dence when it comes to circumstances of
war crimes.

18 Yopuoyc 0. M. AxTyanpHi NHUTaHHSI KPUMIHAJIICTHYHOTO 3a0e3ledeHHs pO3CIiZyBaH-
Hs Ta CyzZoBOro posrisgy MixuapogHuMm KpuminanbHuM CyZoM CIIpaB IIPO BOEHHI 3JI0-
YUHU. AKMYAAbHi NMUMAHHSL KPUMIHAAICMUKU ma cydo8ol ekcnepmu3su : MaT-JId MDKBiZOM.
HayK.-ipakT. koH®. (Kuis, 30.11.2023). Kuis, 2023. C. 45—49. URI: https://elar.navs.edu.ua/
handle/123456789/27081 (date accessed: 12.02.2026) ; Yopuoyc 0. M., Baciora 0. B. Ilcuxo-
JIOTiYHA 1 opraHizalifiHO-TaKTUYHA XapaKTePUCTUKA JiAJIbHOCTI CIIJIBHUX CIIAYNX MPYII ITiJ
yac po3cilifyBaHHS KPUMiHAIbHUX IIpaBonopyiieHs. FOpuduuna ncuxonoeig. 2022. Ne 2 (31).
C.113—121. DOI: 10.33270/03223102.113 (date accessed: 12.02.2026).
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We believe that any communication
with victims during war crimes investiga-
tions should not be viewed as a one-sided
process of obtaining information. Such
communication should be interactive, in-
volving active participation by both sides,
mutual agreement and a focus on achiev-
ing a legal outcome.

By using the cooperation term, it is im-
portant to emphasize that the investigator
and the victim not only fulfil formal pro-
cedural roles as subject of investigation and
source of evidence, but are participants in
a joint process of ascertaining objective
truth and restoring justice. The prosecu-
tion has an interest in a complete, compre-
hensive and objective investigation of war
crime circumstances, in the collection of
relevant and admissible evidence, and in
bringing those responsible to justice. Sim-
ilarly, it is in the victim’s interest to restore
violated rights, foster a sense of security,
secure recognition and compensation for
the harm caused to him/her, and reach
a fair decision.

In cases involving war crimes, these
shared interests are fundamental, as such
crimes are inextricably linked to gross vio-
lations of both Ukrainian national legisla-
tion and international humanitarian law.
Investigators, who represent state author-
ities and, therefore, the State itself, must
prioritize their efforts towards restoring
national security and maintaining public
safety and order. That is why their coop-
eration with victims must stem from the
principles of trust, respect, transparency,
and awareness. The investigator must do
more than just initiate procedural actions;
they are expected to ensure that the vic-
tim’s rights, the procedure for exercising
those rights, and prospects for criminal
proceedings are properly explained. In-
vestigators must be mindful of the vic-
tim’s psychological and emotional state

67

and potential risks of re-traumatisation.
Communication between the prosecution
and the victim and his/her representa-
tives during investigations of war crimes
is transformed into a tactically structured
engagement that is strategically important
for achieving objectives of criminal pro-
ceedings. We deem it expedient to outline
essential aspects of tactical and forensic
support for cooperation between investi-
gators and victims of war crimes. They are
listed below.

1. Planning investigation and indivi-
dual procedural measures. Of fundamental
importance is the fact that cooperation
with victims during war crimes investi-
gations is often hampered by objective
circumstances directly affecting the pos-
sibility of interaction (cooperation) during
investigations. Such obstacles are primar-
ily due to the specific nature of conse-
quences resulting from armed aggression,
in which victims experience physical, psy-
chological, or social vulnerability.

One of the reasons for this complicat-
ed interaction is the physical condition of
a victim. Injuries, long-term treatment,
limited mobility, or other consequences of
military action may hinder a person’s time-
ly participation in investigative (search)
actions or seriously affect his/her ability
to fully perceive and reproduce informa-
tion. In these circumstances, the investiga-
tor has to tailor investigative tactics to the
needs of the individual. This might include
taking into account the victim's medical
condition, endurance, and the individual’s
need for medical or psychological support.

Another important factor is the loca-
tion of victims outside Ukraine. This has
become a widespread phenomenon fol-
lowing the forced migration of civilians.
Consequently, additional organisational
and tactical difficulties arise, including
limited opportunities for direct contact,
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challenges in safeguarding procedural
guarantees, and the need for internation-
al legal assistance or remote forms of co-
operation. In this regard, tactical support
must ensure that time, technical and legal
constraints are taken into account, as well
as facilitate communication, directly af-
fecting the completeness and credibility
of obtained testimonies.

At the same time, these circumstanc-
es highlight the importance of tactical
planning. The investigator must not only
choose the optimal method for conduct-
ing procedural actions, but also anticipate
possible obstacles linked to the condition
of a victim or his/her location, and deter-
mine alternative models of cooperation in
advance. Such planning minimises the risk
of re-traumatising the victim and supports
a proof procedure even when it is impos-
sible to have full access to participants in
proceedings.

Therefore, the complexity of coop-
erating with victims in war crimes cases
is due to a number of physical, territorial
and procedural factors requiring flexible
application of tactical techniques and an
individualised approach to each situation.
This applies primarily to the combination
of procedural mechanisms with forensic
recommendations aimed at ensuring the
safety, dignity and procedural rights of the
victim.

2. Adequate scientific and technical
support for investigative (search) and oth-
er procedural actions involving victims. Al-
though technical and forensic support is
usually defined as a separate area, we be-
lieve it is appropriate to consider it within
the scope of the issue under study, as it has
a significant impact on the effectiveness of
investigative (search) actions, tactical op-
erations and combinations.

The specific nature of investigating
war crimes necessitates the active use of
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digital technologies. This is because much
of the information relevant to the subject
of proof is available electronically or is ob-
tained from open sources. During inves-
tigative (search) actions involving the vic-
tim—e.g., during inspection, examination
of computer data or criminal analysis, spe-
cifically analysis of materials from open
sources (Open source intelligence, OSINT)—
it may be expedient to identify persons
involved in commission of war crimes. In
the aforementioned scenarios, the victim
is engaged in reviewing photos and videos,
data from social networks, messages in
messaging apps, media archives or other
digital resources, which requires special-
ised equipment and software.

Scientific and technical support in this
regard primarily involves use of modern
computer systems for processing large
arrays of information, adoption of digital
visualisation tools, frame-by-frame vid-
eo analysis software, and image magnifi-
cation and stabilisation systems. Secure
digital platforms are becoming increas-
ingly valuable, enabling victims to view
materials without the risk of data loss or
distortion and ensuring that identification
results or other actions are properly re-
corded for procedural purposes.

Furthermore, technical means not just
help to secure evidence, but also enable
organisational and tactical functions to
be implemented. Multimedia equipment,
remote communication systems, and vid-
eo conferencing help conduct investiga-
tive (search) actions with victims who are
outside Ukraine or cannot physically ap-
pear before the pre-trial investigation au-
thority. This is especially relevant for war
crimes where victims are often internally
displaced persons or forced migrants.

Utilization of scientific and technical
means also contributes to the impartiali-
ty of the perception and reproduction of
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information by victims. High-quality visu-
alization, 3D modelling, or digital recon-
struction of events help to more accurately
reconstruct crime circumstances, facili-
tate the identification process, and reduce
the cognitive load on victims.

Further evidence of the significance of
scientific and technical support is the use
of video recording during investigative
(search) actions involving the victim. Vid-
eo recording provides not only a complete
and objective record of the procedural ac-
tion, but also helps to create an additional
source of evidence that may have inde-
pendent evidentiary value in subsequent
criminal proceedings.

High-quality audio and video record-
ing of the victim’s testimony contributes
to preserving his/her first-hand percep-
tion of events, emotional state, specific
responses to external stimuli, and the se-
quence of events, which is essential for
assessing credibility of testimonies. In
cases involving war crimes, where victims
are frequently in a state of psychological
trauma or reside outside Ukraine, video
recording helps reduce the need for re-
peated contact with the criminal justice
system and minimises the likelihood of
re-traumatisation.

Additionally, an adequately recorded
video testimony of the victim can be used
during trials as additional or alternative
evidence, thereby obviating the necessity
for repeated interrogation of the victim in
court under certain circumstances. There-
fore, video recording shall be considered
an important component of scientific and
technical support for investigative (search)
actions, enhancing a proof procedure, op-
timisation of procedural procedures, and
implementation of a victim-centered ap-
proach during war crimes investigations.

3. Psychological component of coo-
peration. Since tactics is deeply rooted in
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psychology, we propose that a separate
component of tactical and forensic sup-
port for the investigation of war crimes
should be the psychological component of
cooperation between the investigator and
the victim, with the involvement of a me-
diator who possesses specific expertise in
the field of psychology. The specific na-
ture of consequences of wartime crimes
necessitates this approach, as a significant
proportion of victims experience severe
traumatic events related to the loss of be-
loved ones, captivity, torture, sexual abuse
or prolonged exposure to life-threatening
situations. In these instances, direct com-
munication between the investigator and
the victim may be impeded by psycholog-
ical barriers, fear of reliving the traumatic
experience, or symptoms of post-traumat-
ic stress disorder (PTSD).

Involvement of a psychologist as a me-
diator allows cultivating a safe communi-
cation environment in which the victim
enjoys support during participation in
procedural actions, and the investigator
is able to obtain exhaustive and accurate
information without the risk of causing
additional psychological harm to a per-
son. The psychologist may perform a va-
riety of key roles: preliminarily assess the
emotional state of the victim, determine
optimal format for communication, adapt
the investigator’s questions to a person’s
psycho-emotional state, and accompany
him/her during interrogation or other in-
vestigative (search) actions.

Tactical importance of such coopera-
tion is that the psychologist helps reduce
the victim’s stress and anxiety levels, helps
avoid re-traumatisation, and enhances
reliability of obtained testimonies. This
bears particular relevance when working
with children and individuals who have
been sexually abused, or victims who
display signs of psychological instability.
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With the involvement of a specialist, the
investigator can more accurately deter-
mine the limits of acceptable psychologi-
cal stress, select the appropriate duration
of procedural actions, and promptly iden-
tify signs of mental exhaustion in the in-
dividual.

Furthermore, involving a psychologist
as a bearer of specific expertise aligns with
current approaches to victim-centered jus-
tice, where the priority is both obtaining
evidence and ensuring respect for human
dignity and rights. This approach helps to
foster the victim’s trust in the criminal jus-
tice system, thereby cultivating the indi-
vidual’s willingness to cooperate with the
investigation.

Therefore, cooperation between the
investigator and the victim, mediated
by a psychologist, is an essential compo-
nent of tactical and forensic support for
war crimes investigations. It brings pro-
cedural tasks and specific expertise toge-
ther, ensuring a balance between effective
proving and the need to protect the mental
well-being of victims in criminal procee-
dings.

4. Utilization of tactical techniques
while adhering to the principles of individ-
ualization and situational nature. Tacti-
cal support is always viewed through the
prism of appropriate means, and the vic-
tim’s interaction depends on their appli-
cation. We are of the opinion that imple-
mentation of tactical approaches during
war crimes investigations should stem
from the principles of individualisation
and situational nature, as universal mod-
els of behaviour are not effective enough
in cases of this category. Victims are often
in different headspaces and physical con-
ditions, and they are not all ready to work
with the pre-trial investigation authorities.
What is more, circumstances of their trau-
matic experiences can vary considerably.
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In this respect, the investigator should
think outside the box when choosing tac-
tical approaches, taking into account the
specific investigative situation, personal
characteristics of a victim, and circum-
stances under which a specific procedural
action is being conducted.

One of the main areas of adopting this
approach is tactical techniques aimed
at actualising and restoring forgotten or
fragmentarily preserved material. Victims
of war crimes typically experience psy-
chological repression, fragmented mem-
ories, and have significant memory gaps
regarding events. All of the above can be
attributed to the traumatic impact of cir-
cumstances they have experienced. Un-
der such conditions, direct questions may
not yield complete testimony or may even
cause additional emotional distress. That
is why tactical techniques are designed to
gently stimulate the process of recall using
neutral associative questions, clarifying
the context of events, recreating the se-
quence of actions, and focusing attention
on a situation, details of the environment,
and audio or visual elements that accom-
panied an event.

It is of particular importance to create
a favourable communicative atmosphere
in which the victim does not feel pressured
or compelled to provide exhaustive infor-
mation immediately. The investigator may
use techniques to reconstruct the chronol-
ogy of events, return to specific episodes
after a pause, and use visual materials or
digital reconstruction tools to help acti-
vate memory.

Individualization of tactical approach-
es also involves accounting for cultural,
linguistic, and social traits of the victim,
especially when it comes to persons re-
siding abroad or who have experienced
forced displacement. A situational ap-
proach also allows investigators to adapt
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their tactics depending on the dynamics
of proceedings, changes in the victim’s
emotional state, or the availability of new
information.

5. Interaction based on awareness of
one’s rights, prospects of a case, and existing
procedural risk. Another important compo-
nent of tactical cooperation with victims of
war crimes is comprehensive consideration
of their needs and prompt assessment of
procedural risks that may take place during
the pre-trial investigation stage. In these
types of cases, victims often face uncer-
tainty and wait for a fair decision for quite
along time, so transparency of information
and predictability of the prosecution’s ac-
tions are especially important.

Tactical cooperation in this context
entails more than just obtaining evidence;
it also involves helping the victim develop
a realistic understanding of the procedur-
al prospects of proceedings. The victim
should be mindful of possible outcomes of
pre-trial investigation, approximate time
frame, and potential challenges involving
evidence collection, international legal
procedures, or identification of persons
responsible for a crime. Such awareness
reduces anxiety, prevents excessive expec-
tations, and minimizes the risk of losing
trust in the criminal justice system.

At the same time, integrated assess-
ment of the victim’s needs involves defin-
ing the victim’s procedural status as well
as his/her individual social, psychological
and safety requests. The investigator must
bear in mind possible risks of re-traumati-
sation, the threat of influence from third
parties, the victim’s vulnerability to infor-
mation, or challenges associated with the
place of residence/stay. In light of these
circumstances, it is crucial to elaborate
on protection mechanisms, procedural
rights, and accessibility to psychological
and/or legal assistance.
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Identifying procedural risks also
serves a preventive function. By explain-
ing to the victim plausible scenarios for
proceedings, the investigator fosters
a more stable model of collaboration,
thereby promoting stable communica-
tion throughout the investigation. This
involves providing honest information
about procedure timelines, complexities
of international cooperation, a possibility
of proceedings in absentia, or prospects
of transferring materials to international
forensic institutions.

Therefore, comprehensively taking
into account the victim’s needs and de-
termining procedural risks are essential
components of tactical cooperation, com-
bining procedural efficiency with the hu-
manitarian component of criminal pro-
ceedings. These contribute to building
trust in the investigation, maintaining the
victim’s psychological stability, and ensur-
ing more consistent and effective collab-
oration between participants in proceed-
ings.

Conclusions

The full-scale Russian military aggression
has determined the current vectors of
activity of Ukraine’s criminal justice au-
thorities. First and foremost, this involves
countering war crimes. This means that
cooperation between the investigator and
the victim not just has procedural value,
but also a clear social and psychological
dimension, since it affects victims’ sense
of safety, their trust in the State, and their
willingness to cooperate with the investi-
gation.

The tactics of cooperation between the
investigator and the victim in war crimes
cases should be viewed as interaction ra-
ther than unilateral information gather-
ing. Its strategic value lies in balancing the
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victim’s interests (recognition of harm,
restoration of rights, safety, justice) and
those of the prosecution (exhaustiveness
of testimonies, relevance and admissibil-
ity of evidence, bringing perpetrators to
justice). When organized with tactical rig-
or, such cooperation enhances the quality
of evidentiary basis and ensures the sus-
tainability of procedural cooperation.
Therefore, we recommend highlight-
ing the following foundational pillars of
tactical and forensic support for cooper-
ation between investigators and victims
in proceedings concerning war crimes:
1) tactical planning of investigations and
procedural measures, taking into account
the victim’s physical condition, location
(particularly if abroad), safety and time
constraints; 2) adequate scientific and
technical support for investigative (search)
and other procedural actions (work with
digital sources and OSINT, visualizations,
remote participation, video recording),
increasing the accuracy of the recon-
struction of events, ensuring high-quality
recording of evidence, and minimizing
repeated contact with the victim; 3) the
psychological component of cooperation
that presupposes the use of specific exper-
tise (a psychologist as a mediator), foster-
ing a safe communicatory environment,
reducing the risk of re-traumatisation,
and increasing the credibility of informa-
tion obtained; 4) application of tactical
techniques in line with the principles of
individualization and situational nature
(in particular, techniques designed to re-
fresh and elicit fragmented or repressed
memories: contextualization of events, as-
sociative cues, step-by-step restatement of
chronology, visual stimuli and digital re-
constructions); all these methods are crit-
ically important in situations of traumatic
experience; 5) ensuring that the victim is
aware of his/her rights, approximate time-

lines, possible outcomes, and procedural
risks, which plays a preventive role, stabi-
lizes expectations, and maintains trust in
the investigation.

Practical significance of the obtained
findings is the potential to use the for-
mulated provisions as a starting point for
developing a typology of tactical situa-
tions for cooperation with victims in war
crimes cases, as well as the foundation for
creating communication algorithms and
involving specialists (psychologists) in
procedural actions, for improving depart-
mental standards concerning war crimes
investigations, for working with digital
materials and preparing training modules
for investigators on tactics for working
with victims’ traumatic memories and mi-
nimising their re-traumatisation.

Prospects for further research lie in the
meticulous study of tactical techniques in
conducting investigative (search) actions,
in which victims, witnesses, and suspects
are invited to participate.

TaKTUYHI 3aCaaH B3a€EMO/Iii
CJIiZIY0T0 TA MOTEPIiIOro
Ii/] 9ac pPo3CJIiAyBaHHSI BOEHHUX 3/I0YHHIB

Anacmacia Byiima

Mema cmammi — poskpumu 0co6AUBOCTIL
MAKMUKO-KPUMIHAAICMUYHO020 3abe3reyeH-
H PO3CAI0Y8AHHA B0EHHUX 3104 UHI8 8 ACTeK-
mi 83aemodii caid4ozo ti nomepninoeo nid wac
npoeedeH s CAIOULX (POSULYKOBUX) MA THULUX
npoyecyanvHux Oiil, 6U3HAYUMU OCHOBHL
CKAAOHUKU MaKoi 83aemMo0ii i IXHE 3HAUEHHS
014 nidsuuyeHHs epekmueHocmi JoKa3yeaH-
HS 3 YpAXy8aHHAM NPUHUUNIE NOMEPniio
opienmoganozo nidxody. Jas docseHeHHs no-
CMAB/1eHOL MemiL 3dCMOCO8AHO KOMNLAEKC 3d-
2ANbHOHAYKOBUX (AHANI3 | CUHMe3, THOYKYIL
i Jedykyis) ma cneyiaavHux (diarekmuuHuil,
CUCTNEMHO-CMpPYKMYpHULL,  PopmansHo-10-
puduunuil, nNOpieHAALHUL, Y3aed/bHeHHs)
Memodie Hayko802o nisHanHs. ObspyHmosa-
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HO, Wo edpexmugHa 83aemodis caiduozo 3 no-
Mmepniaum y KpUMIHAALHUX NPOBAOHCEHHSIX
114000 BOEHHUX 3104UHI8 € He AulLe 0608’23
KOB010 8UMO2010 NPOBADHEHHS KPUMIHANALHOL
npoyecyanvHoi JisavHocmi, a il 8AMAUBUM
eeMenmomM MakmMuKo-KpUMIHAALCMUYHO20
3abesnevenHs po3cAi0Y8aAHHS, AKUIL 6nAu-
8a€ HA TMOBHOMY 6CMAHO8AEHH 00CMABUH
nodii, docmogipHicme 0okasie 1 eu3Hauac
pigeHv dosipu Jdo Opeani8 KpUMIHAALHOL
tocmuyii. JJosedeno, wo cneyudika 60€HHUX
3/104UHIB 3YMOBAIOE HeOOXIOHICMb  ypaxy-
8aHHA (Pi3UUHOL, NCUXOA0IUHOL MA COYLANb-
HOL 8pa3Aue0cmi NOmMepniiux, ckAadHoCmi
MIHCHAPOOHO020 KOMNOHEHMA PO3CAI0Y8AHHS
i mpuganocmi KpuMIiHAABHO20 NPOBAONHCEH-
HA. BusHnaueno ocHO8HI cKAAOHUKU makmu-
KO-KpUMIHAAICMUYHO20 3a0e3nedeHHs 83de-
MO0ii caidu020 3 nomepniAuM: makmuuHe
NAAHY8AHHA NpoyecyasvHux Oill 3 ypaxy-
BAHHAM 00’€KMUBHUX 0OMeXteHb; HAAeNHCHe
HAYKOBO-MexHIuHe 3abe3neueHns, 8KAIOUHO
i3 3aCMOCY8aAHHAM UUDPOBUX MeXHOA02lL
i 8ideoikcauii; NCUX0N02IYHULL KOMIOHEHM
83a€MO0il 13 3aNY1UeHHAM CNeylasicma-ncu-
X0/102d; 3ACTMOCYBAHHA MAKMUYHUX NpPUli-
omie Ha 3acadax iHdugidyanizayii ma
cumyamugHocmi; 3abe3neueHHs NOIHPOpmo-
8AHOCMI NOMEPNIALX NPO NPOUECYAAbHI Npa-
8a, nepcnekmugu nposadiuceHHs i MOHCAUBL
pusuxu. JJosedeHo, w0 3acmocy8anHs iH0ugi-
Jdyanizo8anux MmMakmuuyHux nputiomie i cy-
YACHUX MEXHIYHUX 3ac0018 CNpuse MIHIMI-
3ayii pusuxky nNOBMOPHOL MpasmMamudayii
nomepniaux, niduuLye AKicmov KOMYHIKAULL
ma egexmugHicme OMpUMAHHA 00KA30801
ingopmayii. Ocobaugy ysazy npudineno poai
NCUX010214HOL nidmpumku il inpopmayiiinoi
npo3opocmi 9K YUHHUKIE POPMYSAHHA cma-
0i/1bHOL Cnignpayi MiH NOMepniAuM i Cmo-
pOHOI0 068uHy8aueHHs. 3000ymi pe3yavma-
mi noeaubA00Ms HAYKOSL YSAEAEHHS Npo
MAKMUKO-KPUMIHAAICMUYHT 3dcadll po3CAi-
JYB8AHHS BOEHHUX 3104UHI8 MA CMEOPIOIONb
niorpynms 0as po3pobrieHHs NPAKMUYHUX
pekomeHOauyiii 3 onmumizayii 83acmoodii
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cniduozo 1l nomepninoeo, YOOCKOHA/EHHS
MemoOduKu po3caidy8anHs ma nideuleHHs
epexmusHOCMI pedizayii nomepniso oOpieH-
1M08aH020 Ni0x00y 8 KPUMIHANLHOMY NPOBAD-
HCeHHI.

Karouoei caosa: 6ocHHUIL 3/104UH; 61ll-
CbKoBa daepecis; CMOPOHA 008UHYBAUEHHA;
83a€mo0is; CAiduull; nomepniauil;, 3axucm
npas i inmepecie; caidua (posutykoga) 0id;
Makmu4HUil npuiiom.
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The purpose of this article is to reveal specifics of identifying signs
of a criminal offense and neutralizing counteraction at the initial
stage of the pre-trial investigation. Methodological research basis is
a set of general scientific, special and philosophical methods of cog-
nition, in particular dialectical, system-structural, functional-ac-
tivity, comparative-legal one, as well as modeling, analysis and syn-
thesis. It is generalized that initial stage of the pre-trial investigation
is the most vulnerable to various forms of counteraction that is due
to information uncertainty, time shortage and the need to make op-
erational procedural decisions. It is determined that counteraction
has a multi-level nature: it is implemented by influencing collecting
evidence procedure, making procedural decisions and interpreting
data obtained (by using manipulations with information, using
procedurally permissible and extra-procedural mechanisms, behav-
ioral strategies and institutional influence and other means aimed
at complicating establishment of circumstances of criminal offense).
It is substantiated that detection of signs of a criminal offense and
neutralization of counteraction are interrelated procedures that
operate within the framework of a single mechanism for forensic
support of investigation. It is found that information counteraction
(providing false information, initiating attachment of documents
with dubious evidentiary value, involving unreliable informed per-
sons), procedurally legalized forms of influence (appealing proce-
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dural decisions, manipulating procedural mechanisms), as well as
institutional counteraction (impact on conducting forensic exam-
inations) can significantly change the direction of evidentiary activ-
ity and increase the risk of making erroneous procedural decisions.
It is proven that initial stage of the pre-trial investigation should be
considered as an information-conflict space, within which frame-
work evidence subject not only carries out cognitive activity, but
counteracts active influence of interested persons. It was noted that
timely diagnostics of manifestations of resistance, critical assess-
ment of sources of information and the use of forensic tactical tools
are the main conditions for ensuring investigation effectiveness and
compliance with the principle of reasonableness of the terms of crim-

inal proceedings.

Keywords: pre-trial investigation; initial stage; counteraction;
neutralization of counteraction; detection of crime signs.

Research Problem Formulation

The current stage of development of crim-
inal justice in Ukraine is characterized by
numerous reforms, some of which contin-
ue to this day. This applies to activities of
pre-trial investigation bodies, the prosecu-
tor’s office, the judiciary and others. Crime
situation is also aggravated, as evidenced
by the increase in the number of recor-
ded criminal offenses. Thus, according
to the Office of the Prosecutor General of
Ukraine, in 2021, information was reg-
istered about 321,443 criminal offenses,
in 2022 - about 362,636, in 2023 - about
475,595, in 2024 - about 492,479, in 2025 -
about 608,101 *. It should be noted these
indicators do not cover data on socially
dangerous acts committed in the territo-
ry of the temporarily occupied territories
and the zone of active hostilities, where
victims do not report such facts to law en-
forcement agencies.

1 TIIpo 3apeecTpoBaHi KpUMiHaJIbHI

Simultaneously with increase in the
number of manifestations of delinquent
behavior, the mechanisms for commit-
ting criminal offenses are complicated,
level of their latency increases and forms
of counteraction to legitimate activities of
the security forces in general and pre-trial
investigation bodies in particular are di-
versified.

Transformation of forms of crimi-
nal activity is accompanied by improve-
ment of ways to counteract its exposure.
Increase in the level of organized crime,
the use of information technologies, ex-
pansion of communication opportunities
and availability of corruption links lead
to the emergence of complex multilevel
mechanisms of influence on the process
of proof. In these conditions, counterac-
tion to the investigation ceases to be only
a fragmentary reaction of the offender to
investigation actions, but acquires signs
of systematic activity formed at the stage

IIPaBOIIOPYIIEHHS Ta Pe3yJAbTaTU IX JOCYAOBOTO
poscaigyBanHA. 2013—2024 poxu / Odic T'ennpoxypopa :

odin. caiit. URL: https:/www.

gp.gov.ua/ua/posts/2013-2024-roki-pro-zareyestrovani-kriminalni-pravoporushennya-ta-rezu-
Itati-yih-dosudovogo-rozsliduvannya (date accessed: 11.02.2026).
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of preparation or commission of a crimi-
nal offense and is actively implemented at
the initial stages of criminal proceedings.

Practice of pre-trial investigation indi-
cates that counteraction often occurs be-
fore entering information into the Unified
Register of Pre-Trial Investigations ? (here-
inafter referred to as URPTI) or immedi-
ately after the opening of criminal pro-
ceedings. Stakeholders use various means
of concealing the offense, destroying or
distorting evidentiary information, influ-
encing participants in criminal proceed-
ings, using gaps in legal regulation or or-
ganizational shortcomings of investigative
activities. As a result of such counterac-
tion, it becomes more difficult to establish
circumstances of the event, the quality of
evidence decreases, the duration of the in-
vestigation increases and the risk of pro-
cedurally vulnerable decisions increases.

Particular complexity is detecting
signs of a crime and overcoming coun-
teraction is interrelated: actions aimed
at documenting criminally significant
information are simultaneously means
of neutralizing counteraction and active
forms of obstruction, on the contrary, are
able to hide the actual manifestations of
the offense. It is the initial stage of the in-
vestigation that is most sensitive to such
an impact, since the investigator acts
in conditions of lack of information, time
constraints and the need for prompt deci-
sion-making.

Therefore, initial stage occupies a spe-
cial place both in the structure of the
pre-trial investigation and in the neutral-
ization of counteraction, since it is at this
stage that the signs of a criminal offense are
identified, the primary system of evidence
is formed, investigative versions and di-
rections for further search and cognitive
activity of investigators and detectives are

determined. At the same time, this stage is
characterized by a shortage of information,
high dynamics of procedural decisions and
increased vulnerability of evidentiary in-
formation to external influence. According
to modern research, counteraction often
becomes a correlation factor already in
identifying and opening criminal proceed-
ings, which significantly complicates the
clarification of objective truth.

Therefore, there is an urgent need for
comprehensive research on the patterns
of identifying signs of a criminal offense
and determining effective, lawful and prac-
tically oriented mechanisms for neutral-
izing counteraction at the initial stage of
a pre-trial investigation, as this will in-
crease efficiency of criminal proceedings
and ensure the fulfillment of its tasks.

Article Purpose

Identify the specifics of typical forms
of counteraction to investigation that
take place at the stages of registration of
a criminal offense and the initial stage of
investigation.

Research Methods

For achieving the goal, a set of general sci-
entific, special and philosophical methods
of cognition was used, which provided
a comprehensive analysis of the peculiar-
ities of counteraction at the initial stage
of the pre-trial investigation, clarification
of its impact on the detection of signs of
a criminal offense and the adoption of
certain procedural decisions, as well as
substantiation of organizational, tactical
and procedural approaches to neutraliz-
ing the relevant manifestations.
Dialectical method has become the the-
oretical basis for considering the counter-

2 EPIP: Beb6caritT. URL: https://erdr.gp.gov.ua/ (date accessed: 12.02.2026).

78


https://khrife-journal.org/index.php/journal
https://erdr.gp.gov.ua/

Oleksandr Tarkan. Specifics of Detection and Neutralization of Counteraction
at the Initial Stage of Investigation. DOI: 10.32353/khrife.1.2026.06

action and activity of the subject of evidence
as dynamic, interdependent and contradic-
tory processes that are formed in the con-
ditions of conflict of interest and informa-
tion uncertainty of the initial investigation
stage. It made possible to trace the patterns
of the evolution of counteraction (from
fragmented actions to systemic mecha-
nisms) and explain its correlation with
transformation of criminal activity and the
reform of criminal justice.

System-structural analysis helped in
determining structure of counteraction at
the initial stage and the interrelations be-
tween its main elements: subjects, motives,
methods, objects of influence (evidence,
participants in the process, procedural de-
cisions), as well as consequences for the ev-
idence and the timing of the investigation.
Due to this, counteraction is substantiated
as a multi-level phenomenon that affects
the procedural and forensic investigation
component sat the same time.

Functional-activity approach was use-
ful for interpreting counteraction as a pur-
poseful activity (procedural, informational,
institutional, behavioral ones) that has its
own logic, tactical variability and phasing.
This made possible to reveal counteraction
not only as a set of individual actions, but as
a strategy for influencing mechanism of ev-
idence and decision-making.

Simulation method was used to re-
construct typical investigative situations
of the initial stage, in which counterac-
tion is most intense (entering information
into the Unified Register of Pre-Trial In-
vestigations; review of the scene; resolv-
ing issue of seizure of temporarily seized
property; obtaining testimony; initiating
the inclusion of “consulting conclusions”;
conducting forensic examinations; initiat-
ing interrogation of persons with doubtful
awareness). Modeling helped to assess the
risks and identify possible algorithms for

79

neutralizing counteraction within each
situation.

Methods of analysis and synthesis con-
tributed to processing of scientific sourc-
es, generalization of the conclusions of
forensic research and the identification
of typical signs of counteraction at the
early stages of criminal proceedings. The
analysis provided a detailed description
of the manifestations of counteraction
(procedurally legalized, informational,
institutional) and synthesis provided the
formation of generalized provisions on re-
lationship between the detection of signs
of a crime and the neutralization of coun-
teraction as a single system of forensic
support for investigation.

Comparative legal method was used
to correlate procedural mechanisms with
the practice of their application in con-
flict investigative situations (in particular,
regarding the seizure of property, appeal-
ing procedural decisions, attaching docu-
ments, appointing and conducting exam-
inations). It made possible to argue that
certain procedural tools under certain
conditions can be used not to exercise the
right, but as a means of influencing evi-
dence and investigation terms.

Formal legal method provided an anal-
ysis of normative regulation of procedural
decisions related to preservation of evi-
dence and property, the appointment of
examinations and the exercise of rights
of participants in criminal proceedings.
Its application ensured the correctness of
conclusions on the procedural limits of
permissible behavior and the definition of
criteria by which formally lawful actions
can acquire counteraction.

Applied methodological complex
helped to systematically investigate the
problems of counteraction at the initial
stage of pre-trial investigation, clarify its
main manifestations, reveal influence
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mechanisms of on evidence and proce-
dural decisions, as well as to create the ba-
sis for the formation of practice-oriented
recommendations for the timely detection
and neutralization of counteraction.

Analysis of Essential Researches
and Publications

Analysis of scientific sources and law en-
forcement practice shows that the prob-

lem of countering the investigation was
most often investigated in the context of
general issues of forensic tactics or certain
types of crimes. Comprehensive mono-
graph researches within the framework
of this issue were carried out by O. Alek-
sandrenko 3, R. Bohdaniuk % V. Vartsaba 5,
I. Hrytsiuk®, K. Hutnik 7, V. Lysychenko and
R. Shekhavtsov 8, R. Mudretskyi °, V. Pid-
dubnyi ° V. Pletenets ", Yu. Popelniuk

10

11

12
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0. Romtsiv ¥, V. Trepak ¥, M. Chesakova **,
B. Shchur ¢ et al. In their works, attention
is focused on the formation of theoretical
foundations for overcoming counterac-
tion, determining its forms, methods of
detection and subjective composition, etc.

Important place in the context of de-
termining specifics of initial investiga-
tion stage and forms of counteraction to
such activities is occupied by the studies
of O. Romtsiv and Yu. Popelniuk. The au-
thors substantiate the relationship be-
tween the procedure for identifying signs
of a criminal offense and overcoming
counteraction at the early stages of crimi-
nal proceedings and emphasize that initial
investigation stage is the most vulnera-
ble to the influence of interested parties,
since it is during this period that the initial
investigative versions are formed and fur-
ther directions for collecting evidence are
determined .

Significant contribution to the devel-
opment of the problem of counteraction
at the stages of identifying signs of crim-
inally unlawful activity was also made by

R. Bohdaniuk, V. Piddubnyi, V. Pletenets
M. Chesakova. They consider counterac-
tion as a multi-component forensic phe-
nomenon, manifested in the concealment
of traces of a crime, distortion of eviden-
tiary information, influence on partic-
ipants in criminal proceedings and the
use of procedural mechanisms to com-
plicate the investigation. Although the
above-mentioned authors mainly study
counteraction within the framework of
pre-trial investigation in general, the
greatest intensity of such manifestations
is characteristic of the initial stage, when
the investigator acts in conditions of infor-
mation deficit and uncertainty '8

In researches by B. Shchur and V. Vart-
saba, considerable attention is paid to the
tactical aspects of overcoming resistance
and the role of tactical operations in ensur-
ing the effectiveness of the investigation.
The authors note the connection between
the forensic characteristics of criminal
activity and the choice of means of neu-
tralizing resistance, which indirectly indi-
cates the importance of early detection of
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its signs. In particular, in works devoted to
the investigation of crimes committed by
organized groups, the idea is traced that
resistance is often planned at the stage of
preparation for the commission of a crime
and implemented using complex mech-
anisms of influence on evidentiary infor-
mation .

I. Hrytsiuk’s research, devoted to
countering the investigation of crimes in
the field of taxation, focuses on practical
aspects of investigative situations and tac-
tical decisions in countering conditions.
The author justifies the need to take into
account the specifics of the information
environment of the investigation, which
is especially relevant at the initial stage,
when the grounds for making procedural
decisions are formed .

Of particular interest are researches
by R. Mudretskyi. Despite a slightly dif-
ferent subject of study (the stage of trial),
the author demonstrates the heredity of
countermeasure mechanisms that allows
to conclude: informational and procedur-
al errors that occurred during the initial
stage of the pre-trial investigation can af-
fect the subsequent stages of criminal pro-
ceedings .

In general, analysis of research papers
allows us to assert that most researchers
recognize the increased vulnerability of
the initial stage of pre-trial investigation
to various forms of counteraction. At the
same time, existing researches are mostly
focused either on the general characteris-
tics of counteraction, or on its individual
manifestations within certain categories

of crimes. Insufficient attention is paid
to a comprehensive understanding of re-
lationship between the process of identi-
fying signs of a criminal offense and neu-
tralizing counteraction at the initial stage
of the investigation necessitating further
development of scientific approaches in
this direction.

This issue is of particular relevance in
the context of the reform of criminal pro-
cedural legislation and the strengthening
of requirements for ensuring a balance
between guarantees of the rights of partic-
ipants in criminal proceedings and the ef-
fectiveness of the activities of pre-trial in-
vestigation bodies. In modern conditions,
resistance to investigation is increasingly
identified as a factor in violating this bal-
ance that complicates proving and af-
fects the timeliness of identifying signs
of a criminal offense. Insufficient level
of scientific study of the relationship be-
tween the processes of identifying signs of
a crime and neutralizing resistance deter-
mines the need to form a holistic forensic
approach to studying the initial investiga-
tion stage as a special information-conflict
space, within the boundaries of which the
further results of criminal proceedings
are determined.

Main Content Presentation

The initial stage of the pre-trial investi-
gation is a critically important stage of
criminal proceedings, since it is during
this period that the signs of a criminal of-
fense are recorded, investigative versions

19 Iyp B. B. 3asuau. TBip. URL: https://uacademic.info/ua/document/0405U000648 (date ac-
cessed: 10.02.2026) ; Bapuaba B. M. 3asmau. TBip. URL: https://uacademic.info/ua/docu-
ment/0404U000656 (date accessed: 10.02.2026).

20 Tpuroxk I. B. 3asnau. Teip. URL: https://uacademic.info/ua/document/0412U004215 (date ac-

cessed: 10.02.2026).

21 Myzapeuskuit P. B. 3asnau. TBip. URL: https://uacademic.info/ua/document/0420U100095

(date accessed: 10.02.2026).
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are formed, information about the event
of a criminal offense is collected, and the
main procedural decisions are made that
determine further prospects of criminal
proceedings. At the same time, an analysis
of modern law enforcement practice and
scientific research shows that this stage is
the most vulnerable to various forms of
counteraction, since it is characterized by
information uncertainty, shortage of time
and the need for a prompt response to re-
ceived data and events that will occur with
the participation of subjects interested in
investigation results.

Any form of counteraction to pre-trial
investigation directly affects the possibili-
ty of timely and well-founded adoption of
procedural decisions, which necessitates
the need to take it into account at the ini-
tial stages of criminal procedural activity.
Various manifestations of opposition are
especially common at the stage of making
a decision to enter information into URP-
TI, since it is at this time that the proce-
dural prerequisite for further evidentiary
activity is formed.

Typical example is situations when
individual subjects impede the conduct
of urgent investigative (detective) action
in the form of an inspection of the scene
of the incident, which, strictly speaking,
most often begins the pre-trial inves-
tigation.

If such actions are of an open nature,
then, if there are sufficient grounds, they
can be qualified as resistance to law en-
forcement officers * or interference with
their lawful activities .

Significance of this action is due to the
fact that it is during its conduct that traces
of a criminal offense and other objects of
the material world that may contain foren-
sically significant information are detect-
ed and seized. Such objects often acquire
the status of temporarily seized property,
and their further study requires ensuring
a procedural regime of preservation and
inviolability.

In this regard, one of the main pro-
cedural decisions of the investigator is to
file a motion to seize temporarily seized
property in accordance with the provi-
sions of the Criminal Procedure Code of
Ukraine *. The purpose of such a decision
is to ensure the possibility of further use
of the objects as sources of evidentiary in-
formation, conduct forensic examinations
and recognize them as material evidence,
therefore, prevent their loss, destruction
or change in properties.

Countermeasures are embodied in
attempts to conceal information about
a criminal offense, provide altered or false
information, or create artificial obstacles
to the proper legal assessment of infor-
mation received that directly affects the

22

23

24

Bupoxk Bopucr. Micekpaticysy Kuis. 06:1. Big 25.05.2020 p. CripaBa Ne 359/3394/20. IIpoBamx.
Ne 1-k11/359/505/2020 / €IPCP : Be6Gcatit. URL: https://reyestr.court.gov.ua/Review/89492361
(date accessed: 12.02.2026).

Bupox Bosogumup. paiicyay PiBHeH. o6x. Big 22.01.2024 p. CmpaBa Ne 556/95/24. IIpo-
Bamx. Ne 1-km/556/90/2024 / Tam camo. URL: https://reyestr.court.gov.ua/Review/116512173
(date accessed: 12.02.2026) ; Bupoxk JleniH. paticyay m. KipoBorpaza Biz 18.09.2020 p. Crpa-
Ba Ne 405/2608/20. IIpoBamx. Ne 1-k11/405/162/20 / Tam camo. URL: https://reyestr.court.gov.
ua/Review/91649655 (date accessed: 12.02.2026) ; Bupok 3apiuH. paiicyay PiBHeH. 06i. Bij
28.01.2020 p. CrpaBa Ne 561/1112/19. ITpoBazx. Ne 1-k11/561/18/2020 / Tam camo. URL: https://
reyestr.court.gov.ua/Review/87195083 (date accessed: 12.02.2026) ; Bupok Bopuc. MicbKpaii-
cyay ... . URL: https://reyestr.court.gov.ua/Review/89492361 (date accessed: 12.02.2026).
KpumiHanbHUN IpollecyalbHUIN KofleKe VKpaiHu Bif 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta
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completeness and objectivity of the proce-
dural decisions made.

It is at this stage that forms of resis-
tance to the investigation are often detect-
ed, which are procedurally legal in nature,
but can be aimed at creating obstacles to
effective evidence. In particular, owner of
temporarily seized property or his repre-
sentatives may initiate applications for its
immediate return, challenge the legality
of the seizure, and also object to the im-
position of an arrest during the trial of the
relevant motion of the prosecution. Rea-
soning behind such applications can be
based both on legal grounds and on delib-
erate manipulation of unreliable informa-
tion in order to make impossible to use the
seized objects in evidence.

V. Tarasenko rightly notes that an im-
portant element of effective counteraction
to crime is the timely seizure of property,
since it is during the time between its sei-
zure and the adoption of a court decision
that there are risks of concealment, dam-
age or alienation of such property. The
author draws attention to the fact that the
current procedure does not always ensure
the proper efficiency of the application of
this measure, which creates the prerequi-
sites for the loss of evidentiary potential
or the impossibility of further compensa-
tion for damage to victims. Therefore, the
scientist proposes to expand the powers
of subjects of criminal proceedings in ur-
gent cases, providing for the possibility of
applying preliminary seizure of property
by the investigator in agreement with the
prosecutor or directly by the prosecutor in
proceedings concerning serious or espe-
cially serious crimes. In the author’s opin-
ion, such a temporary measure should be
applied until the moment of obtaining ju-

dicial control and obliging the prosecutor
to apply to examining magistrate within
a certain period to confirm seizure le-
gality ».

In this context, opposition manifests
itself not only as direct obstruction of
investigative activities, but also as an at-
tempt to influence the process of making
procedural decisions through the use of
procedural mechanisms that indicates its
complex and multi-level nature. Thereby
the effectiveness of the investigator’s activ-
ities at the initial stage of the investigation
largely depends on the ability to timely
identify such manifestations, assess them
from the standpoint of forensic tactics and
choose adequate organizational and pro-
cedural methods for their neutralization.

The analysis confirms that the ini-
tial stage of the pre-trial investigation is
a space of increased information conflict,
within which procedures of identifying
signs of a criminal offense and overcom-
ing resistance function as interconnected
elements of a single mechanism for foren-
sic investigation support.

Another manifestation of opposition to
the pre-trial investigation is the provision
by persons interested in its results of false
information concerning the subject of ev-
idence. Such behavior has a pronounced
informational nature and is aimed at
forming in the investigator a false idea
of circumstances of the criminal offense,
its participants or commission mecha-
nism. As a result, there is a risk of mak-
ing erroneous tactical decisions, changing
the direction of evidentiary activities and
spending procedural time on verifying un-
reliable information.

Investigative situation in which the
interrogated person provides false testi-

25 TapaceHko B. €. OxpeMi mpoGyeMu apelnTy MaiiHa Ta BiJJIIKOAyBaHHSI MaTepiaJbHUX 30UT-
KiB y KpUMiHaIbHOMY MIPOBaKeHHi. [lie0eHHOYKpaiHcokull npagHuvuil yaconuc. 2023. No 1.
C. 114—117. DOI: 10.32850/sulj.2023.1.20 (date accessed: 12.02.2026).
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mony is quite complex and is caused by
a complex of reasons (in particular, oppos-
ing interests and goals of the participants
in the criminal proceedings, as well as
informational uncertainty regarding the
further actions of the parties that causes
a high level of conflict in the investigation
process). In such conditions, investigator
is forced to act not only as a subject of
cognitive activity, but also as a participant
in a dynamic process of counteraction,
within the limits of which it is necessary
to predict and neutralize potential mani-
festations of counteraction. Formation of
a counteraction situation is due to a com-
bination of objective and subjective ele-
ments. Objective elements include the evi-
dence available in the investigation and its
information content, information about
the implemented or possible influence
on the sources of evidentiary informa-
tion, possibility of procedurally recording
manifestations of counteraction and using
them in evidence, as well as the organiza-
tional and material and technical capabil-
ities of law enforcement agencies to de-
tect, prevent and neutralize such actions.
Subjective ones are primarily related to
characteristics of the participants in the
criminal proceedings. They include char-
acteristics of the counteraction subject
(individual participant, group of persons,
organized formation, official, etc.), his
motivation, level of legal awareness and
life experience that determine dynam-
ics and methods of counteraction. At the
same time, the personal and professional
characteristics of the subject of evidence
become important, level of his training,
experience in conflict investigative situa-
tions, ability to adapt tactical solutions to
resistance conditions. Special place in the

structure of such a situation is occupied by
the nature of the relationship between the
parties. Depending on the degree of con-
flict, there can be both fierce rivalry that
makes impossible to have an effective psy-
chological impact on the person who re-
sists and less conflict forms of interaction
allowing the use of tactical techniques
aimed at reducing the level of resistance
and its cessation in general %*. Therefore,
such counteraction is quite possible to
neutralize, but it is important to detect it
in a timely manner.

Reporting false information concern-
ing the subject of evidence most often oc-
curs during investigative (search) actions,
within the framework of which the main
sources of evidentiary information are
formed, in particular during interroga-
tion, presentation of a person or objects
for identification, conducting an investiga-
tive experiment and other procedural mea-
sures. A feature of such manifestations of
resistance is that they are implemented
in a formally legal procedural form that
complicates the timely identification of
their destructive orientation. An interest-
ed person can deliberately distort individ-
ual circumstances, change the sequence
of events, underestimate or exaggerate the
significance of certain facts and also cre-
ate imaginary cause-and-effect relation-
ships that do not correspond to the real
picture of the event. Such actions affect
the course of the pre-trial investigation by
shifting the emphasis of the investigator’s
search and cognitive activities, which of-
ten leads to additional verification mea-
sures, repeated investigative (search) ac-
tions, correction of investigative versions,
etc. As a result, adoption of lawful and jus-
tified procedural decisions is delayed, the

26 JlosuHcbKa I0. 1., [llexaBuos P. M. JlocTOBipHICTD IIOKa3aHb CBiAKa Ta ii 3'AcyBaHHA y KpU-
MiHaJTbHOMY IIPOBa/)KeHHi : MoHorpadisa. JIpBiB, 2020. C. 99—100. URI: http://dspace.lvduvs.
edu.ua/handle/1234567890/3481 (date accessed: 12.02.2026).

85


https://doi.org/10.32353/khrife.1.2026.06
http://dspace.lvduvs.edu.ua/handle/1234567890/3481
http://dspace.lvduvs.edu.ua/handle/1234567890/3481

Theory and Practice of Forensic Science and Criminalistics. 2026. Issue 1 (42)
ISSN 1993-0917 e-ISSN 2708-5171 https://khrife-journal.org/index.php/journal

formation of a complete and logically con-
sistent system of evidence is complicated,
and the prerequisites are created for vio-
lating the principle of reasonableness of
the terms of criminal proceedings.

From forensic point of view, reporting
false information should be considered
as a form of information counteraction,
which is implemented through the impact
on the cognitive component of the inves-
tigator’s activities. In such conditions, the
methods of assessing the reliability of
the information received, comparing the
testimony with the material traces of the
event, analyzing the behavioral character-
istics of trial participants and the use of
tactics aimed at identifying contradictions
in reported information are of particular
importance.

Thus, the counteraction implement-
ed by means of false information during
investigative (search) actions is a signifi-
cant factor that affects the effectiveness
of the pre-trial investigation, as it is able
to change its direction, complicate the
process of proof and adversely affect the
completeness and timeliness of procedur-
al decisions.

Another common manifestation of op-
position to the pre-trial investigation is the
initiation by persons interested in the re-
sults of criminal proceedings of petitions
to attach documents to the case files of the
proceedings that externally have signs of
evidentiary information, but in fact can
serve as an influence on the course of
the investigation. Such documents often
contain information that seems to relate
to criminal offense circumstance, but are
aimed at forming an alternative interpre-
tation of events and creating doubts about
existence of a criminal offense.

Among such content, a special place is
occupied by the conclusions of specialists
or consulting opinions of persons posi-
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tioned as experts, in which they note that
certain circumstances are not related to the
event of a criminal offense, do not contain
criminally significant signs or generally
refute the fact of the presence of signs of
a crime. Formally, such documents can be
submitted as a source of additional infor-
mation, but their peculiarity is the lack of
procedural status of forensic examination
and guarantees of objectivity provided for
by the criminal procedural legislation.

Unlike expert conclusions obtained in
the manner prescribed by law, advisory
opinions are not accompanied by procedur-
al guarantees of independence and do not
entail criminal liability for providing know-
ingly false information. It creates an oppor-
tunity to use them as a tool of information
influence on the investigator, changing the
directions of the investigation, initiating
additional checks or delaying the process
of making procedural decisions.

From forensic point of view, submis-
sion of such documents can be considered
as a form of intellectual (information)
counteraction, implemented by creating
an alternative information field around
the event of a criminal offense. As a result,
investigator is forced to spend additional
resources assessing the reliability and ad-
missibility of the materials submitted that
potentially negatively affects the terms of
the pre-trial investigation and the com-
pleteness of establishing case circum-
stances.

Thus, initiation of attachment to the
materials of the proceedings of docu-
ments with doubtful evidentiary value can
be aimed not so much at the implementa-
tion of the procedural rights of the party,
as at creating obstacles to effectiveness of
the investigation and complicating the fur-
ther consideration of the case on the mer-
its. In this context, these actions can be
considered as a form of counteraction to
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the pre-trial investigation requiring timely
forensic assessment and proper procedur-
al response.

In the context of further pre-trial inves-
tigation, special attention should be paid to
the appointment and conduct of forensic
examinations that become an important
means of obtaining procedural sources of
evidence in cases where the resolution of
certain issues goes beyond the profession-
al competence of investigator and requires
specific expertise use. In view of this, the
results of expert research are often cru-
cial for establishing the circumstances of
a criminal offense and making further pro-
cedural decisions.

At the same time, practice shows that
the institution of forensic examination
can become an object of opposition to the
pre-trial investigation by persons interest-
ed in its results. One of the most dangerous
forms of such counteraction is the entry of
these persons into illegal agreements with
the entities entrusted with conducting
expert research. As a result of obtaining
an unlawful benefit or satisfying another
unlawful interest, individual experts can
carry out actions aimed at complicating or
disrupting the proof.

Such counteraction may be embodied
in deliberate delay in conducting expert
research, filing unreasonable requests
for the provision of additional samples or
documents, as well as in drawing up bi-
ased conclusions that do not correspond
to the facts of the case, or reports on im-
possibility of conducting an examination
(in the absence of reasonable grounds for
this). Such behavior not only slows down
the course of the pre-trial investigation,
but also creates risks of making erroneous
procedural decisions, since the expert’s
conclusion is traditionally perceived as
a source of specific expertise with a high
level of trust.
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From standpoint of forensic science,
such actions should be considered as
a form of institutional counteraction, im-
plemented through the use of the proce-
dural mechanism of forensic examination
to influence the results of the investiga-
tion. Peculiarity of this form is that it com-
bines external legality of procedural pro-
cedures with the potential manipulation
of their content that greatly complicates
timely detection of unlawful influence.

In this regard, it is important to ensure
procedural control over the timing of ex-
pert research, proper verification of valid-
ity of experts’ petitions, as well as a criti-
cal assessment of findings in conjunction
with other evidence. This makes it possi-
ble to minimize the risks of using the in-
stitute of forensic examination as a tool to
counteract the investigation.

Thus, interfering in conducting fo-
rensic examinations as one of the ways
of influencing experts or manipulating
the procedure for their appointment can
be considered as one of the most difficult
forms of counteraction to the pre-trial
investigation, since it directly affects the
quality of evidence and the timing of legal
and substantiated procedural decisions.

One of the common modern forms of
counteraction to the pre-trial investigation
is the initiation by the defense of inter-
rogation of persons who allegedly know
criminal offense circumstances, but in
fact their awareness is not confirmed by
objective data. In practice, investigations
of such persons are sometimes involved
solely for the purpose of forming an al-
ternative version of events or creating an
information background that contradicts
the actual case circumstances.

Peculiarity of this form of counterac-
tion is thatitis implemented within the pro-
cedurally permissible tools of the defense,
by filing a petition for the interrogation
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of witnesses or interrogating previously
interrogated persons. However, in lack of
a real connection between such persons
and the event of a criminal offense, their
participation may be aimed at disorienting
the investigation, creating artificial contra-
dictions in the system of collected evidence
and postponing the adoption of procedural
decisions.

Witnesses who are not actually eyewit-
nesses of a criminal offense may provide
pre-agreed or partially fictitious informa-
tion, which complicates the verification of
the reliability of information and requires
additional investigative (search) actions.
As a result, the tactical direction of the
investigation changes, the scope of veri-
fication measures increases, and there is
a risk of delaying pre-trial investigation.

From a forensic point of view, such be-
havior can be considered as a form of in-
formation and behavioral counteraction
aimed at influencing the process of proof
by artificially expanding the range of sourc-
es of information that have no real eviden-
tiary value. In these circumstances, careful
verification of the sources of information,
comparison of testimony with material
evidence and analysis of possible links be-
tween such witnesses and stakeholders be-
comes especially important.

Thus, initiation of interrogation of
persons who do not have reliable informa-
tion about the event of a criminal offense
is one of the modern forms of counterac-
tion to the pre-trial investigation, since it
is aimed at changing information environ-
ment of criminal proceedings and influ-
encing the process of making procedural
decisions.

Conclusions

The research suggests that opposition to
pre-trial investigation in modern condi-
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tions has become systematic, multilevel
in nature and is increasingly manifested at
the initial stages of the investigation before
the entry of information into the Unified
Register of Pre-Trial Investigations or im-
mediately after the registration of criminal
proceedings. Complication of mechanisms
of criminal and illegal activities, the growth
of organized crime, technologization of
ways of committing offenses and the exis-
tence of corruption ties create increased
risks of influence on the evidence environ-
ment and the process of making procedur-
al decisions that requires a rethinking of
the initial stage of the investigation as an
information and conflict space.

The initial stage peculiarity is its dual
function: on the one hand, it is the stage
of identifying signs of a criminal offense,
the formation of a primary system of ev-
idence and investigative versions and on
the other hand, the stage at which counter-
action most intensively affects the quality
of evidence and the validity of procedural
decisions. In this context, the detection
of signs of a crime and the neutralization
of counteraction are inextricably linked:
actions to collect and fix evidence are of-
ten neutralizing, while counteraction can
mask or distort the very manifestations of
the offense.

It is substantiated that one of the most
common forms of counteraction at the ini-
tial stage is the influence on the adoption
of procedural decisions through the use of
time and procedural features of the crimi-
nal procedural law.

Information counteraction is a deter-
mining factor in destabilizing the initial
stage of the investigation, since it is imple-
mented in the form of reporting (provid-
ing) false information (in particular, tes-
timony) regarding the subject of evidence
during investigative (search) actions (in-
terrogation, identification, investigative
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experiment, etc.). In such situations, the
investigator is forced to act in conditions
of conflict interaction, predict the behav-
ior of the party to counteraction and check
the reliability of information in compari-
son with material traces, other evidence
and behavioral indicators. Timely detec-
tion of false testimony and tactical ad-
aptation of the actions of the subject of
evidence are necessary conditions for
neutralizing this form of counteraction
and ensuring reasonableness of the terms
of criminal proceedings.

It was found out that a separate type of
information (intellectual) counteraction is
the initiation of attachment to the materi-
als of the proceedings of documents with
external signs of evidence (consulting opin-
ions of “experts”, opinions of specialists,
etc.), which are not obtained in a procedur-
ally determined manner and are not pro-
vided with guarantees of objectivity. The
submission of such content can form an
alternative information field, complicate
proof, provoke additional checks and post-
pone the adoption of procedural decisions,
which requires an increased critical assess-
ment of their admissibility and evidentiary
value from the investigator.

It is substantiated that the most dan-
gerous manifestations of counteraction
are associated with institutional influence
on the mechanism of forensic examina-
tion: delaying the terms of research, un-
reasonable requests for additional mate-
rials, drawing up biased conclusions or
reports about impossibility of conducting
examination without proper grounds.

Another modern form of information
and behavioral counteraction is the initia-
tion by the defense of the interrogation of
persons who are allegedly aware of the cir-
cumstances of the event, but in fact have
no real connection with. The involvement
of such persons can be aimed at creating

artificial contradictions, forming alterna-
tive versions and increasing the volume
of verification measures that negatively
affects the tactical direction of the investi-
gation and increases the risks of delaying
investigation.

For summarizing the above: counter-
action at the initial stage of the pre-trial
investigation primarily affects three inter-
related components: 1) process of making
primary procedural decisions; 2) sources
of evidence and its preservation; 3) mech-
anisms for interpreting evidence and form-
ing investigative versions. It makes possible
to consider the initial stage as a zone of the
greatest information conflict, where effec-
tiveness of criminal proceedings depends
on the ability of the investigator to simulta-
neously identify signs of a criminal offense
and neutralize counteraction through the
integrated use of organizational, tactical
and procedural means.

0co6IUBOCTi BUSIBICHHS
Ta HelTpai3amnii npoTuaii
Ha II0YATKOBOMY eTalli po3CJIiyBaHHs

Oaexcandp Tapkan

Mema cmammi — poskpumu 0cobAu8ocmi 8u-
AB/1HHA 03HAK KPUMIHANBHO0 TNpPAsonopy-
WeHHA ma Helimpanizayii npomudii Ha no-
uamkogoMy emani 0ocy008020 po3CAI0Y8AHHS.
Memodonoziuny ocHo8y 00cAi0ceHHs CTaHo-
BUMb CYKYNHICTMb 3d2a/bHOHAYKOBUX, Cheyi-
anvHux 1 ¢inocogcokux memodie nisHAHHA,
30kpema 0idNeKMU4H020, CUCTEMHO-CTPYK-
MYpHO20, (PYHKUIOHAALHO-0IAAbHICHO20, NO-
DIBHANBHO-TIPAB0B020, a4 MAKO# Mo0ento-
8aMHS, AHANIZY UL CUHMe3Y. Y3a2aivHeHOo, U0
nowamxosuil eman 0ocydo60z0 po3cAidy8am-
HS € Hallbiavil epazausum 00 pisHUX ¢opm
npomudii, w0 3yM081eHO IHPOPMALILIHOIO He-
8u3HaueHicmio, Jegpiyumom uacy ma Heobxio-
HICMI0 NPULiMAmiL onepamueHi npoyecyanvti
plwtennsa. Busnaueno, wo npomudia mae
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bazamopigHesull xapaxmep: ii peaaizyiomu,
8nAUBAIOUL HA Tpouec 30UpaHHs O00Kas3is,
NPUliHAMms NpouecyasvHUX pilleHb ma iH-
mepnpemayiio ompumanux Oauvux (3acmo-
CYBAHHAM MAHINYAAULL 3 iHGopMauiero, Ko-
PUCTTLY8AHHAM NPOYeCYanbHO O0NYCMUMUMU
il no3anpoyecyasbHUMU MeXaHi3MAMU, N08e-
JiHKoBUMU crpameziaMu T THCMUMyUyitiHum
BNAUBOM MA THWUMU 3ac06aMU, CNPIMOB8A-
HUMU HA YCKAAOHEHHS 6CMAHO8AEHHS 00-
CTABUH KPUMIHAALHO20 NPABONOPYULEHHS).
O6/pyHmMOoBano, 10 BUABAEHHS 03HAK KPUMI-
HA/AbHO20 TPABONOPYULeHHS Ma Hellmpanisa-
yig npomudii € 83acMON08’A3AHUMIL NPoUeca-
MU, KL QYHKUYIOHYIOMb Y MeXcax eOUH020 Me-
XAHIZMY KPUMIHAAICMUYHO20 3a0e3neteHHs
po3caidysanHs. 3’ac08aH0, Wo iHGopmayiii-
Ha npomudisa (HadanHs Henpagdusux 8i0omo-
cmeil, iHiYil08aHHA O00LYHeHHSA OOKYMeHMmis
i3 CYyMHigHOIO 00KA308010 UIHHICTIO, 3aAY-
ueHHs HeJOCTOBIPHO NOTHGOpMOBaHLX 0cib),
NpouecyasvHo /e2ani308ani Qopmu 6nauey
(ockapceHHs NpOUeCYanrvbHUX pilleHb, MAHI-
NYAI0BAHHS NPOUECYANbHUMU MEXAHIZMAMILL),
a maxkodxc incmumyuitina npomudis (énaue Ha
npogedeHHs cydosux ekcnepmus) 30amui ic-
MOMHO 3MIHI08AMU HANPAM 00KA30801 0ifinb-
Hocmi Ul nidsuugysamu pusuk NpuilHammsa
NOMUAKOBUX NpoUecyarvHuX pilleHs. JJogede-
HO, 10 NoYamxosuil eman 0ocydosozo po3cai-
dysanus 0oyinvHo pozeasdamu K iH¢popma-
YLILHO-KOHDATKMHULL NPOCIMID, Y MeHCAX IKO20
cy6’ekm 0oKa3y8aHHA He Aulle 30UUCHIOE Ni3-
HABANLHY OiAbHICM®b, a 1l npomudie akmug-
HOMY 6NnAUBY 3AUiKasAeHUX 0Cib. 3ay8adtceHo,
1o cgoeuacHa diazHocmuka eusgie npomudii,
KpumuuHe OYiHI08aHHA Oxcepen iHGopmayii
ma 3acmocy8aHHs KPUMIHAAICMUYHUX MakK-
MUYHUX 3ac0018 € OCHOBHUML YMOBAMU 3d-
be3neueHHs eekmMUBHOCML PO3CAI0YBAHHSA
i JOMpUMAHHA NPUHYUNY POZYMHOCTI CPO-
Ki8 KPUMIHA/BHOZ0 NPOBAOHEHHS.

Karouoei caosa: Odocydose po3caidy-
8aHMs; nouamkosuil eman; npomudis; Heti-
mpaanisayis npomudii; 8UL6AeHHS 03HAK 3/10-
qUmy.
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Theoretical and applied aspects of tactical support for the trial of
criminal offenses against justice are investigated. The purpose of the
work is to determine the content, features and place of trial tactics
in the system of forensics, as well as to substantiate its significance
as an element of forensic support for judicial activity. Methodolog-
ical basis of the research is general scientific methods of analysis,
synthesis and generalization, as well as dialectical, logical-seman-
tic, formal-legal, systemic-structural, comparative-legal and herme-
neutic. The current state of scientific research in the field of forensic
tactics and the organization of trial is analyzed, as well as the main
approaches to determining the place of trial tactics in the system of
forensics. The need to expand traditional understanding of forensic
tactics beyond the pre-trial investigation and recognize its signifi-
cance for the judicial stage of criminal proceedings is substantiated.
It is proven that the tactical support of the trial of criminal offenses
against justice is characterized by increased procedural sensitivity,
conflict and risks of opposing the administration of justice, which
necessitates the application of organizational and procedural and
forensic techniques by the court. The key elements of the trial tactics
are identified, including tactical planning of the process, rational se-
quence of evidence examination, ensuring procedural discipline and
responding to detection of procedural abuses. It is concluded that
the trial tactics are an important tool for increasing the efficiency of
judicial activity, aimed at ensuring a complete, comprehensive and
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objective investigation of the circumstances of criminal proceedings
and strengthening public confidence in justice. Prospects for further
research related to development of a typology of judicial tactical sit-
uations and practice-oriented recommendations for judicial activity

are outlined.

Keywords: criminal proceedings; pre-trial investigation, foren-
sic support; tactics; tactical technique; justice; trial.

Research Problem Formulation

Current state of development of the crim-
inal justice sector in Ukraine is charac-
terized by increased requirements for
efficiency and fairness of administration
of justice, as well as the need to ensure an
adequate level of protection of judiciary
independence. Thereby criminal offenses
against justice attract attention, which di-
rectly encroach on the normal functioning
of the judicial system, the authority of the
court and the principle of the rule of law,
independence of Themis representatives,
etc. Complexity of such proceedings, the
use of modern methods of counteracting
the establishment of the truth and influ-
encing participants in the trial of a crim-
inal case, actualize the issue of improving
tactical approaches to the activities of the
judiciary in carrying out their professional
activities.

Despite a significant amount of scien-
tific research in the field of forensic tactics
and the organization of trial, the issue of
tactical support for the trial of criminal of-
fenses against justice remains insufficient-
ly developed. In the practice of courts,
there are difficulties associated with the
assessment of specific situations, combat-
ing procedural abuse, protecting trial par-
ticipants as well as the need to maintain
a balance between the adversarial nature
of the parties and the active role of the
court. It indicates a discrepancy between

theoretical developments and the real
needs of judicial practice.

Separate problem is the lack of a sys-
tematic approach to formation of a set of
tactical means, techniques and recom-
mendations that would take into account
peculiarities of consideration of criminal
offenses against justice, in particular their
increased procedural sensitivity and po-
tential impact on the functioning of law
enforcement institutions. In this regard,
there is a need to scientifically rethink ex-
isting approaches, determine the specifics
of tactical support for the trial of these
criminal offenses and develop practical-
ly-oriented recommendations to improve
the efficiency of judicial activity.

Therefore, improving theoretical
foundations and practical mechanisms
for tactical support of the trial of criminal
offenses against justice will contribute to
improving quality of justice administra-
tion and strengthening public trust in the
judicial system.

Article Purpose

Identify theoretical and applied aspects of
tactical support for the trial of criminal of-
fenses against justice.

Research Methods

The goal was achieved through compre-
hensive application of scientific knowl-
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edge methods. In particular, dialectical
method was useful for studying the evo-
lution of scientific views on the content
and place of forensic tactics in criminal-
istic system, as well as for identifying the
relationship between development of the
criminal process and the transformation
of tactical approaches in judicial activity.

Logical-semantic method helped in
the analysis of the conceptual apparatus
of the study, in particular the categories of
forensic tactics, trial tactics, tactical support
for trial, which made possible to clarify
their content, correlation and limits of sci-
entific application.

Formal-legal (dogmatic) method was
used to study the norms of the criminal
procedural legislation of Ukraine deter-
mining procedural position of the court,
limits of its activity in research of evidence
and the legal prerequisites for implemen-
tation of tactical decisions during the trial.
Using the system-structural method, an
analysis of the place of trial tactics in the
general system of forensics was carried
out, and structural elements of tactical
and forensic support of judicial proceed-
ings in cases of criminal offenses against
justice were determined.

Comparative legal method contributed
to the comparison of scientific approach-

es to determining the status of judicial
tactics, possibilities of its isolation as an
independent direction and its correlation
with the tactics of pre-trial investigation.
Hermeneutic method was used with the
aim of interpreting doctrinal provisions
and scientific concepts related to forensic
support of the trial, which helped to clar-
ify their substantive accents and practical
significance.

Method of generalization and analysis
of judicial practice made possible to sys-
tematize typical tactical situations char-
acteristic of consideration of criminal
offenses against justice, as well as to for-
mulate practically oriented conclusions
regarding organizational and tactical prin-
ciples of the court’s activities.

Analysis
of Essential Researches
and Publications

Scientists are constantly developing and
improving the issues of combating crimes
against justice. In particular, the issue of
criminal liability for their commission has
been studied by N. Alieksieieva, H. Ber-
shov, A. Vorontsov, S. Didyk, V. Zato-
lochnyi, A. Martirosian, L. Paliukh, V. Tiu-
tiuhin, O. Shnypko et al *.

1 Asekceesa H. 0. KpuMiHanpHa BiZITIOBIZQJIBHICTD 32 3JI0YMHU IIPOTU IIPABOCYAS, 10 BUMHSA-
I0ThCS CBiJKAMHY, €KCIIepTaMH, MepekiazadaMu abo 00 HUX : AUC. ... KAaHA. I0pUJ. HayK.
Kwuis, 2017. 223 c. URL: http://dspace.lvduvs.edu.ua/handle/1234567890/3501 (date accessed:
04.02.2026) ; Bepmos I'. €. KpuMiHaapHAa BiAOBiAAIBHICTD 32 BTPYYaHHA Y AisIbHICTD CYZOBUX
oprauiB : MoHorpadis. Xapkis, 2014. 228 c. ; Boponuos A. B. KpuMiHaipHa BiITOBiZaIBHICTD
32 3JIOYMHU [IPOTU IIPABOCYAJs, SIKi BUMHIOIOTHCS CIYKOOBUMU 0cODaMu OpraHiB JisHAHHS
Ta JOCYZOBOIO CIiACTBA : AUC. ... KAaHJ. Iopuj. Hayk. Ozeca, 2011. 269 c. ; Jizuk C. €. Kpuwmi-
HaJIbHO-TIIPABOBA OXOPOHA IIPaBOCYAJS Bi/l HE3aKOHHUX JiTHb CYAJ1 IK CIIeliaIbHOTO Cy0EK-
Ta 3JI0YMHY : JUC. ... KaHJ. I0puA. HayK. Kuis, 2008. 227 c. ; 3aTomounuii B. C. KpuMmiHanpHa
BiZITIOBiZIAIBHICTD 32 3aBiJOMO HE3aKOHHE 3aTPUMaHHs, IIPUBiJ, JOMAIIHIM apellT, TPUMaH-
HA MiZi BApTOIO : JUC. ... KaHA. Iopuj. HayK. JIbBiB, 2022. 212 c. URL: https://Ipnu.ua/sites/de-
fault/files/2022/dissertation/20826/diszatolochniyvs.pdf (date accessed: 04.02.2026) ; MapTipo-
csaH A. I. KpuMiHayibHa BiITTOBiaIbHICTD 32 BTPYYaHHS B JisUIbHICTD OCi0, AKi 34iHCHIOIOTH
NPaBOCYAJA : JUC. ... KAHJ,. I0pu/J. HayK. JIyibk, 2011. 212 c. ; TiotioriH B. 1., Bopucos B. I. Ta iH.
37104MHY IPOTH MPABOCYAAS : HaBd. ocib. / 3a 3ar. pes. mpod. B. I. Bopricosa, B. I. TroTiorina.
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Issue of tactical support for the trial of
criminal cases (trials) in modern legal sci-
ence is considered within the framework
of research on forensic tactics, forensic
support for judicial proceedings, and the
problems of organizing the administration
of justice. A significant contribution to the
development of procedural and tactical
aspects of supporting the prosecution in
court and trial was made by I. Kohutych,
I. Shepitko et al 2.

The issue of methodological and foren-
sic support for the investigation of crimes

against justice is analyzed in research pa-
pers by S. Knyzhenko 3, Ye. Sup 4 K. Ro-
manauskas °, M. Shepitko °, researchers
emphasize the need to adapt tactical and
methodological approaches to specifics of
this category of criminal offenses (in par-
ticular, at the stage of trial). The theoret-
ical principles of the formation of meth-
odological complexes of forensic support
for judicial proceedings and the role of sit-
uational approach in making tactical de-
cisions are revealed in multidisciplinary
research by Yu. Myroshnychenko ’.
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pdf (date accessed: 04.02.2026) ; [llaunko O. C. KpuMiHaibHO-IIPABOBE [IOCIKEHHS 3JI0YH-
Hy 3aBiZIoMO He3aKOHHI 3aTpUMaHHsi, IIPUBIJ, ZOMAIIHIN apelIT abo TPUMaHHS IiJi BAPTOIO
(ct. 371 KK Vkpainm) : guc. ... Kauz. opug. Hayk. Kuis, 2017. 282 c. Ta iH.
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CTaHIIiI : AUC. ... KaHA. IOpUJ. HayK. Xapkis, 2018. 281 c. URL: https://surl.li/ckreoa (date ac-
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pym npaga. 2016. Ne 3. C. 121—125. URL: http://nbuv.gov.ua/UJRN/FP_index.htm_2016_3_24
(date accessed: 04.02.2026) ; 1i . PoscsifiyBaHHS 3J0YMHIB, IO BYMHAIOTHCA CIYKOGOBH-
MU ocobaMy IIPaBOOXOPOHHUX OPraHiB IIJISIXOM ITOPYIIEHHS MOPSAKY 3AiliCHeHHs abo 3a-
GesnedeHHs1 mpaBocyAnsa. Haykosuil gicHux MijcHapoOH02z0 2yMAHIMAPHO20 YHIBEPCUMEN).
Cepis: FOpucnpydenuyis. 2017. Ne 30. T. 2. C. 94—97. URL: http://nbuv.gov.ua/UJRN/Nvmgu_
jur_2017_30(2)__26 (date accessed: 04.02.2026) ; Ti sx. TIoHATTS Ta CTPYKTYPHi eJleMEeHTH KpU-
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Mminanicmuxu. 2025, Bum. 1 (38). C. 112—125. DOI: 10.32353/khrife.1.2025.08 (date accessed:
04.02.2026).

Pomanayckac K. A. OCHOBM MeTOAMKY PO3CIiZyBaHHS HAZJAHHS 3aBiZJOMO HeIllpaBANBUX I10-
Ka3aHb CBIZIKOM 1 IOTepIINM : MOHOrpadis / 3a 3ar. pel. A-pa Iopuz. HayK, 1pod. B. O. I'yce-
Boi. XapkiB, 2024. 203 c.

IlTemmiTbko M. B. TeopeTHKO-MeTOZOIOTIUHI 3acazy GOPMyBaHHS CHUCTEMU NIPOTHUAIL 31049H-
HaM y cdepi mpaBocyzas : apToped. AuC. ... J-pa I0pUJ. HayK. XapkKis, 2018. 42 c. URL: https://
dspace.nlu.edu.ua/handle/123456789/15385 (date accessed: 04.02.2026).

Mupomnandenko 0. M. KpuminanicTuuHe 3a0e3leveHHS CYZOBOTO IIPOBA/KEHHS: KOH-
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Important place in development of the
concept of judicial tactics is occupied by the
works of I. Kohutych, devoted to the use of
forensic knowledge during the consider-
ation of criminal cases in court and the ana-
lysis of methodological problems of the de-
velopment of forensic tactics 8. Theoretical
aspects of tactics of judicial consideration
of criminal proceedings, in particular the
principles of selectivity of tactical influence
and ensuring the tasks of judicial conside-
ration, contain research papers by V. Aliek-
sieichuk ®, O. Oderiyi and R. Hiertsyk ! et al.

Separate area of researches is related
to the issues of overcoming resistance to
the judicial examination of criminal pro-
ceedings, that is highlighted in research
papers by R. Mudretskyi ™.

At the same time, the analysis of sci-
entific sources indicates that most of the
research is devoted to general issues of fo-
rensic tactics of pre-trial investigation or
general aspects of legal proceedings. How-
ever, the specifics of tactical support for
trial of criminal offenses against justice as
an independent object of research are not
sufficiently covered. It necessitates further
scientific understanding of this issue and
development of a systematic approach to
the formation of relevant tactical recom-
mendations.

Main Content Presentation

Forensic tactics are traditionally consid-
ered as a component of forensics, encom-
passing a system of scientifically based
provisions, recommendations and tech-
niques for organizing and implementing
procedural activities aimed at establishing
the circumstances of a criminal offense,
effectively using evidentiary information
and achieving the objectives of criminal
proceedings. The provisions that current-
ly comprise an independent section of
criminalistics are the result of generaliz-
ing practical experience in solving crimes:
they were accumulated and passed down
from generation to generation, so they
gradually acquired a more orderly nature.
Scientists note that the criterion for his-
tory periodization of criminalistics is na-
ture of knowledge, according to which two
large time periods are distinguished in
development of science. The same applies
to forensic tactics. The first, pre-scientif-
ic, covers the time from the emergence of
primary forensic knowledge to the end of
the 19% century. and contains two stages:
the emergence of elements of tactical-fo-
rensic knowledge (from ancient times to
the 1830s) and the formation of theoreti-
cal prerequisites for the forensic branch

10

11

dnuvs.ukr.education/wp-content/uploads/2024/08/dysertacziya_myroshnychenko_yu_m_
compressed.pdf (date accessed: 04.02.2026).

Koryruu I. I. TeopeTHYHi OCHOBY BUKOPHCTAHHS KPUMIHAJTICTUYHUX 3HAHB I1iJ] YaC PO3IISALY
KpPUMIHQJIBHUX CIIPaB y CYZi : aBTOped. AuC. ... A-pa Iopui. Hayk. Kuis, 2010. 37 c. URL: http://
search.nbuv.gov.ua/aref/20101202001867 (date accessed: 04.02.2026).

Anexkcettuyk B. I. KpumMmiHamicTHYHA METOAVKA CYZOBOTO PO3IISAY B KPUMiHAJIBHOMY IIPO-
Ba/KeHHI (Miclle B cHCTeMi KpUMiHAMICTHKH). [Ipaso i cycniavemeo. 2016. Ne 6. C. 162—166. URL:
https://elar.navs.edu.ua/server/api/core/bitstreams/ca035412-b508-4a33-b2e3-fef51a8beb90/con-
tent (date accessed: 04.02.2026).

Opepiii O. B., Tepuuk P. B. MeToAKa CyZ0BOTO PO3IJIAAY KpUMiHAIBHUX IIPOB/KEHB (Teope-
TUYHUH acuekT). [Ipasosuil uaconuc JJonbacy. 2024. T. 2. Ne 4. C. 178—184. DOI: 10.32782/2523-
4269-2022-81-4-2-178-184 (date accessed: 04.02.2026).

Myzpeuskuii P. B. ITogomaHHS NPOTUAIL CYAOBOMY PO3IIAAY ¥ KPUMIHAJIBHUX IIPOBAKEH-
HSX : [IUC. ... KaHZ. 0puj. Hayk. Kpusuii Pir, 2019. 263 c. URL: https://uacademic.info/ua/
document/0420U100095 (date accessed: 04.02.2026).
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of knowledge (1830s - end of the 1830s).
Research in the second period is related to
the formation and further development of
forensic tactics as a component of the sci-
ence of criminalistics *.

The second stage characterizes the
functioning of forensic tactics within the
boundaries of mature science (from the
1980s to the present) and is marked by in-
ternal stages associated with the end of the
conventional “era of Soviet criminalistics”
and the inertial continuation of its para-
digm in the first decade of Ukraine inde-
pendence. The period from the beginning
of the 1960s was marked by an increase
in the pace of development of forensics
and general theory, which contributed to
the clarification of the doctrine of inves-
tigation planning and forensic versions,
as well as an active analysis of the nature
of investigative actions and the tactics of
their conduct. At this time, new directions
in forensic tactics were developed (in par-
ticular, doctrine of investigative situations,
tactical combinations and forensic opera-
tions), approaches to tactical decisions
were formed, and methods for performing
individual investigative actions continued
to be improved. Researchers separately
emphasize the role of research papers de-
voted to the leading categories of tactics
(tactical technique, tactical combination,
investigative situation, surprise factor), as
well as the contribution of research on the
situational approach, conflict situations,
tactical risk, and theory formation of in-
vestigative situations *.

It is worth noting that forensic tactics
were formed and continue to develop at
the intersection of criminal procedural
law, psychology, logic and law enforce-
ment practice, providing optimal methods
of action for participants in criminal pro-
ceedings depending on the specific pro-
cedural situation. In the modern sense,
forensic tactics go beyond the limits of
exclusively pre-trial investigation and also
cover the activities of subjects related to
the forensic examination of evidence .

In scientific literature, there has been
a long-standing discussion about the pos-
sibility of distinguishing trial tactics as an
independent direction of forensic tactics.
Skeptical positions were justified by the
fact that the court, unlike the parties to
criminal proceedings, should remain im-
partial and cannot use tactical techniques
in an adversarial sense. At the same time,
modern development of forensics and the
analysis of the practice of legal proceed-
ings indicate the validity of using the cate-
gory trial tactics.

One of the main issues in formation of
a system of scientific provisions on foren-
sic support for the trial of criminal cases
is determining their place in the general
system of forensics. The traditional struc-
ture of this science includes general provi-
sions, forensic techniques, forensic tactics
(mainly focused on pre-trial investigation)
and forensic methods of investigating
crimes. In connection with the develop-
ment of the judicial aspect of criminal
proceedings, there is a need to expand this

12 MupomnndeHrko 0. M. 3 icTopii KpUMiHATICTUYHOI TAKTUKY (ZOHAYKOBUH mepioz). Hayko-
suil 8icHuk MixcHapooHozo eymanimapHrozo yHigepcumemy. Cepis: FOpucnpydenyis. 2019. Ne 42.
T. 1. C. 141—144. DOI: 10.32841/2307-1745.2019.42-1.30 (date accessed: 04.02.2026).

13 Voro . KpuMiHamicTUdHa TaKTUKA B TIePioji CTAHOBICHHS HAyKU KpUMiHamicTUku. FOpu-
OJuunuil 6ronemens. 2020. Bum. 13. C. 201—207. DOI: 10.32850/LB2414-4207.2020.13.26 (date ac-

cessed: 04.02.2026).

14 Jypasens B. A., KoBaneHko A. B. Jloci/pKeHHS J0Ka3iB y KPUMiHAJIbHOMY IIPOBaJKeHH] K
CKJIaZIoBa IIPOIleCy JOoKa3yBaHHs. BicHuk HayionaavHoi akademii npagosux Hayk Ykpainu. 2022.
T. 29. Ne 2. C. 313—328. DOI: 10.31359/1993-0909-2022-29-2-313 (date accessed: 04.02.2026).
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system through provisions and recom-
mendations intended for the stage of tri-
al. We agree with V. Alieksieichuk that in
scientific literature the issue of the place
of means of forensic support for the trial
is interpreted differently, and the most de-
batable issue is the determination of the
status of forensic methods of trial. The
author summarized approaches of scien-
tists to feasibility of studying the tactics of
trial. Thus, one of the approaches she sin-
gled out involves introducing such meth-
ods as separate sets of recommendations
into full-fledged forensic methods that
cover both pre-trial investigation and trial
of certain types of crimes. However, this
approach raises doubts, since the grounds
for classification that are relevant at the
investigation stage do not always retain
their significance at the trial stage, where
the specifics of the case may lose their dis-
tinguishing significance. More justified,
in the scientist’s opinion, is the position
according to which forensic methods and
forensic tactics are internally divided into
two parts: pre-trial and trial. Such an ap-
proach makes it possible to single out the
methodology of trial and the tactics of ju-
dicial actions as independent components
within the existing sections of forensics.
At the same time, the problem of targeting
such recommendations arises: they can be
oriented towards the court, defense pros-
ecution necessitating differentiation of
recommendations taking into account the
procedural functions of each subject.
Another approach, as V. Alieksieichuk
notes, suggests forming separate systems
of forensic recommendations intended
for specific participants in the trial: judg-
es, prosecutors or lawyers. However, such
a model can lead to a loss of integrity of
forensic knowledge and complicate a uni-

fied understanding of typical situations of
legal proceedings, since the assessment
of evidence and circumstances should be
carried out in an interconnected context.
Another concept she singled out involves
the creation of an independent section of
forensics: forensic criminalistics. However,
this approach is criticized for a possible
violation of the systematic nature of sci-
ence, since technique, tactics and method-
ology are considered universal categories
of forensics, and their judicial manifes-
tations are more appropriate to treat as
components of existing sections, rather
than as a separate system. Summing up,
the researcher notes that scientific discus-
sions indicate lack of a unified approach
to determining the place of forensic sup-
port for legal proceedings in the system
of criminalistics that necessitates further
theoretical understanding of this prob-
lem, taking into account systematic nature
of science and the specifics of the judicial
stage of criminal proceedings *°.

We consider appropriate to take the
approach of studying and improving the
principles of trial tactics, taking into ac-
count the fact that it should not be under-
stood as influencing the outcome of the
case in the interests of a particular par-
ty, but as a scientifically sound organiza-
tion of judicial activity aimed at ensuring
a complete, comprehensive and objective
examination of evidence. Thereby, in our
opinion, the position that trial tactics are
a system of organizational, procedural
and forensic techniques used by the court
to effectively manage the procedure of
proving evidence, examining evidence,
overcoming procedural difficulties that
arise during consideration of the case
and ensuring implementation of the prin-
ciples of fair trial seems justified. This is

15 Anexceptuyk B. I. 3asmau. TBip. URL: https://elar.navs.edu.ua/server/api/core/bitstreams/
ca035412-b508-4a33-b2e3-fef51a8beb90/content (date accessed: 04.02.2026).
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not about the tactical struggle of the par-
ties, but about the tactical rationality of
judicial activity, embodied in the choice
of sequence of evidence examination, re-
sponding to procedural abuses, determin-
ing the optimal form of evidence examina-
tion and maintaining the proper dynamics
of the trial.

Tactical support for the trial of crim-
inal offenses against justice has a special
specificity, due to the nature of these acts.
Since such criminal offenses are directly
related to the functioning of the justice
system, the trial can be accompanied by
an increased level of procedural tension,
the presence of conflicting interests of the
participants in the proceedings and the
risks of influencing the evidentiary pro-
cedure. In such conditions, tactics of the
trial are manifested primarily in ability of
the court to timely identify typical tactical
situations and choose adequate ways to
resolve them without violating indepen-
dence and impartiality principles.

Among the main components of trial
tactics, it is advisable to single out tactical
planning of the trial, determining rational
sequence of evidence examination, ensur-
ing procedural discipline, and organizing
effective communication between the par-
ticipants in the proceedings. Of particular
importance is overcoming resistance to
the trial (in particular, attempts to delay
the trial or other forms of resistance) that
requires the court to make balanced orga-
nizational and tactical decisions.

Therefore, the use of the category of
trial tactics is scientifically justified provid-
ed that it is understood as an element of
forensic support for the court’s activities,
aimed at achieving the objectives of crim-

inal proceedings through the rational or-
ganization of procedural activities. Court
performance of procedural duties within
the limits of the objectives of criminal pro-
ceedings objectively determines its active
participation in the investigation of case
circumstances aimed at comprehensive
and objective establishment of the truth.
This implies the court ability to choose
the most rational methods of examining
evidence, combining procedural mech-
anisms defined by law with scientifically
sound recommendations of criminalis-
tics *e.

In the context of criminal offenses
against justice, such tactics are an import-
ant tool for ensuring the effectiveness of
judicial proceedings and strengthening
confidence in justice.

Tactical support for the trial of crim-
inal offenses against justice is a system
of scientifically based provisions, tech-
niques and recommendations aimed at
creating optimal conditions for the court
to conduct a full, comprehensive and ob-
jective investigation of the circumstances
of the criminal proceedings, as well as
“the selection by the judge of a rational line of
conduct, effective methods of conducting pro-
cedural actions aimed at researching, check-
ing and evaluating judicial evidence in order
to establish the actual circumstances of the
event under investigation and making a law-
ful and informed decision” ’.

The content of tactical and forensic
support of the trial is due to specifics of
criminal offenses that directly impinge
on the functioning of the justice system
and may be accompanied by an increased
level of procedural conflict, attempts to in-
fluence the participants in the process, as

16 Mupormaudenko 0. M. Kpuminarictuyuse 3abesnedeHHs ... : Auc. ... . C. 387. URL: https://
dnuvs.ukr.education/wp-content/uploads/2024/08/dysertacziya_myroshnychenko_yu_m_

compressed.pdf (date accessed: 04.02.2026).

17 Tam camo. C. 105—106, 389.
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well as various forms of counteraction to
the establishment of the truth in the case.
We agree that “the tactics of the court
are largely determined by the procedural con-
ditions of the trial, as well as by a number of
objective and subjective factors under the in-
fluence of which the situation of a particular
trial is formed a specific judicial situation” 8.
The study of criminal case materials,
court decisions and sentences allows us to
generalize that the following features are
characteristic of judicial situations formed
during the trial of criminal offenses: oppo-
sition, which consists in providing contra-
dictory and biased testimony by the par-
ticipants in the proceedings; a high level
of interest of individual subjects in the re-
sults of the trial, which in some cases bor-
ders on opposition to the lawful activities
of the court; the complexity of evaluating
evidence of a procedural nature, the need
to protect the participants in the trial.
Within the limits of each tactical situation,
the court must form an appropriate mod-
el of behavior, which involves planning,
choosing the optimal sequence of evi-
dence examination, tactical planning of
judicial actions and their effective conduct
that allows achieving the planned results.
Therefore, in the context of determin-
ing the principles of tactical support for
the trial of criminal offenses against jus-
tice, it should be noted that it is necessary
to ensure a balance between the active
role of the court in examining evidence
and compliance with the principles of
adversarial proceedings and procedural
equality of the parties. Tactical support
in this case involves the application by
the court of a complex of organizational
and intellectual solutions aimed at timely
identification and neutralization of pro-

cedural risks, in particular, delaying the
trial, fabricating and falsifying evidence,
or creating artificial obstacles to justice
administration.

Organizational and tactical aspect of
a trial includes planning trial, determin-
ing sequence of evidence examination,
managing dynamics of the trial and ensur-
ing proper communication between trial
participants. Effective combination of or-
ganizational and tactical elements helps
ensure reasonable trial deadlines and im-
proves quality of the court decision.

Specific of tactical support in cases
of criminal offenses against justice is the
need to take into account increased stan-
dards for the validity of court decisions,
since such proceedings directly affect
authority of the judiciary and the level of
public trust in justice. This determines the
importance of careful examination of evi-
dence, critical analysis of the parties’ po-
sitions, and the use of forensic knowledge
in the process of judicial investigation of
case circumstances.

Conclusions

Traditional understanding of forensic tac-
tics as predominantly investigative (pre-tri-
al) at the current stage of development of
science and the field of criminal justice
does not reflect the real needs of modern
judicial practice. Forensic tactics by their
nature are a complex of scientifically
based techniques and recommendations
that ensure the rational organization of
procedural activities depending on the
specific situation, and therefore cover ju-
dicial stage of criminal proceedings. This
makes it possible to justify the expediency
of distinguishing such a section as tactical

18 Mupomnudenko 0. M. KpuminanicTudHe 3abe3nedeHss ... : Auc. ... . C. 390. URL: https://
dnuvs.ukr.education/wp-content/uploads/2024/08/dysertacziya_myroshnychenko_yu_m_

compressed.pdf (date accessed: 04.02.2026).
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and forensic support for the trial of crimi-
nal offenses against justice that should be
considered as a comprehensive tool for
increasing the efficiency of judicial activ-
ities, combining forensic, procedural and
organizational components and aimed at
achieving the objectives of criminal pro-
ceedings and ensuring fair justice.

To date, science has not developed
a unified approach to determining the
place of forensic support for trial in
the system of criminalistics. The most
controversial issue is the status of foren-
sic methods of trial and their relationship
with methods of pre-trial investigation
(in particular, regarding the criteria for
classification and the limits of differen-
tiation of recommendations). Relevance
of solving the problem of developing and
studying tactical support for the trial of
criminal offenses against justice is due to
increasing requirements for the efficien-
cy and fairness of justice, as well as the
increasing procedural complexity of such
proceedings, in which there are often
manifestations of opposition to establish-
ment of the truth and influence on trial
participants.

Based on generalization of case law
content, it was determined that the tac-
tical support of the trial of criminal of-
fenses against justice is characterized by
increased procedural sensitivity, conflict
and risks of counteraction that requires
the court to timely identify typical tactical
situations and select adequate organiza-
tional and procedural solutions taking into
account adversarial nature and equality of
the parties. Leading elements of the trial
tactics in this category of proceedings are
tactical planning of the trial; determining
rational sequence of evidence examina-
tion; ensuring procedural discipline; or-
ganizing communication between partic-
ipants; responding to procedural abuses

and other forms of counteraction; taking
into account security aspects of participa-
tion of the parties and witnesses.

It is emphasized that specificity of
criminal offenses against justice requires
increased standards of validity of court de-
cisions, and therefore requires enhanced
control over quality of evidentiary content,
critical analysis of the parties’ positions,
and the correct use of forensic knowledge
during the trial. Therefore, there is a need
to further develop a systematic approach
to the formation of a set of tactical recom-
mendations for the trial of criminal offens-
es against justice, in particular by develop-
ing a typology of judicial tactical situations,
algorithms for responding to procedural
opposition, and methodological guidelines
for organizing research on evidence within
the framework of fair trial.

TakTHU4He 3a0e3Mne4YeHHs
CyZ0BOTO PO3ITIALY
KPHUMiHATbHUX PABONOPYIIEHb
NPOTHU NPABOCYAA

Temamna Bo6ko

ZlocaiOmeno meopemuuni ma npukaad-
HI acnekmi MAakmuuHozo 3abe3neuerHms cy-
008020 p032110y KPUMIHAALHUX TPABONOpY-
uleHv npomu npasocydds. Memow pobomu
€ BU3HAUeHMs 3micmy, ocobausocmell 1 mic-
U Makmuku cydogozo po3easdy 8 Cucmemi
KPUMIHAAICMUKLU, d MAKoXe 00IpyHIMYe8anus
il 3HA4eHHA AK e/leMeHma KPUMIHAAICTUY-
HO020 3abe3nedenHs cydogoi disavHocmi. Me-
modonoziuHe nidspynms O0OCAIOHCeHHS cma-
HO8ASMb 3d2AAbHOHAYKO8L Memoou aHanizy,
CuHme3y il Y3aea/bHeHHs, a makoxc dianek-
MUYHUL, /N02IKO-CeMAHMUYUHUL, Popmab-
HO-10pUJUYHULL,  CUCTEMHO-CPYKMYPHULL,
NOPIBHAALHO-NPABOBULL | 2epMeHe8MUUHULL.
IIpoananizos8ano cy4acHuil cmax HAyKo8ux
docnidxcers Y cpepi KPUMIHAAICTMUYHOL MaK-
muxku il opeanizayii cydoeoeo po3easady, a ma-
KOXHC OCHOBML nidxodu 00 BU3HAYEHHS MiC-

102


https://khrife-journal.org/index.php/journal

Tetiana Bobko. Tactical Support for Trial of Criminal Offenses

against Justice. DOI: 10.32353/khrife.1.2026.07

Us maxkmuxu cydogozo posenndy 8 cucmemi
Kpuminaaicmuxu. O6s/pyHMOBAHO HeobXi0-
HICMb po3luperHs mpaduyilinozo po3yMiH-
HA KPUMIHAAICMUYHOL MAKMUKU 34 Medxci
00cy008020 po3caidy8anHs ma BUHAMHA 1l
3HaueHHa 04 cydosoi cmadii KpUMIHAABHO-
20 nposadicenus. Jjosedero, wo maxkmuyte
3abe3neueHHss cy008020 po32as0y KpUMIHANL-
HUX NpasonopylleHb npomu npasocyoos xa-
PaKkmepu3yemuvcs nid8ulUjeHOI0 Npoyecyanb-
HOI0 YYMAUBICTNIO, KOHGAIKMHICTIO ma pu-
3ukamu npomudii 30ilicHeHHI0 Npasocydos,
10 3yMOBAI0E NOMpeby 8 3aCMOCYBAHHI CYOOM
0p2aMi3ayiliHoO-NpoyecyalvHuX i KpUMIHAL-
CMUYHUX Npuilomig. BUu3HA4eHO KAI0Y08l e/e-
MeHMU Makmuku cydo8ozo po32asdy, NOMidt
AKUX MAKMu4He NAAHY8AHHS Npoyecy, pa-
YIOHAABHA NOCAI008HICMb 00CAI0NCeHHS 00-
Ka3ie, 3abesneueHHs NpouecyaavHOi Jucyu-
nAHU Ui peazy8anHa HA BUABU NPOUeCYdalb-
HUX 3108%UBaHb. 3p00AEHO BUCHOBOK, U0
maxkmuxka cy008020 po3eAsndy € 8aiAUBUM TH-
CMpymMeHmom nideulleHHs epeKmuUgHOCmi
¢y00801 0isLAbHOCTL, CNPAMOBAHUM HA 3a6e3-
TeueH s TI08H020, YcebiuHoeo 1l 00’eKmusHo-
20 docniOmenHs 06CMABUH KPUMIHAALHOZ0
nposaddicerts ma IMiyHeHHS 008IpUL CYCNiAb-
cmea 0o npagocydds. OkpecaeHo nepcnekmu-
8u nodaaviuux 0ocaidyceHb, N08’43aMi 3 po3-
PpObAeHHAM MUNO0A02LT CYO08UX TMAKMUYHUX
cumyauyiil i NpakmuKo-opieHMOBAHUX PeKO-
Mendauiil 0ns cydosoi diaabHOCTI.

Katouosi caoga: kpuminaavhe nposad-
sHeHMs; docydose po3caidy8ants; KpUMIHAL-
cmuuHe 3abe3neuen s, MaKmMuKka, makmuu-
HUil npuiiom; npagocydds; cyoosuil poseasd.
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The Article Purpose is to determine particularities of inspecting and
analysing paper and electronic documents as sources of information
about the mechanism of unlawful conduct by professional partici-
pants in proceedings during the investigation of criminal offenses
against justice. To meet this goal, a variety of general scientific, spe-
cial legal, and philosophical methods have been employed, which
made sure there was a systematic approach to studying documents
as carriers of evidence in the context of proceedings digitalisation.
It has been substantiated that inspection of documents is derivative
and objective in nature and is carried out within the framework of
a uniform legal procedure for inspection stipulated by Art. 237 of
the Criminal Procedure Code of Ukraine. The paper determines per-
missible sources of document origin that may be subjected to inspec-
tion: voluntary provision by participants in proceedings, temporary
access to documents, and seizure during searches. The last one is the
most common method of obtaining access to and seizing documents
in cases of this category. A classification system for typical objects
of inspection (procedural documents of the prosecution, documents
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relating to the exercise of the right to defence, materials and digital
records of automated systems, restricted-access official documents,
internal official correspondence, and other organizational and ad-
ministrative materials) has been discussed. It has been generalized
that documents can be either forged (containing signs of material
or intellectual forgery) or formally authentic without external signs
of falsification, but unlawful in terms of content or functional pur-
pose within the mechanism of abuse. Emphasis is placed on partic-
ularities of inspecting electronic documents and computer data: the
need to engage a specialist, record metadata and event logs, ensure
consistency in digital information, and properly document results
in line with procedural requirements. Research findings will be of
practical use in refining tactical recommendations for document in-
spection and enhancing a proof procedure in criminal proceedings
concerning crimes against justice committed by professional partic-
ipants in proceedings.

Keywords: justice; investigative (search) action; inspection;
document; electronic document; investigative tactics.

Research Problem Formulation

Professional participants in proceed-
ings—judges, prosecutors, lawyers, in-
vestigators, and other parties vested with
procedural authority—fulfil duties closely
related to the observance of principles of
the rule of law, lawfulness, and justice.
Their legal status stipulates special rights,
duties, and guarantees of independence
designed to ensure the effective adminis-
tration of justice and the safeguarding of
human rights.

Meanwhile, the practice of bring-
ing individual members of this group to
criminal liability is inextricably linked to
unlawful actions that pose a heightened
danger to society. The specific nature of
these offenses lies in the fact that they
are often perpetrated by individuals who
exploit their official position, have access
to procedural information, and are able to
affect participants in proceedings and the
course of a trial. In this area unlawful con-

duct is generally complex and multi-lay-
ered, involving a combination of formally
lawful procedural decisions and covert
unlawful actions and thereby making it
difficult to detect and document such ac-
tions in a timely manner.

The procedure for these activities is
set out in various types of documents: pro-
cedural decisions and records, rulings,
other materials of criminal proceedings;
expert opinions; official inspection re-
ports; court decisions; analytical reports,
etc. A specific dataset may be captured in
electronic documents and records repre-
sented in electronic information systems,
such as the Unified Register of Pre-trial
Investigations (hereinafter referred to as
the URPI). Such data are contained in the
automated case assignment among judg-
es, and in the electronic document man-
agement system of pre-trial investigation
authorities and courts, etc. It is precisely
such information arrays that often contain
traces of interference, manipulation, or
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abuse, which are of significant evidentiary
value for establishing the method, stages,
and conditions contributing to the execu-
tion of criminal intent.

Documents, as tangible data media,
record the sequence of actions, decisions
made, their rationale, and consequences.
They can be used to reconstruct the mecha-
nism of unlawful conduct. At the same time,
the present-day conditions of proceedings
digitalisation necessitate the examination
not only of printed documents, but also of
electronic data, metadata, log files, and oth-
er digital traces that may testify to the na-
ture and manner of unlawful intent.

Despite this, academic research focus-
es predominantly on the classification of
individual crimes or on procedural aspects
of proof, while the issue of systematic
analysis of documents as a source of infor-
mation about the mechanisms of unlawful
conduct by professional participants in
proceedings remains inadequately devel-
oped. Specifically, there is no comprehen-
sive approach to the tactics of inspecting
and analysing both traditional (paper) and
electronic documents that circulate with-
in state information systems.

In view of the above, there is a need for
a comprehensive study of documents de-
tailing the mechanism of unlawful conduct
by professional participants in proceedings,
with the determination of their information
potential, forensic characterizations, and
the development of recommendations on
tactics for inspecting paper and electronic
documents. It is precisely these aspects that
constitute the scientific issue determining
the relevance of our research.

Article Purpose
Delineate particularities of inspecting and

analysing paper and electronic documents
as sources of information about the mech-

anism of unlawful conduct by professional
participants in proceedings during the in-
vestigation of criminal offenses.

Research Methods

Methodological framework of the study
was developed with consideration of the
purpose and objectives of the article and
presented as a set of interrelated general
scientific, special legal, and philosophical
methods. These methods were employed
to conduct a comprehensive and system-
atic analysis of documents as information
sources about the mechanism of unlaw-
ful activities perpetrated by professional
participants in proceedings and enabled
the development of practical recommen-
dations on the tactics for inspecting paper
and electronic documents.

Analysis and synthesis took the lead-
ing place in the structure of methods.
Through analysis, the main components
of the unlawful conduct mechanism were
identified, as outlined in documents (pro-
cedural decisions, records, rulings, case
materials, official correspondence, elec-
tronic records, and information system
logs), and groups of documents that are
most often inspected were systematized.
Synthesis facilitated the generalization of
identified patterns and the development
of a comprehensive model for a tactical
approach to document inspection.

Induction was applied to formulate
general conclusions based on summari-
sing practical observations regarding
methods of obtaining documents in pro-
ceedings of this category and to delve into
common manifestations of manipulation
with documentary information. In the
present-day context of proceedings dig-
italisation, deduction made it possible to
verify theoretical provisions of forensic
tactics by correlating them with the pro-
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cedural nature of document inspection,
which is a type of inspection set out in
Art. 237 of the Criminal Procedure Code
of Ukraine ! (hereinafter referred to as the
CPC of Ukraine), as well as with features of
digital evidence.

Systemic-structural method was em-
ployed to determine interconnections
between the legal status of a professional
participant in proceedings, his/her pro-
cedural powers, access to information re-
sources, and the nature of documentary
evidence of unlawful conduct.

Formal-legal method proved useful for
analysing regulations that determine the
procedural format of document and com-
puter data inspection, limits of permis-
sible access to documents, and establish
correlation between inspection and other
procedural instruments (search, tempo-
rary access to items and documents).

Logical and legal method helped to
construct a consistent argumentation re-
garding the forensic significance of doc-
uments in reconstructing the mechanism
of unlawful conduct, in distinguishing
between technical and intellectual forg-
ery, and in justifying the need to combine
formal analysis of details with substantive
and chronological analysis of documents.
It was this very method that enabled the
identification of typical logical contradic-
tions, inconsistencies in time parameters,
and discrepancies in documents, which
are deemed to be possible manipulation
markers.

Comparative method was utilized to
compare tactical approaches to inspecting
paper and electronic documents. Theoret-
ical and empirical framework of the study
involves the processing and generalization
of case materials from investigative and
judicial practices, as well as the analysis

of typical documents and digital records
used in criminal proceedings against pro-
fessional participants in proceedings. This
provided a practical basis for drawing con-
clusions about the most common groups
of documents, for defining typical ways of
obtaining such documents, and for assess-
ing common risks associated with the dis-
tortion of documentary information.

The combination of these methods en-
abled us to formulate theoretically sound
and practically relevant conclusions about
information potential of documents in
proceedings within this category and to
develop recommendations on tactics for
inspecting paper and electronic docu-
ments, with due consideration given to the
digitization of proceedings and the risks of
data manipulation.

Analysis of Essential Researches and
Publications

The issue of inspecting documents as
a source of information falls traditionally
within the ambit of forensic tactics and
technology. Ukrainian scientists have de-
veloped theoretical guidelines for exam-
ining written and electronic documents,
as well as specific recommendations for
identifying signs of forgery and falsifica-
tion. The following scholars have made
significant contributions to the study
of documents as physical data media:
H. Avdieieva, T. Bezsonna, S. Honhalo,
A. Ishchenko, N. Klymenko, N. Komissa-
rova, O. Oderii, M. Saltevskyi, V. Sezonov,
K. Chaplynskyi, V. Shevchuk, V. Shepitko,
et al. The legal theoreticians have elabo-
rated on forensic characterizations of doc-
uments, mechanisms of their creation,
and the methodology for detecting traces
of intellectual and technical forgery. Their

1 KpuMiHaipHUM IIpoliecyalbHUN KoZleKe VKpaluu Big 13.04.2012 p. Ne 4651-VI (3i 3MmiH. Ta z0-
oB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 25.01.2026).
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papers interpret a document as a complex
system of details and substantive elements
that represent not only information but
also the way it is formed.

Current evolutions in the judiciary,
digitization of procedural procedures,
and introduction of electronic document
management have led to the emergence
of new research avenues. Issues related to
the examination of electronic documents,
their metadata, digital traces, and falsifi-
cation mechanisms are addressed within
the scope of digital forensics. These as-
pects have been the focus of research by
H. Avdieieva %, A. Amelina and A. Sered-
nia 3, A. Kovalenko 4 V. Lysenko °, R. Ste-
paniuk and S. Perlin ¢, V. Shepitko and
M. Shepitko 7, V. Shevchuk ¥, M. Shcherba-
kovskyi and V. Sezonov %, and others.

Currently, analysis of scientific sourc-
es shows that most studies are devoted

either to general issues of forensic doc-
ument examination or to the common
issue of electronic evidence. However,
the mechanism of unlawful conduct by
professional participants in proceedings
as a specific object of forensic document
analysis is still underdeveloped. There
are hardly any multidisciplinary studies
in which the tactics of inspecting paper
and electronic documents are considered
through the prism of reconstructing abus-
es in the field of justice and pre-trial inves-
tigations of criminal offenses.
Accordingly,  despite  significant
achievements in the field of forensic ex-
amination of documents and digital ev-
idence, document inspection tactics as
a means of detecting signs and traces of
unlawful conduct by professional partic-
ipants in proceedings requires further
systematic development. This justifies the

2 Avdeeva G. Technological breakthrough in criminalistics and forensic examination: new
horizons. Archive of Criminology and Forensic Sciences. 2025. Vol. 11. No. 1. Pp. 100—110. DOI:
10.32353/acfs.11.2025.06 (date accessed: 19.01.2026).

3 AwmerniHa A. C., Cepezns A. 1. [IpoBesileHHS CIiAYOTO OIIAAY AOKYMEHTIB IIPU PO3CIiLyBaH-
Hi KpUMIHQJIBHUX IIPaBOIOPYLIEHb y cdepi rocrmogapchkoi AisabHOCTI. Haykosuil 8icHuk
Yaceopodcvkozo HauionanvHoeo yHigepcumemy. Cepis: Ipaso. 2021. Bum. 67. C. 262—266. DOL:
10.24144/2307-3322.2021.67.50 (date accessed: 19.01.2026).

4 Komanenko A. B. OpraHisanis i TaKTHKa IIPOBeZleHHS OIVIsALy KOMITIOTepHUX JaHux. Hay-
Ko8uil 8icHuK XepcoHcvkoeo Oepicasroeo yHigepcumemy. Cepis «FOpuduuni Hayku». 2023. Ne 4.
C. 53—58. DOI: 10.32999/KSU2307-8049/2023-4-9 (date accessed: 19.01.2026).

5 Jlucenko B. B. IIpob6ieMy NPaKTUKY BUJIYyYEHHs OpraHaMiU JOCYZOBOIO PO3CTifyBaHHS pe-
4ell i JOKyMeHTIB y Cy0'eKTiB rocriofapioBanHs. BicHuk JIyeancbkozo 0epacasHozo yHigepcumerny
sHympiwHix cnpag imeHi E. O. Jidoperka. 2023. Bu. 1 (101). C. 269—287. DOI: 10.33766/2524-

0323.101.269-287 (date accessed: 19.01.2026).

6 Crenaniwoxk P. JI., Ilepinis C. L. [TudpoBa kKpuMiHaIiCTHKA H yIOCKOHAJIEHHS CUCTEMU KPUMi-
HaJIICTUYHOI TexHiKM B VKpaiHi. Tam camo. 2022. But. 3 (99). C. 283—284. DOI: 10.33766/2524-

0323.99.283-284 (date accessed: 19.01.2026).

7 Ilemnitbko B., llleniTsko M. JIOKTpHUHA KPUMIHANTICTUKY Ta CYAOBOI eKCIIepTU3N: GOPMyBaH-
Hf, Cy9aCHUU CTaH i po3BUTOK B YKpaiHi. IIpago Ykpainu. 2021. Ne 8. C. 12—27. DOI: 10.33498/

louu-2021-08-012 (date accessed: 19.01.2026).

8 [IlleBuyk B. M. €BpOIECHKUI BEKTOP PO3BUTKY CyYacHOI KpUMIHaNICTUKU. Adanmayis npa-
80601 cucmemu Yxkpainu 0o npasa €8poneiicbkozo coi03y: meopemudHi ma npaxmu4ti acnekmu :
MmaT-1u VI Bceykp. Hayk.-pakT. KoH®. (IToxTasa, 29.09.2022). ITorxTasa, 2022. C. 325—327.

9 IllepbakoBchkuii M., Ce30HOB B. 36MpaHHs Ta JOCIi)KeHHS eJIeKTPOHHUX JOKYMEHTIB i3 3a-
CTOCYBaHHSM CIIeIliaJIbHUX 3HaHb. Teopis ma npakmuka cy0o8oi ekcnepmu3il i KpUMIHAAICTU-
k. 2024. Buir. 3 (36). C. 10—23. DOI: 10.32353/khrife.3.2024.02 (date accessed: 19.01.2026).
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relevance and scientific validity of our re-
search.

Main Content Presentation

Document inspection is a type of review,
rules for which are set out in Art. 237 of
the CPC of Ukraine “. This article defines
the standard legal procedure for inspection.
This procedure involves the inspection of
area, premises, items (excluding corpses).
Pursuant to regulatory provisions and
for the purpose of identifying and record-
ing information about circumstances of
a crime, investigator or public prosecu-
tor shall carry out visual inspection of the
area, premises, items and documents to
find and record the information relating
to the commission of a criminal offence .
Having meticulously analysed Parts 2-7 of
Art. 237 of the CPC of Ukraine, we stand
by the statement above 2. All procedural
guarantees, the procedure for the partici-
pation of persons, the rules for recording
results, the possibility of seizing items and
documents, the use of technical means,
as well as the powers of the investigator
ensuring the proper conduct of an action
are specifically intended for inspection,
which is viewed as a unified investigative
(search) action. No distinction is made by
the law between procedures depending on
whether the object is an area, an item, or
a document. Therefore, in this legal rule,

documents are considered not as a sep-
arate subject of an individual procedural
action, but as one of its objects.

Even the provisions of Pt. 5 of Art. 237 of
the CPC of Ukraine, mentioning the option
of “seizure... of items and documents”, con-
firm that a document is considered a type
of inspection object, rather than a ground
for a separate legal procedure. Further-
more, the law stipulates that seized docu-
ments are subject to immediate inspection
and sealing, i.e., the legislator ties their
examination specifically to the inspection
procedure, rather than to any other action.

Amendments to the CPC of Ukraine ¥,
introduced by Law No. 2137-IX of 15
March 2022 *, deserve special attention,
as computer data have been added to the
list of objects subjected to inspection and
the procedure for presenting them in the
record of inspection has been specified
in detail. However, the legislator did not
single out a new additional investigative
(search) action, but only clarified the spe-
cific nature of conducting inspections of
individual objects: digital data. This ap-
proach demonstrates the preservation of
a single procedural construct for inspec-
tions with object variability.

Therefore, document inspection is
derivative and objective in nature: its pro-
cedural nature is strictly defined by the
overall framework of inspection set out
in Art. 237 of the CPC of Ukraine ». It is

10 KpuMiHanbHUI NpolecyaTbHUH Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 25.01.2026).
11 Tam camo.
12 Tam camo.
13 Tam camo.

14 TIpo BHeceHHs 3MiH 70 KpuMiHaJbHOTO IIpOLlECyaJbHOI'O KOZEKCy VKpaiHu Ta 3akoHy
Vikpainu «IIpo eJIeKTPOHHI KOMyHiKalii» M[oZo MiABUIIeHHS e(peKTUBHOCTI JOCYZOBO-
IO PO3CIiAYBAaHHS «3a TapsSuMMU CIifaMu» Ta IpoTHZAil kibepaTakaM : 3akoH VKpaiHU Bifj
15.03.2022 p. Ne 2137-IX. URL: https://zakon.rada.gov.ua/laws/show/2137-20#Text (date ac-

cessed: 25.01.2026).

15 KpuMiHaJbHUI NIPOIeCyalbHUH KoZeKC ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 25.01.2026).
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not an independent investigative (search)
action: it is a formal type of inspection
depending on examination subject. Ac-
cordingly, tactical considerations of doc-
ument inspection do not alter its legal
procedure, but only specify the content of
the investigator’s activities in terms of the
procedure already defined by law. This is
of fundamental importance for the correct
distinction between document inspection
and other investigative (search) actions, in
particular searches and temporary access
to items and documents.

When discussing tactical aspects of
document inspection, one cannot ignore
the admissible sources of origin of such
documents. Only those documents to
which the prosecuting party has already
obtained legal access or which have been
voluntarily submitted by participants in
criminal proceedings may be subjected
to inspection. Therefore, this conclusion
is logical following a systematic inter-
pretation of the provisions of the CPC of
Ukraine governing the methods of obtain-
ing items and documents.

If documents are in possession of
a person who does not provide them
voluntarily, they can only be obtained
through a procedure of temporary access
to property and documents or through
a search. In other words, inspection is
not a standalone basis for entering a per-
son’s premises or forcibly seizing docu-
ments. Inspection is exploratory in na-
ture, not search-oriented. If the defence
counsel, the victim, or other participants
in criminal proceedings voluntarily pro-
vide documents, they shall be examined
by means of an inspection in conformity
with Art. 237 of the CPC of Ukraine, with

mandatory procedural recording of their
content, details, and external features '°.
Such an inspection serves to formally re-
cord evidentiary information.

In situations where documents are
seized during other investigative (search)
actions on legal grounds (for example,
during a search or arrest), their further
examination is also carried out in accor-
dance with the procedure specified in Pt. 5
of Art. 237 of the CPC of Ukraine V. There-
fore, inspection in such cases is a logical
continuation of the procedural action al-
ready taken, rather than a separate means
of accessing information.

It is worth noting that documents
seized during the execution of an investi-
gating judge’s ruling on temporary access
to items and documents are also to be in-
spected. Temporary access procedure is
intended to ensure lawful acquisition of
documents held by individuals or legal
persons. This being said, temporary access
does not replace the investigative stage in
the procedural scrutiny of documents. Af-
ter the documents have been received, they
need to be recorded, their details, content
and external features should be analysed,
and this information is to be entered in the
record of inspection. It is at this stage that
inspection framework must be utilised as
per Art. 237 of the CPC of Ukraine .

Thus, temporary access serves to legi-
timise the receipt of documents, while in-
spection ensures their procedural scrutiny
and recording of evidentiary information.
These are procedural instruments that dif-
fer in their legal nature but are functional-
ly interrelated.

This aligns with the rationale of Pt. 5
of Art. 237 of the CPC of Ukraine, accor-

16 KpumiHanbHUU [poliecyanbHU KofZekc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 25.01.2026).
17 Tawm camo.
18 Tawm camo.
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ding to which seized items and documents
are subjected to immediate inspection and
sealing . Although this rule is closely re-
lated to the general inspection procedure,
its content also extends to documents ob-
tained during other procedural actions,
in particular temporary access. In fact, in
such cases, inspection is the next manda-
tory stage in working with documents that
have already acquired the procedural sta-
tus of potential evidence.

Therefore, inspection of documents
seized during temporary access to items
and documents is designed to ensure the
collection of evidence and is carried out
with the aim of properly recording con-
tent of documents, verifying their integ-
rity, determining their authenticity, and
temporarily seizing them for the purpose
of examination and use in criminal pro-
ceedings. Roughly speaking, this approach
ensures procedural balance: compulsory
access to documents is only possible upon
court authorisation, and their subsequent
examination is carried out within the
framework of the general inspection pro-
cedure, an investigative (search) action.

Study of criminal case files involving
professional participants in proceedings
demonstrates that, in practice, documents
are most often seized during searches.
This approach is due to the specific nature
of unlawful conduct in the justice system.
Documents reflecting such actions are usu-
ally not handed over voluntarily and are
not publicly accessible. Conversely: they
can be hidden, stored in official archives,
safes, on work computers or other data
media with restricted access. Given the
potential risks, interviewed investigators

from the State Bureau of Investigations as
well as employees of the prosecutor’s office
have determined that temporary access to
items and documents cannot be viewed
as a viable measure. Simultaneously, even
if documents are seized during a search,
they should undergo further procedural
scrutiny in accordance with Art. 237 of
the CPC of Ukraine ». Searches serve to
forcibly locate and seize documents, while
inspections ensure that they are recorded,
their content is analysed, and they are giv-
en the status of evidence.

When investigating criminal offences
against justice committed by profession-
al participants in proceedings, objects of
inspection are most often documents that
outline and reflect procedural activities of
relevant actors and record the exercise of
their official or professional powers. We
propose to combine typical objects of in-
spection into the following groups:

1) Procedural documents drawn up
by the prosecution during a pre-tri-
al investigation. These include the
arrest report, notice of suspicion,
motion for preventive measures,
reports of investigative (search) ac-
tions, indictments, etc. Such doc-
uments are the pivotal elements in
proceedings under Arts. 371 and 372
of the CC of Ukraine ?, as they re-
cord decisions on the restriction of
liberty or the bringing of a person to
criminal liability.

A separate subgroup includes inter-
rogation records and their appen-
dices (audio and video recordings).
They are paramount in cases in-
volving coercion to testify, as these

19 KpumiHanbHUU NPOIECyalbHUH KoZeKc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 25.01.2026).
20 Tawm camo.

21 KpuMmiHaTpHUH KoZeKC YKpainu Bif 05.04.2001 p. Ne 2341-I1I (3i 3miH. Ta gonos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 25.01.2026).
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documents may outline certain ob-
servations made by the interrogated
individual regarding the compiled
document;

2) Documents compiled by other per-
sons, institutions and organisations
and pertaining to the provision of
legal aid. These include, inter alia,
orders issued by the free legal aid
office, records explaining the right
to counsel, statements waiving the
right to a defence counsel, court
session journals, court rulings, etc.;

3) Documents and electronic data relat-
ing to the functioning of automated
systems in the field of justice. These
include registration logs in automat-
ed court document management
systems, access log files, case dis-
tribution data, electronic records in
the URPI, and electronic procedural
documents with metadata;

4) Official materials of criminal pro-
ceedings, correspondence, extracts
from the URPI, procedural docu-
ments marked as restricted access,
receipts, as well as internal use doc-
umentation. They are usually drawn
up when a person is notified of the
prohibition on disclosure of infor-
mation relating to pre-trial investi-
gations and operational (search) ac-
tivities, and are also associated with
the application of security measures
against a person;

5) Other documents (official visitor
logs; internal official correspon-
dence; drafts of procedural docu-
ments and their rough drafts; or-
ders, instructions and management
orders; staff or disciplinary docu-
ments, where they are relevant to
the subject of proof).

It can be summarised that it is most
often official procedural documents that

are subject to inspection, which record the
exercise of powers by professional partici-
pants in proceedings, as well as electronic
documents and official materials outlining
the actual decision-making. It is these doc-
uments that contain information about
lawfulness or unlawfulness of actions of
the relevant authority, chronological se-
quence of decision-making, its content,
and legal procedure.

Consequently, in this category of crim-
inal proceedings, a document is more than
just a source of information; it is a direct
reflection of the mechanism of unlawful
conduct, determining its leading role as
an object of inspection and proof.

Documents that are subjected to in-
spection during investigations of crimes
against justice may differ in their forensic
nature. They can contain signs of com-
plete or partial forgery, or they might be
formally authentic, without any technical
defects or signs of falsification.

Sometimes a document is subject to
technical or intellectual forgery. This in-
volves entering false information into the
record of investigative actions, changing
dates of their compilation, backdating doc-
uments, amending without proper certifi-
cation, forging signatures of participants
in criminal proceedings, manipulating
electronic file metadata, interfering with
automated document management sys-
tems, etc. The purpose of inspecting such
documents is to identify signs of forgery.

Scientists have rightly pointed out
that among methods of detecting intel-
lectual forgery, logical analysis of a doc-
ument’s content, as well as comparing it
with well-known facts and circumstances
established during pre-trial investigations,
holds a central place. This involves not only
formal reading of text, but also its holistic
analysis, taking into account all evidence
gathered. The significance of an in-depth
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substantive analysis of a document is due
to its nature: a document is a materialised
form of human thought, a means of re-
cording the will and intellectual activity of
a specific person. It embodies both the in-
formation about the event and the author’s
interpretation of it. That is why a thorough
study allows us to trace the author’s logic,
identify internal contradictions, assess
his/her actions, and determine whether
the information presented corresponds to
actual circumstances of a case.

Logical analysis applies not only to the
text of a document, but also to its external
design. The investigator must carefully ex-
amine all available evidence: structure of
a document’s narrative, style, terminology,
sequence of the document’s details, their
completeness and compliance with proce-
dural requirements. At the same time, for-
mal validity of a document does not gua-
rantee its authenticity.

We also agree with I. Smal that when
examining documents, it is essential to
consider behavioural psychology of a per-
son who has prepared a document. Cur-
rent practice indicates a lack of sufficient
recommendations for detecting forgeries
due to missing or incorrectly filled details.
On the contrary, sometimes a forged doc-
ument looks more “flawless” than an au-
thentic one. Aware of the unlawful nature
of their actions, individuals may demon-
strate increased diligence, carefully re-
producing the form, structure and even
stylistic features of official documents in
an effort to convey a convincing illusion of
lawfulness *.

Therefore, intellectual forgery is rarely
detected using only formal criteria. Its de-
tection requires a holistic approach com-
bining logical, substantive, comparative,
and psychological analyses of a document

with other pieces of evidence in criminal
proceedings.

The situation is much more challeng-
ing from a proof perspective when a doc-
ument does not contain any external or
technical signs of forgery but reflects an
unlawful decision or action. In this situ-
ation, procedural documents that adhere
to all legal formalities but are substantive-
ly unlawful often come into play. For in-
stance, the resolution to bring a knowing-
ly innocent person to criminal liability or
the ruling to impose a preventive measure
in the absence of sufficient grounds may
be duly executed, contain all necessary
details, be signed by an authorised person
and registered in the agreed-upon man-
ner. However, this does not exclude crimi-
nal and unlawful nature of this document.

Under such circumstances, unlawful-
ness lies not in the technical forgery of
a document, but in the abuse of authority,
deliberate distortion of facts, conscious
disregard of evidence, or artificial cre-
ation of evidentiary basis. In this case, the
document becomes a means of enforcing
an unlawful decision, rather than a forged
imitation of it.

The following factor should not be
overlooked: there may be situations where
a document is entirely authentic and cor-
responds to actual circumstances, but is
used unlawfully as part of a mechanism
to legalise unlawful conduct. Official let-
ters, reports, and motions, for example,
may represent real procedural actions, but
their totality and sequence testify to a pre-
meditated intention to create a formal illu-
sion of lawfulness.

In other words, investigations into
criminal offences in these categories typi-
cally involve situations where a document
may be:

22 Cwmaup I. B. MeToAvKa po3CiIiiyBaHH HiAPOOIeHHS IPOI3HUX KBUTKIB : JUC. ... KAH/. IOPUZ.

HayK. /loHe1bK, 2007. C. 96.
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1) Subject to forgery (technical or in-
tellectual);

2) Formally genuine, but containing
knowingly false information;

3) Completely authentic, but serving
as an instrument for enforcing an
unlawful decision. This necessitates
a multifaceted approach to its in-
spection. The examination should
not be limited to inspecting details,
signatures, or integrity of forms.
Of decisive importance are content
analysis of a document, its compar-
ison with other materials of crimi-
nal proceedings, verification of the
decision-making chronology, con-
sistency with facts, procedural logic
and legal requirements.

With regard to material document
forgery, it is important to note that during
inspection of documents, identification
and examination of their individual fea-
tures is first and foremost carried out by
means of direct observation, i.e., visual
perception. Although, ordinary visual in-
spection has its limitations. When exam-
ining documents with the naked eye, it is
nearly impossible to detect small and mi-
croscopic details (in particular, features of
strokes, variations in writing instrument
pressure, paper micro-defects, minor dif-
ferences in dye shades, or sequence of ex-
ecution of document details). That is why,
in order to properly identify and record
such signs, it is necessary to use special
scientific and technical means and tech-
niques developed by criminalistics. These
include the use of magnifying equipment,
various lighting modes (oblique, ultravio-
let, infrared) and high-resolution digital
recording, as well as other methods that
enable micro-level document examina-

tion %. Therefore, thorough document in-
spection involves combining initial visual
analysis with the use of special forensic
tools that enable the detection of hidden
or subtle signs that may be of significant
importance for further investigation.

Particularities of inspecting electron-
ic documents are due to their intangible
nature, specific storage and reproduction,
and the possibility of quick modification
or destruction. Regarding computer data
examination, scientific literature high-
lights the following aspects: an electronic
document lacks independent physical ex-
istence; a document is inherently informa-
tional and stored on a physical medium as
a digital code, therefore inspection actu-
ally covers studying document content as
well as technical characteristics of a medi-
um, software environment in which it was
developed or opened, and terms of access
to the medium. This necessarily requires
engagement of an information technology
(IT) expert.

The principle of data immutability
is of top priority. During inspection, the
risk of information modification must be
minimal. It is advisable to use specialized
technical means for copying (creating bit-
by-bit copies, medium images), screen
capture, and logging system parameters.
Any opening, editing, or saving of a file
may alter its metadata, potentially affect-
ing further investigation of these objects.

When inspecting an electronic docu-
ment, research subject is both the text and
graphic content of a document, as well as
its metadata: date and time of creation and
last editing, authorship, revision history,
digital signatures, electronic identifiers,
IP addresses, etc. It is these technical at-
tributes that often enable the actual cir-

23 Cremnanmok P. JI., I'ycea B. O., Kikinuyk B. B. Ta in. KpumiHamicTUKa: KpUMiHAMICTUYHA TEXHi-
Ka : HaB4. 11ocib. Xapkis, 2023. 388 c. URL: https://dspace.univd.edu.ua/handle/123456789/16118

(date accessed: 25.01.2026).
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cumstances of a document’s creation or
falsification to be determined. The record
shall detail the type and model of a device,
software, file access algorithm, sequence
of actions taken by the investigator / spe-
cialist, and method of copying and storing
information. Electronic media with copies
of files, printouts, screenshots, and hash
values shall be attached to the record to
confirm data integrity. A specific feature
of electronic data is the possibility of re-
mote data storage (cloud-based services,
servers, network resources). In this case,
inspection can be accompanied by tech-
nical measures to record network connec-
tions, access logs, and account data *.

Therefore, electronic document in-
spection distinguishes itself from paper
document inspection in that it focuses not
only on the perception of content, but also
on the technical analysis of digital environ-
ment in which documents exist. This type
of inspection demands specific expertise,
use of forensic and information technolo-
gy tools, strict adherence to the principle
of preserving digital immutability, and the
most precise procedural recording of all
actions.

Conclusions

When dealing with unlawful activity by
professional participants in proceedings,
a document is not always viewed as a forg-
ery in the traditional forensic sense. Often
it is completely legitimate in form, but un-
lawful in content. It is this circumstance
that necessitates heightened require-
ments for its inspection and analytical in-
vestigation.

Documents (paper and electronic) in
criminal proceedings concerning crimes

against justice committed by professional
participants in proceedings are the prima-
ry source of information that enables the
reconstruction of the mechanism of un-
lawful activity: sequence of procedural de-
cisions, rationale behind their adoption,
ways of exerting pressure on participants
in proceedings, and hidden elements of
abuse disguised as lawful conduct.

Only documents legal access to which
has already been secured may undergo
procedural inspection: those voluntarily
provided by participants in criminal pro-
ceedings, obtained through temporary
access, or seized during a search or other
investigative (search) actions. Inspection
cannot replace means for mandatory doc-
ument submission and does not constitute
grounds for entering a person’s premises
or forcibly seizing documents.

Documents are more often seized
during searches in proceedings involving
professional participants in proceedings,
as they are linked to the mechanism of
abuse and are not usually provided vol-
untarily, but are hidden or stored in offi-
cial archives, safes, on work computers
or other data media. Given these circum-
stances, temporary access is often a less
effective way of securing evidence, where-
as a search makes it possible to minimise
the risks of documents being destroyed,
selected or modified.

We believe that typical inspection of
objects in the category of crimes under
investigation can be classified as follows:
procedural documents of the prosecution
(in particular, records, notices of suspi-
cion, motions, indictments); documen-
tation confirming the right to a defence
(legal aid office orders, statements, re-
cords of rights advisement, court session

24 Kosanenko A. B. KpuMiHasicTUYHe BYeHHs [IPO 30UpaHHs, JOCTIPKeHHs Ta BUKOPUCTAHHS
JI0Ka3iB y KpUMiHAJIBPHOMY IIpOBaKeHHi : MoHorpadisa. Kuis, 2024. 558 c. URI: https://rep.
dnuvs.ukr.education/handle/123456789/3916 (date accessed: 25.01.2026).
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journals, rulings); restricted access offi-
cial materials and internal documents;
electronic documents and digital records
of automated systems (URPTI, automated
distribution, electronic document man-
agement, access logs, log files, and meta-
data).

Documents in cases involving the
group we are studying may vary in their
forensic nature: they may be forged (with
signs of material or intellectual forgery) or
formally authentic and flawless in terms
of details, but unlawful in terms of content
or functional purpose of abuse. These fac-
tors necessitate a multifaceted approach
to inspection, which combines verifica-
tion of details and physical attributes of
a document with logical, substantive, and
chronological analysis thereof. The afore-
mentioned is studied along with other
pieces of evidence.

Inspection of electronic documents
and computer data requires consideration
of and compliance with several tactical
aspects and increased requirements for
recording, since digital data can be easily
altered, may be available in multiple cop-
ies, and are stored in data format on physi-
cal media or remote servers. The priorities
are to ensure immutability (creation of
copies/images, hash sums) and to record
metadata, event logs and access parame-
ters, as well as to keep detailed records of
the sequence of actions performed by the
investigator and specialist using technical
means (screenshots, screen recordings,
printing of electronic forms in an accessi-
ble form).

Efficiency of a proof procedure in pro-
ceedings concerning crimes againstjustice
committed by professional participants in
proceedings depends largely on the cor-
rect identification of the source of docu-
ments, the due procedural form for their
inspection, and the investigator’s ability to

distinguish technical signs of forgery from
“formally valid” documents that actually
constitute a procedural abuse.

The obtained findings lay the founda-
tion for further development of forensic
recommendations on document inspec-
tion tactics (specifically, electronic docu-
ments) and can be utilized to improve the
quality of evidence recording, minimise
the risks of digital trace loss, and refine
the investigation methods for criminal of-
fences against justice committed by pro-
fessional participants in proceedings.

Orasaa A0KyMeHTIB, 1110 Bi1oOpakalTh
MeXaHi3M NPOTHNPABHOI AislJILHOCTI
npogeciiiHNX y4acHHKIB Cy10YHHCTBA

€ezen Cyn, €ezeniii 303yna

Mema cmammi — u3Hauumiu 0cobAu80Cmi
02120y 1l AHANI3Y NANeposUX 1 eNeKMPOHHUX
Jokymenmis Sk Oxcepena eidomocmeil npo me-
XaHism npomunpasHoi OdisavHocmi npoge-
CiliHux ydacHukig cydouuncmea nid wac pos-
CNI0Y8aAHHA KPUMIHAABHUX TPABonopyilueHb
npomu npagocydos. Jlns 0ocsieHeHHs memu
3aCMOCOBAHO  KOMNACKC 3A2dNbHOHAYKOBUX,
CTeyianvHo-1opududHux i Qirocogcokux me-
modis, wo 3abesnequall cucmemHuil nidxio
0o sueueHHs JOKYMeHMI8 K HOCLi8 J0KA30801
iHpopmayii 8 ymosax yugposizayii cyoouun-
cmea. ObspyHmosaro, o 020 JoKymenmia
Mae noxiOHuil, o6’ekmuuil Xxapaxkmep, 1020
30iticHIoI0Mb Y Mexcax €0UHOL NpouyecyanbHol
gopmu o0ens0y, nepedbavenoi cm. 237 Kpumi-
HAAbHO20 NpoyecyanvHozo kodekcy Ykpainu. Bu-
3HaueHo donycmumi Oxcependa NOX00HeHHs
OOKYyMeHMis, WO MOoXIYmb Oymu 06’ckmamu
oenady: 00bpoginvHe HAdaMHA YYACHUKA-
MU NposadnceHHs, OMPUMAHHA 8 NOpsOKy
MUMUYAc08020 0OCMyny, a MAKOXC BULYHeH-
Ha nid wac obwyky, akuil y cnpaeax uiei xa-
meeopii € HalibinbiL NOWUPEHUM CTLOCOOOM
ompumanus Odocmyny 0o Ookymenmig 1 ix
BU/YHEHHS. 3AnponoHO8aHo Kaacudikayiio
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munogux 00°€kmig 0213dy (npouecyanvui
OOKyMeHmu CMOpOHU 008UHY8a1eHHSs, OOKY-
MeHmu wodo peanizayii npasa HA 3aXUCM,
Mmamepianu 1 yugposi sanucu asmomamu-
308aHUX cucmeM, cAyHc608l JoKymeHmu 3 06-
MedHeHUM JOCYNnom, 6HYMPIULHE CAYHbose
AUCTYBAHHA 1L THILL OpeaHi3ayiiiHo-po3nopao-
ui mamepiaiu). Y3aeanvreno, w0 0OKymMeHmu
MOxHcyme 6ymu sk nidpobaeHumu (Micmumu
03HAKU MAMEPIAAbHOL abo THMeAeKMYaAbHOL
nidpobku), Max i popManbHO ABMEHTNUUHUMUL
6e3 308HIWHIX 03HAK anvcudirayii, o0Hak
NPOMUNPABHUML 3a 3Micmom abo QyHKUill-
HUM NPUSHAYEHHIM Y MEXAHIZMI 31084 UEAHD.
AKyenmosano yeazy Ha 0cobAU80CMAX 02130y
eNeKMPOHHUX OOKYMeHMI8 1 KOMM I0MmepHUX
Janux: HeobXIOHOCMI 3aLYHeH s cneyianicma,
ixcauii memadarux, xcypHanis noditl, 3abe3-
neveHHI He3MIHHOCMI yugpoeol inpopmayii
Ma HAAHCHO20 MPOLeCYanbHo20 JOKYMeHIY-
8aHHs pe3yavmamis. Peayavmamu docaiosceH-
HSL MOXYMb GYmuL 3acmocosani 04s 800CKo-
HAAEHHA MAKMUYHUX PeKOMeHOAUill 3 02110y
Jdokymenmis 1 nidsuuyeHHs egpexmugHocmi 0o-
KA3Y8aHHs 8 KPUMIHAABHUX NPOBAOHCEHHAX
w000 3104UHI6 NPOMU Npagocydds, YUUHeHUX
npogeciilHuMU YH4aACHUKAML CYOOHUHCTMEA.
Kawuogi caoea: npasocydds; caidua
(posuykosa) 0is; 0ens0; Jokymenm; enek-
MpoHHULL JOKYMeHML; cAidua MaKmuKa.
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The purpose of the article is to reveal forensic essence of the meth-
ods, instruments and means of committing criminal offenses in
the field of professional legal assistance, determine their structure,
functional features and significance for formation of forensic char-
acteristics and improvement of the methodology for investigating
this category of offenses. For achieving this goal, a set of general sci-
entific (analysis and synthesis, induction and deduction) and spe-
cial (dialectical, systemic-structural, formal-legal, comparative-
legal, generalization) methods of scientific cognition were applied.
It is substantiated that method of committing criminal offense is
one of the most important elements of the forensic characteristics
reflecting patterns of criminal behavior, determines peculiarities
of the trace picture and is crucial for organization of the pre-trial
investigation. It is proved that in the field of providing professional
legal assistance, methods of committing criminal offenses are cha-
racterized by a combination of open and latent forms of influence,
including physical, psychological, informational and procedural-
organizational pressures, and are associated with growing role
of digital technologies in the implementation of criminal intent.
Generalization of scientific approaches made it possible to clarify
the ratio of the categories “method”, “instrument” and “means” of
committing a criminal offense. A distinction is proposed, according
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to which instruments are objects that are directly used during the
implementation of the objective side of a criminal offense, while the
means include resources that provide training, facilitate implemen-
tation of a criminal plan or contribute to the concealment of cri-
minal activity. It is determined that the same object, depending on
its functional role, can act as both an instrument and a means of
committing a criminal offense. Based on the analysis of provisions
of Criminal Code of Ukraine, the characteristic methods of commit-
ting criminal offenses under its Articles 374, 397-400, 400-1 are
revealed, typical models of criminal influence on the subjects of pro-
fessional legal assistance are outlined. It is proved that research on
methods, instruments and means of committing such offenses has
not only theoretical but significant practical significance, as it al-
lows to predict typical traces, form reasonable investigative versions
and improve tactical approaches to the investigation. The obtained
results contribute to deepening of forensic ideas about the mecha-
nism of criminal offenses in the field of professional legal assistance
and create the basis for the development of special methodological
recommendations for their detection, investigation and proof, as
well as for strengthening the guarantees of independence of advoca-
cy and the effectiveness of human rights protection.

Keywords: criminal offense; legal assistance; method of crime
committing; means; proof; assignment of powers.

Research Problem Formulation

legal profession and effectiveness of func-
tioning of justice system as a whole.

The field of professional legal aid is an in-
tegral part of functioning of a democratic
state based on the rule of law, as it ensures
the implementation of constitutional
guarantees of the right to protection, ac-
cess to justice and a fair trial. In current
conditions of legal system transformation
and strengthening of the role of the legal
profession, the number of criminal and
unlawful acts related to the exercise of
professional legal activities is increasing.
Such acts are carried out by perpetrators
both in the form of unlawful influence on
lawyers and other entities providing le-
gal aid, and in the form of abuse of legal
instruments by participants in legal rela-
tions that negatively affects authority of

Public danger of criminal offenses in
this category is due to their double nega-
tive effect: on the one hand, they encroach
on the rights of specific person: lawyers,
representatives or clients, and on the oth-
er hand, they create risks of undermining
the institutional foundations of indepen-
dence of the bar and trust in justice. The
investigation of such offenses is compli-
cated by the need to ensure a balance be-
tween the tasks of criminal prosecution
and guarantees of the professional activity
of lawyers, in particular the observance of
legal secrecy, procedural guarantees and
the principle of independence.

In the forensic aspect, one of leading
elements of characteristics of this group of
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criminal offenses are the ways and means
of their commission. It is the method of
implementing the criminal intent that de-
termines the mechanism of interaction
of the offender with the victim, situation
and other elements of the criminal event,
forms a trace picture and affects the con-
struction of investigative versions. At the
same time, current conditions for devel-
opment of professional communication,
digitalization of legal activities and the
spread of remote interaction significantly
modify traditional methods of criminal in-
fluence, combining physical, information,
psychological and technical means of im-
plementing illegal actions.

Despite increased attention of indi-
vidual scientists to criminal offenses in
the field of professional legal assistance,
most researches focus on the issues of
their criminal legal qualification, classi-
fication, mechanism of commission or
individual elements of forensic charac-
teristics. However, the issue of methods,
tools and means of committing such of-
fenses as an independent object of foren-
sic analysis has not yet received a com-
prehensive scientific understanding. The
lack of a systematic approach to their
research complicates formation of effec-
tive methodological recommendations
for pre-trial investigation bodies, reduces
level of typification of investigative situ-
ations and burdens the prediction of of-
fender behavior.

Thus, relevance of research on meth-
ods, tools and means of committing crim-
inal offenses in the field of professional
legal assistance is due to the need for an
in-depth forensic analysis of the mecha-
nism of criminal activity in this area, defi-
nition of typical models of illegal behavior
and development of scientifically based
approaches to improving effectiveness of
their investigation.

In view of the above, research on
methods, tools and means of committing
criminal offenses in the field of providing
professional legal assistance acquires not
only theoretical, but significant practical
significance for the development of foren-
sic science and improvement of activities
of pre-trial investigation bodies. The anal-
ysis of these components of the forensic
characteristic will allow to more deeply
reveal regularities of the mechanism of
criminal activity, outline typical forms
of the implementation of criminal intent
and determine the directions of optimiz-
ing investigative activity in the specifics of
the legal sphere. This is what determines
the need for comprehensive scientific re-
search aimed at systematizing the meth-
ods, tools and means of committing such
criminal offenses, determining their fo-
rensically significant signs and forming
scientifically sound approaches to their
use in investigation procedure.

Article Purpose

Reveal the forensic essence of methods,
tools and means of committing criminal
offenses in the field of professional legal
assistance, to determine their structure,
functional specifics and significance for
formation of forensic characteristics and
improvement of methodology for investi-
gating this category of offenses.

Research Methods

For achieving this goal, a complex of gen-
eral scientific and special methods of sci-
entific cognition was applied. Dialectical
method made possible to reveal the es-
sence and dynamics of criminal offenses
that encroach on the provision of profes-
sional legal assistance, identify their ob-
jective and subjective conditions, to trace
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the relationship between the legal guaran-
tees of a lawyer’s activities, criminal-legal
constructions of the relevant structures
and the forensic signs of unlawful influ-
ence (in particular, in the forms of open
and latent pressure, procedural manipula-
tions and digital encroachments).

System-structural method is used to
determine the place and method of com-
mission in the mechanism structure of
criminal activity and in the system of fo-
rensic characteristics, as well as to identi-
fy and streamline the forensic criteria for
the analysis of offenses of the group under
research (method, situation, identity of
the offender, identity of the victim, traces,
consequences). This method contributed
to substantiation of distinction between
the instruments and means of commit-
ting a criminal offense depending on their
functional role in implementation of ob-
jective side, preparation or concealment
of criminal activity.

Formal-legal method was useful for
analyzing structure of criminal offenses
belonging to the group of offenses com-
mitted in the field of professional legal
assistance, clarifying content of their ob-
jective and subjective signs and determin-
ing possible forms of implementation of
unlawful influence, taking into account
the provisions of the Criminal Code of
Ukraine . It helped to correctly link crim-
inal-legal characteristics with forensic
manifestations of the methods of commis-
sion and the specifics of proof.

Formal-logical methods were used
to establish common and distinctive fea-
tures of the methods of committing vari-
ous types of offenses in the studied area,
as well as to typify models of criminal be-
havior. Analysis made possible to isolate
individual specifics of separate methods

(physical, psychological, informational,
procedural and organizational), synthesis,
integrate them into a single system and
coordinate them with the mechanism of
the crime, induction to formulate general
provisions based on the study of individ-
ual manifestations, deduction to verify
generalizations by correlating them with
normative constructs and forensic logic of
proof.

Comparative legal method contribut-
ed to comparison of scientific approaches
to determining the method of committing
a crime, the distinction between related
categories (method, mechanism, instru-
ment, means), as well as the analysis of
Ukrainian and foreign developments in
the forensic typology of methods of un-
lawful influence on subjects of legal activ-
ity (in particular, in the context of digitali-
zation of professional communication and
the growth of information attacks).

Generalization method made possible
to formulate conclusions regarding fo-
rensic significance of methods, tools and
means of committing criminal offenses
in the field of providing professional legal
assistance, outline practical guidelines for
their establishment and proof, and identi-
fy promising areas for improving method-
ological recommendations for organizing
pre-trial investigation in this category of
criminal proceedings.

Analysis of Essential Researches
and Publications

Theoretical foundations of the method
analysis of committing criminal offense
were formed in research papers of rep-
resentatives of the forensic school, who
studied the mechanism of criminal acti-
vity and regularities of formation of traces.

1 KpuminanbHuii Kogekce Vkpainu Bizg 05.04.2001 p. Ne 2341-111 (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 01.02.2026).
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A significant contribution to the develop-
ment of this issue was made by V. Bakhin,
P. Bilenchuk, A. Volobuiev, V. Zhuravel,
V. Konovalova, V. Shepitko, V. Shevchuk
and other scientists, who substantiated the
importance of the method of committing
a crime as one of the leading elements of
the forensic characteristic. Their research
became the methodological basis for fur-
ther study of the mechanism of criminal
and illegal activity in various spheres of
social relations.

In modern research, scientists are in-
creasingly paying attention to the study of
individual elements of the mechanism of
crime. In particular, the development of
individual aspects of forensic typification
of methods of criminal behavior in the
sphere of justice is presented in research
papers by S. Knyzhenko, Ya. Oliynyk,
D. Rusanivska, E. Sup, M. Shepitko, and
others. Their research papers consider fo-
rensic classifications of relevant offenses,
specifics of evidence, circumstances of
commission, as well as the specifics of the
subject composition and typical methods
of unlawful influence from interference
in the activities of defense attorney to
threats, violence, and property encroach-
ments 2

At the same time, the analysis of sci-
entific sources indicates that most of the
research is focused either on general the-
oretical issues of the mechanism of the
crime, or on individual criminal-legal as-
pects of the corresponding components of
criminal offenses. The issue of multidis-
ciplinary forensic research on methods,
tools and means of committing criminal
offenses in the field of professional legal
assistance remains insufficiently devel-
oped. Thus, current state of scientific de-
velopment indicates availability of a solid
theoretical basis for studying mechanism
of criminal activity in general, but at the
same time reveals a gap in the systematic
analysis of the methods, tools and means
of committing criminal offenses in the
field of professional legal assistance. This
circumstance determines the need for fur-
ther development of forensic approaches
to the study of this category of offenses
and justifies relevance of performed re-
search.

Main Content Presentation
Category of the method of committing

a criminal offense belongs to the lead-
ing and most discussed categories of the

2 Kumxenko C. 0. Cocoby BTpyYaHHS B AisUIBHICT CYZOBUX OpTaHiB. AkmyaavHi npobiemu
KPUMIHAABHO2O0 Npouecy ma KpUMIHAAICMUKY : Te3U A0I. MXHap. HayK.-IIPakT. KoHO. (Xap-
KiB, 29.10.2021). XapkiB, 2021. C. 169—171. URL: https://files.znu.edu.ua/files/Bibliobooks/
Inshi67/0049006.pdf (date accessed: 01.02.2026) ; Ouifinuk S1. C. MeToAMKa PO3CIiZyBaHHS

morposu abo HACKMJIbCTBA IOZO 3aXUCHUKA YU MPeJCTAaBHUKA 0CO0U @ AuC. ...

Z-pa dinoc.

B rauysi mpasa. JIbBiB, 2021. 239 c. URI: https://ena.lpnu.ua/handle/ntb/56783 (date accessed:
01.02.2026) ; PycaniBcpka /. /I. Po3ciiyBaHHS BTpyYaHHS B AisTbHICTD 3aXUCHUKA YU ITpeJ-
CTaBHUKaA 0CO0U : JuC. ... A-pa dinoc. B ramysi mpasa. Kuis, 2023. 260 c. URI: https://elar.navs.
edu.ua/handle/123456789/26837 (date accessed: 01.02.2026) ; Cyu €. 10. Tunosi cnocobu Buu-
HeHHS KPUMiHaJbHUX IIPAaBONOPYIIEHb IPOdeCiTHNMU YIaCHUKAMU CYJOYNHCTBA. BicHUK
Kpuminonoeiunoi acoyiayii Ykpainu. 2025. T. 34. Ne 1. C. 365—373. DOI: 10.32631/vca.2025.1.26
(date accessed: 01.02.2026) ; IlemiTbko M. B. Criocib BUMHEHHS 3JI0YMHIB IPOTHU IIPABOCYAS
SIK CUCTEeMOYTBOPIOIOYA O3HAKA: KPUMIHAJIBHO-IIPABOBUI Ta KPUMIHANICTUIHUN aCIEKTU.
BicHuxk JIb818CbK020 MOpe08enbHO-eKOHOMIYHO20 YHigepcumemy. FOpuduuni nayku. 2015. Ne 2.
C. 336—346. URL: https://journals-lute.lviv.ua/index.php/visnyk-law/article/view/189 (date ac-

cessed: 01.02.2026).
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sciences of the criminal law cycle, since
it is with its help that the practical side of
criminal activity and the mechanism of
its implementation are revealed. Several
approaches to understanding the concept
of “method of committing a criminal of-
fense” have been formed in the scientific
literature. Thus, S. Zavialov defines it as
a system of interrelated actions deter-
mined by a set of objective and subjective
factors, which reflects the qualitative char-
acteristics of a criminal act. The scientist
emphasizes that the method of commit-
ting reflects the personal characteristics
of the offender, the form of guilt, the mo-
tives and purpose of the crime, and is also
manifested in the behavior of the person
before, during and after the commission
of a criminal offense, leaving traces suit-
able for forensic cognition . This position
is shared by V. Piaskovskyi, who considers
the method of committing a crime as a sys-
tematically organized system of actions of
the subject, which includes the stages of
preparation, direct implementation and
concealment of the crime *.

We agree with I. Hora that forensic in-
terpretation of the method of committing
a crime is not identical to its understand-
ing within the limits of other branches
of knowledge, since it is determined by
specificity of the topic and tasks of crim-
inalistics. In criminalistics, method of

committing crime is considered as a com-
plex phenomenon of objective reality,
that research is based on identification of
regularities of its formation, reflection in
trace information, repeatability and deter-
minism by various objective and subjec-
tive factors. The results of such cognition
are the basis for development of forensic
means, tactical techniques and methods
aimed at identifying, collecting, research-
ing and applying forensically significant
information about the method of commit-
ting crime and characteristics of the crim-
inal during investigation °.

Generalization of scientific approach-
es allows us to conclude that method of
committing a criminal offense is char-
acterized by three basic signs: first, it is
always determined by a combination of
external and internal factors; second, in
its essential aspect it is a certain system
of interrelated actions united by a single
criminal intent; third, it can have a com-
plex multi-level structure.

Method structure of committing crim-
inal offense, as scientists rightly note, is
variable and depends on the nature of the
offender’s behavior, situation specifics and
other conditions for criminal intent imple-
mentation °. Depending on these factors,
it can be three-level (preparation - com-
mission- actions after crime completion),
two-level or single-level, when it covers

3

4

3ap’suroB C. M. Criocib BYMHEHHS 3JI0YKUHY: Cy4acHi MpobaeMu BUBYEHHs Ta BUKOPUCTAHHS
y 6opoTh6i 3i 3mounHHICTIO : aBTOped. AUC. ... KaH/[. opus. HayK. Kuis, 2005. 19 c.
[TackoBebkuit B. B. Criocib yunHeHHS 3I09MHY SIK €JeMeHT KPUMiHaTiCTUYHOI XapaKTepHu-
CTHKM YMUCHOTO BOMBCTBA JUTUHU 6aThKaMu, poAndaMu abo ocobaMu, Ha IKUX IIOKJIaZeHO
060B’s13KU 3 11 BuxoBauHsA. Kpuminasicmuunuil eichuxk. 2016. Ne 1 (25). C. 70. URL: https://elar.
navs.edu.ua/server/api/core/bitstreams/17d37da9-ecbe-47ba-86f6-7a6d06251833/content (date
accessed: 01.02.2026).

Topa I. IIoHATTS cI10Ci6 BUMHEHHS 3/I09MHY Ta HHOTO 3HAUeHHS B PO3KPUTTI Ta PO3CJIilyBaHHi.
Legea si viata. 2012. Ne 9. C. 38. URL: http://www.legeasiviata.in.ua/archive/2012/9/08.pdf (date
accessed: 01.02.2026).

Bennka ykpaiHCbKa I0pUAWYHA eHIUKIoneAisa. Y 20 1. T. 20 : KpuMiHamicTHKa, CyZA0Ba eKC-
mepTusa, IPUANIHA ICUX0IO0TIA / peakoi.: B. 0. IllemiThko (ronosa) Ta iH. Xapkis, 2018.
C. 770—771.
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only immediate phase of implementation
of criminal intent. Therefore, method of
committing should be considered as a dy-
namic system of actions formed under
influence of specific environmental con-
ditions.

Factors determining specifics of man-
ner in which a crime is committed include
external environment, conditions of the
place and time of the event, psychological
and physiological characteristics of the
person, his (her) experience, level of pre-
paredness, and individual behavior pat-
terns. All of these element influence both
the choice of tools and means and nature
of the traces that are formed and can be
used during investigation.

The issue of correlation between the
method of committing and concealing
a criminal offense requires special atten-
tion. Actions aimed at concealing a crime
do not always become organic compo-
nents of the structure of the method of
committing it. In some cases, they may
form an independent complex of behav-
ior, separated in time and aimed at avoid-
ing detection, and sometimes even consti-
tute a separate component of a criminal
offense (Article 396 of the Criminal Code
of Ukraine 7). This indicates the need for
a flexible approach to the analysis of the
method of committing a crime, especial-
ly in those forms of criminal activity that
are complex and in which boundaries be-
tween committing and concealing cannot
be obvious.

Thus, method of committing crime in
criminalistics is considered as a typical
(lawful) system of actions of the offender,
by means of which the criminal intent is

realized, the goal of the offense is achieved
and the corresponding trace information
is formed. It is not limited to “one action”:
it reflects the entire model of the offend-
er’s behavior from the choice of the object
of influence and the method of contact
with the victim to the use of tools / means
and the reaction to counteraction. In the
legal sphere, the method often acquires
not so much a “physical” as an intellectual
and psychological nature, since it is imple-
mented by means of purposeful obstruc-
tion of the professional duties of a lawyer
or other subject of legal assistance (in par-
ticular, indirectly through other persons
or institutional mechanisms). It is advis-
able to reveal the structure of the method
of committing as a sequence of interrelat-
ed stages: preparation, direct commission
and concealment (masking) of the conse-
quences. This approach is consistent with
the idea of crime mechanism of as a pro-
cess that includes preparation, implemen-
tation and concealment in connection
with the situation, motives and interaction
of participants, as well as with the use of
tools and means ®.

At the same time, in criminal offens-
es committed against entities providing
legal assistance, concealment can be min-
imal or even missing (when influence is
demonstrative) and sometimes, on the
contrary, it takes on sophisticated forms
(when pressure is exerted through proce-
dural manipulations, information chan-
nels, or technical means). It is important
to take this into account so as not to look
for “classic” signs of concealment where
the criminal model is built on publicity or
imitation of legality.

7 KpuMiHaTbHUH KoZeKc YKpaiHu ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

(date accessed: 01.02.2026).

8 Zhuravel V. A. Crime mechanism as a category of criminalistics. Journal of the National
Academy of Legal Sciences of Ukraine. 2020. Vol. 27. No. 3. Pp. 142—154. DOI: 10.37635/jnal-
su.27(3).2020.142-154 (date accessed: 01.02.2026).
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In the field of professional legal assis-
tance, the method of committing a crimi-
nal offense is characterized by increased
variability and a combination of open and
hidden forms of influence. This is due to
special status of victims (lawyers, repre-
sentatives, other participants in legal ac-
tivities), procedural guarantees of their ac-
tivities and a high level of legal awareness
of the parties. In this regard, criminal be-
havior is often focused not only on causing
direct harm, but on creating conditions
that make impossible to implement func-
tions of protection or representation.

The performed analysis allows to gen-
eralize several typical models of the meth-
od of committing such offenses. The first is
an overt act accompanied by physical im-
pact, threats, damage to property or other
forms of demonstrative pressure. They are
characterized by availability of an obvious
event, clearly expressed conflict between
the offender and the victim and formation
of material traces that facilitates primary
documentation. The second model includes
psychological and informational influenc-
es threats, harassment, discrediting, dis-
semination of compromising information
aimed at weakening professional position
of the lawyer or influencing his procedural
behavior. The third model is characterized
by the use of formally legal or pseudo-pro-
cedural actions, when unlawful goal is dis-
guised as legal mechanisms (simulating
legal activity, using forged documents, ar-
tificially creating obstacles to access to the
client, etc.). This model is the most difficult
to investigate, since its external form may
appear legitimate.

Digitalization of professional activities
of lawyers has a significant impact on the
transformation of the methods of com-

mitting offenses. Increasingly, unlawful
influence is implemented using electronic
communications, social networks, mobile
communications or technical means of
covert information collection, distribu-
tion of discrediting materials on the Inter-
net, which leads to the formation of digital
traces. This changes traditional approach-
es to evidence and requires adaptation of
investigation tactics to the specifics of dig-
ital environment.

A more detailed analysis of the meth-
ods of committing crimes by the group we
are studying requires taking into account
structure of the components of the rel-
evant criminal offenses provided for by
the Criminal Code of Ukraine, as well as
a forensic understanding of the method as
a system of actions aimed at achieving an
unlawful goal.

The methods of committing crimes
provided for in Article 397: Interference in
the activities of a defense attorney or repre-
sentative of a person of the Criminal Code
of Ukraine ° are characterized by various
forms of unlawful influence aimed at pre-
venting performance of professional func-
tions. Most often, this is the creation of
artificial procedural obstacles, restriction
of access to the client, illegal seizure of
documents, obstruction of participation in
procedural actions, blocking communica-
tion with the client, as well as information-
al pressure. The method here is mainly of
an intellectual and organizational nature,
since it is implemented through the viola-
tion of procedural guarantees and the use
of formally legal mechanisms for an unlaw-
ful purpose.

The crime specified in Article 398:
Threat or violence against a lawyer or repre-
sentative of a person of the Criminal Code of

9 KpuwminanbHUH KoZleke YKpaiHu ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

(date accessed: 01.02.2026).
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Ukraine ! is characterized by methods of
physical and psychological influence. They
can be embodied in the form of verbal or
written threats, harassment, demonstra-
tive acts of intimidation, infliction of bodi-
ly harm, use of weapons or other objects
as instruments of violence. Peculiarity of
such methods is their focus on changing
the procedural position of the lawyer or
terminating his professional activities in
a specific case. Often, such a crime is com-
mitted demonstratively that aims to create
an atmosphere of fear.

The methods of committing crimes
outlined in Article 399: Intentional destruc-
tion or damage to the property of a defender
or representative of a person of the Criminal
Code of Ukraine " consist in causing ma-
terial damage through arson, damage to
vehicles, office equipment, documenta-
tion, housing, etc. From a forensic point of
view, such methods often combine phys-
ical impact with psychological pressure,
since the goal is not only material damage,
but demonstrative warning or intimida-
tion. In such cases, choice of the damage
object that is usually related to profession-
al victim activities is important.

The methods of committing offenses
specified in Article 400 Encroachment on
the life of a defender or representative of a per-
son in connection with activities related to the
provision of legal assistance of the Criminal
Code of Ukraine !> are characterized by
a high level of public danger and usually
involve preliminary preparation. This can
be attack with the use of weapons, organi-
zation of intentional causing of death, cre-
ation of dangerous conditions for the life

of the victim. The method in such cases of-
ten contains elements of careful prepara-
tion that consists in conspiracy, the choice
of time and place of implementation of the
criminal intent that complicates investiga-
tion and requires an analysis of the mech-
anism of criminal activity in general.

As for the crime described in Arti-
cle 374: Violation of the right to defense of
the Criminal Code of Ukraine '3, here the
methods of commission are mainly of an
official and procedural nature. They are
manifested in preventing defense coun-
sel from participating in the proceedings,
limiting possibility of confidential com-
munication, ignoring the requests of the
defense party, violating the right to choose
a defense counsel, as well as other actions
or inactions that make it impossible to
exercise the right to professional legal as-
sistance. Specific of such a method is its
external formal compliance with the pro-
cedure for the actual violation of the con-
tent of the right to defense.

For the criminal offense provided for
in Article 400-1: Representation in court
without proper authority of the Criminal
Code of Ukraine '*, methods related to
performance of legal activities by a per-
son who is not authorized to do so or does
not have the right due to the lack of appro-
priate qualifications, or is deprived of the
right to engage in legal activities are char-
acteristic. This includes the use of forged
or invalid documents (instructions, war-
rants, contracts, certificates of the right to
practice law, etc.), misleading court or cli-
ent about the lawyer status, unauthorized
representation of the interests of a person,

10 KpuminanpHUY KoZeke Vkpainu ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

(date accessed: 01.02.2026).
11 Tam camo.
12 Tam camo.
13 Tam camo.
14 Tam camo.
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etc. Such methods are often accompanied
by documentary manipulation and abuse
of trust in the institution of the bar.

Therefore, the methods of committing
criminal offenses in the field of providing
professional legal assistance are charac-
terized by a combination of physical, psy-
chological, informational and procedural
and organizational forms of influence.

In the structure of the method of com-
mitting a criminal offense, an important
place is occupied by tools and means of
its implementation, which have an inde-
pendent forensic significance and require
a clear distinction. Tools should be under-
stood as objects of the external world that
are directly used during implementation
of the objective side of the criminal of-
fense, that is, which are an instrument of
direct unlawful influence. In turn, means
of commission include material, techni-
cal, informational or organizational re-
sources that provide preparation, facili-
tate the implementation of a criminal plan
or contribute to the concealment of crimi-
nal activity, but do not constitute the main
action itself . This approach makes it
possible to avoid mixing related concepts
and clearly determine the functional place
of each element in the mechanism of the
crime.

It is important to consider that the
same object, depending on its role in
a specific situation, can act as both a tool
and a means of committing a criminal
offense. The decisive criterion is its func-
tional purpose in the structure of criminal
activity: whether it is used directly to carry
out an action prohibited by law, or wheth-

er it only creates the conditions for its im-
plementation. For example, a technical
device for covert surveillance is a tool if it
is used to prepare or collect information,
but it can acquire characteristics of a tool
if it is used to directly interfere with pro-
fessional activities of a lawyer.

In view of this, it is advisable to clas-
sify the tools and means of committing
criminal offenses in the field of profes-
sional legal assistance according to their
functional purpose, nature of their use,
and their impact on the criminal record.
Such a classification makes possible to
systematize resources used by offenders,
as well as to predict typical mechanisms
of criminal influence and sources of evi-
dentiary information.

The first group includes material and
physical means that provide preparation
or facilitate the implementation of illegal
actions. These can be vehicles, means of
disguise, auxiliary technical devices, flam-
mable substances or other objects that
create conditions for the commission of
a crime. At the same time, weapons or ob-
jects that directly cause damage or destroy
property, in certain cases, become instru-
ments of committing a criminal offense.

A separate group is made up of tech-
nical means used to covertly obtain infor-
mation, control or monitor the activities
of legal aid subjects. These include audio
and video devices, GPS trackers, special
software, remote access systems or in-
terception of electronic communication.
Their use is characteristic primarily of la-
tent forms of criminal influence aimed at
obtaining information constituting a law-

15 Martsitiuyk B. K. Juckyciiini mpo6ieMu IIoo AeSKUX O3HAK OGEKTHUBHOI CTOPOHM 3JI0-
ynHy. Kpuminaavre npago: mpaduyii ma Hoéayii : MaT-JIu MDKHAp. KPYIJI. CTOJY, IIPUCBIY.
90-yiT. 3 AHA HAPO/JK. BUAAT. BUEH., repos VKp., akaz. B. B. Cramuca (IlonTaBa — XapkiB,
09—10.07.2015). ITonrtaBa — Xapkis, 2015. C. 75—76. URL: https://ivpz.kh.ua/wp-content/up-

loads/2019/02/kriminalne_pravo_tradicii_ta_novacii_stashis.pdf#page=72

10.02.2026).

(date accessed:
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yer’s secret or at exerting hidden psycho-
logical pressure. The result of such use
is formation of specific digital traces that
require special methods of fixation and re-
search.

An important role is played by infor-
mation tools used for psychological, rep-
utational or social influence on lawyers.
These include electronic communication
platforms, social networks, media resourc-
es, media channels, etc. These resources
can be used to implement discrediting
campaigns, spread threats or false infor-
mation. Peculiarity of such tools lies in the
scale of their impact and the difficulty of
quickly eliminating the consequences that
complicates proving and requires taking
into account the information dynamics of
the crime.

Within the category of criminal offens-
es under research, means in the form of
paper and digital documents acquire spe-
cialimportance. They manifest themselves
in the use of forged or invalid documents,
manipulation of procedural decisions,
creation of formal obstacles to access to
legal aid or use of procedural mechanisms
for an unlawful purpose. When such docu-
ments become a direct instrument for im-
plementation of an act (for example, in the
case of illegal representation), they can ac-
quire characteristics of an instrument for
criminal offense commission.

Forensic significance of the analysis
of tools and means of committing crimi-
nal offenses lies in the possibility of estab-
lishing the level of preparedness of the of-
fender, his professional awareness, access
to resources and the nature of interaction
with other persons. Research on these ele-
ments contributes to reconstruction of the
method of committing a crime, formation
of substantiated investigative versions and
determination of optimal tactics of pre-tri-
al investigation.

Thus, in criminal offenses in the field
of professional legal assistance, tools and
means are interconnected, but different
in content, elements of the mechanism
of criminal activity. Their distinction al-
lows for a deeper understanding of the
structure of method of committing crime,
clarifying the sources of evidentiary infor-
mation and creating a scientifically sound
basis for developing effective investigation
methods.

Conclusions

From a forensic point of view, establish-
ing the method of committing a crime is
crucial for organizing an investigation.
Analysis of the method makes possible to
predict nature of the trace pattern, deter-
mine sources of evidentiary information
and possible subjects, and reconstruct the
logic of criminal behavior. In cases related
to professional legal activities, this is es-
pecially important, since criminal actions
are often aimed at manipulating proce-
dural mechanisms or violating guarantees
independence of legal profession that re-
quires the investigator to have a high level
of analytical work and take into account
the professional context of the event.
Method of committing criminal of-
fenses in the field of providing profession-
al legal assistance is a complex structured
system of actions that is formed under in-
fluence of the situation, professional sta-
tus of the victims and the offender’s goal
orientation. Its study creates a theoretical
and practical basis for building individ-
ual forensic investigation methods and
determines leading areas of evidence in
criminal proceedings of this category. In
such offenses, the method is character-
ized by increased variability and a combi-
nation of open and latent forms of influ-
ence. This specificity is due to the special
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professional status of the victims (lawyers,
defenders, representatives), availability of
procedural guarantees for their activities,
as well as the orientation of offenders not
only to causing direct harm, but also to
creating conditions that make it impossi-
ble or significantly complicate the imple-
mentation of the functions of protection
or representation.

Based on performed analysis, we con-
sider reasonable to distinguish the follo-
wing typical models of methods of commit-
ting offenses of this group: 1) open forms
of pressure (physical influence, threats,
property encroachments), which form
a predominantly material trace picture;
2) psychological and informational influ-
ences (persecution, blackmail, discrediting),
which create complex, often digital evidence
base; 3) formal-legal and pseudo-procedural
manipulations, when unlawful goal is dis-
guised as outwardly legal mechanisms. The
latter model is the most difficult to detect
and prove, since the boundary between law-
ful procedural activity and criminal influ-
ence may not be obvious.

It is important to clearly distinguish
between instruments and means of com-
mitting criminal offenses in the field of
legal aid as functionally different compo-
nents of the mechanism of criminal ac-
tivity. Instruments should be considered
objects of external world that are directly
used during implementation of objective
side of the criminal offense and which
are an instrument of direct unlawful in-
fluence. Means of commission include
resources that provide preparation, facil-
itate implementation of a criminal plan or
contribute to the concealment of criminal
activity. The defining criterion for distinc-
tion is functional role of the topic in a spe-
cific situation, since the same object can
acquire a different status depending on
the method of its application.

Cnoco0u, 3HaApPAAAA
Ta 3aCO0H BYNHEHH S
KPHUMiHAIbHUX NIPAaBONOPYLIEHb
y cdepi HagaHH npodeciiiHoi
NPaBHUYOI JOIIOMOTH

Kpicmina Pomanayckac

Mema cmammi — po3kpumi Kpuminani-
CTMUYHY CYymHicmb cnocobig, 3napade i 3a-
c0618 yuUHeHHA KPUMIHAALHUX NpA8onopy-
weHs ¥ cepi Ha0aHHA npogeciiiHoi npagHuL-
40l JOnoMoeu, BUHAYUMU IXHI0O CMpPYKMY-
DY, QyHKUITIHT 0cobausoCMI Tha 3HAUEHHS 0N
popMyBaHHA KPUMIHAAICMUYHOL Xapakmepu-
cmuku il YOOCKOHANeHHS. MemoOUKLU PO3CAi-
dyeanns yiei kamezopii npagonopyutev. Jas
JocsizHeH s IOCMABAeHOL MemL 3aCTIOCO8AHO
KOMN/EKC 3a2a/bHOHAYKOSUX (AHAAI3 | CUM-
mes, THOyKyia i 0edyKuyis) ma CneyiasbHuUX
(Oianexmuunuil, CUCTEMHO-CMPYKMYPHUL,
popmanvro-opuduutuil, NOPIBHAALHO-NPA-
808UIl, )3A2abHeHHA) Memoodié HAYK08020
nisnanus. ObspyHmMOo8aHo, o cnocib yuuHeH-
HA KPUMIHAABHO20 NPABONOPYULEHHS € OOHUM
3 HAUBANCAUBIWUX e/leMeHMI8 KPUMIHANAL-
CTMUYHOL Xxapaxkmepucmuku, skuil eidobpa-
HAE 3AKOHOMIPHOCMI 3/A04UHHOI N0BJIHKL,
3ymosaioe ocobausocmi cAi008ol KapmuHU
ma mae supiulanvHe 3HaA4eHHS 015 OpeaHisa-
yii docydogozo poscaidysanns. Jlogedero, w0
y cpepi HadanHa npoecitinoi npasHuwoi dono-
MO21L CNOCOOLL BUUHEHHS KPUMIHAALHUX Npa-
B0ONOpYULEHb XAPAKMepU3yIomucs NOEOHAM-
HAM 810KpUMUX 1 NAMEeHMHUX POpM 6nAUBY,
BKAIOYHO 3 (DI3UUHUM, NCUXON0IUHUM, THPOP-
MAyitinum i NpouecyanvHO-0peari3ayitiHuM
MuUCcKamu, a makoxe nog’s3awmi 3i 3pocmam-
HaM poai yugposux mexHonoeiil ¥y peanisa-
yii 3104uUHHO20 ymucay. IIposedene y3azans-
HeHHs HAYKogUX nidxodie 0ai0 3moey ymou-
HUMU CNieGIOHOULEHHS Kame2opill «Ccnocib»,
«3HAP00» 1 «3AC061L» YHUHEHHS KPUMIHAAL-
HO20 NpagonopyulenHs. 3anponoHosaHo pos-
MeHY8anHs, 8i0nosidHo 00 K020 3HApA0-
oamu € npeomemu, skumu 6esnocepedbo
Kopucmyomucs nid 4ac peanizayii 06’ekmue-
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HO020 60Ky KPUMIHAALHO20 NPABOTOPYULEHHS,
mModi K 3ac06U 0XONAII0Mb pecypcl, SKi 3d-
besneuylomv nide0moeKy, NoAeULYIOMb pe-
anizayiio 3/104UHHO20 3adymy abo cnpus-
10Mb NPUXOBYBAHHIO 3A0HUUHHOL JiAAbHOCTI.
Busnauero, wo moil camuil npeomem 3a-
AescHo 810 QYHKUILIHOL poail modice gucmyna-
Mu K 3HAp00aM, Max i 3ac0b0M y4UHeHHS
KPUMIHAABHO2O npagonopyulenHs. Ha nio-
cmasi ananizy noaoxceHv Kpuminansvnozo Ko-
dexcy YKpaiHu po3Kpumo XapaxkmepHi cno-
co6U YYUHEHHA KPUMIHAALHUX Tpasonopy-
weHb, nepedbadenux 1ioeo cm. 374, 397—400,
400-1, oxpecneHo munogi modeai 3A04UHHO-
20 enaugy Ha cy6’ekmig npogeciiinoi npas-
Huyoi donomozu. Jlogedero, w0 0ocaidsiceHHs
cnocobis, 3Hapade i 3acobi8 YUUHeHHs TAKUX
NpasonopyuleHb Mae He Aulle Meopemuyne,
a il icmomHe npaxmu4He 3HA4eHHs, OCKIAbKU
dae 3m02y npozHo3ysamu munosi caidu, ¢gop-
Myeamu 00spyHMO8AHT CAi0UL 8epcii 1l yOocko-
Haogamu makmuyHi nidxodu 0o poscaidy-
8amHs. 3006ymi peayavmamu Cnpusioms no-
2NUBNEHHIO KPUMIHAAICMUYHUX YA6/4eHb NPO
MEXAHIZM  KPUMIHAALHUX NPAGONOpYlUeHb
y cgepi npogeciiinoi npagHuuoi donomozu
ma cmeopioomy nidspyHms 045 po3pobrieHHs
CNeyianbHUX MemooudHUX peKoMeHOayiil 3 ix
8USIB/IEHHA, PO3CAI0Y8aHHA 1l O00KA3YB8AMHA,
a maxovic 0N 3MIYHEeHHs 2APaHMIill He3a/1edic-
Hocmi adsokamcukoi disavHocmi il epekmug-
HOCMI 3axucmy npag A00uHL.

Katouosi croea: kpuminanvie npasono-
DPYUleHHs; npagHuda donomozda; cnocib yuu-
HeHHSA 3A04UMY; 3acib; 00KA3Y8AHHs, NMpu-
CBOEHHS TI08HO8AINEHD.
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The Article aims to trace a correlation between the terms “electron-
ic evidence” and “evidence in electronic form”. The study exam-
ines their theoretical and legal disparities, practical utility of these
terms within the framework of criminal proceedings, and seeks to
@ @ formulate a scientifically grounded approach to their terminolog-

ical division. The goal has been achieved through the comprehen-
sive application of general scientific methods (analysis, synthesis
and generalisation), as well as dialectical, logical-semantic, for-
mal-legal, systemic-structural, comparative-legal, and hermeneutic
methods. This paper analyses the current state of academic research
into the legal nature of electronic information within the system of
procedural sources of evidence, along with principal approaches to
its terminological interpretation in criminal procedure doctrine.
The focus is on distinctive features of digital data as data media
capable of being reproduced repeatedly without changing content,
leading to a debate on their relationship with traditional physical
evidence and documents. It has been noted that the terms “electron-
ic evidence”, “digital evidence” and “evidence in electronic form”
are used interchangeably in academic discourse, indicating a lack
of a consistent approach to distinguishing between their meanings.
Drawing on an analysis of legislative provisions and doctrinal prop-
ositions, the appropriateness of using the term “evidence in electron-
ic form” has been substantiated, since it most accurately reflects the
informational nature of digital data and aligns with the prevailing
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framework of proving in criminal procedure. It has been concluded
that the electronic form serves as a medium for evidentiary data,
rather than constituting a standalone procedural category. Pros-
pects for further research related to the development of uniform cri-
teria for procedural identification of evidence operating in a digital
environment have been outlined.

Keywords: criminal procedure; pre-trial investigation; evi-
dence; proof; electronic evidence; legal procedure.

Research Problem Formulation

Today’s fast-paced development of digital
technologies and extensive use of elec-
tronic information systems in criminal
proceedings have led to the emergence of
new ways of recording and storing infor-
mation of evidentiary value. Accordingly,
in academic discourse and law application
practice, the terms electronic evidence, dig-
ital evidence and evidence in electronic form
are commonly used interchangeably, indi-
cating a lack of a consistent approach to
distinguishing between their meanings.
The lack of clarity in terminology has
made it difficult to develop a single doc-
trinal approach and has complicated the
procedural qualification of relevant ob-
jects in criminal proceedings.

The issue of determining procedur-
al nature of objects that are the target
of criminal acts becomes challenging if
these objects are electronic documents,
software, or other forms of electronic in-
formation. Criminal law doctrine often
recognises information itself (a constit-
uent part of information infrastructure)
as the subject of information technology
offenses, thereby highlighting the need
to revise conventional approaches to the
physical nature of evidence and its proce-
dural formalisation.

Intangible nature of electronic infor-
mation complicates its correlation with

traditional physical evidence, which is
a tangible object. In criminal proceed-
ings, parties involved in proving do not, in
fact, deal with primary information, but
rather with its representations: visualised
data, graphic copies, or audio signals. It
is therefore necessary for us to refine the
conceptual framework, in particular the
relationship between concepts that focus
either on the technological nature of in-
formation (electronic evidence) or on the
form in which it exists (evidence in electron-
ic formy).

Further academic discussion is also
required to address the application of the
traditional physical evidence concept—in
particular its uniqueness—in a digital en-
vironment, where information can be re-
produced multiple times without altering
its content. These issues lead to a method-
ological inconsistency between classical
criminal procedure constructs and cur-
rent technological realities, directly im-
pacting the choice of terminology and the
determination of the legal nature of corre-
sponding evidence.

Consequently, there is no agreed ap-
proach to the use of the terms electronic
evidence and evidence in electronic form, as
well as digital evidence. Accordingly, there
is a need to comprehensively analyse their
semantic relationship, identify theoretical
and legal disparities, and develop a sound
terminological approach that would be
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consistent and relevant to the current con-
text of criminal proceedings digitalisation.

Article Purpose

Determine the semantic relationship be-
tween the terminological constructs elec-
tronic evidence and evidence in electronic
form, define their theoretical and legal
disparities, and analyse practical utility of
these terms in criminal proceedings, as
well as formulate a scientifically grounded
approach to their terminological division.

Research Methods

The specified goal was achieved through
integrated application of methodological
instruments, namely: philosophical, gen-
eral scientific and specialised methods.
Dialectical method has contributed
to exploring the development of scientif-
ic approaches to understanding the na-
ture of electronic information in criminal
proceedings, and to identifying contra-
dictions between traditional procedural
categories of proof and modern digital
practices. Logical-semantic method has
been employed to analyse the content of
the terms electronic evidence, digital evi-
dence and evidence in electronic form, facil-
itating the refinement of their semantic
boundaries and the identification of dis-
tinctive features characterizing academic
and regulatory usage of these terms.
Formal-legal (dogmatic) method has
helped to study provisions of Ukraine’s
criminal procedure legislation, specif-
ically the Criminal Procedure Code of
Ukraine ! (hereinafter referred to as the
CPC of Ukraine), governing the system of
evidence sources and the procedures for
handling electronic information. Syste-

mic-structural method has provided
a deep dive into the role of electronic in-
formation within the broader framework
of procedural sources of evidence, and
has identified interrelationships between
the categories of physical and electronic
evidence.

Comparative and legal method have
been applied to compare academic po-
sitions on the legal nature of evidence in
electronic form and approaches to its clas-
sification. Hermeneutic method has been
helpful in interpreting doctrinal concepts
and legal rules, enabling us to identify
their substantive focus and practical con-
sequences for law application practice.

Generalisation has made it possible to
systematise existing academic approach-
es and to formulate the author’s view on
the appropriateness of using the termi-
nological construct evidence in electronic
form as the one most consistent with both
informational nature of digital data and
the current model of criminal procedure
proving.

Analysis of Essential Researches
and Publications

The issue of evidence existing in the digi-
tal environment has taken centre stage in
academic research over the last few years.
Academic debate focuses on the proce-
dural nature of electronic information, its
place within the system of evidence sourc-
es, specific features of its collection, re-
cording and assessment, as well as on the
establishment of an appropriate termino-
logical framework. Current legal doctrine
remains divided on the legal nature of
electronic (digital) evidence, resulting in
a variety of approaches to its theoretical
interpretation and practical application.

1 KpuMiHaipHUM IIpoliecyalbHUN KoZleKe VKpaluu Big 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta Z0-
oB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 18.01.2026).
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Researchers have made a significant
contribution to the study of digital trac-
es and evidence by focusing on interpre-
tation of electronic (digital) information
as a source of evidence, on identification
of its forensic characterisation, and on
challenges associated with its procedur-
al formalisation. Scientific papers by
0. Vakulenko % I. Kalancha 3, O. Kvashuk #,
A. Kovalenko °, S. Kolomiitsev °, O. Niki-
shev 7, V. Fihurskyi 8, M. Shcherbakovskyi
and V. Sezonov °, and other scholars have
laid the theoretical framework for under-
standing digital traces as specific data me-
dia that are to be analysed and examined
using special methods. These academic
developments have demonstrated a shift
in conventional forensic doctrine about
traces, with a focus on integrating the di-
gital component.

A separate research field is concerned
with determining the place of electronic
information within the system of proce-
dural evidence sources. Certain resear-
chers argue that it is appropriate to recog-
nise electronic evidence as a distinct
category of evidence, given its specific
nature and the fact that it differs from
documents and physical evidence. Notab-
ly, academic literature has put forward
proposals to incorporate a distinct cate-
gory of electronic evidence into the CPC
of Ukraine and to develop specific proce-
dural rules for handling such pieces of
evidence. In contrast, another group
of scientists views electronic informa-
tion as a form of existing procedural sour-
ces—primarily documents—that does not
necessitate the introduction of a new ca-
tegory of evidence.

2 Bakyznenko O. . IIoHATTS BJIaCTHUBOCTeH JI0Ka3iB y KpUMiHaJIbHOMY IIPOBaxeHHi. IIpaso.ua.
2021. Ne 4. C. 249—254. DOI: 10.71404/LAW.UA.2021.4.37 (date accessed: 18.01.2026).

3 Kamanua I. I. /lokasu eseKTpoHHOI POpMU Y KpUMiHATBPHOMY IIpolieci YKpaiHU: Teopis Ta
IpaKTUKa : Juc. ... A-pa oopuj. Hayk. Kuis, 2025. 617 c. URI: https://elar.navs.edu.ua/han-
dle/123456789/38317 (date accessed: 18.01.2026).

4 Ksamyk O. /I. BUKOPHCTaHHS eJIEKTPOHHUX JO0KA3iB Y KPUMiHATBbHOMY IIPOBa/KeHHI. [len-
MPANbHOYKPATHCOKULL BICHUK npasa ma nybaiuHozo ynpasainHs. 2025. Bum. 2 (10). C. 50—56.
DOI: 10.32782/cuj-2025-2-5 (date accessed: 18.01.2026).

5 Kosasenko A. B. IIOHATTS Ta CYTHICTh €JIeKTPOHHUX (UUGPOBUX) CHiJiB KPUMiHATIHHOTO
IpaBoNOpYyIeHHs. Bicnuk Jlyzancvkoeo OepicagHozo YHigepcumenmy HYMPIULHIX CNpas iMe-
Hi E. O. Jlidopenka. 2022. But. 4 (100). C. 226—236. DOI: 10.33766/2524-0323.100.226-236 (date

accessed: 18.01.2026).

6 Komnowmiiines C. O. KpuMiHamicTuyHi TexHOoIOrI mouryky Ta dikcarii KOMI'IOTEpHUX JaHUX
IIiJl Yac IPOBeAeHHs CAIfIUX Aif : Aauc. ... A-pa ¢inoc. B ranxysi nmpasa. Xapkis, 2025. 237 c.
URLI: https://dspace.univd.edu.ua/handle/123456789/24554 (date accessed: 18.01.2026).

7 Hikimes O. B. [Iudposi (eseKTpOHHI) f0Ka3M y KPUMiHaJIBHOMY IIPOBa/)KeHHI B yMOBax
Ha/I3BUYalHUX IIPABOBUX PEXUMIB. [Ipaso.ua. 2025. Ne 1. C. 365—371. DOI: 10.71404/law.

ua.2025.1.54 (date accessed: 18.01.2026).

8 ®irypcekuii B. M. Jlokasy B eJleKTPOHHIN GopMi y KpUMiHATBHOMY IIPOBaKeHHi. [aauybki
cmyoii: FOpuduuni nayku. 2023. Bu. 4. C. 97—105. DOI: 10.32782/galician_studies/law-2023-4-

14 (date accessed: 18.01.2026).

9 IllepbakoBchbKuY M. BifkpuTi Axepesa KibepripocTopy sIK 00'€EKTU CYA0BO-€KCIIEPTHOTO J0-
crimxenHs. Teopis ma npakmuka cydosoi ekcnepmusu i kKpuminasicmuku. 2024. Bum. 2 (35).
C. 10—27. DOI: 10.32353/khrife.2.2024.02 (date accessed: 18.01.2026) ; Illep6akoBchkuii M.,
Ce3oHoB B. 30upaHHs Ta JAOCIiXKEHHS €JIeKTPOHHUX J0KYMEHTIB i3 3aCTOCYBaHHSIM CIIelli-
aJbHUX 3HAHb. Tam camo. Buil. 3 (36). C. 10—23. DOI: 10.32353/khrife.3.2024.02 (date accessed:

18.01.2026).
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The issue of terminological clarity
holds an important place in contempo-
rary research. Research papers point out
that concurrent use of the terms electron-
ic evidence, digital evidence and evidence in
electronic form is a sign of an evolving le-
gal framework and the lack of a unified
doctrinal position. In these circumstanc-
es, some authors emphasise the need for
terminological division as a prerequisite
for developing a uniform law application
practice and for ensuring the cohesion
within criminal procedural law.

Research focusing on digital traces as
primary carriers of forensically relevant
information plays a crucial role in the de-
velopment of scientific thought. Contem-
porary criminalistics regards digital traces
as a distinct category of information rep-
resentations arising from users’ interac-
tion with the digital environment, capable
of being transformed into admissible evi-
dence provided they are properly record-
ed and verified. Such approaches support
the idea that conventional understanding

of evidence and its tangible nature should
be re-evaluated.

There is an ongoing debate regarding
the legal nature of digital data. Some re-
searchers (A.-M. Anheleniuk '°, A. Kova-
lenko ') A. Kryzhanovskyi 12, O. Metelev '3,
D. Tsekhan **) insist that digital data should
be treated as a separate category of evi-
dence, while others (I. Kalancha ', V. Fi-
hurskyi ') argue that electronic nature
of evidentiary information merely refers
to the form in which it is recorded, and
not to its standalone procedural category.
This ongoing discourse confirms that con-
temporary academic thought is currently
seeking a balanced approach that would
reconcile the technical nature of digital
data with the existing model of procedural
proving.

Therefore, analysis of current aca-
demic research shows that considerable
progress has been made in addressing
theoretical and practical aspects of util-
ising electronic information in criminal
proceedings. At the same time, the lack

10 Anreneniox A.-M. I0. BUKopuCTaHHS eNeKTPOHHUX JOKa3iB y KPHUMiHAJIBHOMY IIPOIIECY-
ajspHOMY IIpaBi VkpaiHu (mpoGieMHi nuTaHHs). Haykosuil 6icHUK Yaczopodcvkozo Hayio-
HaavHoeo yHigepcumemy. Cepia: IIpaso. 2023. Bui. 79. Y. 2. C. 214—218. DOI: 10.24144/2307-

3322.2023.79.2.32 (date accessed: 18.01.2026).

11 KoBayenko A. B. EJleKTpoHHI Z0Ka3y B KPUMiHaJIBbHOMY IIPOBa/KEHHI: CyJacHUM CTaH Ta
IIepCIIEKTUBU BUKOPUCTAHHS. BicHuk JIyeancvkoeo OepicasHozo YHigepcumemy HYMPIULHIX
cnpag imeni E. O. [lidopenka. 2018. Bu. 4 (84). C. 237—245. DOI: 10.33766/2524-0323.84.237-245

(date accessed: 18.01.2026).

12 KpmxkanoBcekuil A. C. Kpurepii BiiHeceHHs eseKTpoHHOI iHbopMariii 10 BUJIB JOKa3iB.
AHaAimuyHo-nopigHaAbHe npasodHascmeo. 2025. Bum. 2. C. 1027—1032. DOI: 10.24144/2788-

6018.2025.02.152 (date accessed: 18.01.2026).

13 Mertenes O. II. THoceosoriyHa i IIpaBoBa IpHpoAa IUGPOBUX AOKA3IB y KPUMiHATBHOMY
nipoueci. IIpagosa nozuyis. 2018. Ne 1 (20). C. 75—86. URI: http://biblio.umsf.dp.ua/jspui/han-
dle/123456789/3159 (date accessed: 18.01.2026).

14 Tlexau [J. M. IudpoBsi foKa3u: MOHATTsI, 0CODIMBOCTI Ta MiCIie Y CCTeMI JoKasyBaHHs. Hay-
Kogutl 8icHux MixcHapoOHoz0 cymaHimapHozo yHisepcumemy. Cepis: FOpucnpydenyis. 2013. Ne 5.
C. 256—260. URL: https://www.vestnik-pravo.mgu.od.ua/archive/juspradenc5/56.pdf (date

accessed: 18.01.2026).

15 Kamanua I. I. 3asumau. TBip. URIL: https://elar.navs.edu.ua/handle/123456789/38317 (date

accessed: 18.01.2026).

16 ®irypcekuii B. M. 3azuau. Tip. DOI: 10.32782/galician_studies/law-2023-4-14 (date accessed:

18.01.2026).
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of consensus regarding the terminologi-
cal definition of the phenomenon under
study, various approaches to determining
its procedural status, and insufficient con-
sistency between forensic and procedural
concepts call for further research into the
relationship between the concepts elec-
tronic evidence and evidence in electronic
form.

Main Content Presentation

The status of electronic information with-
in the system of sources of evidence is set
out in cl. 1 of Sec. 2 of Art. 99 of the CPC
of Ukraine V. Analysis of these legal prin-
ciples suggests that investigative (search)
actions may yield information recorded
in electronic form which shall possess in-
dependent evidentiary value. Consequent-
ly, researchers rightly observe that at this
stage of criminal procedure, there are two
main methods of incorporating electron-
ic information into criminal procedural
proving: seizure of a physical data medi-
um or copying of relevant electronic (dig-
ital) data @,

Analysis of characteristic features of
electronic (digital) traces reveals that the
main information contained therein can
be entirely reproduced by copying or dis-
playing the relevant computer data. The
specified methods of procedurally intro-
ducing electronic information into the
proving procedure are closely related to
specific attributes of digital data, necessi-
tating their separate analysis. For this rea-
son, forensic approaches detailing types
of digital information sources and condi-

tions for their identification and recording
within criminal proceedings become par-
ticularly valuable.

Classification of computer data and
their storage media depends on a bunch
of forensically relevant criteria, includ-
ing characterisations of storage media,
level of user’s control over information,
and significance of data for carrying out
tasks in criminal proceedings, their role
in the process of solving and investigating
crimes, their accessibility and availability
for examination and detection, as well as
the evidence of malicious software activ-
ity. S. Kolomiitsev believes that main dig-
ital sources of computer data include log
files, metadata, network traffic, data re-
manence, malware, information on user
activity, and data stored in cloud environ-
ments. The researcher views these sources
as potential data media capable of serving
the process of proof in criminal proceed-
ings . The forensic approaches listed
above are consistent with a fundamental
technical feature of digital information: its
ability to be reproduced repeatedly with-
out altering its content.

Unlike physical traces, which are in-
herently unique and cannot be fully re-
produced without losing their individual
properties, computer data can be copied
an unlimited number of times without al-
tering its content, provided that technical
requirements are met. Discrepancies be-
tween the original and the duplicate data
usually concern only metadata, not affect-
ing information content.

This feature is codified in provisions
of Pts. 3 and 4 of Art. 99 of the CPC of

17 KpuMiHaJbHUH NIpoOIlecyalbHUM KoZeKC ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 18.01.2026).

18 KpmwxaHoBcekuil A. C. 3asHau. TBip. C. 1028. DOI: 10.24144/2788-6018.2025.02.152 (date

accessed: 18.01.2026).

19 KosomitineB C. O. 3asnau. TBip. URL: https://dspace.univd.edu.ua/handle/123456789/24554

(date accessed: 18.01.2026).
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Ukraine %, pursuant to which copies of
electronic documents and computer data,
drawn up in accordance with the proce-
dure established by this Code, shall be rec-
ognised by the court as the original docu-
ment. It shows that it is information itself,
rather than the data medium on which it
is recorded, that is recognised as having
procedural significance. Given the fact
that digital data can be reproduced and
transferred between different technical
environments multiple times, electron-
ic traces are not rigidly tied to a specific
physical medium. Their existence and na-
ture are determined by the specific char-
acteristics of computer systems, within
which information is in constant circu-
lation across various storage devices and
information environments *'. Accordingly,
the medium primarily serves as a techni-
cal environment for information storage,
whilst information content is decisive for
proving a case. With this approach, it can
be concluded that electronic (digital) trac-
es should be regarded, first and foremost,
as information phenomena that are not
limited to a specific physical medium in
terms of their procedural significance. At
the same time, characteristics of the me-
dium, method and time of data transfer,
as well as technical conditions of storage
play a supporting role in establishing to
what extent information is reliable and
authentic.

The indicated features of digital data
logically lead to a discussion pertaining to
their procedural nature and the feasibility

of equating a physical data medium with
physical evidence.

Although we agree that electronic in-
formation has a dual nature, we cannot
accept that the recording of electronic
data on a physical medium constitutes
grounds for recognising it as physical evi-
dence. We cannot, therefore, fully endorse
A. Kryzhanovskyi’s view that provisions of
Sec. 1 of Art. 98 of the CPC of Ukraine #
indicate that there is no direct legislative
reference on the exclusion of electronic
data media from the category of physical
evidence %. We consider this reasoning to
be insufficiently convincing, since “stat-
utory silence” does not necessarily mean
that the rules governing physical evidence
automatically extend to electronic media
or digital data. At the same time, it worth
noting that this approach is not limited to
unambiguous classification of electronic
information solely as physical evidence, as
the author also considers other possibili-
ties for its procedural qualification.

A. Kryzhanovskyi proposes under-
standing electronic information as a doc-
ument in cases where such data exhibit
signs of a document. The criterion for
distinguishing between physical evi-
dence and a document is not the type of
medium, but the nature and functional
significance of information for criminal
proceedings. For practical purposes, the
author offers a system of classification cri-
teria whereby electronic information may
be classified either as physical evidence
or as documents. From his perspective,

20 KpuMiHaJIBHUH IpoIlecyanbHUi Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 18.01.2026).

21 KoBaseHko A. B. IToHATTS Ta CyTHICTS ... DOI: 10.33766/2524-0323.100.226-236 (date accessed:

18.01.2026).

22 KpuMiHaTbHUH IpoOIlecyaabHUM Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 18.01.2026).

23 KpmxanoBcbku# A. C. 3asHau. TBip. DOIL: 10.24144/2788-6018.2025.02.152 (date accessed:

18.01.2026).
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these criteria are as follows: structure of
electronic information (content and meta-
data), its documented nature, its function-
al role in proceedings, and information
possessing qualities of physical evidence
(use as an instrument of crime, evidence
of criminal activity, status of the object of
encroachment, etc.) %.

Therefore, A. Kryzhanovskyi seeks to
integrate electronic information into the
existing system of procedural evidence
sources without establishing a separate
category of electronic evidence. His ap-
proach stems from the concept of physical
and informational unity of evidence and is
aimed at developing a practical algorithm
for classifying electronic information
within the existing model of criminal pro-
cedure.

It should be noted that evidence avail-
able in the digital environment plays
a key role in criminal proceedings of
this category, as per the position of the
Supreme Court. Such materials include
photographic evidence, audio and video
recordings, other data media (including
computer data), which may be stored in
open information networks (internet re-
sources, online media, social networks) as
well as in restricted-access environments
(private messaging apps, Telegram chan-
nels, personal email correspondence, data
from mobile devices, flash drives, memo-
ry cards, etc.).

In its ruling of 21 July 2025 in Case
No. 201/11849/23, the Supreme Court stat-
ed that provisions of Art. 99 of the CPC of

24 KpwxkanoBcpkuil A. C. 3asHau. TBip. DOI
18.01.2026).

Ukraine provide a basis for considering
materials containing facts of unlawful
acts committed by a person or groups of
individuals, provided they have been ob-
tained by authorised agencies with due
observance of procedural requirements,
as documents that may be used as evi-
dence in criminal proceedings *. One of
the procedural mechanisms for identify-
ing and recording relevant information
is inspection: “Investigator or public prose-
cutor shall carry out visual inspection of the
area, premises, items and documents and
computer data” (Pt. 1 of Art. 237 of the CPC
of Ukraine) .

Law application practice has shown
that it is possible to record digital informa-
tion by examining websites and Telegram
channels, with their content documented
in an investigative (search) action record.
During such an inspection, it is possible
to take screenshots, download video files,
photographs and other electronic mate-
rials, which are attached as appendices
to the record drawn up in line with the
requirements of the CPC of Ukraine. Pro-
vided that the inspection procedure is fol-
lowed and proper procedural formalities
are observed, courts recognise inspection
records on websites and Telegram chan-
nels as valid and admissible evidence,
since corresponding factual data has been
collected in accordance with the proce-
dure stipulated by the CPC of Ukraine *.

Moving from theory to practice calls
for a closer look at a procedural mecha-
nism through which digital data can be-

: 10.24144/2788-6018.2025.02.152 (date accessed:

25 TloctranoBa BepxosHoro Cyzy Big 21.07.2025 p. CrmpaBa Ne 201/11849/23. IIpoBamx. Ne 51-

584xm25 / €JIPCP :
accessed: 18.01.2026).

BeGcarit. URL: https://reyestr.court.gov.ua/Review/129086893 (date

26 KpuMiHaJIBHUU IIpOIleCyaTbHUH Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 18.01.2026).
27 Tawm camo.
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come valid and admissible evidence. We
agree that the process of gathering and
recording evidence in electronic form is
linked to a specific investigative (search)
action, where items and documents are
seized or information is recorded by
means of copying. This is precisely why re-
searchers observe that only after verifying
and evaluating obtained information in
terms of its relevance, admissibility, and
reliability does such information become
evidence. Due to their legal nature, results
of relevant procedural activities may be
physical evidence or documents. That is
why scientists believe that electronic data
should be classified as physical evidence
provided they are stored on physical me-
dia (they contain information capable of
serving as evidence) *. Ongoing scientif-
ic debate necessitates a consideration of
a broader range of doctrinal approaches
regarding the place of electronic infor-
mation within the system of procedural
sources of evidence.

V. Fihurskyi’s scientific paper notes
that “evidence in electronic form is informa-
tion created, processed, stored or transmit-
ted by means of analogue or digital signals,
which is relevant to criminal proceedings” *.
The author points out that the specific na-
ture of this information raises debate as
to whether it should be included within
the existing system of procedural sourc-
es of evidence in criminal procedure. The
researcher identifies several key view-
points on the legal nature of evidence in
electronic form by analysing academic
approaches. Under the first, such evi-
dence is regarded as a type of document
recognised under current criminal pro-
cedure legislation. Under this approach,

electronic information (regardless of the
form of a medium) can potentially be used
as a document without having to be con-
verted into another form. Criticising this
approach, V. Fihurskyi aptly notes that it
fails to fully address the specific nature of
electronic information, which may serve
not only as a data medium but also as
a means of committing a criminal offence,
an object of criminal encroachment, or ev-
idence of criminal activity, thereby mak-
ing it more similar to physical evidence.
Under the second position, the author
has concluded that evidence in electronic
form is not a distinct procedural source,
but rather a method of presenting eviden-
tiary information. With this approach, dig-
ital materials may be regarded either as
a form of physical evidence or as a combi-
nation of physical evidence and documen-
tary evidence. The third approach, which
V. Fihurskyi deems the most promising,
involves recognising electronic evidence
as an independent procedural source of
evidence. Proponents of this approach
argue that electronic information differs
substantially from traditional documents
in terms of how it is created, stored, and
reproduced; it requires the use of special-
ised technical tools and can be edited,
thus preventing it from being treated as
equivalent to paper documents. Further-
more, they underscore the difference be-
tween electronic evidence and audio-vi-
sual materials, as the latter can only be
a component of electronic information.
Ultimately, V. Fihurskyi concludes that evi-
dence in electronic form is a new socio-le-
gal phenomenon of this information age,
possessing distinct legal features and spe-
cific mechanisms of proof. Therefore, the

28 KproxanoBcpkuH A. C. 3a3Had. TBip. C. 1028—1029. DOI: 10.24144/2788-6018.2025.02.152 (date

accessed: 18.01.2026).

29 ®irypebkuii B. M. 3asnau. TBip. DOI: 10.32782/galician_studies/law-2023-4-14 (date accessed:

18.01.2026).
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author favours an approach whereby such
evidence should be given a separate place
within the system of procedural sources
of evidence, alongside witness testimony,
physical evidence, documents, and expert
opinions *.

An overview of these positions inevi-
tably brings to the fore the issue of termi-
nological clarity, as it is precisely the con-
ceptual framework of a phenomenon that
significantly influences the perception of
its legal nature.

Given the ongoing terminological de-
bate and taking into account the discussed
features of digital information, it becomes
evident that the phrase evidence in electron-
ic form is more accurate. Thus, I. Kalancha
uses the term evidence in electronic form
instead of electronic evidence or digital evi-
dence. In favour of the author’s approach,
we should note that she adheres to the
principle of terminological accuracy and
the necessity of avoiding conceptual con-
fusion. A monograph focuses on the ex-
istence of various approaches—electronic
evidence, digital evidence, and other deriva-
tives—whilst emphasising that such a pro-
liferation leads to terminological confu-
sion, negatively impacting the needs of
both academia and practice. It is for this
reason that the author proposes termino-
logical division as a prerequisite for estab-
lishing a unified legal position. I. Kalancha
is also guided by provisions of the current
CPC of Ukraine. She notes that, in crimi-
nal proceedings, electronic (or digital) evi-
dence is not singled out as an independent
procedural source of evidence. For this
reason, the use of the electronic evidence
term as a settled term could be prema-
ture or go beyond the scope of the current

model of proof. In her dissertation, she
also distinguishes between the electron-
ic and digital aspects. The author refers
to the academic view that digital evidence
denotes the nature of information (binary
code) from a technical perspective, where-
as electronic refers to technical means of its
creation and processing. Therefore, both
terms contain an element of truth, but
neither is universal. This is precisely why
the scholar opts for the wording evidence
in electronic form as a more neutral, proce-
durally sound term that:

« doesnot appear to be a separate cat-
egory of evidence not provided for
by the CPC of Ukraine;

« covers various digital representa-
tions of data;

« relates not to the new essence of
evidence, but to the form of its exis-
tence and presentation;

+ is consistent with the concept of the
procedural nature of evidence in
criminal proceedings.

Consequently, the concept evidence in
electronic from is a compromise between
the technical nature of the phenomenon
and the procedural realities of criminal
proceedings ..

Analysis of academic approaches
shows that the discussion is gradually
shifting from the technical nature of dig-
ital data to the issue of their accurate ter-
minological formulation within the frame-
work of criminal procedure doctrine.

The approach advocating for the use of
the evidence in electronic form term is there-
fore worth considering, as it emphasizes
how evidence is stored rather than im-
plying it is a separate type of evidence in-
herently connected to a specific medium.

30 ®irypcekuii B. M. 3asnad. Tip. DOI: 10.32782/galician_studies/law-2023-4-14 (date accessed:

18.01.2026).

31 Kamanwa I. I. 3asHau. TBip. URI: https://elar.navs.edu.ua/handle/123456789/38317 (date

accessed: 18.01.2026).
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Information-based nature of digital trac-
es and their relative independence from
physical media underpin the approach
whereby electronic form characterises
the manner in which evidence exists and
is presented, rather than its independent
procedural nature.

Conclusions

The research conducted confirms that ad-
vancement of digital technologies has fun-
damentally transformed traditional views
on the nature of information possessing
evidentiary value in criminal proceed-
ings and led to the emergence of new ap-
proaches to its procedural formalisation.
Analysis of current criminal procedure
legislation and legal doctrine reveals that
there is no uniform approach to defining
the legal nature of electronic information
and, consequently, to the application of
the terms electronic evidence, digital evi-
dence, and evidence in electronic form.

It has been proven that the specific
characteristics of digital data—the ability to
be copied repeatedly without altering their
content, their relative independence from
a physical medium, and the necessity of
technical mediation for data accessibility—
necessitate a rethinking of conventional
approaches to classifying evidence based
on its physical nature. In today’s context,
it is primarily data content that is of proce-
dural significance, whereas a physical me-
dium serves predominantly as a technical
environment in which data exist.

Research into scientific perspectives
has revealed the existence of several con-
ceptual approaches to defining the place
of electronic information within the sys-
tem of sources of evidence: viewing it as
a type of document, as a combination of
physical evidence and documentary evi-
dence, or as the separate, independent

procedural source. However, analysis of
the arguments regarding whether elec-
tronic information constitutes physical ev-
idence has demonstrated that the lack of
an explicit statutory prohibition cannot be
regarded as sufficient grounds for extend-
ing the rules governing physical evidence
to electronic information.

Under the current model of crimi-
nal procedural proving, electronic infor-
mation is incorporated into the existing
system of sources of evidence using the
categories of documents and physical ev-
idence, depending on how it was obtained
and procedural formalities involved. This
justifies the need for a rigorous termino-
logical approach detailing not the creation
of a new type of evidence, but the specific
nature of evidentiary information.

Following the analysis, we have found
that using the term evidence in electronic
form is the most appropriate way to de-
scribe this concept, as it is best aligned
with the informational nature of digital
data and the current CPC of Ukraine. This
wording avoids artificially singling out
a distinct procedural framework, ensures
terminological neutrality, and clarifies that
electronic form refers to the manner in
which evidence is stored and presented,
rather than to its independent legal nature.

This means that terminological divi-
sion between the concepts of electronic ev-
idence and evidence in electronic form is of
both theoretical and practical value, given
that it has a direct impact on the procedur-
al qualification of evidence and the choice
of methods for its collection and evalua-
tion in criminal proceedings. It is advis-
able to direct further research towards
developing agreed criteria for procedural
identification of evidence available in the
digital environment, bearing in mind the
rapid pace of information technology de-
velopment.
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EJIEKTPOHHUH JOKa3 YU I0KA3
B eJIeKTPOHHIH popmi:
npood/IeMH JOPEIHOCTI
TEePMiHOJIOTIYHOT'O PO3ME;KyBaHHA

Kocmanmun Kapaman

Mema cmammi — 3’acysamu cniggidHouleH-
HS MepPMIHOA02IYHUX KOHCMPYKULll «enek-
mpoHHUll 0oKa3» i «00KA3 8 eNeKMpPOHHIL
dopmi», usHavUMU iX MEOPenuUKO-npasosi
BIOMIHHOCTL Ma NpAKMUUHEe 8HCUBAHHS
8 KPUMIHANLHOMY NpPOBAdiHceHHl, d MAaKox#C
copmyniosamu  HaAykoso 06spyHMOBAHLLIL
nioxid 0o ixX MepMIHON02IUHO20 PO3MENCY-
ganua. ITocmagneny memy peaaizo8amo 3a
JOnoMO2010  KOMMAEKCHO2O — 3aCMOCY8AHHS
3azanbHOHAYKOBUX (AHAAI3, CUHMe3 1 y3d-
2a/NbHeHHs), OlaNeKMmUYHO020, /021KO-CeMAH-
MuUYH020, YOpMANLHO-IOPUOULHOZ0, CUCTIEM-
HO-CMPYKMYPHO20, NOPIBHAALHO-TPABOBOZO0
ma eepmeHesmuurozo Memodie. IIpoa-
HAI308AHO CY4ACHUIL CMAH HAYKO8OL pO3-
pobaenocmi npobaemu npasgosoi npupodu
e/leKMpoHHOL iHpopMayii 8 cucmemi npoye-
cyanvHux Oxcepen 00Ka3ie, a Makoi OCHOBHI
nioxodu 00 ii MepMIiHO02I4H020 POIYMIHHS
8 JOKMPUHI KPUMIHAAbHO20 npouecy. AKyeH-
MOBAHO Y8azy HA 0COOAUSBOCMAX UUPposUX
danux ax iHgopmauiiinux o6’ckmis, 30am-
Hux 0o 6azamopasosozo ei0meopeHHs 0e3
BMIHU 3MICTLY, WO 3YMO8AI0E OUCKYCIIIHICTMb
X cniggioHOWeHHS 3 MpaduyiliHumMi pedo-
gumu dokasamu ii dokymenmamu. Koncma-
MoBamo, wWo 6 HaAyKoBoMY 00i2y napaneavHo
BXCUBAIOMb  MEPMIHOAOIUHI  KOHCPYKULL
«enekmpoHHULl 0okas», «yugposuil 0okasz»
i «doka3 6 eneKMpOHHIL opMi», wWo c8i0-
4ums npo 8l0CYMHICMb YCmaaeHozo nidxo-
dy do posmesxcysanHs ixHvozo 3micmy. Ha
niocmaei ananizy 3akoHo0A8HUX MNOA0NCEeHb
i JOKMPUHAALHUX TO3UULL 00SpYHMO8AHO
JOyiNbHICMb 3ACTOCY8AHHA MepMiHa «00-
Ka3 8 e/eKMpOHHIL PopMi» K Maxozo, w0
HailbiavuL noeHo 81006paxae iHPopmayiiny
npupody yudposux O0anux i y3200i#YeMbCs
3 YUHHOI0 MOOEANI0 KPUMIHAABHOZO Mpoye-

cyanvHozo doka3ysauns. Jillwal BUCHO8-
Ky, WO eNeKMpPOHHA QopMa c8i04ums npo
HaseHicMb 00KA30801 iHPopmayii, a He npo
i1 camocmiiiny nNpouecyanvHy CYmHicme.
Okpecneno nepcnekmugu nodasvuiux 0o-
CNi0NHeHD, T08’A3aHT 3 8UPOOACHHAM EOUHLX
Kpumepiie nNpoyecyanvHoi ideHmugikayii
Jdokasig, wo GYHKYIOHYIOMb Y UUPPOBOMY
cepedoguii.

Katouogi caoea: KpuminaavHuil npoyec;
docydoge poscaidysanis; dokasu; dokasyean-
HA; eAeKMpOHHUIL doKa3; npouecyanvha ¢op-
ma.
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The purpose of this article is to analyze the presence or absence in
current legislation of requirements for the certification and calibra-
tion of laser 3D scanners used in Ukrainian criminal proceedings,
as well as to determine which national and international standards
such devices must (or may) comply with. To achieve this goal, lin-
guistic, formal-legal, formal-logical, comparative-legal methods,
and forecasting were used. Current procedures for metrological con-
trol and supervision are highlighted. It has been determined that
certain types (model lines, series) of measuring devices are subject to
certification (approval of the type of measuring equipment). A list
of legally regulated measuring equipment used to perform work on
behalf of criminal justice authorities is provided. It is argued that
under current legislation, laser 3D scanners used in criminal pro-
ceedings are not regulated measuring instruments and do not re-
quire specific certification and periodic verification. Such devices
may be subject to voluntary certification and verification at the ini-
tiative of their manufacturers, suppliers, or users. National (JCTY)
and international (ISO) standards are provided, according to which
voluntary certification of laser 3D scanners used in criminal pro-
ceedings can be carried out.

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translated by Andriy Bublikov). The author acknowledges
translation as corresponding to the original.
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Research
Problem Formulation

Modern 3D laser scanning technologies
make possible to quickly, accurately
and efficiently capture the dimensional
and spatial characteristics of many mate-
rial objects. Already today, the degree of
detail of scanning and measuring of mod-
ern 3D laser scanners reaches 5 microns
(0.0005 mm), and the repeatability (per-
missible error between measurements) is
2 microns (0.0002 mm) !. Accurate mea-
surements are regulated by legislation in
the field of metrology and metrological
activities; sometimes such devices require
certification, periodic verification or other
control measures.

In criminal proceedings, laser 3D scan-
ners can be used both for visual recording
of forensically significant objects and for
measuring their dimensional and spatial
characteristics. In case of fixing objects,
these scientific and technical means do
not require certification and verification.
With the introduction of modern scientific
and technical means into practice, some
participants in criminal proceedings (pri-
marily lawyers) have doubts about the ac-
curacy of such devices, the repeatability
of measurements, their compliance with
standards, etc. That is why the issues of
legal regulation of metrological control of
laser 3D scanners and the mandatory na-
ture of their certification and verification
are extremely relevant.

Article Purpose

Analyze availability or lack in the current
legislation of requirements for certifica-
tion and verification of laser 3D scanners
as scientific and technical means in crimi-
nal proceedings and the introduction of
national and international standards to
which these devices should (can) comply.

Research Methods

For studying current legislation provisions
on grounds and procedure for certification
and verification of measuring instruments,
methods of linguistic analysis and for-
mal legal analysis were used. Formal logi-
cal method and a set of methods of logic
(analysis, synthesis, deduction, induction)
allowed the authors to identify measuring
instruments that require mandatory certifi-
cation and verification. The comparative le-
gal method contributed to the comparison
of the practice of manufacturers and users
of 3D scanners regarding the initiative ver-
ification and certification of such devices.
With the help of forecasting method, fur-
ther prospects for scientific research in this
field are formulated.

Analysis of Essential Researches
and Publications

In recent years, Ukrainian scientists have
repeatedly focused on specific issues re-
lated to the certification and calibration

1 Artec Micro II. Automated desktop 3D scanner for digitizing parts in 5-micron accuracy / Ar-
tec3d : web. URL: https://www.artec3d.com/portable-3d-scanners/artec-micro (date accessed:

18.12.2025).
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of field forensic equipment. In particular,
0. Dufeniuk 2, A. Poltavskyi, O. Ruvin , and
Yu. Poliak * determined which international
standards (ISO) can be applied to such de-
vices; S. Svyrydenko and V. Piaskovskyi °* ar-
gued for the benefits of involving represen-
tatives of forensic institutions as specialists
in procedural actions due to their posses-
sion of certified equipment; R. Stepaniuk
and S. Perlin ¢ considered the possibilities
of introducing international standards in
the field of digital forensics, etc. However,
questions regarding the mandatory nature
and procedure for certification and verifica-
tion of laser 3D scanners for use in criminal
proceedings remain open, confirming rele-
vance of the proposed research.

Main Content Presentation

The branches of legally regulated metro-
logy and the list of metrological control

and supervision measures that must be
applied to measuring equipment are de-
fined by the Law of Ukraine: On Metrology
and Metrological Activity 7 (hereinafter re-
ferred to as the Law on Metrology).

In particular, the main measure of me-
trological control is the verification (veri-
fication of metrological characteristics)
of measuring instruments is “set of ope-
rations, including verification and mar-
king and/or issuance of a document on the
verification of measuring instruments,
which establish and confirm that this ins-
trument meets the established require-
ments” (paragraph 18 of Part 1 of Article 1
of the Law on Metrology) ®. According to
this Law:

“Legislatively regulated measuring in-
struments in operation are subject to perio-
dic verification and verification after each
repair.

<...>

2 [Oydpeniok O. M. 3abesmeueHHs CyZOBO-eKCIIEPTHOI JAiSJIBHOCTI Y KPUMiHAJIBPHOMY IIPO-
Ba/DKEHHI: CHCTeMHa IapaaurMa. Bicnuk JIbgiecvkoeo mopz06enbHO-eKOHOMIYHO20 YHIBepClU-
memy. FOpuduuni nayxu. 2019. Bum. 8. C. 163—173. DOI: 10.36477/2616-7611-2019-08-18 (date

accessed: 18.12.2025).

3 TIlorraBchkui# A. O. [lo TUTaHHSA CTAaHAAPTU3ALI] TEXHOJOrI OIIAAY (ZOCTiKEeHHS) MicIa
mozii. Kpuminanicmuka i cydosa excnepmu3a. 2019. Bum. 64. C. 331—349. DOI: 10.33994/kn-
dise.2019.64.29 (date accessed: 18.12.2025) ; Pysin O. I, ITontaBcbkuii A. O. CraHzapTH3anis
TEeXHIKO-KpPUMIHaJIICTUYHOIO Ta CYZ0BO-eKCIIEPTHOrO 3abe3redeHHs IPaBOCyAAs B VKpaiHi:
IIPaKCeoJIOTIYHUH acnekT. Tam camo. 2017. Bur. 62. C. 51—60. URL: http://nbuv.gov.ua/UJRN/

krise_2017_62_9 (date accessed: 18.12.2025).

4 Tlonsx 0. I1. 3acTocyBaHHS TeXHIYHUX 3ac00iB IpU IIPOBeZeHH] CTifuuX (PO3IIYKOBHUX), He-
[JIACHUX CIiAYUX (PO3IIYKOBUX) A1l Ta BUKOPUCTAHHS HOT0 pe3y/IbTaTiB i/ 4ac JOCYL0BOTO
PO3CIiyBaHHSA : AUC. ... A-pa dinoc. B ramysi mpasa. JIbsiB, 2022. C. 97. URIL: http://dspace.
Ivduvs.edu.ua/handle/1234567890/4812 (date accessed: 18.12.2025).

5 Csupuzenko C., ITasckoBcbkuii B. IlJog0 MUTaHHS 3aIy4eHHS 0 YIACTi B CTiAIUX (PO3IIyKO-
BUX) Aigx npamniBHuKiB MBC Vkpainu sk crierianictis. ITidnpuemHuymaeo, 2ocnodapcmaeo i npa-
60.2021. Ne 6. C. 205—209. DOI: 10.32849/2663-5313/2021.6.33 (date accessed: 18.12.2025).

6 Crenaniok P. JI., ITepxin C. . TudpoBa KpuMiHaIICTHKA 1 YAOCKOHAIEHHS CUCTEeMU KPUMi-
HaJIICTUYHOI TeXHIKM B YKpaiHi. BicHuk JIy2ancvkozo OepicasHoz0 YHIBepCUMeNmy 8HYMPIULHIX
cnpas im. E. O. Jlidoperka. 2022. Bum. 3 (99). C. 283—284. DOI: 10.33766/2524-0323.99.283-284

(date accessed: 18.12.2025).

7 IIpo MeTpoJIOTiIO Ta METPOJIOTIUHY JisIBHICTD : 3aKOH YKpaiHu Big 05.06.2014 p. Ne 1314-VII
(31 3miH. Ta gmomos.). URL: https://zakon.rada.gov.ua/laws/show/1314-18#Text (date accessed:

02.12.2025).
8 Tam camo.
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Regarding legally regulated measuring
equipment in operation, extraordinary, ex-
pert and inspection verification may also be
carried out” (paragraphs 1 and 5 of Part 1
of Art. 17) °.

Within the verification, the tool is cali-
brated, namely: determination and calcu-
lation of deviations of its indicators from
the approved standard.

Verification of measuring instruments
is carried out by authorized metrological
centers and verification laboratories. The
initiative to conduct periodic and post-re-
pair checks, as well as payment for services
for their implementation, should come
from enterprises, institutions or organiza-
tions operating the relevant devices *°.

Similarly, certain types (model lines,
series) of measuring devices are subject
to certification: in the terminology of
clause 7 of Part 1 of Art. 1 of the Law on
Metrology: “approval of the type of measur-
ing instrument and approval of the type of
measuring instrument is a decision of the des-
ignated conformity assessment body, made on
the basis of a type assessment report, that the
type of measuring instrument meets the es-
tablished requirements and can be used in the
field of legally regulated metrology in a way

9 IIpo MeTPOJIOrilo Ta METPOJIOTIUHY JiAABHICTD ...

in which it is expected to provide reliable
measurement results within a certain period
of time” ''. As a result of approval of a cer-
tain type of measuring instrument, a cer-
tificate is issued, information about which
is entered in the relevant open register 2.

Measuring instruments used in the
field of legally regulated metrology are sub-
ject to mandatory certification and verifi-
cation. Such areas, among others, include
measuring “works carried out on behalf of
pre-trial investigation bodies, prosecution
bodies and courts” (paragraph 12 of Part 1 of
Article 3 of the Law on Metrology) “, id est
performed in the field of criminal justice.

The list of legally regulated measur-
ing instruments used during such work
and subject to periodic verification is out-
lined in the annex to the Resolution of
the Cabinet of Ministers of Ukraine dated
04.06.2015 No. 374 ** (hereinafter referred
to as the Annex to the Resolution Ne 374).
These tools include, but are not limited to:

“13. Measurements of alcohol content
in blood and exhaled air

<...>

25. Weights [the way of using this cate-
gory of devices in modern conditions is diffi-
cult for us to imagine.]

. URL: https://zakon.rada.gov.ua/laws/

show/1314-18#Text (date accessed: 02.12.2025).

10 TlopsimoK MPOBEAEHHS MOBIPKU 3aKOHO/ABYO PEryAbOBAHUX 3aCO0iB BUMIiPIOBaJIbHOI TeXHi-
KW, 110 11epebyBaloTh B eKCILIyaTallii, Ta obopMIeHHs ii pe3y/IbTaTiB : 3aTB. HaKa3. MiHeKo-
HOMPO3BUTKY YKpainu Biz 08.02.2016 p. Ne 193 (3i 3MmiH. Ta gomnos.). URL: https://zakon.rada.
gov.ua/laws/show/z0278-16#Text (date accessed: 02.12.2025).

11 IIpo MeTpoJOrilo Ta MEeTPOJOTiYHY JiSIBHICTD ...

. URL: https://zakon.rada.gov.ua/laws/

show/1314-18#Text (date accessed: 02.12.2025).

12 TlopsifoK BeZeHHs PeecTpy 3aTBepZKEHUX THUIIB 3ac06iB BUMipIOBaJIbHOI TEXHIKH :

3aTB.

Haka3. MiHEKOHOMPO3BUTKY YKpainu Biz 13.07.2016 p. Ne 1161. URL: https://zakon.rada.gov.
ua/laws/show/z1081-16#Text (date accessed: 04.12.2025).

13 IIpo MeTpoOJOrilo Ta METPOJIOTIYHY JiIBHICTD ...

. URL: https://zakon.rada.gov.ua/laws/

show/1314-18#Text (date accessed: 02.12.2025).

14 Tlepenik KaTeropii 3aKOHOZABYO PEryJbOBaHUX 3aCO0iB BUMIipIOBAIbHOI TEXHIKMU, IO IMij-
JIATAIOTh MePioAMYHIN NOBIpII : foA. K0 mocTaHOB. KMV Big 04.06.2015 p. Ne 374 (3i 3MiH. Ta
npomos.). URL: https://zakon.rada.gov.ua/laws/show/374-2015-%D0%BF#Text (date accessed:

02.12.2025).
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<..2>

50. Non-automatic
ments

<...>

74. Thermometers (for food control,
safety of working conditions and conducting
forensic examinations on behalf of pre-trial
investigation bodies, prosecutor’s offices and
courts)” >,

Consequently, all other measuring in-
struments used in criminal proceedings
(including 3D laser scanners) are not le-
gally regulated and do not require certi-
fication, regular verification and calibra-
tion 16,

Instruments for measuring length and
area (in particular, rulers and tape mea-
sures, which are integral components of
any set of forensic tools) are subject to
periodic verification only if they are used
to monitor the state of the environment,
conducting trade and commercial trans-
actions and settlements, determining the
parameters of buildings, structures, and
built-up areas, as well as registering na-
tional and international sports records
(clauses 3, 7, 9, 13 of Part 1 of Article 3
of the Law on Metrology '’). It should be
noted that digital cameras, which, togeth-
er with linear metric standards (most of-
ten, scale rulers), are used for measuring

weighing instru-

(monophotogrammetric) photography (in
particular, during forensic examinations),
are not subject to any certification or ver-
ification.

The closest scientific and technical
means to 3D scanners mentioned in the
annex to Resolution No. 374, is a total sta-
tion theodolite: “geodetic device designed
to measure horizontal and vertical angles,
distances and excesses id est to perform plan-
altitude (tacheometric) survey of the terrain
in a polar way” *® (its modern samples are
based on 3D technologies). At the same
time, periodic verification of such devices
is required only for topographic, geode-
tic, cartographic and hydrometeorological
works, land management and determina-
tion of the parameters of buildings, struc-
tures and the territory of development
(clauses 6, 9 of Part 1 of Article 3 of the
Law on Metrology) .

Considering the above, we should note
that certification and mandatory periodic
verification are required based on 3D -to-
tal station technologies, which are used
to record the parameters of buildings and
land plots during forensic engineering
construction and technical, construction
and evaluation, land and technical, evalu-
ation and land examinations, and research
on land management issues, the tasks of

15 Ilepeiik KaTeropiii 3aKOHOZABYO PeryIbOBaHUX 3aco0iB ... . URL: https://zakon.rada.gov.ua/
laws/show/374-2015-%D0%BF#Text (date accessed: 02.12.2025).

16 KoBaneHko A. B. [lo nutaHHs cepTudikariii Ta mepiofu4HoI MOBIpKU 3ac00iB BUMIipIOBaTIb-
HOI TeXHiKH, sIKi BUKOPHUCTOBYIOTbCA Y KPUMiHAJIBHOMY CYZOYMHCTBI. AKMYaavHi numanHsa
cy00801 ekcnepmonoeii, KPUMIHAAICMUKL MA KPUMIHAALHO20 npoyecy : MaT-tu VII MibxHap.
HayK.-IpakT. koH®. (Kuis, 10.12.2025). Kuis, 2025. C. 171. URI: http://repository.ukd.edu.ua/
xmlui/handle/123456789/1905 (date accessed: 02.12.2025).

17 IIpo MeTpoJIOrilo Ta METPOJIOTiuHy JiSJIBHICTD ...

. URL: https://zakon.rada.gov.ua/laws/

show/1314-18#Text (date accessed: 02.12.2025).
18 Taxeomertp / AnboxiH B. I. Ta iH. Masa ripHn4a eHnukionesis. Y 3 T. / 3a pea. B. C. Binens-
koro. T. 3: C — f / foHenpk, 2013. C. 247. URIL: https://repository.kpi.kharkov.ua/handle/Kh-

PI-Press/37398 (date accessed: 10.12.2025).

19 IIpo MeTpoJIOrilo Ta METPOJIOTiYHY JiSIBHICTD ...

. URL: https://zakon.rada.gov.ua/laws/

show/1314-18#Text (date accessed: 02.12.2025).
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which include %, by the way, includes the
works mentioned in the Law on Metrology.

For example, Leica ScanStation P30/
P40/P50, Leica RTC360 laser scanners
(which can be used as total stations) were
certified by the National Scientific Center
“Institute of Metrology” in 2020 for the
period up to 2030 (inspection certificate
NNe UA.TR.113-0301-20), however, in 2024
this certificate was canceled #. At the time
of writing, the Register of Approved Mea-
suring Instrument Types does not contain
other references to 3D laser scanners.

At the same time, as O. Maletska notes,
not only legally regulated measuring in-
struments ? can be subject to verification.
Other devices are certified and verified
by authorized bodies at the initiative of
enterprises, institutions, or organizations
that operate and/or supply them. That
is why manufacturers and suppliers of
3D scanners today certify and calibrate
such devices in accordance with the reg-
ulatory requirements of other countries
or in preparation for possible changes in
Ukrainian legislation in the field of me-
trology and metrological activities. In ad-
dition, there are widespread proposals in

scientific circles to expand the list of fo-
rensic scientific and technical means that
should be certified in accordance with
certain standards %. In view of the above,
as well as the obvious inconsistency of
the list of legally regulated measuring in-
struments (included in the appendix to
Resolution Ne 374) to the current state of
scientific and technological development,
we consider it appropriate to determine
which national and international stan-
dards laser 3D scanners can meet as mea-
suring instruments in Ukrainian criminal
proceedings.

In accordance with Part 7 of Art. 17 of
the Law on Metrology, “verification of legal-
ly regulated measuring instruments in oper-
ation is carried out according to the methods
determined by the normative legal acts of the
central executive body, which ensures the for-
mation of state policy in the field of metrology
and metrological activities, or national stan-
dards, to which there are relevant references
in the normative legal acts of this central ex-
ecutive body” *.

Similarly, calibration of measuring
instruments (calculation of deviations of
the device indicators from the approved

20 IHCTpyKILisg NIpo NpU3HAUYeHHS Ta IIPOBeleHHsS CYAOBUX eKCIIePTHU3 Ta eKCIepTHUX JOCIi-
MxeHb Ta HayKkoBo-MeTOAWYHI peKOMeHallil 3 MUTaHb MiITOTOBKYU Ta MpHU3HAuYeHHS CyZO0-
BUX €KCIIEPTU3 Ta eKCIIEPTHUX AOCIi/KeHb : 3aTB. Haka3. Mix'tocty Vkpainu Biz 08.10.1998 p.
Ne 53/5 (3i 3miH. Ta momos.). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date ac-

cessed: 10.12.2025).

21 PeecTp 3aTBepKEHUX THUIIiB 3ac00iB BUMipIOBaIbHOI TexHiKM [ [JI1 «<VKpMeTPTECTCTaHJAPT ©
BebGcaiit. URL: https://legalzvt.kiev.ua (date accessed: 07.12.2025).

22 Maneunska O. €. [ToBipka Ta KanibpyBaHHsS 3ac00iB BUMIpIOBaJIbHOI TEXHIKM HA HiANpPUEM-
CTBi: pO3B’sI3aHHS HAsBHUX IpobseM / [HCTUTYT miZBUILIeHHS KBalTiQikalii i mepemnijroTos-
KU CIlelialicTiB 3 MeTposorii : BebcaiT. 06.01.2022. URL: https://www.ipkm.org.ua/services

(date accessed: 01.12.2025).

23 Jydentox O. M. 3azHay. TBip. DOI: 10.36477/2616-7611-2019-08-18 (date accessed: 18.12.2025) ;
ITonTaBchkuii A. O. 3asHad. TBip. DOI: 10.33994/kndise.2019.64.29 (date accessed: 18.12.2025) ;
Pysgin O. I., [TontaBcekuii A. O. 3a3nad. TBip. URL: http://nbuv.gov.ua/UJRN/krise_2017_62_9
(date accessed: 18.12.2025) ; ITossk 0. I1. 3asuau. TBip. URI: http://dspace.lvduvs.edu.ua/han-
dle/1234567890/4812 (date accessed: 18.12.2025).

24 TIpo MeTPOJIOTiI0O Ta MeTPOJOIiYHy JifJbHICTD ...

. URL: https://zakon.rada.gov.ua/laws/

show/1314-18#Text (date accessed: 02.12.2025).
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standard) is carried out in accordance
with national standards harmonized with
the relevant international and European
standards, and documents adopted by in-
ternational and regional metrology orga-
nizations (Part 3 of Art. 27 of the Law on
Metrology %).

Until 01.01.2026, ACTY TOCT HCO
5725-1:2005, 5725-2:2005, 5725-3:2005,
5725-4:2005,  5725-5:2005, 5725-6:2005
“Accuracy (correctness and precision)
of measurement methods and results”
(parts 1-6) %, the basis of which was the in-
terstate standard ISO 5725-1:2023 ¥). Note:
this interstate Standard was repeatedly
updated (in particular, in 2023), which in
no way affected the changes to the nation-
al standards, so we see the need to update
the national standards in accordance with
the current version of their international
counterpart.

At the international level, a series of
ISO 10360 standards * are used to regulate
the requirements for measuring equip-

25 IIpo MeTposorilo Ta METPOJIOTIUHY JisIBHICTD ...

ment. In particular, these international
standards are used by the German com-
pany Zeiss ?, which produces, in particu-
lar, 3D laser scanners, to certify its own
measuring equipment. In Ukraine, ICTY
ISO 10360-2:2006 “Technical require-
ments for product geometry (GPS)” has
been adapted and approved. Acceptance
and control tests of coordinate measur-
ing machines. Part 2: Coordinate measur-
ing machines for measuring dimensions
(ISO 10360-2:2001, IDT)” .

The Chinese company Shining 3D has
certified its laboratories in accordance
with German national standards and cal-
ibrates its own 3D scanners according to
the German engineering association stan-
dard VDI/VDE 2634, developed specifically
for the certification of optical 3D measur-
ing devices *. Similarly, the Luxembourg
made Artec Micro 2 *? 3D scanner is certi-
fied according to the international stan-
dard ISO 12836 “Dentistry — Digitizing
devices for CAD/CAM systems for indirect

. URL: https://zakon.rada.gov.ua/laws/

26

27

28

29

30

31

32

show/1314-18#Text (date accessed: 02.12.2025).

IIpo HaZaHHA YUHHOCTI B VKpaiHi MiXep:KaBHUM CTaHAAPTaM, 3MiHaM 0 MDKZEePKaBHUX
CTaHJAPTiB Ta CKACyBaHHS HOPMATHUBHUX [JOKYMEHTIB : Haka3d J[ep:KCIIOXUBCTAHZAPTY
Vkpainu Big 30.12.2005 p. Ne 387 (3i 3miH. Ta monos.). URL: https://zakon.rada.gov.ua/rada/
show/v0387609-05#Text (date accessed: 02.12.2025).

ISO 5725-1:2023 Accuracy (trueness and precision) of measurement methods and results.
Part 1: General principles and definitions / ISO : web. URL: https:/www.iso.org/stan-
dard/69418.html (date accessed: 05.12.2025).

DIN EN ISO 10360 Standard Series for Coordinate Measuring Machines / Zeiss : web. URL:
https://www.zeiss.com/metrology/en/explore/topics/din-en-iso-10360.html (date accessed:
05.12.2025).

Ibid.

IIpo 3aTBep/yKeHHs HAI[iOHAJIBHUX CTaHAApPTIB VKpaiHW, CKacyBaHHsS HOPMATHUBHUX
JIOKYMEHTIB Ta BHECEHHS 3MiH [0 HakKa3y Jep’KCIOKUBCTaHAAPTY YKpainu Bizx 11.01.2005
Ne 10 : Haka3 JlepKCIOXUBCTAHAAPTY VKpaiHu Biz 29.06.2006 p. Ne 180 (3i 3MiH. Ta Z0IOB.).
URL: https://zakon.rada.gov.ua/rada/show/v0180609-06#Text (date accessed: 05.12.2025).
Accuracy Certification Pathway: From CNAS Accreditation to VDI/VDE 2634 Calibration Cer-
tificate / Shining 3d : web. Jul. 15th 2024. URL: https://www.shining3d.com/accuracy-certifica-
tion-pathway-from-cnas-accreditation-to-vdi/vde-2634-calibration-certificate (date accessed:
05.12.2025).

Artec Micro II ... . URL: https://www.artec3d.com/portable-3d-scanners/artec-micro (date ac-
cessed: 18.12.2025).
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dental restorations — Test methods for ac-
curacy assessment,” ** although this scan-
ner is for general use and is not directly
used in dentistry.

Consequently, as international as na-
tional standards can be applied for volun-
tary certification and verification of 3D la-
ser scanners.

Conclusions

Summing up, we note that according to
the current legislation of Ukraine, 3D la-
ser scanners used for the needs of crim-
inal proceedings do not belong to reg-
ulated measuring instruments and do
not require specific certification and peri-
odic verification. Perhaps the only excep-
tion to this rule is based on 3D total station
theodolites that can be used to measure
and record the parameters of buildings
or land plots during forensic construction
and technical, appraisal and construction,
land and technical, appraisal and land
forensic examinations and land manage-
ment researches.

At the same time, manufacturers
and suppliers of 3D scanners can certify
and calibrate such devices in accordance
with the regulatory requirements of other
countries or in preparation for possible
changes in Ukrainian legislation in the
field of metrology and metrological activ-
ities. Until January 1, 2026, Ukraine was
guided by ICTY I'OCT ISO 5725-(1-6):2005
“Accuracy (trueness and precision) of
measurement methods and results,” as
well as ISO 5725-1:2023 Accuracy (trueness
and precision) of measurement methods
and results. From January 1, 2026, JCTV
ISO 10360-2:2006 “Technical requirements
for product geometry (GPS). Acceptance

and control tests of coordinate measuring
machines. Part 2. Coordinate measuring
machines for dimensional measurement
(ISO 10360-2:2001, IDT)” and its interna-
tional counterpart ISO 10360 Geometrical
product specifications (GPS) — Accep-
tance and reverification tests for coordi-
nate measuring machines. During certi-
fication and verification of 3D scanners,
more specific international standards for
engineering, construction, medicine and
other industries may also be applied.

Ceprudikanisa Ta nepioguyHa moBipka
nasepHux 3D-CKaHepiB,
SIKUMHU KOPUCTYIOTHCS
B KPUMiHA/IBHOMY CYAO4YHHCTBI

Apmem Kogaaenxo,
Bosaodumup Kosaaenko

Mema cmammi — npoanaaizygamu Hd-
A8HicMb abo L0CYMHICML 8 HUHHOMY 3d-
KoHoOascmei eumoez 0o cepmuikayii ma
nogipku aazeprux 3D-ckanepis, AKUMU KOpPU-
cmyomucs 8 YKpaiHCbKoMy KpUMIHAALHOMY
CYOouUHCMB, A MAKONHC 3’Cy8amu, AKUM Ha-
YIOHAABHUM 1 MINCHAPOOHUM cmandapmam
maroms (abo Moxyms) eidnogidamu maxi
npucmpoi. Jns 00cseHeHHs NOCMA8AeHol
Memu 3acmoco8amo AiHe8icmuyHull, dop-
ManvHo-1opududHull, PopmManbHO-102THHUIL
NOPIBHAALHO-NPABOBUIL  Memodl, NpPoeHO-
3yeanns. Buceimaeno nomouni npouedy-
PU MempoaoeiuHoz0 KOHMpoao il Haeaady.
Busnaueno, wo cepmudixayii (3ameepdsceH-
HI0O Muny 3acoby eUMIipr8dalbHOL MexXHIKLL)
nidasearomo nesHi munu (Mo0eAvHi AIHITKLL,
cepit) sUMIpr08anbHUX npucmpoigs. HagedeHo
Tiepeaik 3aKOH00A8HO pezyAb08aHUX 3acobis
BUMIPIOBANLHOL MEXHIKL, AKI 3aCmoco8y-
10Mb 048 BUKOHAHHS pobim 3a JOpyUeHHAM
Opeamie KpUMIHAALHOL tocmuyii. Apeymen-
Mo8amo, wWo 3a HUHHOZO 3AKOHOOA8CmMed

33 IS0 12836:2015 Dentistry — Digitizing devices for CAD/CAM systems for indirect dental res-
torations — Test methods for assessing accuracy. ISO : web. URL: https://www.iso.org/stan-

dard/68414.html (date accessed: 05.12.2025).
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nasepHi 3D-ckanepu, AKUMLU NOCAY208YI0Mb-
€ 8 KPUMIHAABHOMY CYOOUUHCMEI, He Hasle-
Hamov 00 pezy1b08aAHUX 3ACc0018 BUMIPIOBAND-
HOI MexHIKU 1l He nompebyomo cneyudiuHol
cepmudpikayii ma nepioduuoi nogipku. Taxi
npucmpoi moxcymo nidaseamu 0o6posinbHiLl
cepmudpikayii il nosipyi 3a iHiYiamueu ixHix
BUPOOHUKIB, NOCTNAYAALHUKIE AO0 KOpUCHLy-
gauis. Hagedeno nauionaavhi (JJCTY) i midxc-
Hapodui (ISO) cmandapmu, 3a AKUMU MONHCHA
30ilicHiogamu iHiylamusHy cepmuikayiro
naseprux 3D-ckauepis, AKUMU KOpUCHLY-
10MbCs 8 KPUMIHAALHOMY CYOOUUHCMEBI.

Katouogi caoga: xpuminavhe nposad-
HCeHHSL; KPUMIHAAICMUYHA MeXHIKd; HAYKO-
80-mexHiuHULL 3acib; nasepHull 3D-ckarep;
3acib BUMIPIOBANLHOL MeXHIKL; cepmudika-
yis; nosipka; cmaudapm.

Financing

This research did not receive any specific
grant from funding institutions in the public,
commercial or non-commerecial sectors.

Disclaimer

Founders had no role in the research design,
data collection and analysis, decision
to publish or manuscript preparation.

Participants

Author contributed solely to the intellectual
discussion underlying this document,

case law research, writing and editing

and assumes responsibility for its content
and interpretation.

Declaration of Competing Interest
Author declares no conflict of interest.

References

Accuracy Certification Pathway: From CNAS Ac-
creditation to VDI/VDE 2634 Calibration
Certificate (2024) / Shining 3d : web. URL:
https://www.shining3d.com/accuracy-cer-
tification-pathway-from-cnas-accredita-
tion-to-vdi/vde-2634-calibration-certificate.

Dufeniuk, O. M. (2019). Zabezpechennia
sudovo-ekspertnoi diialnosti u kryminal-

nomu provadzhenni: systemna paradyhma
[Rroviding of the forensic-expert activity in
criminal proceedings: system paradigm].
Visnyk Lvivskoho torhovelno-ekonomichno-
ho universytetu. Yurydychni nauky. Vyp. 8.
DOI: 10.36477/2616-7611-2019-08-18  [in
Ukrainian].

Kovalenko, A. V. (2025). Do pytannia sertyfika-
tsii ta periodychnoi povirky zasobiv vymi-
riuvalnoi tekhniky, yaki vykorystovuiutsia
u kryminalnomu sudochynstvi [On the
issue of certification and periodic veri-
fication of measuring instruments used
in criminal proceedings]. Aktualni pytan-
nia sudovoi ekspertolohii, kryminalistyky ta
kryminalnoho protsesu : mat-ly VII mizhnar.
nauk.-prakt. konf. (Kyiv, 10.12.2025). Kyiv.
URI:  http://repository.ukd.edu.ua/xmlui/
handle/123456789/1905 [in Ukrainian].

Maletska, O. Ye. (2022). Povirka ta kalibruvan-
nia zasobiv vymiriuvalnoi tekhniky na pid-
pryiemstvi: rozv’iazannia naiavnykh problem
[Verification and calibration of measuring
instruments at the enterprise: solving exis-
ting problems] / Instytut pidvyshchennia
kvalifikatsii i perepidhotovky spetsialistiv
z metrolohii : vebsait. URL: https://www.
ipkm.org.ua/services [in Ukrainian].

Poliak, Yu. P. (2022). Zastosuvannia tekhnichnykh
zasobiv pry provedenni slidchykh (rozshu-
kovykh), nehlasnykh slidchykh (rozshuko-
vykh) dii ta vykorystannia yoho rezultativ pid
chas dosudovoho rozsliduvannia [The use of
technical means in conducting investiga-
tive (search), covert investigative (search)
actions and the use of its results during
the pre-trial investigation] : dys. ... d-ra fi-
los. v haluzi prava. Lviv. URI: http://dspace.
Ivduvs.edu.ua/handle/1234567890/4812 [in
Ukrainian].

Poltavskyi, A. O. (2019). Do pytannia standarty-
zatsii tekhnolohii ohliadu (doslidzhennia)
mistsia podii [To the issue of standard-
ization of the technology of scene exami-
nation  (investigation)].  Kryminalistyka
i sudova ekspertyza. Vyp. 64. DOIL: 10.33994/
kndise.2019.64.29 [in Ukrainian].

Ruvin, O. H., Poltavskyi, A. O. (2017). Stan-
dartyzatsiia tekhniko-kryminalistychnoho
ta sudovo-ekspertnoho zabezpechennia
pravosuddia v Ukraini: prakseolohichnyi

156


https://khrife-journal.org/index.php/journal
https://www.shining3d.com/accuracy-certification-pathway-from-cnas-accreditation-to-vdi/vde-2634-calibration-certificate
https://www.shining3d.com/accuracy-certification-pathway-from-cnas-accreditation-to-vdi/vde-2634-calibration-certificate
https://www.shining3d.com/accuracy-certification-pathway-from-cnas-accreditation-to-vdi/vde-2634-calibration-certificate
https://doi.org/10.36477/2616-7611-2019-08-18
http://repository.ukd.edu.ua/xmlui/handle/123456789/1905
http://repository.ukd.edu.ua/xmlui/handle/123456789/1905
https://www.ipkm.org.ua/services
https://www.ipkm.org.ua/services
http://dspace.lvduvs.edu.ua/handle/1234567890/4812
http://dspace.lvduvs.edu.ua/handle/1234567890/4812
https://doi.org/10.33994/kndise.2019.64.29
https://doi.org/10.33994/kndise.2019.64.29

Artem Kovalenko, Volodymyr Kovalenko. Certification and Periodic Verification
of 3D Laser Scanners Used in Criminal Proceedings. DOI: 10.32353/khrife.1.2026.11

aspekt [Standardization of technical and
criminalistic and forensic-expert providing
of justice in Ukraine: the praxeological as-
pect]. Kryminalistyka i sudova ekspertyza.
Vyp. 62. URL: http:/nbuv.gov.ua/UJRN/
krise_2017_62_9 [in Ukrainian].

Stepaniuk, R. L., Perlin, S. I. (2022). Tsyfrova

kryminalistyka y udoskonalennia syste-
my kryminalistychnoi tekhniky v Ukraini
[Digital forensics and improvement of the
forensic technology system in Ukraine].
Visnyk Luhanskoho derzhavnoho universytetu
vnutrishnikh sprav im. E. O. Didorenka.
Vyp. 3 (99). DOI: 10.33766/2524-0323.99.283-
284 [in Ukrainian].

Svyrydenko, S., Piaskovskyi, V. (2021). Shchodo

pytannia zaluchennia do uchasti v slidchykh
(rozshukovykh) diiakh pratsivaykiv MVS
Ukrainy yak spetsialistiv [On the issue of in-
volving employees of the Ministry of Internal
Affairs of Ukraine as specialists in investiga-
tive (search) actions]. Pidpryiemnytstvo, hos-
podarstvo i pravo. Ne 6. DOI: 10.32849/2663-
5313/2021.6.33 [in Ukrainian].

Takheometr / V. I. Alokhin ta in. Mala hirnycha

entsyklopediia [Small Mining Encyclopedia]
(2013). U 3t. /zared. V. S. Biletskoho. T. 3 :
S — Ya / Donetsk. URI: https://repository.
kpi.kharkov.ua/handle/KhPI-Press/37398
[in Ukrainian].

Kovalenko, A., Kovalenko, V. (2026). Certification and Periodic Verification of 3D Laser Scan-
ners Used in Criminal Proceedings. Theory and Practice of Forensic Science and Criminalistics.
Issue 1 (42). Pp. 148—157. DOI: 10.32353/khrife.1.2026.11.

157


https://doi.org/10.32353/khrife.1.2026.11
http://nbuv.gov.ua/UJRN/krise_2017_62_9
http://nbuv.gov.ua/UJRN/krise_2017_62_9
https://doi.org/10.33766/2524-0323.99.283-284
https://doi.org/10.33766/2524-0323.99.283-284
https://doi.org/10.32849/2663-5313/2021.6.33
https://doi.org/10.32849/2663-5313/2021.6.33
https://repository.kpi.kharkov.ua/handle/KhPI-Press/37398
https://repository.kpi.kharkov.ua/handle/KhPI-Press/37398
https://doi.org/10.32353/khrife.1.2026.11

Case Notes

Prospects for Improving Forensic Support

in the Investigation of Economic Crimes

Vitalii Usatii*

* Candidate of Legal Sciences, Doctoral student at NSC «Hon. Prof. M. S. Bokarius FSI»,

Kharkiv, Ukraine, ORCID: https://orcid.org/0009-0004-3325-4530,
e-mail: usatii.v.o@gmail.com

DOI: 10.32353/khrife.1.2026.12 UDC 343.985(477)
Received: 05.02.2026 / Reviewed: 18.02.2026 / Accepted for print: 31.03.2026 /
Available online: 31.03.2026

The primary concerns of this paper are to define the role and current
trends in professional activities of forensic experts and specialists
in criminal proceedings on economic crimes. The author analyses
contemporary trends in the use of specific expertise as a scientific
underpinning for the administration of justice in Ukraine, partic-
ularly during the investigation of economic crimes such as money
laundering, smuggling and financial fraud, etc. The article high-
lights the crucial role of forensic experts and specialists in maintain-
ing the accuracy and objectivity during criminal investigations, in
ensuring that procedural decisions are impartial and reasoned, and
in aligning national practice with European standards. Legal regu-
lation, practical aspects and methodological challenges of engaging
forensic experts have been discussed, and the importance of experts’
independence, professional competence and adherence to procedural
safeguards has been emphasised. Analysis of national and European
case law has identified systemic issues, including gaps in Ukraine’s
criminal procedure legislation, lack of standardised methodological
guidelines, and limited accessibility to the Register of Methodologies
for Conducting Forensic Examinations for participants in criminal
proceedings. Comprehensive measures have been proposed to im-
prove Ukrainian legislation, establish a unified national inter-agen-
cy methodological body responsible for developing, registering and
monitoring forensic examination methodologies that address actu-
al capabilities of all parties involved in forensic activities, provide
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public access to the Register of Methodologies for Conducting Foren-
sic Examinations, elaborate on professional development of forensic
experts as well as upgrading of technical facilities, and govern par-
ticipation of foreign specialists in the activities of national expert
institutions. Adoption of these proposals will pave the way for im-
proving the quality of proof, ensuring respect for human rights and
the rule of law, and strengthening public confidence in Ukraine’s
criminal justice system in the context of European integration.
Keywords: specific expertise; economic crime; business entity;
criminal justice; regulatory and legal support; methodology.

Research Problem
Formulation

Specification of facts beyond a reasonable
doubt is a cornerstone principle in crim-
inal proceedings, guaranteeing the objec-
tive classification of offences under crim-
inal law and the fair punishment of those
who have committed crimes, as well as
ensuring the strict observance of rights of
all participants in criminal proceedings.
Proving is of fundamental importance, as
evidence determines the efficiency of in-
dividual procedural actions and the valid-
ity of procedural decisions. Amongst the
evidence, expert opinions and specialist
opinions take on particular significance
due to the development of science and
technology and of issues requiring the ap-
plication of specific expertise.

We are drawn to the issue of forensic
support for the administration of justice in
Ukraine, particularly its compliance with
European Union standards regarding the
prosecution of economic crimes. The rele-
vance of researching this topic stems from
the need to improve practices for combat-
ing economic crime, and to enhance the
effectiveness of practical activities in in-
vestigating criminal offences in the field
of economic activity, which are highly
dangerous to social stability, economic

development and the State’s investment
appeal, thereby making it a priority area
for Ukraine, which seeks to ensure rap-
id post-war recovery of the economy and
the criminal justice system. At the same
time, criminal offences undermining so-
cial relations in the area of public treasury
allocation—such as those involving goods
smuggling and money laundering—pose
a challenge to national law enforcement
agencies and condone transnational
crime.

Investigating offences involving eco-
nomic activities indeed requires an in-
depth analysis of financial and economic
records, a review of complex economic
processes, and the resolution of issues
concerning production, technology and
organisation. Consequently, pre-trial in-
vestigation authorities and the judiciary
actively make use of forensic science in
practice and also employ the procedure
for utilising professional expertise of spe-
cialists. However, Ukraine’s current crim-
inal procedure legislation is marked by
significant gaps and internal inconsisten-
cies in the rules governing the procedural
status of specialists and ways they can par-
ticipate in criminal proceedings, creating
potential for evidence to be ruled inadmis-
sible and adversely affecting efficiency of
investigations into economic crimes.
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Article Purpose

Define the contemporary trends and role
of forensic experts and specialists in crim-
inal proceedings relating to economic of-
fences.

Research Methods

Methodological framework of the study
has been developed considering general
scientific, philosophical and specialised
legal methods of cognition, which have
been applied to clarify the current state of
affairs and prospects for enhancing foren-
sic support in investigations into economic
crimes, as well as to align national practice
with European standards for quality, ad-
missibility and mutual recognition of evi-
dence.

Dialectic method has been useful in
identifying patterns of forensic activities
development against the backdrop of shift-
ing economic relations, the increasing
complexity of economic criminal offenc-
es, and stricter requirements regarding
the scientific validity of proof. It also has
proven valuable in tracing the relationship
between the evolution of EU criminalistics
and the need to modernise the Ukrainian
expert support system.

Systemic-structural approach has con-
tributed to defining the role of forensic ex-
amination and to engaging forensic experts
in proving within proceedings concerning
economic crimes, as well as to analysing in-
teraction between regulatory, institutional
and methodological components of expert
support (the procedural status of experts
and specialists, the role of specialists in ob-
taining samples, standardisation of meth-
odologies, accreditation of laboratories,
and access to methodological resources).

System-structural method has been
employed to reveal the practical purpose

regarding the involvement of forensic ex-
perts and specialists at various stages of
criminal proceedings (specifically during
collection of comparative samples, tech-
nical recording, and analysis of digital
and financial-economic data). It has also
proven helpful in assessing the impact of
regulatory gaps regarding specialist in-
volvement on the efficiency of investiga-
tions and in identifying potential risks of
evidence being ruled inadmissible.

Formal-logic methods (analysis, syn-
thesis, induction, deduction, etc.) have
been utilised to substantiate conclusions
regarding legal fragmentation in the re-
gulation of specialist involvement, the
terminological inconsistency between
the concepts of involvement and partici-
pation, and to draft proposals for resol-
ving conflicts, refining procedural rules,
and enhancing the predictability of law
application.

Legal-dogmatic method has facilitat-
ed the review of provisions in Ukraine’s
criminal procedure legislation defining
the procedural status of forensic experts
and specialists, the procedure for obtain-
ing materials and samples, the criteria for
evidence admissibility and grounds for
dismissal, along with the analysis of the
regulatory framework for quality assur-
ance in expert activities (including issues
of accreditation and methodological regu-
lation).

Comparative legal method has come in
handy for comparing Ukrainian approach-
es to forensic activity organisation with
European criteria for quality assurance
and mutual recognition of forensic ana-
lysis findings (notably in the framework
of strategic documents on the creation of
a common forensic research area).

These methods have provided a com-
plete theoretical and practical understand-
ing of current trends in forensic support
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for the investigation of economic crimes,
and have also allowed us to formulate
well-founded proposals for amending leg-
islation, enhancing methodological regu-
lation and the institutional infrastructure
of Ukrainian forensic science against the
backdrop of European integration.

Theoretical framework of the study is
grounded in certain regulatory documents
of national importance and international
standards. Empirical section of the study
draws on the case law of the European
Court of Human Rights (hereinafter re-
ferred to as the ECHR).

Analysis of Essential Researches
and Publications

Scholars are working relentlessly to iden-
tify the most pressing issues and priority
areas for improving forensic support. Ella
Simakova-Yefremian rightly observes that
thereis an urgent need for acomplete over-
haul of Ukrainian legislation governing
forensic activities, as the current regula-
tory framework is riddled with significant
gaps, inconsistencies and terminological
discrepancies, adversely affecting the effi-
ciency of forensic support for justice ad-

ministration. The researcher emphasises
the need to clearly define the procedural
status of forensic experts, to broaden the
range of parties involved in forensic activ-
ities, to review a monopoly held by state
institutions, and to harmonise the Basic
Law with relevant procedural codes. The
professor provides an integrated analysis
of issues surrounding expert motivation,
accreditation of institutions, funding of
forensic examinations, as well as develop-
ment of international cooperation, view-
ing implementation of these measures as
a key prerequisite for improving the qual-
ity, independence of expert services and
for enhancing public trust in forensic ex-
pert activities within Ukraine *. All these
challenges remain relevant to this day.

Researchers are increasingly turning
their attention to the training and profes-
sional development system for staff at fo-
rensic expert institutions. These ideas are
articulated in research papers by S. Has-
parian? I. Petrova 3, O. Uhrovetskyi et al. 4
0. Kurdes °, and others.

As regards recent studies, I. Perevozova
et al., for example, believe that the main
“bottlenecks” in forensic expert support
to justice system are the lack of statistical

1

CimakoBa-Edpemsan E. B. [Ipo HeoOXiZHICTh yAOCKOHAIEHHS 3aKOHOZABCTBA L[OJ0 3Zilic-
HEHHs CyZ0BO-eKCIIePTHOI JisapHOCTI B VKpaiHi. Teopis ma npakmuxka cy0ogoi ekcnepmusu
i kpuminaaicmuxu. 2019. Bum. 19. C. 118—129. DOI: 10.32353/khrife.1.2019.09 (date accessed:
02.02.2026).

TacnapsH C. I. IIIgxy MiZBUIEeHHS SKOCT] i [ITOTOBKYU KaZPiB [ CYZ0BO-eKCIIEPTHUX yCTa-
HOB MiHicTepcTBa focTunii Ykpainu. Tam camo. 2018. Bum. 18. C. 281—287. DOI: 10.32353/
khrife.2018.31 (date accessed: 02.02.2026).

ITetposa I. A. HaykoBi 3acaZiyl yIIpaB/IiHHS PO3BHUTKOM II€PCOHAIY CYZ0BO-eKCIIePTHHX yCTa-
HOB. Apxise kKpuminonoeii ma cydosux Hayxk. 2020. Ne 1. C. 109—119. DOI: 10.32353/acfs.1.2020.09
(date accessed: 02.02.2026).

Vrposenpkuii O., Katapara O., JlaBuzenko /. HanpsaMu BIpoBaKeHHs iHO3eMHOI iHHOBa-
LIIITHOI IPaKTUKYU B KaZipOBe 3a0e3IeYeHHsI CyZ0BO-eKCIIePTHUX ycTaHOoB YKpainu. Teopia ma
npakmuxa cydoeoi ekcnepmua3u i kpuminasicmuxu. 2023. Bum. 3 (32). C. 34—47. DOI: 10.32353/
khrife.3.2023.03 (date accessed: 02.02.2026).

Kypzec O. HacTaBHUIITBO SIK MeTOZ, aJjallTallil, MiAr0TOBKY Ta MiZBUIIeHHs KBatidikaliii cy-
JOBUX eKcliepTiB. Haykosuil sicHuk JHinponemposcuykozo 0epicasHoeo YHI8epCUmeny 6HympiuL-
Hix cnpas. 2021. Ne 1. C. 244—253. DOI: 10.31733/2078-3566-2021-1-244-253 (date accessed:
02.02.2026).
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record-keeping and quality monitoring,
inconsistency in the technical support
available to institutions, and obstacles as-
sociated with full-scale incorporation of
international (particularly European) stan-
dards and practices. The authors propose
a comprehensive approach to digitalisa-
tion of processes, incorporation of interna-
tional expertise, standardisation of record-
keeping, strengthening of inter-agency
cooperation and to broader involvement
of independent forensic experts, and view
this approach as a promising model for
development. Such model will eventually
enhance efficiency within the justice sys-
tem and increase public trust in expert
opinions °.

These recommendations remain valid
today; nevertheless, we believe it is advis-
able to further refine them with a view
to improving forensic support provided
during investigations and trials of eco-
nomic criminal offences.

Main Content
Presentation

Current doctrine of Ukrainian criminal
procedure law suggests that forensic ex-
perts and specialists are persons autho-
rized to use specific expertise. It is pre-
cisely this procedural status that is held by
those who possess specific medical exper-
tise, by psychiatrists, psychologists and
other specialists participating in criminal
proceedings. Both the prosecution and the
defence have the right to receive qualified
assistance from specialists and forensic
experts. This guarantee is a manifestation

of principles of equality of arms and ad-
versarial criminal proceedings.

In keeping with the provisions of
the Criminal Procedure Code of Ukraine
(hereinafter referred to as the CPC of
Ukraine), an expert opinion constitutes
an independent procedural source of ev-
idence (Pt. 2, Art. 84) 7. Obtaining such
evidence often necessitates involvement
of specialists (in particular, when taking
samples, recording information or provid-
ing technical support in conducting cer-
tain procedural actions). Forensic experts
are categorically prohibited from carrying
out such actions on their own. The foren-
sic expert’s powers in this matter are limit-
ed to the right to request additional mate-
rials and samples. At the same time, case
materials and samples received must be
included in the expert opinion. Should an
expert examination be ordered by a court,
the materials and samples shall be select-
ed by the court or by a specialist appointed
by the latter. An expert opinion cannot be
founded on evidence deemed inadmissi-
ble by a court & resulting in heightened
requirements regarding the lawfulness of
methods used to obtain supporting mate-
rials and comparative samples.

Analysing the rules of the CPC of
Ukraine reveals specialist participation is
governed in a fragmentary and selective
manner. The law explicitly provides for
the possibility of his/her involvement only
during certain investigative (search) and
covert investigative (search) actions. These
include inspections, searches, investigative
experiments, collection of samples for ex-
pert examination, covert, audio and video

6 IlepeBosoBal. B., Couka M. B., Mopo3sosa O. C. EkcriepTHe 3abe3medeHHs IpaBoCcyAAs B YKpa-
ui: craH, AuHAMiKa Ta IePCHEKTUBU. AKMYdAAbHI npobaemu cmanoeo pozsumky. 2025. T. 2.
Ne 3. C. 29—40. DOI: 10.60022/2(3)-4S (date accessed: 02.02.2026).

7 KpuMmiHaibHUH IIpoliecyalbHUN KoZeKe Vkpalnu Big 13.04.2012 p. Ne 4651-VI (3i 3miH. Ta Z0-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 02.02.2026).

8 Tam camo.
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surveillance of a person, and collection of
information from transport telecommu-
nication networks °. At the same time, in
a number of other procedural steps that
are of significant importance to the inves-
tigation of economic crimes (in particular,
monitoring of bank accounts, locating ra-
dio-electronic devices, special production
of items and documents, or conducting
certain types of covert operations), special-
ist involvement is not provided for or ex-
plicitly governed.

With regard to the principle of lawful-
ness and restrictive interpretation of gov-
ernment authorities’ powers, as enshrined
in the Constitution of Ukraine (Art. 19) 1,
the lack of a clear-cut rule allowing for
the involvement of a specialist in a par-
ticular procedural action precludes his/
her participation in such an action. This
can lead to numerous contradictions in
law application practice, where a forensic
expert may be called upon to analyse in-
formation that has already been obtained,
but not to assist in its covert collection, or
where his/her participation in overt inves-
tigative (search) actions is permitted, but
his/her involvement is not directly regulat-
ed in covert operations.

When investigating economic crimes,
it may be needful to obtain compara-
tive samples of a person’s handwriting
or voice. For effective implementation
of such a measure, the investigator may
involve a forensic expert possessing spe-
cific expertise to participate as a special-
ist in the investigative (search) action. In
such cases, the lack of consistency in ter-
minology within legislation poses extra
challenges: in particular, the absence of
a clear distinction between the concepts of

involvement and participation of a special-
ist. This bears significance for the recusa-
tion process, as a specialist’s participation
in procedural actions may preclude his/
her subsequent involvement in criminal
proceedings in a different procedural sta-
tus, thereby potentially undermining the
principles of equality of arms and adver-
sarial criminal proceedings.

Given the above, there is a risk that
a specialist who is actually only providing
technical or advisory support for sample
collection may subsequently not be ap-
pointed as a forensic expert to carry out
a relevant expert examination or, con-
versely, that his/her participation as a spe-
cialist may be grounds for challenging his/
her appointment or appealing against ex-
pert examination findings. Consequently,
such regulatory uncertainty is potential-
ly detrimental both to the efficiency and
exhaustiveness of pre-trial investigations
and to the admissibility and relevance of
obtained evidence, as the defence may
reasonably question the impartiality of
a forensic expert or legitimacy of the
procedural order for sample collection.
Accordingly, for matters of this nature,
there is a requirement for a clear legal dis-
tinction between the roles of a specialist
and a forensic expert, as well as for clear
procedures governing involvement of spe-
cialists in the selection of comparative
samples, in order to reduce procedural
disputes and ensure compliance with the
standards of fair trial.

Emphasis should be made on recent
legislative amendments covering involve-
ment of foreign specialists, formally
broadening the scope of specific expertise
application. Note should also be taken of

9 KpuMiHaJIBHUH IpOIleCyaIbHUH Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 02.02.2026).

10 Koncruryis Vkpainu : 3akoH Vkpainu Biz 28.06.1996 p. Ne 254k/96-BP (3i 3MiH. Ta ZJOIIOB.).
URL: https://zakon.rada.gov.ua/laws/show/254k/96-Bp#Text (date accessed: 02.02.2025).
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the existence of factors that effectively
limit their participation due to provisions
in the methodologies for conducting fo-
rensic examinations. Involving such spe-
cialists outside legally defined cases poses
certain risks, including the possibility that
evidence obtained may be deemed inad-
missible and that actions of pre-trial inves-
tigation authorities could be classified as
exceeding their authorised powers.

Another issue that continues to raise
concerns is the manner in which spe-
cific expertise is utilised, depending on
the stage of criminal proceedings. Prior
to the entry of information into the Uni-
fied Register of Pre-trial Investigations,
a specialist may provide certificates on
any matter within their field of expertise;
however, once a pre-trial investigation
has commenced, the law significantly re-
stricts the scope for obtaining such certif-
icates and their admissibility as evidence.
This limitation is applicable to cases in-
volving criminal offences. At the same
time, the specialist’s services are subject
to remuneration regardless of the type
of their involvement, thereby effective-
ly acknowledging certificates and advice
as full-fledged procedural participation
in criminal proceedings. When it comes
to a pre-trial investigation (the pre-trial
stage), the law does not, in practice, lim-
it getting expert opinions or certificates
from specialists; however, there are no
grounds for treating them as pieces of ev-
idence either.

Collectively, these issues point to the
need for a full review of the legislative

framework governing specialist involve-
ment in criminal proceedings, specifically
in cases involving economic crimes. Ad-
dressing terminological inconsistencies,
expanding the legal framework for involv-
ing qualified specialists, and clearly defin-
ing their areas of competence are essen-
tial prerequisites for ensuring evidence
admissibility, streamlining pre-trial inves-
tigations, and ensuring the proper trial of
criminal offences in the field of economic
activity.

International legal regulations set out
the procedure for specific expertise appli-
cation in the field of criminal justice (in
particular, Recommendation Ne R (87) 18
of the Committee of Ministers to Member
States Concerning the Simplification of
Criminal Justice): The authorities respon-
sible for the prosecution, investigation and
trial of cases which require it should have
available the assistance of experts in fields
such as social psychology, medicine, psy-
chiatry, accountancy, economics, finance
or forensic science in sufficient numbers
to cope with the growing technicality of
crime and the taking of evidence . It is
also crucial that participation of a forensic
expert and a specialist ensures the objec-
tive safeguarding of an individual’s right
to a fair trial, as enshrined in Art. 6 of the
European Convention on Human Rights
(hereinafter referred to as the Conven-
tion), and to other guarantees under the
Convention . Apart from conventional
guarantees, it is also necessary to take into
account certain other legal and organisa-
tional principles.

11 Recommendation Ne R (87) 18 of the Committee of Ministers to Member States Concerning
the Simplification of Criminal Justice (Adopted by the Committee of Ministers on 17 Sept1987
at the 410th meeting of the Ministers’ Deputies) / Council of Europe : web. 6 p. URL: https://
rm.coe.int/16804e19f8 (date accessed: 19.01.2026).

12 KoHBeHIisl IIPO 3aXWUCT MPaB JIOJUHU i OCHOBOIIOJOXHUX CB0OOJ (EBpoIelichka KOHBEH-
I[is 3 IIpaB JOAUHMY) Big 04.11.1950 p. (3i 3MiH. Ta Aom0B.) ; patudik. 3akoHOM VKpaiHu Bif
17.07.1997 p. Ne 475/97-BP ; unnna 711 Vkpainu 3 11.09.1997 p. URL: https://zakon.rada.gov.
ua/laws/show/995_004#Text (date accessed: 22.01.2026).
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According to the European Court of
Human Rights case law, specialist in-
volvement must be justified if confiden-
tial data are collected, as the disclosure
of such information is recognised as a vi-
olation of right to respect for private and
family life guaranteed by Art. 8 of the
Convention 3. Accordingly, in the case of
Surikov v. Ukraine, the ECHR ruled that
collection of such information by govern-
ment authorities in the absence of suffi-
cient grounds constituted a breach of the
above-mentioned legal provisions .

It is also essential to ensure that the fo-
rensic expert or specialist involved meets
the requirements for independence. Such
persons must maintain formal and le-
gal independence from those involved in
a criminal offence °. In its case law, the
European Court of Human Rights has
ruled that the bias of a court-appointed
expert may, in certain circumstances, lead
to a breach of the principle of equality of
arms, which is an integral part of the con-
ceptof a “fair trial”°. Among other things,
consideration should be given to factors
such as the expert’s procedural position or
status and their role in relevant proceed-

13 KOHBeHIisd IpPO 3aXUCT IpaB JIOAUHU ... .

995_004#Text (date accessed: 19.01.2026).

ings, as well as their relationship with oth-
er parties to criminal proceedings V. Any
doubts about the impartiality of a foren-
sic expert or specialist undermine public
trust in the judicial system; therefore, “ap-
pearance of impartiality” is crucial .

One of the legal principles governing
the use of an expert’s specific expertise is
pre-trial investigation secrecy, or the prin-
ciple prohibiting the disclosure of infor-
mation relating to criminal proceedings.
This obliges the forensic expert not to
disclose any information that has come to
his/her knowledge in the course of his/her
professional activities, without the per-
mission of a party to criminal proceedings
that engaged them, or a court. This in-
formation may only be made public with
the written consent of the investigator or
prosecutor, within boundaries set by the
latter .

Apart from regulatory requirements,
there are issues related to methodological
support that warrant attention. Global-
isation of cross-border crime has made
it mandatory for EU Member States to
improve international mechanisms for
combating crime and to reinforce mutual

URL: https://zakon.rada.gov.ua/laws/show/

14 PimenHs €CIII y cupasi «CypikoB IpoTu YKpaiHu» Bif 26.04.2017 p. (3a 3asgB0oI0 Ne 42788/06) /
HUDOC. European Court of Human Rights : web. URL: https://hudoc.echr.coe.int/#{%22item
1d%22:[%22001-192315%22]} (date accessed: 19.01.2026).

15 Case of Baji¢ v. Croatia 16 Dec 2004 (applic. No. 3742/02) / Ibid. URL: https://hudoc.echr.coe.
int/eng?i=001-67778 (date accessed: 21.01.2026).

16 Case of Bonisch v. Austria 6 May 1985 (applic. No. 8658/79) / HUDOC. European Court of Human
Rights : web. URL: https://hudoc.echr.coe.int/eng?i=001-57443 (date accessed: 26.01.2026).

17 Case of Letinci¢ v. Croatia 3 Aug 2016 (applic. No. 7183/11) / Ibid. URL: https://hudoc.echr.coe.
int/eng?i=001-162422 (date accessed: 26.01.2026) ; Case of Sara Lind Eggertsdoéttir c. Islande
5 0ct 2007 (applic. No. 31930/04) / Ibid. URL: https://hudoc.echr.coe.int/eng?i=001-81433 (date

accessed: 26.01.2026).

18 Case of Baji¢ v. Croatia ... . URL: https://hudoc.echr.coe.int/eng?i=001-67778 (date accessed:

21.01.2026).

19 Case of Bédat v. Switzerland 29 March 2016 (applic. No. 56925/08) / Ibid. URL: https://hudoc.
echr.coe.int/eng?i=001-161898 (date accessed: 26.01.2026) ; Affaire Sellami c. France 17 March
2021 (applic. No. 61470/15) / Ibid. URL: https:/hudoc.echr.coe.int/eng?i=001-206518 (date

accessed: 26.01.2026).
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recognition of the results of evidence gath-
ering and analysis (in particular, evidence
obtained through international coopera-
tion). In this context (alongside purely le-
gal issues pertaining to admissibility and
recognition of evidence), another, no less
significant issue is becoming increasingly
obvious: methodological framework of fo-
rensic expert activities. This is essential to
ensure comparability of expert opinions
and credibility thereof in different juris-
dictions. For Ukraine, this issue adds an-
other layer of complexity due to the con-
stitutionally enshrined strategic course
towards gaining full membership in the
EU (Art. 85 of the Constitution of Ukraine),
objectively requiring the national forensic
science system to be aligned with Europe-
an standards regarding the quality, trans-
parency and verifiability of expert proce-
dures.

The Association Agreement between
Ukraine, of the one part, and the Europe-
an Union and the European Atomic Ener-
gy Community and their Member States,
of the other part, envisages strengthening
cooperation (this applies to the fields of
accreditation and conformity assessment:
Ars. 55 and 56), with a view to deepening
mutual understanding of the respective
systems and facilitating market access *.
Ukraine shall take necessary measures
in order to gradually achieve conformi-
ty with EU technical regulations and EU
standardisation, metrology, accreditation,
conformity assessment procedures and
the market surveillance system, and un-

dertakes to follow the principles and prac-
tices laid down in relevant EU Decisions
and Regulations. Under such circumstanc-
es, the issue of laboratory accreditation,
method validation and standards harmon-
isation takes on significance not only from
an economic or technical perspective, but
also from a procedural and legal perspec-
tive, since it directly impacts the capacity
of parties to criminal proceedings to justi-
fy their opinions with credible and admis-
sible evidence.

For the purpose of ensuring well-man-
aged and coordinated implementation of
harmonisation processes in the field of
criminalistics, the Council of the EU ad-
opted the Vision for European Forensic Sci-
ence 2020 (EFSA 2020) Strategic Document
in 2011. The document aims to create a Eu-
ropean Forensic Science Area and advance
forensic infrastructure to ensure mutual
recognition of forensic findings. The fun-
damental principle underlying this ap-
proach is to set up a common framework
within which expert opinions can be mu-
tually recognised through agreed method-
ologies, international standards and trans-
parent assessment criteria. The document
puts emphasis on both standardising
technicalities of laboratory workflow and
on strengthening trust in expert opinions
in legal proceedings *. These aspects are
inextricably linked to guarantees of a fair
trial.

In view of the foregoing, particular
importance is attached to accreditation
of forensic institutions in line with the

20 Yroga mpo acomiarniio MiX YkpaiHoIo, 3 OfHi€l CTOPOHU, Ta €BpomneiicbkuM Coo3oM, EBpo-
[IeHICbKUM CIIIBTOBAapPHCTBOM 3 @TOMHOI €Heprii i iXHIMU Zep:kaBaMU-WIeHaMU, 3 iHIII0I CTO-
poHu : parudik. i3 3as1B. 3akoHOM VKpaiHu Biz 16.09.2014 p. Ne 1678-VII (3i 3MiH. Ta ZOIOB.).
URL: https://zakon.rada.gov.ua/laws/show/984_011#Text (date accessed: 26.01.2026).

21 Proposal for a Regulation of the European Parliament and of the Council on the provision
of food information to consumers (Second reading) : Brussels, 6 June 2011 / Council of the
European Union : web. 56 p. URL: https://data.consilium.europa.eu/doc/document/ST-11001-

2011-INIT/en/pdf (date accessed: 30.01.2026).
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International Standard ISO/IEC 17025 %,
development of harmonized training stan-
dards for forensic experts, incorporation
of advanced scientific means, and foster-
ing conditions for regular forensic infor-
mation sharing between Member States.
The common minimum standards concept
means that collection, processing, use
and transmission of forensic data should
be carried out in accordance with compa-
rable rules, and providers of forensic ser-
vices must operate on the basis of agreed
quality assurance procedures *. In terms
of practical application, it is accreditation
of forensic laboratories that is regarded as
the cornerstone of trust in forensic exam-
ination findings and as a prerequisite for
their subsequent use in criminal proceed-
ings.

Another landmark event was the estab-
lishment of ENFSI (The European Network
of Forensic Science Institutes), and its devel-
opment of Vision of the European Forensic
Science Area 2030. This document sets out
framework for biometrics, artificial intelli-
gence, new digital tools for on-scene work,
and omics-based methods for analysing bi-
ological samples, whilst also addressing the
challenges posed by Industry 4.0 and big
data. It also underlines the need to prove
reliability of methods through fundamental
research, to identify error rates, to improve
reference databases, and to account for the
human factor, which may potentially influ-
ence expert judgements *. In the context
of criminal proceedings, these factors are
meaningful in procedural terms. By verify-

ing the scientific validity of opinions, such
factors reduce the risk of evidence being
challenged on the grounds that methods
were inappropriate or procedures were not
followed.

In line with ENFSI strategic road-
map for 2025, the ENFSI Action Plan for
2025-2026 has been adopted; this serves
as a practical tool for implementing the
ENFSI Strategic Plan for 2023-2026 and
the EFSA Action Plan 2.0. The document
focuses on the systematic implementation
of the EU Council’s decisions regarding the
European Forensic Science Area 2.0 and is
based on three key pillars: a forward-look-
ing approach, enhancing the weight of fo-
rensic examination findings, and demon-
strating the reliability of expert opinions.
In view of the foregoing, the ENFSI has
been tasked with the overall responsi-
bility for coordinating and implement-
ing a range of measures (through expert
working groups, standing committees and
EU-funded projects).

The Action Plan primarily focuses on
the introduction of innovations and ho-
rizon scanning in the field of forensic sci-
ence, including the analysis of mid- and
long-term science and technology trends,
the development of interdisciplinary ap-
proaches, and the assessment of the po-
tential and risks inherent in AI use during
forensic analyses. The plan covers not
only technical adoption of new tools but
also development of a framework for the
admissibility of these tools by the judiciary
through training, guidance, and potential

22 ACTY EN ISO/IEC 17025:2019 3arajbHi BUMOI'M [0 KOMIIETEHTHOCTi BUNIPOOYBaJIbHUX Ta
KanibpyBanpHUX JabopaTopiit (EN ISO/IEC 17025:2017, IDT; ISO/IEC 17025:2017, IDT) : 3aTB.
naxkas. JII «YkpH/IHI» Bz 23.12.2019 p. Ne 483 [YunHuti Big 01.01.2021]. URL: https://online.
budstandart.com/ua/catalog/doc-page.html?id_doc=88724 (date accessed: 30.01.2026).

23 Proposal for a Regulation ... . URL: https://data.consilium.europa.eu/doc/document/ST-11001-

2011-INIT/en/pdf (date accessed: 30.01.2026).

24 Vision of the European Forensic Science Area 2030 / ENFSI : web. 3 p. URL: https://enfsi.eu/
wp-content/uploads/2021/11/Vision-of-the-European-Forensic-Science-Area-2030.pdf (date ac-

cessed: 30.01.2026).
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legislative amendments, highlighting the
procedural importance of these expert in-
novations.

Simultaneously, the ENFSI Action Plan
emphasises strengthening the institution-
al capacity of the network itself through
the professionalisation of management,
the development of a unified IT infra-
structure, the standardisation of commu-
nication products, and the strengthening
of international cooperation, particularly
within the IFSA — the International Founda-
tion for Social Adaptation **. This approach
shows an understanding that trust in fo-
rensic examination findings is built not
only through methodologies and technol-
ogies, but also through transparent man-
agement procedures, high-quality staff
training and synchronized cooperation
between the expert community and the
criminal justice systems of diverse states.

However, even with the availability of
pan-European strategies in the field of fo-
rensic science, Ukraine still faces a range
of systemic issues on the methodological
framework for forensic expert activities.
Specifically, the lack of a unified approach
to structuring methodologies, their devel-
opment by various institutions at different
times, and the use of different format-
ting models can lead to inconsistencies
in content and variations in the quality of
methodological tools. The situation is fur-
ther exacerbated by the lack of a unified
methodological body that would carry out
inter-agency reviews of methodologies,
decide on their registration, and ensure
the involvement of representatives from

various expert organizations, thereby
minimizing conflicts in practice. Compe-
tition between methods exacerbates the
problem within the adversarial judicial
system: if different expert organisations
adopt varying approaches to examining
the same object, they may arrive at con-
tradictory expert opinions, thereby under-
mining trust in results credibility. No less
important is the issue of accessibility of
methodologies for forensic experts, inves-
tigators, prosecutors, judges and defence
counsels, since it is virtually impossible to
properly review expert opinions and ver-
ify their scientific validity without open
access—or at least regulated access—to
registered methodologies.

Within the framework of economic
criminal offences, forensic accounting ex-
amination warrants particular attention;
this involves analysing historical financial
data to resolve current or future legal dis-
putes, and requires a blend of expertise
in accounting, auditing, investigative me-
thods and proving standards. Practical
value of this research type lies in the inves-
tigation of fraud, embezzlement and ter-
rorist financing, as well as in assessing the
volume of losses in civil and economic dis-
putes. However, a further challenge is the
lack of standardised procedures for train-
ing such specialists, which, as evidenced
by comparative experience in other coun-
tries, is a global trend: training curricula
can be incohesive and do not always match
actual real-world needs, leading to a gap
between educational competencies and the
demands of professional environment *.

25 ENFSI Action Plan : Ref. Code BRD-FWK-010. Is. No. 007. Is. Dste 12.05.2025 / ENFSI : web.
URL: https://enfsi.eu/wp-content/uploads/2025/07/ENFSI-Action-Plan-2025-2026.pdf (date ac-

cessed: 30.01.2026).

26 Alzahrane M. A. Insights from forensic accounting educators and practitioners within the
KSA context regarding the optimal forensic accounting skills set: an implication on the socio-
economic development. Journal of Business and Socio-Economic Development. 2024. Vol. 4 Is. 1.
Pp. 66—80. DOI: 10.1108/JBSED-08-2022-0082 (date accessed: 02.02.2026).
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Bearing in mind the above, there ap-
pears to be a clear rationale to consistently
reform the methodological framework for
forensic expert activities in Ukraine (spe-
cifically through the institutionalisation
of a unified methodological coordination
body, the regulatory consolidation of re-
quirements for the structure and content
of methodologies, the creation and legal
regulation of forensic methodology regis-
ters, the definition of register access poli-
cies and of validation and implementation
procedures for research findings). This
approach would help bring the national
system of forensic science into alignment
with European standards, enhance the
quality of expert opinions, ensure that
they are scrutinised in adversarial pro-
ceedings and, ultimately, would bolster
public and judicial confidence in forensic
support for economic criminal offenses.

Conclusions

This study has revealed a number of le-
gal and organisational issues associated
with the provision of forensic support for
pre-trial investigations of criminal offenc-
es (particularly in the field of economic ac-
tivity). From our perspective, these issues
can be addressed by consistently adopting
the following measures:

1) Improving legislative framework
by amending the CPC of Ukraine to
define clear conditions, procedures
and the scope of specialist involve-
ment in all types of procedural ac-
tions, including covert investigative
(search) actions, whilst observing
the principle of the pre-trial investi-
gation authority’s powers not being
excessive);

2) Introducing a unified methodolog-
ical body (setting up a national
body responsible for developing,
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3)

4)

5)

6)

registering and overseeing forensic
methodologies that would take into
account actual capabilities of all
subjects involved in forensic activi-
ties, regardless of their inter-agency
affiliation). This will ensure consis-
tency in the choice of approaches,
thereby preventing inconsistencies
and increasing trust in expert opi-
nions;

Adopting an open-access model for
methodologies for conducting fo-
rensic examinations (establish legal
provisions for access to the Register
by parties involved in criminal pro-
ceedings—investigators,  prosecu-
tors, lawyers and judges—which will
ensure the transparency and veri-
fiability of opinions, whilst taking
into account a number of procedu-
ral considerations during the con-
duct of any expert examination);
Streamlining the procedure for en-
gaging foreign experts (refining the
mechanism for engaging foreign ex-
perts by establishing clear grounds,
requirements and limitations for
their participation, simultaneous-
ly expanding the areas where such
participation is possible, especial-
ly in cases involving cross-bor-
der crime and complex financial
schemes);

Developing standards for the exe-
cution of specialist certificates and
opinions, thereby ensuring legal
certainty and admissibility of these
documents in proceedings;
Improving technical and material
capabilities within forensic expert
institutions (developing state lab-
oratory capability building pro-
grams, standardizing procurement
of modern equipment and intro-
ducing cutting-edge technologies,
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which will ensure a high level of
accuracy and credibility in forensic
research).

Implementing these recommenda-
tions will help improve proving quality,
ensure human rights and the rule of law,
and strengthen public trust in Ukraine’s
criminal justice system as it integrates
into the European Legal Area.

ITepcrieKTHUBY BJOCKOHAJIEHHS
CYZI0BO-eKCIIEPTHOro 3a0e3me4eHHs
PO3CIiZyBaHHSA rOCHOZAPCHKUX
3JI0YMHIB

Bimaaiii Ycamuil

Mema cmammi — 8U3HAYUMU pOAbL MaA
cyuacHi meHOeHyii npogeciiinoi  OJifnb-
Hocmi cydosux ekcnepmis 1 cneyianicmis
Y KPUMIHAALHUX NPO8AOA#EHHAX NPO 20CNO-
dapcoki 3a0uuHU. IIpoananizosano cy4acHi
mendeHyii KOpUCMYBAHHA CNeylaAbHUMU
3HAMHAMU SK HAYKOBUM MNIOfPYHMAM 3d-
be3neuenns npaeocydds 6 Ykpaiui, ocobau-
80 Ni0 Yac po3caidysamus 3104UHi8 Y cpepi
2ocnodapcokoi JisAvbHOCMi, MAKUX, AK /Je-
2anizayis epowlosux Kowmis, konmpabauoa
ma waxpaiicmeo 3 GiHAHCOBUM pecypcamul
mouwo. AKYeHmMo8aHo Ha 8UPIWLAALHIIL pOaL
cydosux excnepmisg i cneyianicmis y 3abesne-
YeHHI MOUHOCT, 06 EKMUBHOCTLKPUMIHAAL-
HUX po3cAidy8ans, NPULHAMIMI 00 €KMUBHUX
i 00/pYHMOBAHUX NPOUECYANbHUX pillUeHb
ma y32000eHHl HAYIOHAALHOL NpaKmMuKu
3 esponelicokumu cmandapmamu. Jocnaio-
MHeHO Npagose pezyAl08AHHA, NPAKMUUHL
acnexkmu il MemoOuuHi npobaemu 3ary1eHHs
excnepmis, NiOKpec/eHO BAMCAUBICMb IXHIX
He3anexnHocmi, npogeciiiHoi Komnemenm-
Hocmi ma 0OMpUMAHHSL NPOLEeCYaNbHUX 2d-
panmiii. Ha ocHo8l aHanizy HAUIOHAALHOL
i esponeticokol cydosux NPAKMuUK UIHAUEHO
cucmemHi npobaemu, 30Kpema NpozaiuHu
8 KPUMIHANAbHOMY NPOUeCyanvHOMY 3AKOHO-
dascmsi Ykpaiuu, eidcymuicme YHiQikosa-

H020 MemoOu4H020 3abe3neueH s ma NOGHO-
YIHH020 JOCMyMny Y4acHUKI8 KpUMIHAALHOZO0
npogadicents 0o Peecmpy memodux npoge-
JeHHs cydosux ekcnepmu3. 3anponoHosd-
HO KOMN/AEKCHI 3axodu 045 800CKOHANEHHA
YKPAiHCbKO20 3AKOH00A8Cmed, CMEOpPeHHs
€0UHO020 HAUIOHAALHO20 MidHEI00MH020 Me-
mo0o102i4H020 Op2aHa, 8i0nosidanvHo20 3a
PO3pObAeH s, peecmpayilo ma KOHMpOAb
Memodux cy0080-ekcnepmHux 0ocaAidKceHb,
AKL  8paxo8ysamumyms (QakmuuHi MOdxic-
Augocmi 8Cix cy6’ekmie cy0080-eKcnepmHoi
disavHocmi, 8i0kpumms 048 WUPOKO20 3d-
eany Peecmpy memodux npogedents cy0osux
excnepmu3, NidgullleHHs KeaaiQikauyii exc-
nepmis, MoOepHizauii mexHiuHoi 6asu il ype-
2YNI08AHHSA YUACMI THO3eMHUX Cneyianicmis
y pobomi HAYIOHAALHUX eKCMePIHUX Yema-
Ho8. Peanisayis yux npono3uyiii dacmoe
3moey nideuwjumu Akicmv 00KA3YBAHHA,
3abesneuumu O0OMpUMAHHA NpaA8 AIOOUHU
ma 3aKOHHOCMI, a MAKOd¥ IMIYHUMU J08IpY
cycninvbemea 0o cucmemu KpUMIHAALHOZO
npagocydos YKpainu 6 ymosax €8poneiicukol
iHmezpayii.

Kawuoei caoga: cneyianvHi 3HAHHA
eKOHOMIYHA 3A0HUHHICTMY, CY0’ekm eocno-
0apcovkoi OiaAbHOCMI; KPUMIHAALHA 10CMU-
Yis;, HOpMAmMueHO-npasoge 3abe3mneuerms;
Mmemoduxka.
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The Article Purpose is to delineate possibilities for applying specif-
ic expertise in the field of weaponry studies when proving weapons
smuggling, and to assess specific expertise relevance for identifying
elements of a crime and for ensuring efficiency in criminal proceed-
ings. The following methods have contributed to the achievement
of the set goal: general scientific methods of analysis and synthesis,
induction and deduction, as well as philosophical and specialised
methods — dialectical, systemic-structural, comparative-legal and
generalisation. It has been substantiated that specific expertise in
the field of forensic weaponry science is a key component of forensic
technical support in weapons trafficking investigations. Specific ex-
pertise application extends far beyond the provision of expert advice
and encompasses preliminary forensic examinations, participation
of specialists in investigative (search) actions, and conduct of fo-
rensic examinations. A systematic overview of scientific approaches
and case law has revealed that primary means of applying specific
expertise in cases of the above-mentioned category is forensic exam-
ination of weapons, traces and circumstances of their use, which
enables a scientifically substantiated determination of the type of
weapon, its technical specifications, suitability for use and other
features necessary for the criminal law qualification of an act. It
has been emphasised that in cases involving weapons smuggling,
weaponry experts, ballistics experts, and specialists from the expert
units of the Security Service of Ukraine and the expert service of the
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Ministry of Internal Affairs of Ukraine, the Ministry of Justice of
Ukraine play a pivotal role. Their research findings help identify
items, establish links between episodes of criminal activity, verify
weapons against records, and formulate investigative scenarios. It
has been argued that enhancing the efficiency of a proof procedure
in cases of weapons smuggling requires proper interaction between
law enforcement agencies and forensic institutions, obligatory con-
sideration of preliminary examination results, and providing a fo-
rensic expert with a full set of necessary tools and materials, includ-

ing a crime scene inspection record.
Keywords: pre-trial investigation; smuggling; forensic exam-
ination; tactical support; ordering forensic examination; environ-

mental damage.

Research Problem Formulation

Nowadays, combating weapons smug-
gling goes beyond purely customs-related,
economic or criminal law considerations
and is evolving into a security concern,
since it directly impacts national security,
public order and human lives. Unlawful
transportation of weapons, ammunition
and their components across the customs
border poses a threat of illicit weapons
trafficking, using these weapons in violent
crimes and worsening the crime situation
in a country. In such proceedings, tech-
nical specifications of a smuggled object
are of fundamental importance, as they
determine criminal nature of an offence’s
subject matter, the degree of public dan-
ger posed by an act, and the possibility of
correctly classifying the offence.
Meanwhile, analysis of pre-trial in-
vestigation authorities’ and the judiciary’s
practices regarding the investigation and
trial of criminal proceedings relating to
weapons smuggling reveals significant dif-
ficulties in determining the legal status of

seized items, their intended use, technical
condition and suitability for use. It is not
unusual for the assessment of such ob-
jects to be limited to a formal description
of their external features, without a prop-
er examination of their design features,
technical specifications and suitability
for their intended purpose. This approach
leads to an incomplete understanding of
case circumstances, creates risks of an
incorrect legal assessment of an incident,
and makes it more challenging to prove
objective elements of a criminal offence.
Relevance of combating weapons
smuggling in the current climate stems
not only from the general rise in threats to
public security, but also from the current
statistics on weapons and ammunition
seizures during border control. Based on
analytical data from units of the State Bor-
der Guard Service of Ukraine, 195 units of
weapons and 21,901 pieces of ammunition
were seized during 2023 !. At the same
time, a significant increase in the number
of seizures was recorded in subsequent
years: in 2024, 1,101 units of weapons and

1 Bwmuaska B., Auapymko O., ITaBriok T. [lisapHicTh ['0JIOBHOTO €KCIIEePTHO-KPUMiHATICTHY-
HOTO IIeHTPYy Jep:KaBHOI IPUKOPAOHHOI cayx6u Ykpainu. Hayka i mextika cb0z00Hi. Cepis
«IIpasox». 2024. Ne 6 (34). C. 93—100. DOI: 10.52058/2786-6025-2024-6(34)-93-100 (date accessed:

10.02.2026).
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224,824 pieces of ammunition; in 2025,
1,383 units of weapons and 239,243 pieces
of ammunition 2. This pattern indicates an
increase in the scale of the illicit weapons
transportation across the state border and
a high level of intensity in this type of un-
lawful activity.

The issue of proof in weapons smug-
gling cases is becoming increasingly
critical, particularly regarding the objec-
tive establishment of characteristics of
a crime’s subject matter. Determining the
type of weapon, its technical specifica-
tions, method of manufacture, evidence
of modification, suitability for firing and
compliance with technical standards and
regulations requires specific weaponry
expertise. Such expertise goes beyond
the professional remit of an investigator,
a prosecutor or a court: it can only be uti-
lised by engaging specialists and ordering
relevant forensic examinations.

In these circumstances, specific weap-
onry expertise is not secondary. It acts as
an essential procedural tool for collecting
evidence in criminal proceedings con-
cerning weapons smuggling. It is foren-
sic analysis that offers an evidence-based
assessment of an object’s characteristics,
confirming its classification as a firearm,
cold weapon or other type of weapon, and
clarifying its method of manufacture and
performance specifications, etc. Without
specific expertise, a reliable determina-
tion of salient circumstances pertaining
to criminal qualification of an act, assess-
ment of evidence, and adoption of a lawful
and reasonable procedural decision are
unattainable. Consequently, in light of the
proof of weapons smuggling, the study of
specific expertise applicability in the field

of weaponry studies is a pressing task for
contemporary forensics.

Article Purpose

Identify typical ways in which specific
weaponry expertise is applied in collecting
evidence in cases of weapons smuggling.

Research Methods

A range of general scientific, specialised,
and philosophical methods have proven
useful in achieving the set goal. Analysis
and synthesis, induction and deduction,
as well as dialectical, systemic-structural,
comparative-legal methods, and genera-
lisation enabled us to analyse procedural
and organisational prerequisites for spe-
cific weaponry expertise application, to
identify typical instances of its application
in criminal proceedings concerning weap-
ons smuggling, and to define practical
challenges pertaining to interaction be-
tween the investigator, the forensic expert,
and departmental forensic institutions.

Dialectical method has provided justi-
fication for the interdependence between
the growing threat of illicit weapons traf-
ficking, the increasing sophistication of
methods used to conceal or modify such
weapons, and the objective need for ex-
pert verification of characteristics of the
offence’s subject matter. Internal incon-
sistencies have been observed between
the need for a prompt response (initial in-
vestigative [search] measures, preliminary
expert examinations) and the require-
ments for procedural sufficiency of proof
(ordering expert examinations, securing
relevant materials).

2 PesyspTaTH OIEPAaTUBHO-CIYKO0BOI JisimbHOCTI [lepKIIpuUKOpAoHCAY:X6u /| /[lep:kaBHa

IIPUKOPAOHHA CiIy)xba YkpaiHu

: odim. BebcanT. 10.03.2026. URL: https://dpsu.gov.ua/uk/

the-results-of-operational-and-service-activities-of-the-state-border-service (date accessed:

10.02.2026).
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Systemic-structural ~ method  has
helped model the mechanism for applying
specific weaponry expertise during crim-
inal proceedings: 1) delineate principal
components of this mechanism (detec-
tion and seizure of weapons; preliminary
forensic examination; verification of ini-
tial data against official records; ordering
a forensic examination; significance of the
expert’s opinion in the proving process);
2) evaluate the involvement of each party
(investigator, specialist, forensic expert,
record-keeping units) and their respective
roles; 3) assess the role of forensic weap-
ons examination as a key tool for identi-
fying features of smuggled items and for
confirming a weapon’s suitability for use.

Formal-logical methods (analysis, syn-
thesis, induction, deduction) have been
employed to analyse statutory provisions
and doctrinal approaches governing the
use of specific expertise in criminal pro-
ceedings, as well as to provide a logical
rationale for the substantiation of con-
clusions regarding the evidential value of
forensic weapons examinations. Analysis
has aided in meticulously studying com-
mon issues: a formalized approach to de-
scribing seized objects, errors in posing
questions to a forensic expert, and a lack
of materials for scenario-based forensic
tasks. Synthesis has facilitated the incor-
poration of these observations into holis-
tic recommendations for the procedural
preparation of case materials (submission
of previous research findings, inclusion of
inspection records, provision of data for
verifying markings). Induction has con-
tributed to the development of common
patterns based on provided examples and
practically-oriented reasoning; deduction
has helped to analyse propositions by
comparing them with procedural require-
ments and the rationale of proof in pro-
ceedings concerning weapons smuggling.

Comparative legal method has been
utilised to compare approaches to proving
weapons smuggling, taking into account
the specific nature of an offence, as well as
to assess the roles of various departmen-
tal actors (the Security Service of Ukraine,
the State Border Guard Service, the Na-
tional Police, and the Ministry of Justice)
in detection, documentation, and forensic
examination of weapons. This has made it
possible to substantiate the significance of
investigative jurisdiction for the practice
of ordering forensic examinations and to
illustrate potential risks of information
fragmentation arising from the lack of co-
ordination between forensic records and
the varying subordination of security forc-
es and expert organisations.

Generalisation has been useful for
systematising findings and drawing con-
clusions regarding typical applications of
specific weaponry expertise, as well as for
specifying ways to more effectively prove
a case. It demonstrates that there is a need
to strengthen inter-agency cooperation
when examining weapon markings and
identifiers, to standardise approaches to
preparing materials for forensic experts,
and to ensure the continuity of applying
specific expertise: from preliminary fo-
rensic examinations to the issuance of
a procedural expert opinion.

Analysis of Essential Researches
and Publications

Certain aspects of investigating smuggling
as a criminal offence have been studied
by L. Biletska, A. Buha, I. Hora, O. Zaver-
khovskyi, L. Kapitanchuk, O. Kofanov,
R. Maliuha, A. Poliakh, I. Rudnytskyi,
V. Topchii, Ya. Furman, O. Kharaberiush,
V. Shevchuk, et al. The researchers de-
veloped a forensic characterization of
criminal offences involving smuggling,
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defined specific elements of proof, typical
investigative scenarios, as well as tactical
approaches to conducting investigative
(search) actions.

Academic papers by D. Andrieiev,
V. Areshonkov, R. Veliiev, A. Voloboiev,
V. Holubosh, S. Kozachenko, S. Melny-
chenko, M. Movchan, Ya. Novak, L. Pav-
lenko, S. Peretiatko, O. Tarasenko define
forensic characterisation of criminal of-
fences related to illicit weapons traffick-
ing, general approaches to the collection
and assessment of evidence in cases of il-
licit weapons trafficking, discuss the role
of specific expertise in criminal proceed-
ings, and the issue of cooperation between
the investigator and forensic experts of
various specialisations during investiga-
tions into these criminal offences.

Separate aspects of specific exper-
tise application during weapon examina-
tions have been addressed by A. Kofanov
(2000) 3, D. Hamov (2005) *, A. Poltavskyi
et al. (2007) °, Ya. Novak (2007) ¢, T. Tyutyu-
nnik (2008) 7, T. Bulba (2009) & R. Melnyk
(2014) °, V. Shapovalova (2015) '°, and oth-
ers. Scientific papers by these scholars are
devoted to the issues of ordering and con-

ducting forensic examinations, to forensic
weaponry, identification of weapons, to as-
sessment of their technical specifications
and serviceability, as well as to method-
ological principles of expert examination
of weapons and ammunition. Analysis of
scientific sources reveals that the issue of
applying specific weaponry expertise, par-
ticularly in the context of proving weapons
smuggling, has not been covered systemat-
ically and in depth. Numerous works pro-
vide only a fragmented view of the subject
or consider this issue within the framework
of general provisions on specific expertise
application, failing to highlight procedural
and tactical challenges of its implementa-
tion in relevant proceedings.

Accordingly, although there is con-
siderable academic literature on general
principles of forensic examination and fo-
rensic aspects of investigating smuggling,
procedural and methodological aspects
of utilising specific weaponry expertise in
cases involving weapons smuggling remain
insufficiently developed. This calls for fur-
ther research aimed at identifying current
possibilities for expert examination of
weapon features as the subject of a crime,

3

10

Kodanos A. B. TeopeTHuuHi Ta IPaKTUYHi aCTIeKTU KPHUMiHATICTUIHOTO JOCIi/PKeHHS IIaj-
KOCTBOJIBHOI BOTHECTPilbHOI 30poi : aBTOped. guc. ... KaHA. opui. Hayk. Kuis, 2000. 20 c.
URI: https://dspace.nlu.edu.ua/handle/123456789/14006 (date accessed: 10.02.2026).

lamos [I. 0. MeToAMKa BCTAHOBJIEHHS HAJIEXHOCTI 00’'€KTa 10 BOTHEIAIBHOI 36pOi Ta Horo
MPUAATHOCTI A0 CTPinbbu (mpoBeZieHHs OCTpPiniB) : MeToguKa. Kuis, 2012. 34 c.
ITontaBcekuii A. O., Bop3os O. I1., Teruibkuii B. B. ITopszoK BUSABIEHHS CIiZ0BO1 iHpopMa-
1if Ha BOrHemaubHili 36poi : MeToz. pek. Kuis, 2007. 32 c.

Hosak fI. B. Cy4yacHHH CTaH Ta MEPCIEKTUBU PO3BUTKY KPUMIiHATICTUYHOTO JOCHTiIKeH-
HS BOTHeNaJIbHOI 36poi : aBTOped. AUC. ... KaHJ. I0pUA. HayK. Kuis, 2007. 20 c. URI: https://
dspace.nlu.edu.ua/handle/123456789/14018 (date accessed: 10.02.2026).

TrotronHuK T. I. TeopeTuyHi Ta OpraHisanifiHo-TexHIYHI 0OCHOBY iH(bOpMaLiiiHOro 3abe3neyeH-
HS1 CYZ0BO-0aiCTUYIHOI eKcriepTusy : aBToped. JuC. ... KaH/. I0puj. HayK. Xapkis, 2008. 19 c.
By11b6a T. M. BusaBjeHH, olepeAHE AOCIiPKeHHS Ta BUIyIeHHs CaMOpO6HI/IX BUOYXOBUX
IIPUCTPOIB : AUC. ... KaHJ. IopuZ. Hayk. Kuis, 2009. 212 c.

Menpauk P. B. KpuminanicTuuHe AOCTiKeHHs OO€KTIiB, I1epepobseHUX Y BOTHEIATIbHY
36poro : aBToped. AuC. ... KaH/. IOpUA. Hayk. Kuis, 2014. 18 c.

IlTarroBasioBa B. C. IIOHATTS, CIIiBBiZHOIIEHHS Ta KIacudiKallis KpuMiHaIbHOI 30poi (KpuMi-
HaJIICTUYHUI aCIeKT) : AUC. ... KaH/,. I0puj. HayK. Kpusuii Pir, 2015. 267 c.
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enhancing the practice of ordering rele-
vant expert examinations, and improving
the efficiency of the process of proving in
criminal proceedings of this nature.

Main Content Presentation

The growing number of crimes commit-
ted with various types of weapons, along
with the emergence of new weaponry with
modified tactical and technical specifica-
tions, has objectively complicated and fur-
ther impedes the work of law enforcement
agencies. Today’s weapons are distin-
guished by their increased effectiveness,
variety of design features and the possi-
bility of concealed use, requiring the ap-
propriate level of training from authorised
individuals. This is not limited to the abi-
lity to identify, document, describe, and
seize such forensic objects, but extends to
the ability to conduct qualified research
on these items using specific expertise.
In this respect, academics have rightly ar-
gued for the establishment of a separate
branch within the system of forensic sci-
ence: forensic weaponry studies.

Forensic weaponry studies is an inter-
disciplinary field within the broader field
of forensic technology that encompasses
a range of knowledge about concepts and
classification of weapons, their design
features, patterns of operation and for-
mation of traces of use, as well as meth-
ods for detection, documentation, seizure,

and forensic examination of relevant ob-
jects. Its subject matter is the patterns of
creation and use of devices intended to
damage a target or transmit special sig-
nals, and manifestation of these processes
in physical traces and marks. We believe
that bringing together provisions on fire-
arms, cold weapons, pneumatic weapons,
gas weapons, throwing weapons, ammu-
nition, explosive devices and substances
within a single academic discipline will
ensure a systematic approach to their
study and help standardise methodolog-
ical principles for working with such fo-
rensic objects .

In cases concerning weapons smug-
gling (Art. 201 of the Criminal Code of
Ukraine 1), it shall be noted that this crim-
inal offence comprises only those items
which, by virtue of their physical, chem-
ical or socially hazardous characteristics,
are subject to special state control when
being transported across the customs bor-
der. These include cultural values, toxic,
potent, explosives, radioactive substanc-
es, weapons or ammunition (except for
smooth-bore hunting weapons or ammu-
nition thereto), as well as special technical
means for secret obtaining of information.
The high level of danger posed by such
items is precisely what leads to criminali-
sation of their unlawful transportation.

Weapons smuggling violates both cus-
toms regulations and, above all, public
security . Instances involving smuggled

11 ITyenina O. B. IIlof0 TeOpeTUYHUX i IPABOBUX OCHOB KPHMMiHQJIICTUIHOIO 36POE3HABCTBRA.
TenOenuii possumxky 1opuduunoi Hayku: npobremu ma 0ocseHeHHs : MaT-1u MiKHAp. HayK.-
pakT. iHTepHeT-KOH(D. (TepHomins, 11.10.2011). TepHomins, 2011. C. 60—62. URI: http://
dspace.univd.edu.ua/xmlui/handle/123456789/16073 (date accessed: 10.02.2026).

12 KpuMiHaJIbHUH KoZleKC YKpainu Big 05.04.2001 p. Ne 2341- III (3i 3miH. Ta gomnos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 10.02.2026).

13 MupomHudeHko H. A. OGEKT Ta mpeiMeT KpUMiHaJIbHO-KapaHol KoHTpabauzau. Tpaduuyii
ma Hoauii pUOUYHOL HAYKIL: MUHY/e, CYUdACHICTb, MAllOymHe : MaT-T1 MbKHAp. HayK.-[IPaKT.
koH®. (Ozeca, 19.05.2017). YV 2 1. T. 2. Ozeca, 2017. C. 211—213. URL: https://dspace.onua.edu.
ua/server/api/core/bitstreams/c11a6357-4de1-4788-9dc4-98c208eb18c8/content (date accessed:

10.02.2026).
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firearms and cold weapons are quite
common in investigative and courtroom
practice . Such items are pistols, rounds
thereof, submachine guns, and improvised
smooth-bore small arms . Specifically, this
refers to individual parts of rifled firearms.

The determinative feature of weapons,
ammunition, explosive substances, explo-
sive devices and radioactive materials, as
specified in the Resolution of the Plenum
of the Supreme Court of Ukraine: On Ju-
dicial Practice in Cases of Kidnapping and
Other Illegal Handling of Weapons, Ammuni-
tion, Explosives, Explosive Devices or Radio-
active Materials No. 3 dated 26 April 2002, is
their purpose: to strike a living target, and
to destroy or damage the environment *.
Consequently, these definitions are essen-
tially quite different from the mechanism
of economic crimes and do not align with
them in terms of content.

The answer to the question of wheth-
er an object falls within the category of
weapons falls within the remit of forensic
examination of weapons, gunshot traces,
and situational circumstances of shoot-
ing. Procedural framework for ordering
such forensic examinations is set out in
Arts. 242-244 of the Criminal Procedure
Code of Ukraine ' (hereinafter referred
to as the CPC of Ukraine), while factual
grounds for ordering such expert exam-
inations are the requirement for specific

expertise that falls outside the scope of the
investigator’s or court’s expertise. There-
fore, ordering an expert examination
stems from the need to apply specific ex-
pertise, otherwise it would be impossible
to establish legally relevant facts regard-
ing the subject matter of an offence.

Forensic examination of weapons and
situational circumstances of shooting is
a type of forensic analysis. It may be divid-
ed into several sub-categories depending
on objects under study: firearms and am-
munition, gunshot traces, cold weapons,
weapons with a non-kinetic damage prin-
ciple, grenade launchers and barrelled ar-
tillery weapons, and missile (rocket-pro-
pelled) weapons. Although this type of
expert examination is not included in
alist of those required to be ordered under
Art. 242 of the CPC of Ukraine '8, the inves-
tigator is still obliged to order a forensic
examination, as it is clear that this matter
falls outside the investigator’s professional
competence.

Analysis of court decisions in cases
falling within the category under study
has revealed that, typically, forensic ex-
aminations of weapons in smuggling cases
are conducted by SSU expert institution:
the Ukrainian Scientific and Research In-
stitute of Special Equipment and Forensic
Expertise (ISEE SSU). This naturally fol-
lows from investigative jurisdiction prin-

14 Bupok KominTepH. paticygy M. XapkoBa Bif 13.12.2024 p. CmpaBa Ne 641/6985/24. IIpo-

Ba/K. No 1-k11/641/790/2024 | €OPCP

Review/123743119 (date accessed: 10.02.2026).

BebcaiiT. URL: http://reyestr.court.gov.ua/

15 Bupok TopoxiB. paficysy Bonuu. o6x. Bix 31.07.2024 p. CmpaBa Ne 155/542/24. IIpo-
BamK. Ne 1-km/155/132/24 / Tam camo. URL: https://reyestr.court.gov.ua/Review/120713820

(date accessed: 10.02.2026).

16 IIpo cyZoBy MPaKTUKY B CIIpaBax PO BUKPa/IeHHs Ta iHIle He3aKOHHe ITOBO/KEHHS 31 30poEro,
OOMOBMMM IIpHIIacaM¥, BHOYXOBUMH PEYOBHHAMM, BHOYXOBUMU IIPUCTPOSIMU YU pajio-
aKTUBHMMU MaTepiajamu : mocraHosa IlieHymy Bepxos. Cyay Vkpainu Bizg 26.04.2002 p. Ne 3.
URL: https://zakon.rada.gov.ua/laws/show/v0003700-02#Text (date accessed: 10.02.2026).

17 KpumiHaJbHUU IIpollecyalbHUN KoZeKC YKpainu Big 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta 10-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 10.02.2026).

18 Tam camo.

178


https://khrife-journal.org/index.php/journal
http://reyestr.court.gov.ua/Review/123743119
http://reyestr.court.gov.ua/Review/123743119
https://reyestr.court.gov.ua/Review/120713820
https://zakon.rada.gov.ua/laws/show/v0003700-02#Text
https://zakon.rada.gov.ua/laws/show/4651-17#Text

Yurii Kovalov. Proving Weapons Smuggling: Opportunities for Applying
Specific Weaponry Expertise. DOI: 10.32353/khrife.1.2026.13

ciples laid down in criminal procedure
legislation. As per provisions of Art. 216
of the CPC of Ukraine, criminal offences
relating to smuggling are within the inves-
tigative jurisdiction of SSU investigators .
This means that it is precisely this author-
ity that is authorised to carry out the bulk
of investigative (search) actions, collect ev-
idence, and initiate forensic examinations
in such proceedings. As the subject of
smuggling is often weapons, ammunition,
explosives and other high-risk weaponry,
it is paramount to utilise specific weap-
onry expertise at the initial investigation
stage. Given this, investigators, acting in
accordance with the principles of efficien-
cy and procedural expediency, most often
submit seized weapons to the forensic
units within the SSU system, thereby es-
tablishing a long-standing practice of cen-
tralizing such expert examinations within
a relevant agency’s system.

In addition, the specific nature of of-
fences relating to weapons smuggling ne-
cessitates not only determining technical
specifications of an item, but also assess-
ing its potential use in activities that could
threaten national security, defence capa-
bilities, or public order. This is precisely
why SSU expert organisations, specialising
in security research, are most commonly
involved in conducting these forensic ex-
aminations. These studies require a com-
bination of forensic, technical and securi-
ty approaches in order to properly analyse
objects under examination.

Consequently, predominance of SSU’s
forensic units in conducting forensic

weapons examinations is due to proce-
dural and organisational factors: statutory
investigative jurisdiction over smuggling
assigned to security agencies, existence
of specialised forensic units within the
SSU system, and the need for multidisci-
plinary expert examination of items pos-
ing a heightened public danger. This has
given rise to a consistent practice whereby
it is SSU forensic units that are primary
authorities conducting forensic weapons
examinations in criminal proceedings of
such a nature.

The most common type of forensic
examination in cases involving weap-
ons smuggling is expert examination of
firearms and ammunition; this is due to
practical considerations regarding the
identification of seized items and the de-
termination of their technical suitability
for firing. This is why one of the distinc-
tive features of forensic examination is its
direct connection to the need to establish
crime elements, which is critical for deter-
mining criminal qualification of an act.

Another important aspect is to con-
sider the procedural status and evidential
value of forensic examination findings,
which are set forth in the expert’s written
opinion. Researchers note that, oftentimes,
sound procedural decisions in cases involv-
ing illicit trafficking of weapons cannot be
made without a weaponry expert’s opinion;
indeed, the expert opinion may become
the main piece of evidence, particularly
when it is necessary to determine whether
a seized item is a firearm or whether a shot
was fired from a specific weapon ».

19 KpuMiHaJIBHUU NPOIeCyaTbHUM KoZeKe ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 10.02.2026).

20 Kikinuyk B. B., Pomaniok B. B, Kumxkenko C. O. Ta iH. JlJOKyMeHTYBaHHS Ta PO3CJIiJyBaHHSI
(axTiB HE3aKOHHOTO MMOBO/KEHHS 31 30po€io, 60foBUMY IIpunacamMu abo BUGYXOBUMU pe-
YOBUHAMU, a TAKOXK KPUMIiHATHHUX [IPABOIIOPYLIEHD ¥ chepi He3aKOHHOTO 06iry HAPKOTUY-
HUX 3ac00iB, ICUXOTPOIIHMX PEYOBUH, IX aHAJOTiB ab0 IPEeKypCopiB, YIMHEHUX i3 3aCTOCY-
BaHHSM HOBITHIX TE€XHOJIOTi! (BUTATH) : HAyK.-MeTOZ. peK. / HaykoBo-zocaiiHa AisIpHICTD
XapKiBChKOTO HAIiOHAJBHOTO YHIBEPCUTETY BHYTPIIIHIX CIIpAaB B YMOBaX BOEHHOI'O CTaHY :
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Researchers also highlight com-
mon mistakes arising from inaccurately
phrased questions addressed to forensic
experts: such as mechanically copying
questions from reference guides and fail-
ing to take into account factual circum-
stances of a case. These can lead to de-
lays in forensic examination and thereby
undermine its evidential value . Conse-
quently, a key point about forensic wea-
pons examinations is that their efficiency
depends to a large extent on the investi-
gator’s professional training and on accu-
rately phrased expert questions.

Multidisciplinary nature of forensic
research is taking on increasing impor-
tance. Certain types of forensic examina-
tions involving weapons require interdis-
ciplinary or multidisciplinary research,
especially when dealing with combination
weapons or determining circumstances
of shooting. These forensic examinations
help not only identify an object, but also
determine its mechanism of operation,
method of manufacture or modification,
which is pivotal in cases concerning illicit
manufacture or smuggling of weapons *.
This once again proves the interdisciplin-
ary nature of forensic weaponry studies
as a body of knowledge integrating tech-
nical, trace evidence, and identification
approaches. Not less significant is the fact
that a forensic examination can only be
carried out provided that case materials
have been properly prepared and integrity
of physical evidence has been preserved.
Multiple studies also point out that im-

proper packaging of physical evidence or
inadequate recording of forensic objects
seriously impede the investigation process
or render it impossible.

Pursuant to procedure legislation, an
expert opinion is drawn up solely from
materials duly recorded in procedural
documents, emphasising the procedural
interdependence of investigative activities
and forensic examinations.

Therefore, analysis of the sources cit-
ed above allows us to identify principal
features of ordering a forensic weapons
examination: its direct connection to the
identification of crime elements; its cru-
cial evidentiary value in criminal proceed-
ings; questions are to be accurately worded
and expert examinations have to be con-
ducted in a logical sequence; prevalence
of multidisciplinary forensic examina-
tions; and the high degree of interdepen-
dence between the efficiency of forensic
examination and the proper procedural
preparation of case materials. Collectively,
these findings confirm that forensic weap-
ons examination is a key tool ensuring the
optimal application of specific expertise in
the field of criminalistics and an essential
component of the modern forensic weapon-
ry concept.

With a view to enhancing efficiency
of pre-trial investigations into weapons
smuggling, attention should be drawn to
the need for close cooperation between
law enforcement agencies of various in-
stitutional affiliations and forensic actors
who are involved to carry out expert ex-

MoHorpadisa // 3a 3ar. pex. B. B. CokypeHka, [I. B. IlIBens, O. A. MopryHoBa. BinHUIZ,
2023. C. 23—52. URL: https://dspace.univd.edu.ua/handle/123456789/19431 (date accessed:

10.02.2026).

21 Tapacenko O. C. Po3ciiyBaHHS He3aKOHHOTO IIOBO/KEHHS 3 BOTHENAJIbHOIO 36pOEI0, 1110
BYMHSIETHCS 3IOYNHHUMU 00’ €AHAHHIMU : IUC. ... KaHJ. I0puj. HayK. Kuis, 2017. 283 c. URL:
https://dduvs.edu.ua/wp-content/uploads/files/Structure/science/rada/dissertations/18/1.pdf

(date accessed: 10.02.2026).
22 Tawm camo.
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aminations in these types of cases. Un-
like many other items subjected to expert
examination, firearms require a prelimi-
nary comprehensive verification of their
source data—factory numbers, markings,
serial numbers on individual components,
design modifications, and signs of alter-
ation—against relevant records and data-
bases. These actions are crucial for estab-
lishing the origin of a weapon, its possible
theft, involvement in previous criminal of-
fences, or links to other instances of crim-
inal activity. Without timely cross-refer-
encing of these data, expert examination
findings may be inconclusive, and certain
circumstances of forensic significance
may be left unexplained.

Ballistic record-keeping is conducted
exclusively by forensic institutions within
the Expert Service of the MIA of Ukraine.
Objects of ballistic record-keeping are
firearms, bullets and cartridge cases with
firing marks, ammunition, and other fo-
rensic objects with traces of gunshot or
weapon impact. Analysis of scientific
sources and criminal case files reveals that
verification of such items against ballistic
records holds substantial tactical value for
pre-trial investigations. In particular, it fa-
cilitates the discovery of connections be-
tween specific criminal incidents, allows
for the consolidation of criminal proceed-
ings where the same weapon has been
used, and enables the identification of
common and individual weapon features
and traces of its use. Verification also helps
determine whether an item belongs to law
enforcement agencies, military personnel
or civilians, as well as establish whether
improvised weapons have been manufac-
tured using the same equipment %.

It is worth noting that there are orga-
nisational challenges hindering the effec-
tive execution of tactical tasks related to
investigating illicit trafficking of weapons,
stemming from institutional lack of co-
ordination between expert departments.
Forensic organizations of the SSU and the
NPU are subordinated to various gover-
ning bodies, thereby complicating real-
time information sharing and limiting
access to the full range of departmental
records held by the MIA of Ukraine. This
can lead to situations where individual
weapons fall out of the sight of relevant law
enforcement agencies or fail to undergo
proper verification against all available in-
formation sources. This applies particular-
ly to cases where weapon-related offences
involve multiple authorities: for example,
the theft of a weapon is investigated by the
police, whilst its subsequent transporta-
tion across the state border is detected by
units of the SBGSU, customs authorities, or
the SSU. These information silos negatively
affect investigative (search) actions, hinder
the tracking of weapons throughout their
entire “life cycle”, and potentially result in
the loss of crucial evidentiary information.
In this regard, it has become especially im-
portant to streamline collaboration across
all parties involved in weapons trafficking
and analysis, with a focus on harmonizing
record-keeping systems, ensuring prompt
data exchange, and coordinating expert
examinations. It is through coordinated
action during verification of source data
and subsequent expert analysis that we
can ensure completeness of a proof proce-
dure and enhance the effectiveness of ef-
forts to combat crimes involving the illicit
trafficking and smuggling of weapons.

23 Byiima A. I. BUKOPUCTaHHS CIIelia/IbHUX 3HAHb IIi/ 9ac PO3CIifyBaHHsI BOMBCTB : IUC. ... A-Pa
(dinoc. B ramysi mpasa. Xapkis, 2023. C. 112—113. URL: https://dspace.univd.edu.ua/server/api/
core/bitstreams/649688f8-ab18-414d-bfc2-9b8ddf98b07b/content (date accessed: 10.02.2026).
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Note that during investigations into
weapons smuggling, specific weaponry
expertise may be applied in the context
of an extra-procedural form such as a pre-
liminary forensic examination. Such find-
ings must be taken into account when sub-
sequently ordering a forensic examination
and must be submitted to a forensic expert
along with case materials. This is due to
the very nature of preliminary expert ex-
aminations, which, despite their non-pro-
cedural nature and lack of independent
evidential value, provide important indic-
ative information regarding circumstanc-
es of events, specifications of a weapon,
possible manner of its use, shooting direc-
tion, distance, number of weapons used,
etc. Such information provides an initial
insight into the subject under study and
enables researchers to more accurately
formulate questions for a forensic expert,
avoid duplication of research activities,
and ensure completeness and logical con-
sistency in the course of expert analyses.

Given that preliminary criminalistics
examinations actually cover the entire
scope of subsequent forensic weapons
examination, including classification, di-
agnostic and situational aspects, prelim-
inary examination results should serve
as the informational baseline for expert
examination. Ignoring such information
may lead to a loss of context surrounding
the discovery of a forensic object, thereby
complicating scene reconstruction and
reducing the accuracy of expert analysis,
particularly in complex scenarios where it
is necessary to establish circumstances of
weapon use or the relative positioning of
those parties involved in an event. Provid-
ing a forensic expert with preliminary re-
search data ensures continuity in specific
expertise application: starting from initial
inspection and ending with a procedural
expert opinion.

In order to supplement case materials
provided to a forensic expert, it is advis-
able to include a crime scene inspection
record detailing circumstances under
which weapons or other relevant items
were seized. Itis this procedural document
that contains information about a crime
scene’s layout, the method of locating and
documenting a weapon, its position, its
relative positioning in relation to other ob-
jects, and the presence of gunshot marks
or damage, all of which are of fundamen-
tal importance for situational reconstruc-
tions in forensic examinations. Providing
the forensic expert with these case materi-
als enables him or her to conduct research
not in isolation, but within the context of
an actual investigative scenario, thereby
enhancing the scientific validity and reli-
ability of an expert opinion and promoting
more effective proving of facts in criminal
proceedings.

Conclusions

Development of forensic weaponry stud-
ies as a distinct branch of forensic tech-
nology is conditioned by both the practical
demands of investigating crimes concern-
ing illicit trafficking and use of weapons,
and the need for a theoretical synthesis
of knowledge in this field. At present,
the full-scale development of this area
requires adequate regulatory support to
help integrate forensic, technical, and le-
gal aspects of weapons analysis into a uni-
fied, systematic framework.

In today’s world, weapons smuggling
poses a security threat that goes beyond
a mere customs offence, as such an item
poses a heightened danger to the public
and has a direct impact on public and na-
tional security. The numerous statistics on
the seizure of weapons and ammunition
during customs controls between 2023
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and 2025 show a consistent upward trend,
which objectively underscores the impor-
tance of developing forensic approaches
to proving this category of offences. Given
these circumstances, it is crucial not only
to record the fact of transportation, but
also to scientifically substantiate an item’s
specifications, since these are essential for
qualifying an offence and proving its ob-
jective elements.

The study has demonstrated that spe-
cific weaponry expertise is a key means
of proof in proceedings concerning weap-
ons smuggling. This knowledge allows for
a scientifically informed determination
of whether a seized item is a weapon. It
aids in identifying the type of weapon,
assessing its technical specifications, un-
derstanding its method of manufacture or
modification, and evaluating its suitability
for use. In cases of this type, forensic ex-
amination of weapon traces, gunshot trac-
es, and situational circumstances of shoot-
ing essentially acts as a structural core: it
is impossible to reliably establish legally
relevant features of the subject matter of
an offence without obtaining results of
such an expert examination. Given that
smuggling cases fall under the investiga-
tive jurisdiction of the SSU, it is only log-
ical that the relevant expert examinations
are carried out by the SSU’s departmental
forensic institutions. This approach com-
bines procedural expediency with the
need to assess high-risk items within a se-
curity context.

However, efficiency of forensic ana-
lysis depends heavily on the rigor of pre-
paratory work and proper organisation of
inter-agency cooperation. Verifying the
weapon’s source data (markings, serial
numbers, signs of modification) against
relevant records remains a complex issue,
as does exchange of information between
expert and law enforcement agencies

working across disconnected departmen-
tal structures, potentially resulting in the
disruption of meaningful identification
ties (e.g., in the event of a weapon being
stolen and subsequently discovered during
an attempt at smuggling). This highlights
the practical necessity of: 1) ensuring that
results of preliminary forensic examina-
tions are provided to a forensic expert as
guiding information for developing a ful-
ly-fledged investigative approach; 2) in-
cluding a crime scene inspection record in
expert examination files so as to provide
context for situational reconstructions;
3) developing agreed mechanisms for co-
operation and access to records, thereby
ensuring the completeness of proof and
enhancing the effectiveness of counter-
measures against weapons smuggling.

Jloka3yBaHHSA KOHTPaOaHAM 30POi:
MOSK/IMBOCTi 3aCTOCYBaHHS
crenjaJbHUX 3HAHb
y raays3i 36po€e3HaBcTBa

IOpiii Kogaavos

Mema cmammi — 8U3HAYUMU MONCAUBOCTLL
3aCMOCY8AHHS CNeYidAbHUX 3HAHbL Y 2day3i
36poesnascmea nid uac 00KA3Y8AHHA KOH-
mpabandu 30poi ma okpecAumu ix 3HAUEHHS
0415 6CIMAH08/1EHHS 03HAK NPeOMema 3A0UUHY
il 3abe3nedenns epekmueHOCMI KPUMIHAAL-
HO20 nposadienus. Peanizauii nocmaee-
HOI Memu Cnpusil 3d2dAbHOHAYKO8L Memo-
Ju ananizy il cunmesy, iHdykuyii i 0edykuyii,
a makosc Pinocogceki ma cneuiansvHi Memo-
Ju — dianekmudHuil, CUCMEeMHO-CIMPYKMyp-
HUll, NOPIBHANLHO-NPABOBULL 1 Y3a2aNbHeH-
HA. 3’2€08aH0, W0 CNeYyianbHi SHAHHA 8 2aLY31
KPUMIHAAICMUYH020 30POE3HABCTNGA € BAMNM-
AUBUM  eeMeHMOM  MeXHIKO-KpUMIHAAL-
Cmu4Ho20 3abe3nedwenHs po3caidy8aHHs KOH-
mpabandu 36poi, a ix 3acmocy8amHs 6uxo-
Jdumbv 3a MedxHl KOHCYAbMAMuUEHOL 00nomozi,
0XONAI004LL  NnonepedHi  KPUMIHAAICMUYHL
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docnidiceH s, ywacmo cneyianicmie y caio-
wux (po3uLykosux) 0isx i npogedenHs cydo-
eux excnepmus. Ha nidcmaei y3azanvHenHs
Haykosux nidxodig i cydoeoi npakmuku 3’sa-
CO8AHO, U0 OCHOBHOW (popmoIo peanizauii
CNeyianbHUX 3HAHD Y CNpasax yiei kameaopii
€ cydosa excnepmusa 36poi, caidie ma obcma-
BUH KOPUCIMY8AHHSA Helo, AKA 3abe3newye Hay-
K080 06SpYHMO8AHE BU3HAUEHHS 810y 30pOi, iT
MeXHIYHUX XaApaKMmepucmux, npudamuocmi
00 3aCcTOCY8AHHA MaA THWUX 03HAK, HeobXi0-
HUX 045 KPUMIHAALHO-NPA8oeol keanidika-
yii dianua. Hazonowewno, wo 8 npogaddiceH-
HAX wodo KoHmpabanou 30poi 6u3HAYANb-
Hy poav eidiepaiomyv 30poesHasui, banicmil,
cneyianicmu excnepmuux ycmanos Cayncou
besnexu Yxpainu il ekcnepmmuoi cayscou Mini-
cmepcmea eHympiluHix cnpag Yxkpainu, Mini-
cmepcmea tocmuyii Ykpainu, a pesynvma-
mu ix docaidxceHs cnpusioms i0eHmudikayii
npeomemis, 8USABAEHHIO 83AEMO36°I3KI8 MIdHC
enizo0amu 3404UHHOL OisLAbHOCTMI, Nepesip-
yi 36poi 3a obaikamu ma Gopmysanuio caio-
uux eepciii. O6/pyHMOBAHO, WO NIOBULLEH-
HA epekmugHocmi 0OKA3YBAHHA Y CNpasax
npo konmpabandy 36poi nompebye Harexnc-
HOL 83aeMo0ii Mid% NPABOOXOPOHHUMU Op2a-
HAMU Ul eKCepMHUMU YemaHnosamu, 0608’a3-
K08020 8pAXY8AHHS Pe3yAbmAamie nonepeoHix
KPUMIHAAICMUYHUX 00CAI0MNCeHb, 4 TaK0XHC
HAOAHHS eKCNepmosi no8Ho20 KOMIAEKCY Ma-
mepianie, 6KAIOUHO 3 NPOMOKOAOM 0220y
micys nodii.

Kawwuoei caoea: docydose poscaidysan-
Hs; KOHmpabanda; cydosa excnepmuaad; mak-
muuHe 3abe3nevenHs; NPUSHAYEHHS eKcnep-
musu; wxoda 008KiANIO.
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The article is devoted to a comprehensive analysis of the issues asso-
ciated with definition of expert tasks and preparing materials for fo-
rensic handwriting examination as one of the most popular types of
forensic research in legal proceedings. Research relevance due to sig-
nificance of written documents as evidence and prevalence of cases
of improper preparation of materials, incorrect formulation of ques-
tions to be resolved that significantly limits possibilities of expert ex-
amination of handwriting material or makes impossible to provide
categorical conclusions. The purpose of this article is to analyze typ-
ical errors that arise at the stage of assigning forensic handwriting
examination, and to provide recommendations on ways to increase
the effectiveness of the use of this type of expert examination in the
process of proving. The methodological basis of the research includes

This article is translation of the original Ukrainian content, which source is available at the link:
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general scientific and special research methods: analysis and synthe-
sis, induction and deduction, formal-logical, system-structural and
comparative-legal approaches, as well as a method of generalizing
investigative and expert practice. Requirements for the materials
provided to a forensic expert have been systematized, scope of com-
petence of a handwriting expert has been clarified, the need to use
original documents as objects of research has been substantiated,
and the issue of selecting free, conditionally free and experimental
samples of handwriting and signature has been considered in detail.
The scientific novelty of the research lies in comprehensive presenta-
tion of the relationship between the quality of preparation of mate-
rials and the evidentiary value of forensic expert conclusion, as well
as in the formulation of practically oriented recommendations for
ensuring the sufficiency, representativeness and informativeness of
comparative materials. Practical significance of the study lies in the
application of its conclusions and recommendations by investiga-
tors, prosecutors, lawyers and judges in order to optimize establish-
ment of factual circumstances in judicial proceedings and prevent
errors at the stage of involving forensic handwriting expert.
Keywords: forensic science; forensic handwriting analysis;
samples for comparative research; preparation for appointment of
forensic examination; formulation of questions to forensic expert;
forensic expert conclusion; typical mistakes of forensic expert.

Research Problem
Formulation

Forensic handwriting analysis is one of
the most common types of forensic sci-
ence as in criminal proceedings as in civ-
il, commercial and administrative cases
carried out with the aim of identifying the
author of the writing and/or signature of
the document under research or establish-
ing conditions of its creation. Important
role of this forensic examination is due
to the fact that even in current conditions
of global digitalization of society, written
documents do not lose their relevance and
remain one of the important sources of ev-
idence. At the same time, improper prepa-
ration for conducting this forensic exam-

ination, poor-quality design of materials,
incorrect formulation of questions can
significantly reduce possibilities of such
an investigation and sometimes make im-
possible to provide answers to the ques-
tions to be clarified. Lack of quality prepa-
ration at the stage of making a procedural
decision on the appointment of a forensic
examination affects the effectiveness of
using this type of forensic examination to
ensure the fulfillment of justice tasks.

Analysis of Essential Researches
and Publications

The following scientists and practitioners
studied the topic of ordering and conduct-
ing forensic handwriting examination:
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123 (date accessed: 05.02.2026).

Kapnenko H. B., Knumenko H. I. Illozo Bu3HadeHHa IpeAMeTa CyA0BO- IIOYepPKO3HABYO} Jiar-
HOCTHUKHU. Cyttacm meHOeH il po3sUmKy KPUMIHAAICMUKL A KPUMIHAALHO20 NPOYecy : MaT-Iu
HayK.-IIpakT. KoHO. (Xapkis, 08.11.2017). Xapkis, 2017. C. 95—97. URL: https://univd.edu.ua/
general/publishing/konf/08_11_2017/pdf/40.pdf (date accessed: 05.02.2026).
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N. Komissarova 1, T. Drozdova with co-au-
thors **, Z. Melenevska with co-authors®,
H. Denysiuk ¢, O. Shvedova with co-au-
thors ¥, N. Shpakovych *® et al. Despite the
large number of scientific developments
in this field and significant experience in
conducting relevant research, issues as-
sociated with the preparation of materi-
als for forensic handwriting examination
remain relevant. It is due to improvement
of methods and means of forging docu-
ments, the evolution of writing instru-
ments, changing conditions of document
circulation, lack of communication be-
tween forensic expert and the initiator of
the forensic examination, etc.

Article Purpose

The purpose of this research is a compre-
hensive analysis of typical problems that
arise during the preparation of materials
for forensic handwriting examination, as
well as development of practically orient-
ed recommendations for improving this

stage of the process in order to increase
efficiency of using forensic expert conclu-
sion in evidentiary system.

Research Methods

Methodological basis of the study is a com-
bination of general scientific and special
methods of cognition providing systematic
approach to the analysis of the problem of
preparing materials for forensic handwrit-
ing examination. Analysis and synthesis
were used to isolate the main components
of the process of preparing materials and
integrate the results into a holistic picture
of the problem situation; induction and
deduction made possible to isolate gener-
al patterns from empirical observations
and verify theoretical assumptions using
the example of individual cases of expert
and investigative practice; formal-logi-
cal method was useful for building argu-
ments, forming statements and clarifying
the boundaries of expert’s competence;
the system-structural approach made it

13 Kowmiccaposa H. O. KpumMinamicTr4aHe ZOCTiKEHHS [TiINCIB, BUKOHAHNX B yMOBaxX obMesxe-
HOTO 30POBOT0 KOHTPOJIIO : aBTOped. AUC. ... KaH/. Iopu. Hayk. Kuis, 2003. 20 c. URL: http://
www.irbis-nbuv.gov.ua/aref/20081124019217 (date accessed: 05.02.2026).

14 MeToAn4YHi OCHOBHU OpraHisaliii Ta poBeJeHHs CyA0BO-TIoYepKo3HaBYoi ekcriepTusu y CEY
Min’tocty Vkpainmu : 3BiT npo HJIP (ocTart.) / Hayk. kep. T. O. [Ipo3gosa; BukoH.: I0. I. JIorsiHa,
0. [I. Dobpunina, A. O. Komeniok, O. A. IToxskosa. Peectp. koz 0107U006371. Ozeca, 2010.

202 c.

15 Menenesckas 3. C. Teopus 1 ITpaKTHKa IIOBTOPHBIX I0YEPKOBEJYECKUX SKCIIepTus. Kues, 1974.
80 c. ; Menenescpka 3. C., CBobozga €. 10., [Ilaborenko A. I. CyzoBo-TI0uepKO3HABYA EKCIIEPTH-
3a : HaB4.-MeToJ. mmocib. / 3a 3ar. pez. L. II. Kpacioka. Kuis, 2007. 280 c. ; MenerneBcbka 3. C.,
IlInakosuy H. T. Arb60M 3aTaqbHUX i OKpEMUX 03HAK TTouepKy. Kuis, 2011. 49 c. ; Ix sxe. Oi-
HOYHA JisI7TbHICTb eKCIIepTa-II04epKO3HaBIIs : HaBY.-MeTOZ. moci6. Kuis, 2015. 107 c. ; Menene-
BcpKa 3. C., CBoboza €. 10., Kadanos A. B. CyzoBe mmouepKo3HaBCTBO : Kypc Jeki. Kuis, 2010.

134 c.

16 PoOCIICPKO-YKPAiHChKUI CIOBHUK IIPOQECiFHOI JeKCUKH IT0YePKO3HABII :

3BiT HAP (3a-

kio4.) / kep. I. I1. lenuciok; BukoH.: T. B. Coxpanud. Xapkis, 1996. 286 c.

17 IIBezosa O. B., Besosa JI. M., Bisoyc I. B. MO:XJIMBOCTI A1arHOCTUYHUX AOCIi/KeHb PyKOIIH-
ciB, BUKOHAHUX Y HE3BUYHUX YMOBaX. [IopigHsaAbHO-aHasimuyHe npaso. 2017. Ne 5. C. 354—
357. URL: https://dspace.uzhnu.edu.ua/server/api/core/bitstreams/7180865f-1688-48d0-82bd-
9a8c50610cce/content (date accessed: 05.02.2026).

18 IllnakoBuy H. I OdopMiieHHSI BUCHOBKIB €KCIIEPTiB IIPU IIPOBeLeHH] 6araTo00’eKTHUX I10-
YepKO3HABYUX eKCIIepTHU3 : MeTo/,. peK. Kuis, 2004. 8 c.
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possible to consider the preparation of
materials as a component of the compre-
hensive procedure of forensic examina-
tion interacting with other elements of
criminal proceedings; the method of gen-
eralizing practice is based on the study of
real cases from forensic and investigative
practice, in particular, typical conclusions
of experts, resolutions on appointment of
forensic examination, research objects.

Main Content Presentation

During criminal and other types of legal
proceedings, the need to order a forensic
handwriting examination usually arises in
the case of availability of documents in the
case materials (proceedings) about which
there are certain doubts. In particular,
such typical situations include: availability
of a text or signature, which authenticity
raises doubts; denial by a certain person
of his participation in writing the text or
signing the document; the availability of
several handwritings (signatures) in one
document and the need to identify them;
assumptions about signature execution or
text on behalf of another person; the need
to establish signs of execution of signature
or text in unusual conditions or condition,
etc. Specified circumstances must be prop-
erly drawn up and reflected in the proce-
dural document on the appointment of
the examination (investigator’s decision,
court ruling, application) as grounds for
such appointment. It is worth noting that
a formal statement of the grounds with-
out reference to the essence of proceed-
ings generates incomplete or inaccurate
conclusions of experts due to the expert’s
insufficient understanding of the purpose
of the study. For example, the purpose of
obtaining a handwriting examination re-
port can be: proving the fact of fraud by
disproving the person’s signing of a prom-

issory note; recovering property from an
illegal owner as a result of disproving per-
son’s participation in signing a contract
and identifying the true signatory; deter-
mining the legality of receiving an inheri-
tance and the rightful heirs by confirming
or disproving signature in a will or gift
agreement of a deceased person; proving
the facts of official forgery by examining
to determine differences in handwriting
and signs of imitation of handwriting (sig-
nature) when filling out documents; inval-
idation of agreements concluded by a per-
son while in an unusual state, under the
influence of special circumstances, coer-
cion after establishing signs of execution
of a signature (text material) in changed
or unusual conditions (for example, in
a state of limited motor skills, with signs
of tremor, impaired coordination as indi-
rect evidence of a changed physiological
state of a person at the time of signing),
etc. Therefore, effective use of potential
of handwriting research assumes not only
availability of the object under research,
issues raised for resolution, but clear un-
derstanding of what function forensic ex-
amination should perform in the general
context of evidence.

During research, there are often situ-
ations when possibility of providing an-
swers to questions posed to the forensic
expert is limited or absent. This is usually
due to inadequate organization of materi-
al preparation procedure and insufficient
consideration of the requirements for the
samples provided for research.

For conducting forensic examination,
it is necessary to prepare all materials and
draw them up in accordance with the re-
quirements of procedural legislation. Such
materials include: 1) document on the en-
gagement of an expert; 2) objects, in par-
ticular samples for comparative research;
3) case files of proceedings. Document on
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engagement of forensic expert shall indi-
cate the following data: place and date of
the resolution (resolution); position, title
and surname of the person who appoint-
ed the examination (engaged the expert);
name of the court; name of the case and
its number (data on proceedings); cir-
cumstances of the proceedings that are
relevant for conducting the examination;
grounds for appointing the examination;
name of the expert or name of forensic
science institution whose experts are en-
trusted with conducting examination; is-
sues submitted for the expert’s decision;
list of objects to be examined; other data
that are relevant for conducting forensic
examination *.

One of the decisive factors in the ef-
fectiveness of forensic handwriting exam-
ination is the correct formulation of ques-
tions to the forensic expert. According to
the requirements of Art. 244 of the Crim-
inal Procedure Code of Ukraine, the reso-
lution (resolution) on the appointment of
forensic examination must specify the is-
sues that fall within the competence of the
forensic expert during the conduct of fo-
rensic handwriting examination . In par-
ticular, Law of Ukraine: On Judicial Exam-
ination and Instruction on Appointment
and Conducting Forensic Examinations
and Researches define certain restrictions,
namely: forensic expert is prohibited from
resolving issues of law, establishing the in-
tentions of a person, drawing conclusions
regarding the substantive component of
a document (object of research), and re-

solving other issues that go beyond the
qualifications of the forensic expert in the
relevant forensic specialization *. There-
fore, when formulating questions for a fo-
rensic handwriting expert, it is necessary
to take into account that they should relate
exclusively to graphic signs of writing,
identification of the performer by relevant
signs, as well as detection of signs of imita-
tion of handwriting (signature), distortion
of the object of research and the altered
state of the performer.

According to Scientific and Method-
ological Recommendations on Preparation
and Appointment of Forensic Examina-
tions and Forensic Researches (hereinafter
referred to as Recommendations), the indi-
cative list of issues that a forensic handwrit-
ing expert can investigate includes:

“Is the handwritten text (handwritten
notes) in the document (name of the docu-
ment and its details, column, line) executed
by a certain person?

Are handwritten texts (handwritten re-
cords) in the document (documents) (name
of the document and its details, column, line)
made by one person?

Is signature made on behalf of the person
(surname, name, patronymic of the person
on whose behalf the signature is indicated) in
the document (name of the document and its
details, column, line) by the person on whose
behalf it is indicated, or by another person?

Is the handwritten text in the document
(name of the document and its details, col-
umn, line) executed under the influence of
confounding factors (natural, artificial)?

19 IleBuyk B. M., XypaBens B. A., IllenriTeko B. 10. Ta in. KpuMiHamicTHKA : HiIAPYYHUK / 32 pez.

B. M. IlleBuyka. XapkiB, 2024. C. 794—795.

20 KpuMiHa/JIBHHUE IIpOIleCyalbHUHN KojeKc Ykpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3MmiH. Ta
pomos.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 05.02.2026).

21 TIIpo cyzoBy eKCIepTH3y : 3aKOH YKpaiHu Big 25.02.1994 p. Ne 4038-X1I (3i 3miH. Ta omos.). URL:
https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 05.02.2026) ; IHCTpyKIis
IIpO IIPU3HAYEHHS Ta IIPOBE/IEHHs CYJOBUX €KCIIEPTU3 Ta eKCIIePTHUX JOCTi/[KeHb : 3aTB.
Haka3. Min'tocty Ykpainu Biz 08.10.1998 p. Ne 53/5 (3i 3miH. Ta gomnos.). URL: https://zakon.
rada.gov.ua/laws/show/z0705-98#Text (date accessed: 05.02.2026).
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Is the signature made on behalf of the
person (surname, name, patronymic of the
person on whose behalf the signature is in-
dicated) in the document (name of the doc-
ument and its details, column, line) under
the influence of confounding factors (natural,
artificial)?

What gender was the handwritten text
written by?

What group by age does the performer of
the handwritten text belong to?” 2.

It should be noted that the above in-
dicative list of issues to be resolved allows
the investigator and other entities who
intend to initiate a forensic examination,
taking into account the circumstances of
a specific proceeding (case), to submit oth-
er issues for the resolution of the forensic
expert, provided that they: 1) do not go be-
yond the competence of forensic expert;
2) do not involve a legal assessment; 3) do
not violate the principles of forensic sci-
ence. However, in practice, investigators
who order a forensic handwriting exam-
ination are usually not always well-versed
in the content of the Recommendations or
interpret the indicative list given therein
attheir own discretion, in connection with
which the forensic expert may be asked
questions of a general nature (including:
“Was the document forged?”, “Was there
a fact of falsification?”) or those that go
beyond the competence of the handwrit-
ing expert (“Did the person sign the con-
tract voluntarily?”, “Did the person realize
the content of the document?”, etc.). Such
questions contain a legal or psychological
assessment, therefore, they do not belong
to the subject of handwriting research.

Generalizing expert practice allows to
identify other typical examples of errone-

ous formulation of questions for handwrit-
ing examination which content goes be-
yond competence of handwriting expert:

« “Is the signature on behalf of (sur-
name, name, patronymic of the per-
son) made by the person on whose
behalf it is indicated, namely (sur-
name, name, patronymic of the per-
son), or by another person, is the
signature on behalf of (surname,
name, patronymic of the person)
on these documents, defined as the
original, copy of the signature?”;

+  “Does the document contain signs
of technical forgery of the signature
(surname, first name, patronymic of
person) in the form of imitation of
handwriting of the person on whose
behalf the signature was made, or
the use of various technical devices
in the signing procedure?”;

+ “Was the signature (surname,
name, patronymic of person) cop-
ied from some other signature us-
ing technical means, if so, which
ones?”;

« “Is the signature on the document
under study copied from some oth-
er signature submitted for compar-
ison?”;

+  “Does the document contain signs
of technical forgery of the signature
(surname, first name, patronymic of
the person) in the form of imitation
of the handwriting of the person
on whose behalf the signature was
made?”;

+  “Does the document contain signs
of the use of various technical de-
vices during the execution of text of
the document?”;

22 HayKoBO-MeTOAMYHI peKOMeHaIlil 3 MUTaHb MiZATOTOBKY Ta MIPU3HAYEHHS CYZJOBUX eKCIIep-
THU3 Ta eKCIIePTHUX JOCITi/PKeHb : 3aTB. Haka3. MinfocTy Vkpainu Bij 08.10.1998 p. Ne 53/5
(31 3miH. Ta momog.). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed:

05.02.2026).

192


https://khrife-journal.org/index.php/journal
https://zakon.rada.gov.ua/laws/show/z0705-98#Text

Viktoriia Alieksieichuk, Yevgeniia Demydova, Leonid Barash, Rasa Tamosiunaite.
Forensic Handwriting Analysis: Typical Mistakes at the Appointment Stage
and Ways for Their Prevention. DOI: 10.32353/khrife.1.2026.14

“Is the signature on behalf of (sur-
name, name, patronymic of the per-
son) in the document executed by
the same person who executed the
signature on behalf of (surname,
name, patronymic of another per-
son) in the loan agreement dated
(date) for the amount (amount), or
by another person?”;

“Is the signature on behalf of (sur-
name, name, patronymic of the
person) made by the person on
whose behalf it is indicated, name-
ly (surname, name, patronymic of
the person), or by another person,
is the signature on behalf of (sur-
name, name, patronymic of the
person) on these documents, de-
fined as the original, a copy of the
signature?”;

“Was the person (surname, name,
patronymic) aware of the true con-
tent and legal consequences of the
document at the time of signing?”;
“Is the signature genuine, or is it
a forgery made using computer pro-
grams, printer, scanner, facsimile,
or other technical reproduction?”;
“Was the signature obtained
through document substitution, de-
ception, misrepresentation, or use
of a copy?”;

“Did the signatory (surname, name,
patronymic) intend to sign this doc-
ument, or was the signature made
in order to mislead someone?”;
“Did the person (surname, name,
patronymic) sign the document in
a state of insanity, incapacity or lim-
ited legal capacity?”;

“Does the signature correspond to
signature of the person who had the
authority to sign the document on
behalf of the legal entity (position,
details, power of attorney)?”;

« “Is signature of the person (sur-
name, name, patronymic) executed
in a state of illness, old age, tremor
or other physiological condition that
affected the will of the person?”;

« “Is signature of the person (sur-
name, name, patronymic) valid, or
is it forged in order to seize proper-
ty / money?”;

«  “Was the signature not executed
by another person in a prelimi-
nary conspiracy for the purpose of
fraud?”.

Due to insufficient understanding of
the initiators of handwriting examina-
tion of its differences from other types of
forensic examinations, the objects of re-
search of which are documents, the pro-
posal of many scientists and practitioners
on advisability of involving specialists in
the field of forensic handwriting at the
stage of making a procedural decision to
involve forensic expert (obtaining prelimi-
nary consultation) for correct formulation
of questions is appropriate.

Taking into account the above, it can
be concluded that the questions to the fo-
rensic expert should be specific (aimed at
establishing the factual circumstances),
do not go beyond the special knowledge
of the forensic handwriting expert, do not
contain legal and evaluation issues or is-
sues of double interpretation. Only under
such conditions will forensic expert con-
clusion have full evidentiary force and
can be assessed by the court as a proper
and admissible source of evidence in court
proceedings.

While preparing for a forensic hand-
writing examination, the stage of collect-
ing research objects is important. Accord-
ing to the Recommendations, the object
of a handwriting examination is hand-
writing material that reflects the charac-
teristics of a certain person’s handwriting
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to the extent that they can be detected to
perform the tasks set %. Traditionally, for
a forensic handwriting examination, it is
necessary to provide original documents.
This requirement is specified in clause 1.1
of Chapter 1, Section I of the Recommen-
dations, namely: “Original documents shall
be provided for handwriting examination
of handwritten records and signatures” *.
In practice, it is sometimes impossible to
provide the original of the relevant docu-
ment (it has been destroyed or lost), and
only a copy is available. In this regard,
the question arises of the possibility of
conducting a forensic handwriting exam-
ination using copies of documents. The
scientific literature contains different ap-
proaches to this issue. For example, L. Zo-
lota and I. Savchenko note that if it is phys-
ically impossible to provide the original
document, then it makes sense to conduct
an examination based on copies of docu-
ments, but the court should take this fact
into account in this case, since a copy of
a document contains less information
than the original ®V. Shkabaro, A. Bila and
V. Voronin believe that the main differ-
ence between handwriting examination
and other types of forensic examinations
isthat handwriting examination cannot be
conducted based on photographs and oth-
er copies of the object of examination, its
descriptions and other materials attached
to the case file. Therefore, if the object
cannot be provided to forensic expert, this
makes impossible to conduct handwriting

23 HaykKoBO-MeTOAWYHiI peKoMeHgamii ... .
98#Text (date accessed: 05.02.2026).
24 Tam camo.

research *. It is worth noting that the need
to provide original documents is due to
the fact that during the study, the forensic
expert analyzes them not only by external
graphic features, but also by the physical
characteristics of the strokes (pressure of
the writing instrument, deformation of
the paper, the presence of tremor or un-
even pressure). In addition, the original
document makes it possible to exclude fal-
sification of the document under study by
editing or reprinting its individual parts.
Therefore, provision of original doc-
uments is a mandatory prerequisite for
a full and scientifically substantiated fo-
rensic handwriting examination, since
only the original contains the full range
of graphic and physical features necessary
for identification research. Handwriting
examination based on copies of docu-
ments is possible only as an exception if
it is objectively impossible to submit the
original (for example, due to the refusal
of one party to the proceedings, in partic-
ular the investigator, to issue a document
attached to the case files (proceedings) to
the other party to ensure the possibility of
conducting an examination in another ex-
pert institution), as well as with awareness
of the significant limitations of such an
examination and with the appropriate re-
flection of this fact in forensic expert con-
clusion. There are cases when one docu-
ment becomes the object of research not
only to identify the executor, but also to
determine the time of its creation, which

URL: https://zakon.rada.gov.ua/laws/show/z0705-

25 3osota JI. B., CaBuenko I. O. IIpobiemMaTrKa NMpU3HaYeHHs I0YE€PKO3HABYOI eKCIEePTU3U
B IIUBIJTPHOMY CYZOUYMHCTBI. Haykoguil 8icHUK YatzopoOcbkoeo HAUIOHAALHOZO YHIBEPCUMeNTy.
Cepis: IIpago. 2022. Bum. 70. C. 175—180. DOI: 10.24144/2307-3322.2022.70.25 (date accessed:

05.02.2026).

26 Illkabapo B. M., Bina A. B., Boponiu B. B. [IpaBoBi aclieKT! IIpOBeJeHHS 10YePKO3HABYO-
ro JociimxeHHs. Bicnux Yrigepcumemy imeni Anvgppeda Hobens. Cepia «IIpaso». 2022. Ne 1(4).
C. 53. DOI: 10.32342/2709-6408-2022-1-4-5 (date accessed: 05.02.2026).
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requires technical examination of docu-
ments, during destructive methods can be
used. In this case, it is important to cor-
rectly determine sequence of conducting
various types of examinations, in partic-
ular, to take into account impossibility of
conducting handwriting examination due
to the effect of mechanical, chemical, and
thermal methods on the document during
its technical examination. At the same
time, use of copies of documents signifi-
cantly reduces informativeness of re-
search object, limits the range of features
under study, and can make impossible for
forensic expert to formulate a categorical
conclusion that the court must take into
account when evaluating evidence.

In addition to the investigated docu-
ment, in order to conduct a forensic hand-
writing examination, the forensic expert
must provide samples of handwriting and
signature of the investigated person or
a probable executor. Such samples are di-
vided into three groups: 1) free; 2) condi-
tionally free; 3) experimental. Samples are
not evidence in criminal proceedings, but
they contain information that is of eviden-
tiary value. Relevant information becomes
available, it can be used in evidence in
the case only as a result of the examina-
tion. That is why samples for a compara-
tive study have a special procedural status:
it is material for obtaining a new one or
checking the existing evidence '.

According to Paragraph 2, Clause 1.3,
Chapter 1, Section I of the Recommenda-
tions, “free samples are handwritten texts,
handwritten records (letters and numbers),
signatures, authentically executed by a cer-

tain person before the opening of criminal
proceedings, proceedings in cases of admin-
istrative offenses, in civil, administrative or
economic cases and not related to their cir-
cumstances; conditionally free samples are
handwriting and/or signature samples exe-
cuted by a certain person before the opening
of proceedings in the case, but related to the
circumstances of this case or executed after
the opening of proceedings in the case, and
are both related to the case and not related
to its circumstances; experimental samples of
handwriting and (or) signature, performed
on the instructions of the body (person) that
appointed the examination (involved the
expert), in connection with appointment of
such examination” %,

Free samples most often include those
contained in both official and unofficial
documents of various purposes, includ-
ing: a passport of a citizen of Ukraine and
a foreign passport or their copies of prop-
er quality, applications for the issuance or
replacement of a passport (form 1), a driv-
er’s license, a driver’s examination card,
official ID card, a receipt, acts, contracts,
powers of attorney, receipts, applications
for marriage/dissolution, membership
cards, payment orders, invoices, cashier’s
checks, personal records, letters, informa-
tion, postcards, which are authentically ex-
ecuted by the person being studied. When
receiving free samples, it is necessary to
take into account: 1) the time of creation
of the relevant documents (they must be:
a) written (signed) before entering data
into the Unified Register of Pre-Trial In-
vestigations or opening proceedings in
cases of administrative offenses, in civil,

27 OcynoB B. B., CBoboga €. 0., Illpamko O. M. Ta iH. CyZoBo-IIoYepKO3HaBYa EKCIIepTH3a

Yy KPUMIHQJIBHUX IPOBA/PKEHHAX PO KOPYIIIIHI IIPaBONOPYIIEHHS :

MeToZ. pek. Kuis,

2023. 46 c. URL: https://elar.navs.edu.ua/server/api/core/bitstreams/0faad692-1b82-4e60-9fe3-
62977fda4986/content (date accessed: 05.02.2026).

28 HaykoBO-MeTOAVYHI peKOMeHJAlil ...
98#Text (date accessed: 05.02.2026).

. URL: https://zakon.rada.gov.ua/laws/show/z0705-
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administrative or economic cases; b) close
to the date of execution of the documents
under investigation); 2) authenticity of
the executor (free samples are exclusively
handwritten texts, record, signatures, au-
thentically executed by a specific person);
3) lack of connection with the circum-
stances of the proceedings (case) - such
samples should not relate to the relevant
criminal proceedings (case), that is, those
facts that are established or verified. How-
ever, in practice, sometimes the require-
ments for the authenticity of the executor
of the relevant signature or handwriting
are violated, and free samples are also
provided, the execution of which is sig-
nificantly distant from the date of execu-
tion of the document under investigation,
which negatively affects the possibility of
resolving the issues raised and the signif-
icance of the conclusion of such a foren-
sic examination. In particular, violation of
the requirement for the authenticity of the
executor creates the risk of the presence
of extraneous handwritten objects in the
comparative material, which may lead to
the formation of false conclusions by ex-
perts. As an example, let us cite the situa-
tion set out in the complaint of a party in
the case, which was submitted to the Dis-
ciplinary Chamber of Central Expert Qual-
ification Commission under the Ministry
of Justice of Ukraine, when the expert pro-
vided a categorical conclusion regarding
the executor of the signatures, while at the
same time, in order to conduct a handwrit-
ing study with the aim of proving the fact
of signing the contract for the transfer of
a land share for rent by a specific person,
the defendant provided similar contracts
concluded in previous years as free sam-

ples. In addition, the plaintiff in the case
(the owner of the land share) claimed that
he did not sign any of these contracts, and
that an unknown person signed on his be-
half . Providing the expert with free sam-
ples made in a period significantly distant
from the document under study signifi-
cantly reduces the representativeness of
the comparative material and complicates
the possibility of establishing individually
stable handwriting features, and also does
not allow for proper consideration of natu-
ral and situational changes in handwriting
caused by age, psychophysiological and
other factors. In this regard, it is import-
ant to ensure proper preparation of the
relevant comparative material taking into
account the above requirements in order
to ensure the formation of a reliable and
procedurally significant expert conclusion
based on the results of forensic handwrit-
ing examination.

Conditional samples can be executed
both before and after opening of proceed-
ings (cases), id est in fact, they belong to
two types: 1) executed before the opening
of proceedings and related to the circum-
stances of this case; 2) executed after the
opening of proceedings and both related
to the case and not related to its circum-
stances. Conditional samples can be con-
tained in the following documents: sus-
pect explanation of his/her commission
of certain actions, written at the request
of the investigator, which may not even be
related to the proceedings; interrogation
protocols, written (or signed) in person;
a petition to the investigator, prosecutor,
judge; a signature in the journal on receipt
of a court summons; correspondence
from the place of temporary detention

29 From the practice of considering issues of disciplinary liability of forensic experts by the Discip-
linary Chamber of the Central Expert Qualification Commission operating under the Ministry

of Justice of Ukraine.

196


https://khrife-journal.org/index.php/journal

Viktoriia Alieksieichuk, Yevgeniia Demydova, Leonid Barash, Rasa Tamosiunaite.
Forensic Handwriting Analysis: Typical Mistakes at the Appointment Stage
and Ways for Their Prevention. DOI: 10.32353/khrife.1.2026.14

with relatives; complaints about the ac-
tions of police officers, etc. * Specificity
of conditionally free handwriting samples
(signatures) is that they could have been
made in a deliberately altered handwrit-
ing, since their maker could have fore-
seen that these manuscripts (signatures)
could be used as samples for comparative
research in the event that the prosecution
decides to order an identification hand-
writing examination *. It is important that
such samples, although created in the con-
ditions of the investigation, are considered
to retain the individual characteristics of
the written language of the person under
research.

Unlike free and conditionally free
samples, experimental samples for com-
parative research are obtained specifically
for conducting a forensic handwriting ex-
amination during a procedural action. In
order to perform experimental samples,
it is necessary to create conditions that
are as close as possible to those in which
the disputed manuscript was performed
(standing or sitting or placing the manu-
script on your lap, etc.). It is recommend-
ed to select experimental samples repeat-
edly, in two stages, with an interval from
several minutes to several hours or days,

depending on the circumstances of the
case. Selection of experimental handwrit-
ing samples is carried out under dictation
or they are given the opportunity to write
any text independently. Copying from doc-
ument being examined is unacceptable *2.

Samples for comparative research
should be not only qualitative in their in-
formative content, but sufficient in quan-
tity. Sufficient number of samples means
such a volume that would ensure the pos-
sibility of a complete and comprehensive
comparison of all signs contained in the
manuscript (signatures) *. In practice,
optimal number for conducting research
is considered to be 10-15 free samples of
the signature of the person being studied,
5-7 pages of a sample text (preferably exe-
cuted in the conditions in which the man-
uscript under study was created). One of
the most common issues that arise during
the preparation of materials for research
is providing the forensic expert with insuf-
ficient comparative material that necessi-
tates forensic expert to send a request for
the provision of additional comparative
material, which suspends forensic exam-
ination for the request duration (limit-
ed to 45 calendar days) and, accordingly,
postpones the time of receiving forensic

30 Iossakosa C. B., ITupir I. B. IIpo6ieMHi TUTaHHS MiATOTOBKU MaTepPiasiB JIs TOYEPKO3HAB-
901 €KCIePTU3U. AKMYaabHi Npobiemu KPUMIHAALHO-NPAB0B020, KPUMIHAALHO20 NPOLecyaib-
H020 Ma KPUMIHAAICMUYHO020 3abe3neueHHs npomudii 3104 UHHOCTL 8 CYLACHUX YMO8AX : MAT-JI1
MixHap. HayK.-IpakT. KoHO. (JHimpo, 20.12.2024). Axinpo, 2024. C. 224. URI: https://er.ddu-
vs.edu.ua/handle/123456789/15814 (date accessed: 05.02.2026).

31 KosazneHko B. B. Oco611BOCTi IiATOTOBKY MaTepiaiB Ta IpU3Hade HH CYZ0BOI TI0YepPKO3HAaB-
401 eKCIePTU3HU IIifl 9ac PO3CIiAyBaHHS KOPUCIMBUX KPUMIHAIBHUX IIPaBOIOPYIIEHb. Bic-
Huk JIy2ancvkozo Ha84uanbHO-HAYko8020 incmumymy imeni E. O. [Jidoperka. 2025. Bum. 2 (110).
C. 63. DOI: 10.32782/2786-9156.110.2.61-71 (date accessed: 05.02.2026).

32 Kocurina H. A. [IpobieMHi TUTaHHS iTOTOBKY Ta 0DOPMJIEHHS eKCIIepUMeHTaIbHUX 3pas-
KiB mo4yepKy (UM(POBUX 3aIUCIB, MiAINCY) A1 IPOBEJEHHS CyZ0BO-IIOYePKO3HABUNX €KC-
repTus. Bicnuk Odecbkozo Hayko80-00cAi0H020 THCmumymy cydosux excnepmu3. 2022. Bum. 12.
C. 52. URL: https://ondise.minjust.gov.ua/wp-content/uploads/2023/04/vipusk-122022.pdf

(date accessed: 05.02.2026).

33 Bopob6iiosa H. B. 3azuau. TBip. URL: https://univd.edu.ua/general/publishing/konf/08_11_2017/

pdf/28.pdf (date accessed: 05.02.2026).
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expert conclusion. Insufficiency of com-
parative material provided can not only
delay the conduct of the relevant study, but
also make it impossible to conduct it fully.
In particular, the provision by the initiator
of forensic examination of only a few com-
parative samples of a signature or several
samples of a fragment of text does not al-
low the forensic expert to identify stable
individual features of handwriting or sig-
nature of the person under investigation
and conduct a full-fledged comparative
research. At the same time, further proce-
dural actions aimed at obtaining samples
of a person’s signature (searches, tempo-
rary access to documents, sampling) can
be ineffective due to concealment or de-
struction of documents by interested par-
ties; concealment of the person; illness
that affects the person’s motor or mental
activity; his or her death, i.e. events that
make impossible to obtain experimental
samples of the person’s handwriting (sig-
nature). In such a case, in practice, foren-
sic experts are forced to state the lack of
possibility of conducting a full-fledged re-
search and obtaining categorical answers
to asked questions.

In addition, while obtaining samples,
one should take into account high infor-
mativeness of free samples containing the
largest number of general and individual
signs of handwriting of the person being
examined. This is a consequence of the
fact that at the time of their execution,
performer did not assume further use of
his handwriting samples as comparative
material during forensic examination.
However, it happens that initiator of fo-
rensic examination cannot select a larger
number of handwriting (signature) sam-
ples from a person, or there is only a cer-
tain number of free, conditionally free
samples. In this case, forensic expert takes
into account complexity of handwriting

(signature): the more complex (in design)
handwriting (signature), the more it con-
tains individual signs of the person being
examined and the examination becomes
possible. Thereby at the stage of prepar-
ing case files for research, it is advisable
to obtain advice from a forensic expert:
it will allow you to determine sufficiency
and quality of the available comparative
material, clarify possibility of conducting
full-fledged handwriting study under ac-
tual conditions, and, if necessary to take
timely measures to select additional sam-
ples. This optimizes timing of forensic
examination, prevents unjustified suspen-
sion of the expert study and ensures prop-
er implementation of the tasks of forensic
examination in legal proceedings.

Conclusions

Use effectiveness of expert handwriting
expert conclusion in legal proceedings
largely depends not only on quality of
performed research, but on the level of
preparation of materials for the research
by examination initiator and formulation
accuracy of issues to be resolved. In this
regard, it is necessary to systematically
improve the skills of investigators, pros-
ecutors, lawyers and other stakeholders
in this area. This approach will contribute
to improving the quality of pre-trial inves-
tigation, optimizing the timing of expert
research and ensuring the proper eviden-
tial strength of forensic expert conclusion.

CyzoBa HoYepKO3HABYA eKCIepTHU3a:
THUIOBI MOMMWIKU HA eTamni MPU3HAYeHHA
Ta LVISIXM 3a100iranHasa

Bikmopia Aaekcetiuyk, €ezenisn Jemudosa,
Jleonid Bapaw, Paca Tamoutronaiime

Cmammio npucea1eHo KOMnaAeKCHomYy anani-
3y TlpO6/L€M, no8’a3aHux 3 MNOCMAHOBKOI0
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excnepmHuux 3agdaHv 1 nidz0moekol Ma-
mepianie 04s npoeedeHHs CcY0080i nouep-
K03HA8401 excnepmu3u sk 00H020 3 Hallbiabiu
sampebysanux 6udie KpUMIHAAICMUYHUX
docnidxcers Y cydoduncmei. AKMyanvHiCmb
JocnidxHceHH 3YMOBACHA 3HAYUMICTIIO NUCH-
MO8UxX 0OKYyMeHmig AK 00Ka3i8 i NouLupeHi-
cmio eunadkie HeHAeNcHOL Nidz20Mo8KU Ma-
mepianie, HeKOPeKmMHOo20 GHOpMYAI08AHH
3anumawys, 9Ki nidAs2army SUPILLEHHIO, U0
CYymmeso 00MedxHcye MOXMCAUBOCTL eKCnepm-
H020 00CAI0HEeHHA NO1ePKOB020 MAMepiany
ab0 YHeMOMCAUBAIOE HAOAHHS KATNe2OPUHHUX
8UCHOBKIB. Mema cmammi — npoaHanisy-
8amu mMunoei NOMUAKU, WO SUHUKAIOMb HA
emani Npu3HadeHHs cY0080i MOUePKO3HAB-
40l ekcnepmusu, ma Hadamu pekomeHOauii
wWodo wWAsAXi8 NidsuleHHs egeKmueHOCmi
3aCcMocY8aHH Ybo2o 8udy ekcnepmuozo 0o-
cnidxicenus y npouyeci doka3ysawHs. Memo-
donoziuna OcHO8a O00CAIONCEHHS MICMUMb
3a2a/LHOHAYKOBL Ma CneyidabHi Mmemodu
JocniOsceHHA: ananiz i Cunmes, IHOYKYitO
i dedykuiio, popmanvHo-102I4HUIL, CUCmeM-
HO-CMpPYKMYPHUIL ma NOPiBHAALHO-NPABO-
suil nidxodu, a maxosc memoo y3a2anbHeHH
cniduoi ma excnepmuoi npakmuxu. Cucme-
MAMU308aH0 8uMo2lL 00 Mamepianis, sKi
Hadaoms cy0080OMY eKCnepmosi, YMmouHeHO
06cse KomnemeHyii eKcnepma-no4epko3Has-
ys, O00/pYHMOBAHO HeOOXIOHICMb BUKOpPU-
CTAHHA Opu2inanie JOKyMeHmie sk 00 ekmieg
docnidycenna, a makodx O0OKAAOHO pO32as-
HYMO nNumauHs 6i000py 6IAbHUX, YMOBHO
BLALHUX Ma eKCNepUMEHMAAbHUX 3Pa3Kie
nouepky i nionucy. Haykoea nogusna 0ocaio-
HEeHHS TIONSA2AE 8 KOMTMAEKCHOMY BUKAAJeHH]
83A€EMO38’A3KY MINC AKICMIO Ni020MOBKU Ma-
mepianie i 00Ka306010 UIHHICMIO BUCHOBKY
excnepma, a maxosc y opmya0eanti npax-
MUYHO OPIEHTMOBAHUX peKoMeHOauill w000
3abesnevenHs 0ocmamHoCmi, penpeseHma-
mugHocmi i iHpOpMAMUBHOCTMI NOPIBHANb-
Hux mamepianig. Ilpakmuune 3HA4eHHS
JdocnidxceHH NoAs2d€E 8 3ACMOCYBAHHL 1020
BUCHOBKIB 1 peKOMeHOAUill CAIOUUMLL, TLPOKY-

popamu, adsokamamu ma cyo0oamu 3 Memoro
ONMUMI3ayii 8CMAHO8AEHHSL (QAKMUYHUX
obcmasun y cydosomy npogadicerti il 3ano-
bieanHs NOMUAKAM HA emani 3a4y4eHHs Cy-
008020 excnepma-nouepko3HaAsYs.

Katouoei caosa: cydosa excnepmusa; cy-
dosa nouepxo3HA81a eKCepmu3a; 3pa3ku 0ns
NOpiBHAALHO20 00CAIONCeHHs, nid20moeKa
do npusHnauenHs cy0080i excnepmusu; ¢op-
MYAI08AHHA 3anumanb 0o cydogoeo excnep-
ma; BUCHOB0K eKcrepma; Munosi NOMUAKU
cydos020 excnepma.
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Round table: Documentation, investigation

and forensic examination in criminal proceedings
regarding crimes related to the use of chemical weapons
by the aggressor country

On January 20, 2026, Institute of
the Security Service of Ukraine of the
Yaroslav Mudryi National Law Univer-
sity held a round table: Documentation,
Investigation and Expertise in Criminal
Proceedings on Crimes Related to the Use
of Chemical Weapons by the Aggressor
¥ Country in Kharkiv with participation
of representatives of security and de-
fense sector of Ukraine, forensic ex-
perts, scientists, representatives of
higher education institutions, etc.

To the work of the round table from National Scientific
Center «Hon. Prof. M. S. Bokarius Forensic Science Institute»
(hereinafter referred to as NSC «Hon. Prof. M. S. Bokarius FSI»)
was joined by Director Anastasiia Kupriianova, Deputy Direc-
tor for Expert Work Andrii Lubentsov and Head of the Labo-
ratory of Forensic and Military Examinations Kateryna Rud-
nieva.

Event participants worked in the following areas:

+  modern practice of detecting and documenting crimes
related to the use of chemical weapons: problematic is-
sues and ways their solving;

« investigation of crimes related to the use of chemical
weapons (provision of Chain of Custody, involvement of
national and foreign forensic science institutions);

+ capabilities of Ukrainian forensic science institutions in
conducting research within the framework of document-
ing and investigating crimes related to the use of chem-
ical weapons;

« improving the interaction of investigative, operation-
al and forensic science units in the documentation and
investigation of crimes related to the use of chemical
weapons;

« actual needs of employees involved in documenting,
investigating and conducting examinations in criminal
proceedings for crimes related to the use of chemical
weapons: logistics, advanced training, etc.
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Participation of representatives of the NSC «Hon. Prof.
M. S. Bokarius FSI» in the event was another step in interac-
tion development of cooperation with the Security Service of
Ukraine and other bodies on the investigation of crimes of the
aggressor country. “We are improving the interaction of investiga-
tive, operational and expert units within the framework of criminal
proceedings, and also updating the needs of specialists involved in
documentation, investigation and conducting examinations,”
Anastasiia Kupriianova, Director of NSC «Hon. Prof.
M. S. Bokarius FSI».

Information prepared by the Head of Laboratory
of Forensic and Military Examinations
Kateryna Rudnieva
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International Scientific and Practical Conference:
Actual Issues of Expert Provision of Justice

in Administrative Jurisdiction:

Current State and Prospects for Development

With the assistance of the
Ministry of Justice of Ukraine,
the National Scientific Cen-
ter «Hon. Prof. M. S. Bokarius
Forensic Science Institute»
(hereinafter referred to as
NSC «Hon. Prof. M. S. Bokar-
ius FSI»), the Scientific and
Practical Hub “Rule of Law”,
and the Dnipropetrovsk Dis-
trict Administrative Court held
an online and offline Inter-
national Scientific and Prac-
tical Conference Current Issues of Expert Support for Justice in
Administrative Jurisdiction Cases: Current Status and Development
Prospects on February 25, 2026. The participants discussed ways
to increase the effectiveness of expert research, in particular
the formation of a joint roadmap for expert support for admin-
istrative justice.

More than 300 representatives of public authorities, scien-
tists, experts and foreign partners took part in the event.

The main purpose of the conference is to create a profes-
sional platform for discussing topical issues of expert support
of justice in cases of administrative jurisdiction, analyzing the
current state of forensic expert activity, exchanging scientific
developments and practical experience, as well as determining
the prospects for the development and improvement of metho-
dological, organizational and regulatory support of forensic ex-
pert activity in Ukraine.

Thematic areas of the conference:

+ modern approaches to expert support of administrative
proceedings in Ukraine;

« appointment and timing of the examination: procedural
filters, reasonableness and limits of judicial discretion;

« judicial practice of appointing examinations by admin-
istrative courts;

« forensic science support to justice e in cases of adminis-
trative jurisdiction;
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« current state of forensic expert activity in Ukraine;

- forensic examination in administrative cases;

« methodological approaches, typical mistakes, the limits
of the expert’s competence and the practice of applica-
tion under martial law;

+ scientific and methodical support of forensic expert ac-
tivity;

« evaluation of forensic expert conclusion in administra-
tive proceedings;

« interaction between courts, law enforcement agencies,
and forensic science institutions;

« impact of martial law on forensic science activities;

« prospects for the development of forensic science sup-
port to justice.

The work of the conferences was opened by the Deputy
Minister of Justice of Ukraine for the Executive Service, Doctor
of Philosophy in Law Andrii Haichenko. He noted: “We continue
the dialog with the judicial system, scientists and experts, support
initiatives aimed at joint development of effective solutions and rais-
ing the standards of expert activity. Combining efforts of the Minis-
try of Justice, the Scientific Research Institute of Forensic Examina-
tions and administrative courts currently contributes to improving
the quality and objectivity of examinations and ensuring justice in
Ukraine”.

In an address to the participants of the scientific event, Di-
rector of the NSC «Hon. Prof. M. S. Bokarius FSI», Candidate
of legal sciences Anastasiia Kupriianova emphasized: “Par-
ticipation of NSC «Hon. Prof. M. S. Bokarius FSI» experts in ad-
ministrative proceedings is a high responsibility for formation of
a high-quality and objective evidence base. The expert provides the
court with the tools without which the truth in technically complex
cases would remain unattainable”.

After welcoming remarks, the
conference participants moved on
to presentations and discussions.

Panel discussion: Forensic Sci-
ence as a Tool for Ensuring Effective
Administrative Justice was opened &
by the First Deputy Director of the 4
National Center for the Study of M
Administrative Justice, Doctor
of Philosophy in Law Iryna Hu-
banova with a report: Role of Fo-
rensic Expert Institutions in Ensur-
ing Effective Administrative Justice.
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“Forensic science institutions are an integral element of the
mechanism for ensuring effective administrative justice. Their ac-
tivities ensure the implementation of constitutional guarantees for
the protection of human rights and freedoms, contribute to the com-
prehensive and objective establishment of the truth and the forma-
tion of scientifically sound judicial decisions. Further development
of administrative justice in Ukraine is impossible without systemat-
ic improvement of the institute of forensic expertise and strengthen-
ing the role of forensic expertise institutions in the implementation
of administrative justice”, the speaker noted.

Head of the Dnipropetrovsk District Administrative Court,
Doctor of Law Volodymyr Horbalinskyi presented his scientific
conclusions on the application of artificial intelligence (herein-
after referred to as Al) in administrative proceedings and ver-
ification of the authenticity of electronic evidence. He noted
that it is advisable to use the AI algorithm as an auxiliary tool
for collecting evidence, but Al cannot become its main basis;
the implementation of AI technologies requires clear regulato-
ry and legal support at the national level; it is advisable to in-
tegrate Al into the internal electronic document management
systems of courts to optimize workflows.

In the panel discussion: Procedural, legal and scientific and
methodological problems of the appointment, conduct and evalua-
tion of forensic examinations by the court, Professor Aleksandar
Ivanovic of University of the Mediterranean (Montenegro) not-
ed that the chain of preservation of evidence in forensic exam-
inations is a fundamental component of judicial proceedings,
which guarantees the integrity and legal force of materials from
the moment of their discovery to the verdict, and compliance
with this procedure prevents the nullification of the results of
the investigation, becoming a reliable tool for protecting hu-
man rights and strengthening public trust in justice.

International conference became a platform for combin-
ing the efforts of the Ministry of Justice, forensic institutions
and judicial authorities to overcome common challenges. The
results will become the foundation for increasing the objectiv-
ity of court decisions, strengthening guarantees for the protec-
tion of citizens’ rights, and further development of the forensic
industry of Ukraine on the basis of the rule of law.

Information was prepared by Viktoriia Hrokhovska,
Researcher at NSC «Hon. Prof. M. S. Bokarius FSI»
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International Scientific and Practical Conference:
Combating Illicit Trafficking of Cultural Values:
Role of Forensic Experts and Appraisers

Employees of National
Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Sci-
ence Institute» (hereinafter
referred to as NSC «Hon. Prof.
M. S. Bokarius FSI») on Feb-
ruary 26, 2026 took part in
the work of the Internation-
al Scientific and Practical
Conference: Combating Illicit
Trafficking of Cultural Values: =3
the Role of Forensic Experts and ||}
Appraisers, organized by the Kyiv Scientific Research Institute
of Forensic Expertise, Bohdan and Varvara Khanenko National
Museum of Arts with the assistance of the Ministry of Justice
of Ukraine.

While opening conference, the participants noted the lead-
ing task of forensic expert, creation of an impeccable evidence
base. Every fact of the theft of artifacts, destroyed museums
must be documented so that these materials become indisput-
able evidence in international courts, since the evaluation of
cultural values in times of war is critical.

Thematic units:

« examination and evaluation of cultural values: national
and international experience;

« relocation of cultural values;

« documenting cultural losses and abductions: evidence
base;

« return of cultural pro-
perty: restitution and
reparation. NIPOTUZAN| \I3AKOHE

The report: New Aspects Kvm,r& UIHHQL
of Forensic Art Examination in R SNURS
Conditions of Military Aggres-
sion was delivered by the Head
of the Department of Art, Psy-
chological and Other Research
of Kyiv Branch of the NSC
«Hon. Prof. M. S. Bokarius

MDKHAPOZIHA HAYKOBO-TIPAKTUYHA
KOH®EPEHUIA
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FSI» Olha Puklich. The speaker noted that the experts of the NSC
«Hon. Prof. M. S. Bokarius FSI» pay special attention to cultural
valuesobtained as a result of illegal archaeological excavations
in temporarily occupied territories and moved to the territory
of the Russian Federation. In addition, the objects of expert re-
search are museum items stolen during the occupation, as well
as damaged or destroyed as a result of the destruction of mu-
seum institutions during the Russian-Ukrainian war. Ms. Olga
also presented the results of art historical research conducted
by experts of the NSC ISE (using the examples of the National
Literary and Memorial Museum of G. S. Skovoroda, the Kherson
Regional Art Museum named after O. O. Shovkunenko, and the
Mariupol Art Museum named after Kuindzhi). The speaker paid
special attention to the protection of cultural values of Ukraine
in the territory annexed by Russia: according to the results of
the judicial historical and archaeological examination conduct-
ed by experts of the NSC «Hon. Prof. M. S. Bokarius FSI», losses
in the amount of more than 200 million UAH were determined
due to the actions of the Russian aggressor, which caused the
partial destruction of the archaeological heritage of Ukraine.
Summing up, the expert noted: the conclusions of the judicial
art historical examination of cultural heritage objects damaged
by military aggression of the Russian Federation are the first
step towards their restoration.

According to the results of the scientific event, a collection
of conference materials was published, which included reports
by the staff of the NSC «Hon. Prof. M. S. Bokarius FSI», devoted
to illegal export and movement of cultural values, documen-
ting their loss, as well as the main tasks of art research.

Information was prepared by Olha Puklich,
Head of the Department of Art History,
Psychological and Other studies of Kyiv Branch
NSC «Hon. Prof. M. S. Bokarius FSI»

209



Scientific News

Round table: Women in Forensic Science

On the initiative of Kyiv Scienti-
fic Research Institute of Forensic Ex-
pertise of the Ministry of Justice of
Ukraine, on March 4, 2026, a round
table: Women in Forensic Science was __/
held, which brought together leading |
experts, scientists and experts to dis-
cuss the role of women in the deve-
lopment of the modern expert field
and the challenges currently faced by
experts.

The round table was devoted to =
two strategic directions: 1) gender § e :
equality in the field of forensic examination; 2) personahtles
women in forensic science.

The event was attended by the Director of National Scien-
tific Center «Hon. Prof. M. S. Bokarius Forensic Science Insti-
tute» (hereinafter referred to as NSC «Hon. Prof. M. S. Bokarius
FSI»), Candidate of Legal Sciences Anastasiia Kupriianova. In
her speech, she noted that today 53% of women work in the
team of NSC «Hon. Prof. M. S. Bokarius FSI», they occupy 51%
of senior positions: from heads of sectors and laboratories to
the institution Head. According to her, equal representation of
women and men in all spheres of activity is modern manage-
ment standard.

HALIOHAJNIbHN HAYKOBUIA LEHTP
«IHCTUTYT CYOOBWNX EKCMNEPTU3
IM. BACJ1. MPO®. M. C. BOKAPIYCA»
MIHICTEPCTBA IOCTULUII YKPATHU

"47% 53%

The participants paid attention to the presentation of the
gender map of the NSC «Hon. Prof. M. S. Bokarius FSI», which
clearly demonstrated the implementation of the principle of
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equal opportunities at all levels of the organizational structure,
from top management to scientific, expert and administrative
staff. “For a forensic institution, people are the main asset. An ex-
pert, scientist or head of a unit is, first of all, competence, responsi-
bility and integrity,” Ms. Anastasiia emphasized.

In NSC «Hon. Prof. M. S. Bokarius FSI», equal access to
professional growth; equal conditions of remuneration for the
same work; non-discrimination or hidden barriers; safe and
respectful attitude in the working environment are observed in
principle. That is why, according to the director, gender equal-
ity is a component of personnel quality management, and not
a separate social initiative. Adherence to these principles is
also an important element of institutional trust in forensic sci-
ence institution.

The internal policy of NSC «Hon. Prof. M. S. Bokarius FSI»
is fully consistent with European approaches to human rights
and equal opportunities and is implemented in daily practice.

Specialists of Kyiv branch of the NSC «Hon. Prof.
M. S. Bokarius FSI» Oleksandr Svyrydenko, Olha Puklich, and
Viktoria Alexeychuk presented reports and analytical work on
the above topics.

In their speeches, the experts analyzed the opportunities
for career growth and overcoming stereotypes in “traditional-
ly male” types of expertise, highlighted the success stories of
prominent women of the institution and their contribution to
the formation of forensic science in Ukraine, and noted that
proportion of women among forensic experts is constantly
growing, especially in such complex areas as genetics, eco-
nomics and computer and technical research etc.

Participants discussed how work-life balance affects qua-
lity of expert opinions, what conditions need to be created for
the further realization of women’s potential in science and the
support of young specialists and the exchange of experience
between women experts from different departments.

Information was prepared by Oleksandr Svyrydenko,
Deputy Head of the Department of the Kyiv Branch
of NSC «Hon. Prof. M. S. Bokarius FSI»
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Congratulations to jubilee!

The editorial board of the research paper collection: Theory
and Practice of Forensic Science and Criminalistics congratulates
the Editor-in-Chief of the edition, Doctor of Law, Professor,
Honored Worker of Science and Technology of Ukraine Ella
Simakova-Yefremian on her anniversary!

Ella Borysivna is a person of the era, whose professional
path is the embodiment of dedication to the chosen cause,
scientific wisdom and inexhaustible energy. In the galaxy of
prominent scientists and practitioners of forensic science of
Ukraine, her name occupies a worthy place.

Ms. Ella’s story at National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute» (hereinafter referred
to as NSC «Hon. Prof. M. S. Bokarius FSI») is an example of
phenomenal professional growth. Beginning work at the insti-
tution in November 1979, she climbed the professional ladder
from a printer and laboratory assistant to the deputy director
for scientific work that she had held for more than a quarter of
a century since 1998.

Ella Borysivna scientific achievements are impressive in
depth and scale. Her dissertation research from the theoreti-
cal foundations of complex soil science and tracing expertise
(1994) to theoretical, legal, methodological foundations of
complex forensic research (2017) became a significant contri-
bution to development of national forensic science.

More than 200 of her research papers have been published
in professional scientific publications, materials of scientific
and practical conferences on the problems of forensic examina-
tion and criminalistics. Among the personal and business quali-
ties, we will highlight the unique ability of the jubilee to combine
scientific research with practical skill:
Ella Borysivna is a top-class expert
with vast experience. Her profession-
al achievements include more than
2,000 personally performed examina-
tions in the most complex areas: from
ballistics and forensic handwriting
analysis to research on narcotic drugs.

For many years of conscientious
work and significant contribution to
the development of the rule of law, by
the decision of the Academic Coun-
cil of NSC «Hon. Prof. M. S. Bokarius
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FSI» dated on January 30, 2026, Ella Borysivna was awarded the
title of Honorary Professor of NSC «Hon. Prof. M. S. Bokarius
FSI» as an outstanding figure in the field of law and forensic
science. This title is a symbol of deep respect for the profes-
sionalism and scientific authority of Ms. Ella. The high level
of the award is evidenced by the fact that previously title of
Honorary Professor of the National Center of Legal Sciences
of Ukraine was awarded to Doctor of Law, Professor, Honored
Worker of Science and Technology of Ukraine Ruslan Stefan-
chuk; Doctor of Law, Professor, Academician of the National
Academy of Legal Sciences of Ukraine, Honored Worker of Sci-
ence and Technology of Ukraine Violetta Konovalova; Doctor
of Law, Professor Hryhorii Hranovskyi; Doctor of Law, Profes-
sor, Honored Worker of Science and Technology of Ukraine,
Full Member (Academician) of the National Academy of Legal
Sciences of Ukraine Valery Shepitko; Doctor of Law, Professor,
Full Member (Academician) of the National Academy of Legal
Sciences of Ukraine, Honored Lawyer of Ukraine Oleksandr
Bandurka; Doctor of Law, Professor, Academician, President of
the National Academy of Legal Sciences of Ukraine, Honored
Worker of Educatlon of Ukraine Volodymyr Zhuravel

R On the occasion of the anniversa-
ry, the International Public Organi-
zation: Congress of Criminalists awar-
ded Ella Simakova-Yefremian a silver
medal named after Herbert Manns.
This award is presented to scientists
and practitioners for their contribution

presents the

HerberthManns Siiver Medal to the development of criminology and achievements

o

in scientific research.

Congratulations to Ella Borysivna on her anniver-
sary! We wish her good health, inexhaustible inspi-
ration for new discoveries and long years of fruitful

-7 = work under the peaceful sky of Ukraine! May each
(ﬁ*\' | new day bring her joy from scientific achievements
and warmth from communicating with relatives and

"% Prof. Dr Hab. Ella Simakova-Yefremian

titanding Tibtte Heriee
ectlistics cevelopment wnd popularization

fessionalism and significant contribution to strengthening the
rule of law in our country!

Staff of NSC «Hon. Prof. M. S. Bokarius FSI»
and editorial board of research paper collection:
Theory and Practice of Forensic Science and Criminalistics
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Requirements for Research Papers

Requirements for content
According to the Edition subject matter, con-
tent regarding coverage of criminalistic cur-
rent issues, relevant issues of performing
various types of forensic examinations and
specific expertise application in legal procee-
dings is published on the pages of the Scien-
tific Edition.

Based on research, presentational, eval-
uative and communicative functions of the
Scientific Edition, research papers (where
an author outlines main work outcomes);
research and methodological papers (where
an author analyses methods, processes, tools
helping to achieve certain scientific results);
research and theoretical papers (texts where
an author presents results of theoretical ways
for problem solution); research and practical
(articles where an author describes his per-
sonal practical experience and performed
scientific experiments), review research pa-
pers (dedicated to evaluation, conclusions,
overview, analysis of earlier published infor-
mation). The Editorial Board is also interested
in debatable articles, research ideas or short
reports: results of an experiment, personal
experience, etc. Scientific style of the content
presentation (accuracy, logic, conciseness,
clarity, connectivity, integrity, completeness)
and its high scientific level.

Articlestructural elementsshouldinclude:
« Article Title;

«  Abstract and Keywords. Abstract (summa-
ry) text should be not less than 1,800 char-
acters (separately in article language and
English). Abstract should include the fol-
lowing: outline of research problem, pur-
pose, main research results, conclusions,
keywords (7—10 words, should match
the content of the article and display the
publication topic). Titles of annotation
structural parts other except the purpose
should not be indicated,

« Formulation of research problem, its
connection with scientific and practical
interests (it is necessary to reveal essence
and state of the scientific problem, theo-
retical and practical significance of a re-
search, connection with scientific and

practical tasks, substantiation of the re-

search relevance);

«  Article purpose (it is necessary to formu-
late the publication main thesis differing
from previously considered research on
the chosen topic in accordance with out-
lined problem and analysis of current re-
searches);

«  Research methods applied (are presented
individually if they contain novelty and are
notable, given the article subject matter);

+  Analysis of essential researches and pub-
lications on the selected article topic,
outlining the problematic field of the re-
search that article is devoted; with obliga-
tory reference to authors and their scien-
tific papers;

+  Main content presentation with obtained
results (to reveal important theoretical
positions and research results, analyze
scientific facts, ideas, thoughts, regulari-
ties, concepts, as well as trends of fur-
ther topic development, emphasizing
personal contribution of the research
author(s));

» Conclusions (main research results in
a clear, consistent, logically presented
form in compliance with set goal);

«  References (the list of used sources trans-
literated according to the Roman alpha-
bet, for example, on the site of Vernadsky
National Library of Ukraine: http:/nbuv.
gov.ua/node/929);

« Abstract in English, indicating the au-
thor(s) surname, article title and key-
words.

Requirements for scope

Total scope of a scientific article (information

about the author, article title, abstract, key-

words, article text, bibliographic references,
extended resume) should be not less than

36,000 characters.

Requirements for design

Article is submitted for publication in Ukrai-

nian or English.

Text of the article should be printed using
the Microsoft Word processor; A4 paper size;
page orientation. Text should not contain hy-
phens and macros.
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Article information should be presented
according to the following sequence.

Information about the publication author
(co-authors) The author’s full name, academic
degree, academic rank, place of employment,
locality, country, Researcher ID, ORCID ID,
official email address). One publication per-
mits no more than three co-authors. If the
article is prepared by a group of authors, it
is important to stress participation of each
according to the methodology: CRediT (Con-
tributor Roles Taxonomy, for more details:
https://credit.niso.org/).

Article title should be without acronyms
and abbreviations.

If a research is executed within the frame-
work of international projects (grants), then it
should be mentioned.

Analyzing main researches on the article
problematics, it is obligatory to consider the
status of the issue in foreign and domestic
sources (not less than 20 publications, at the
same time the majority should be represented
by international indexed editions). Referen-
ces to the author(s) personal scientific papers
are allowed only if they do not exceed 10 % of
all references.

The article text should adhere to require-
ments for content, general rules of citation
and references to used sources. Each quota-
tion should be accompanied by a reference
to the source which bibliographic description
should be completed depending on its type
(primary or secondary source) according to
the National Standard of Ukraine ZICTY 8302:
2015: Information and documentation. Bib-
liographic reference. General terms and condi-
tions of compilation.

In bibliographic references, it is neces-
sary to use footnotes or endnotes involving
separate reference to each source. While
numbering references, authors should use
continuous numbering (in Arabic numerals)
throughout the article text.

Hlustrations (tables, diagrams, graphics,
schemes, formulas) can be submitted in the
text article. Illustrations should be delivered
in separate files. They should be provided in
a format enabling to format (for translation
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purposes). Formulas should be performed
using the Math Type formula editor not using
Cyrillic characters.

Requirements

for submission

Author (co-authors) should provide referen-
ce (the reference of such content file name
should consist of the last name (last names)
of the author (co-authors) and the sent date
with the note: research paper title; author full
name (co-authors) in Ukrainian and English;
academic degree (area of specialization code);
academic rank (department name or area of
specialization code); job position; institutional
affiliation; settlement, country; ORCID (if avail-
able) or Researcher ID (if available); official
and personal email address; mailing address;
phone.

By submitting a research paper for publi-
cation to the Theory and Practice of Forensic Sci-
ence and Criminalistics Scientific Edition, the
author (co-authors) fully and unconditionally
accepts the Licensing Agreement terms.

Since each article submitted for publica-
tion operates double anonimized peer review.
Licensing & Copyright
The author (co-authors) bears the responsibil-
ity for the accuracy of the provided content,
and the affiliation of the latter to him perso-
nally and the translation quality of the quota-
tions from foreign sources.

Content submitted in violation of these
requirements are not published.

The Editorial Board has the right to re-
view (double anonimized peer review), edit,
reduce and reject research papers.

License Terms: Authors preserve the
copyright and entitle the Scientific Edition Ed-
itorial Board to publish original research pa-
pers and claim that the results of their experi-
mental and theoretical researches provided
in the submitted article are not under con-
sideration for publication to other publishing
houses. All content is distributed according
to Creative Commons Attribution License
International CC-BY allowing third parties to
distribute research content if research paper
copyright and first publication in this Scienti-
fic Edition are recognized.
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