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In a country suffering from military aggression, the role
of expert and scientific communities is extremely important,
which contribute not only to the sustainable functioning of
justice, but also to scientific progress. Even during this diffi-
cult period, forensic institutions of Ukraine continue to work
in a regular mode, perform expert research and research
work. Despite the difficult conditions of martial law, forensic
experts perform examinations at a decent professional level,
which is extremely important for ensuring compiliance with
the rule of law, rights and freedoms of citizens. Ukrainian fo-
rensic experts skillfully combine dedication and high quali-
fication with scientific curiosity, civic courage, fortitude
and intensification of international cooperation.

One of the ways to interact with international scientific
community is Research Paper Collection: Theory and Practice
of Forensic Science and Criminalistics indexed in Google Scholar
and international online databases: Academic Scientific Journals
Indexing, Bielefeld Academic Search Engine (BASE), CORE, Cross-
ref, Directory of Open Access Journals (DOAJ), Directory of Open
Access Scholarly Resources (ROAD), Directory of Research Journals
Indexing (DRJI), ERIH PLUS, Eurasian Scientific Journal Index

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translated by Andriy Bublikov). The author acknowledges
translation as corresponding to the original.

© 2024 The Author(s). Published by National Scientific Center «Hon. Prof. M. S. Bokarius Forensic Science
Institute» & Yaroslav Mudryi National Law University.

This is an open access article distributed under Creative Commons Attribution License (CC_BY_4.0.0) allowing
unlimited use, distribution and reproduction on any medium, subject to reference to the Author and original

sources.
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(ESJI), Europub, Index Copernicus Interna-
tional, MIAR, Polska Bibliografia Naukowa,
RefSeek, ResearchBib, Ulrich’s, WorldCat, as
well as in the Register of Scientific Publi-
cations of Ukraine and on the website of
DOI Foundation. Electronic versions of the
collection are posted on the Internet on
the platforms of V. I. Vernadskyi Nation-
al Library of Ukraine, libraries of foren-
sic institutions of the Ministry of Justice
of Ukraine, institutions of higher educa-
tion of the Ministry of Internal Affairs of
Ukraine etc.

The 35th issue of Research Paper Col-
lection: Theory and Practice of Forensic Sci-
ence and Criminalistics was published, all
materials of which are traditionally com-
bined into two groups: Research Papers
and Case Notes.

The section with research papers
opens with the Open sources of cyberspace
as objects of forensic research article by
Mykhailo Scherbakovskyi (Ukraine), Doc-
tor of Law, professor, in which the pro-
cedural order of forming digital evidence
based on open information from cyber-
space in the context of evidence during
a criminal case is investigated proceed-
ings and substantiated the possibility of
forensic expert research of cyberspace
to obtain criminally relevant electronic
(digital) information, which under cer-
tain legal procedures becomes a source
of evidence in criminal proceedings in
the form of an expert opinion. The au-
thor proves that computer data and elec-
tronic (digital) information are synony-
mous and are combined into two groups:
neutral, which are not relevant for crimi-
nal proceedings, and criminally relevant,
containing traces of an offense and data
about persons, objects, events, facts,
etc. These facts are indicative or eviden-
tial. The scientist argues that main pro-

cedural way of forming evidence based
on computer data from open sources of
cyberspace should be conducting a fo-
rensic examination of electronic com-
munications, which object is raw data
about the object of search, cyberspace,
and the subject is facts and information
about this object. The researcher offers
the methodological foundations of such
forensic research: intelligence tools of
open OSINT databases and Berkeley Pro-
tocol recommendations (taking into ac-
count current legislation of Ukraine).

The authors of the following work are
Pavel Giverts (Israel), PhD. in Criminalis-
tics and Forensic science and Oleksandr
Kolomiitsev (Ukraine), PhD in Technolo-
gy, consider the role of machine learning
for modern society in general and the
possibility of its application in forensic
research of firearms in particular. Scien-
tists analyze the main capabilities of ma-
chine learning and outline ways to use it
to perform basic expert tasks in research
on firearms.

In the article: Forensic characterization
of economic crimes committed by organized
groups with corruption relations, Valentina
Korzh (Ukraine), Doctor of Law, Profes-
sor, examines the trends in development
of the doctrine of the forensic charac-
terization of crimes, debatable issues
regarding its concept, quantitative and
qualitative composition. The research-
er states that the forensic characteriza-
tion of crimes is a theoretical category
of criminalistics, a system of data on
the most general features of the type of
crimes, typical circumstances, methods
and mechanisms of their commission,
and other circumstances that are im-
portant for the investigation. The main
purpose of forensic characterization of
crimes is to implement its data in inves-
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tigation methods. The scientist is sure
that globalization processes, scientific
and technological progress contribute to
quantitative and qualitative changes in
criminal activity. The author offers a new
approach to defining the concept of eco-
nomic crime and characterizes economic
crimes committed by organized groups
with corruption ties, singles out their
components for use in methods of inves-
tigating this type of crime.

The section continues with the
Criminal procedural and forensic means
of preliminary forensic research on living
person body article by Artem Kovalenko
(Ukraine), PhD in Law, Docent, in which
it is argued that as a result of the prelim-
inary examination of the body of a living
person, it is possible to obtain informa-
tion about the signs of its appearance (in
particular, functional), materially fixed
traces on the body and clothes, as well as
about the person who left them as a so-
cial being. The scientist proves that lead-
ing procedural means of examining the
body of a living person is an examination
aimed at identifying traces of a criminal
offense and special signs on the body and
clothing of a person, and special signs
in the context of forensic examination
should be understood as any individual
(personal) anatomical signs of a person’s
appearance. Research methods within
the limits of this investigative (search) ac-
tivity are visual observation, and the pro-
cedural means of researching the func-
tional signs of a person’s appearance is
an investigative experiment. It is noted
that functional signs of a person’s ap-
pearance can be recognized during other
verbal and mixed investigative (search)
actions: interrogation, search, presenta-
tion for identification. Information obtai-
ned in this way is indicative and can be

used for tactical purposes. The author
emphasizes that further prospects of sci-
entific research in this area are related to
development of criminal procedural and
forensic means of preliminary examina-
tion of corpses.

Ivan Yatsenko (Ukraine), Doctor of
Veterinary Medicine, Professor, exami-
nes peculiarities of expert interrogation,
which subject is provision of testimony,
clarification or clarification of the ex-
pert’s conclusion as an element of its
evaluation, focusing on the forensic vet-
erinary aspect of this issue. The author
states the presence of five stages in the
algorithm of interrogation of a forensic
veterinary expert and singles out the pro-
cedure of interrogation of forensic ex-
perts who conducted a multidisciplinary
or commission examination, emphasiz-
ing peculiarities of such interrogation.
The researcher cites conditions under
which the interrogation of a forensic
veterinary expert is inappropriate, and
argues that the proposed algorithm of
interrogation of a forensic veterinary
expert from praxeological positions con-
tributes to the work of the court, making
possible to correctly evaluate the conclu-
sion.

The Case Notes section begins with
the article: Role of entomological evidence
in criminal investigations” by Ukrainian
authors: Serhii Rozumnyi; Daria Mylo-
styva, PhD in Agriculture; Svitlana Polia-
kova, PhD in Philology; Anna Babchenko,
PhD Biology. The scientists emphasized
the importance of necrotic fauna re-
search for practical forensics, highlighted
the influence of necrotic entomophiles
on the time of death of a living object
(depending on its species and environ-
mental conditions), presented the results
of a comparative analysis of the activity
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of representatives of necrotic fauna and
updated the need to use necrofauna in
systemic work of forensic biologists. Re-
searchers rightly consider the obtained
entomological data to be a reliable source
of information for finding out the objec-
tive truth in the processes of pre-trial in-
vestigation and subsequent legal proceed-
ings. At the same time, the authors note
that determining the time of death from
cadaveric fauna can only be of secondary
importance, since the settlement and de-
velopment of necrofauna have a high de-
gree of variability. The authors outlined
prospects for further research, including
improvement of entomological research
methods (in particular, in different envi-
ronmental conditions), proved the need
for development of forensic biology as an
integral component of forensic science.

In research paper by Yevhen Piv-
nov (Ukraine), Postgraduate Student at
NSC «Hon. Prof. M. S. Bokarius FSI», it
is stated that, as of today, in the expert
practice of conducting forensic construc-
tion-technical and road-technical studies
in Ukraine, there is a lack of specialized
methods for determining the volumes
and dimensions of damage caused and
damages from road infrastructure dam-
age as a result of the armed aggression
of the Russian Federation: in case of the
need to conduct such studies, the foren-
sic expert is forced to adapt previously
developed research methods to the real-
ities of today. Thereby there is an urgent
need to develop methods and improve
existing approaches to determining the
scope and size of the damage and loss-
es, taking into account the destruction of
road infrastructure of Ukraine as a result
of active hostilities against our State.

In the Subject and object of forensic elec-
trical engineering in proceedings electricity

theft article by Serhii Rohalin (Ukraine)
the place of forensic electrotechnical
examination in the system of sources of
evidence for the facts of theft of electric-
ity is defined, the concept of the subject
and object of such examination is for-
mulated, list of its species, development
prospects are outlined. Typical questions
to the expert in the proceedings on the
theft of electricity through the influence
of electromagnetic radiation on the me-
tering device are formulated. On the ex-
ample of this list, the principles of form-
ing typical lists of questions for other
areas of research into the facts of theft
of electricity depending on the method
of committing the criminal offense are
considered.

Inna Bosak (Ukraine), Postgraduate
student of the National Academy of the
Security Service of Ukraine, in her pa-
per singles out the principles of specific
expertise use while investigating crimes
against the foundations of Ukraine’s na-
tional security: independence of a per-
son who has specific expertise; legal-
ity; rule of law; research complexity;
competitiveness; objectivity; compre-
hensiveness and completeness of use
of special knowledge; non-disclosure
by a person who uses specific expertise
while conducting investigative (search)
actions, pre-trial investigation data and
operational information; observance of
constitutional rights and freedoms of
citizens involved in the pre-trial inves-
tigation process; specific expertise use
by expert witness exclusively within the
limits of his competence. The scientist
insists on the need for a more rational
organization of proof procedure and
draws attention to the issues of specific
expertise use at pre-trial investigation
stage.
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On the last pages of this issue there
isa traditional column of Scientific News
introducing recent scientific events
in forensic science.

Editorial board of Research Paper
Collection: Theory and Practice of Foren-
sic Science and Criminalistics thanks the
authors for the manuscripts provided for
publication! Your valuable and interest-
ing posts have added content and infor-

mativeness to our publication. Thank you
for your attention to our collection! We
invite foreign and Ukrainian scientists
and practitioners, employees of expert
institutions to publish their scientific
achievements on the pages of Research
Paper Collection: Theory and Practice of
Forensic Science and Criminalistics!

Together to the victory!

Glory to Ukraine!

Simakova-Yefremian, E. (2024). Forensic expert activity and scientific cooperation in con-
ditions of military aggression of Russian Federation against Ukraine: unity of knowledge
and professionalism. Theory and Practice of Forensic Science and Criminalistics. Issue 2 (35).

P. 5—9. DOI: 10.32353/khrife.2.2024.01.
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The purpose of this research paper is to use modern general and
special methods of scientific cognition to investigate the procedural
procedure for the formation of digital evidence based on open in-
formation from cyberspace in the context of evidence during crim-
inal proceedings and to substantiate possibility of forensic expert
research of cyberspace to obtain criminally relevant indicative and
evidentiary information in the form of a conclusion an expert It is
shown that computer data and electronic (digital) information are
synonymous and are divided into two groups: neutral that have
no significance for criminal proceedings, and criminally relevant,
which contain traces of an offense and data about persons, objects,
events, facts etc., which have indicative or evidential value. It has
been proven that cyberspace is a separate carrier of criminally rel-
evant electronic (digital) information, which under certain legal
procedures becomes a source of evidence in criminal proceedings.
Such information, transformed into a form accessible to process par-
ticipants, belongs to digital evidence. It is substantiated that inves-
tigative actions provided for by the procedural law are most often
unsuitable for searching for criminally relevant information from
open sources of cyberspace. It is argued that the main procedural
method of forming evidence based on computer data from open
sources of cyberspace should be conducting a forensic examination
of electronic communications, the object of which is the initial data
about the search object, cyberspace, and the subject - facts and infor-
mation about this object. object In this case, methodological princip-
les of the expert research are the intelligence tools of open OSINT

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translated by Andriy Bublikov). The author acknowledges
translation as corresponding to the original.

© 2024 The Author(s). Published by National Scientific Center «Hon. Prof. M. S. Bokarius Forensic Science
Institute» & Yaroslav Mudryi National Law University.
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databases, and for recording information, the recommendations of
the Berkeley Protocol, taking into account the current legislation of
Ukraine. Computer data extracted from open cyberspace sources ac-
quire probative value through the opinion of a forensic expert who
is a source of evidence.

Keywords: cyberspace; open sources of information; computer
data; digital evidence; forensic science; forensic expert conclusion.

Research Problem Formulation

Emergence of the Internet as a global net-
work has led to a qualitatively new level of
development of information services in
the world and has become a technological
basis for the general exchange of informa-
tion. Information resources are perhaps
the most important value for functioning
of modern society. Unfortunately, cyber-
space is also used for criminal purposes
as a means of committing offenses and as
a repository of criminally relevant infor-
mation, including evidence. Cyberspace
is an extraterritorial information territory
where global processes of social commu-
nications of an international nature take
place. Having emerged as a purely techni-
cal means of transmitting information, the
Internet (as a component of cyberspace)
has become an important social phenom-
enon that attracts attention of specialists
in various sciences, in particular the legal
one .

Cyberspace appearance has changed
the process of proof. Information ex-
tracted from ever-evolving electronic and

digital media has led to the emergence of
digital evidence. Taking into account the
requirements of the times, the Criminal
Procedural Code of Ukraine ? was amend-
ed in 2022: computer data was recognized
as a type of document as a source of evi-
dence (Art. 99) %. In procedural law, there is
no definition of the terms: computer data,
digital evidence, the order of their search,
review, fixation, extraction and storage
is not specified, which causes numerous
discussions among scientists, mistakes
during criminal proceedings in working
with digital information, non-recognition
of evidence based on it as admissible and
reliable in court proceedings. Thereby, in
modern conditions the question of using
digital information as evidence arises.
Sometimes such information is the only
way to achieve the goals of criminal pro-
ceedings. Definition of procedural source
of this type of evidence should be men-
tioned among relevant issues.

Practice demonstrates that forensically
significant information has not only traces
of computer crimes aimed at illegal inter-
ference with the operation of computers,

1 TersmaHn A. II., Aramanosa 0. €., Misam B. C. Ta iH. [IpaBoBe peTy/II0BaHHS BiJHOCHUH Yy Me-
pexi IuTepHert : MoHorpadis / 3a pex. C. B. I'tibka, K. B. Eppemoroi. Xapkis, 2016. C. 8. URL:
https://ndipzir.org.ua/archives/5224 (date accessed: 20.05.2024).

2 KpuMiHaJBHHUI NpoOIlecyaJpHUH KogeKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3miH. Ta f0-
rioB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 20.05.2024).

3 IIpo BHeceHH 3MiH 0 KprMiHaIBHOTO MPOIeCyalbHOTO KOZEKCY YKpaiHU Ta 3aKOHy YKpai-
HU «IIpo eJleKTPOHHI KOMYHIKalii» MO0 MiABUINeHHT e(DeKTUBHOCTI OCYZ0BOTO PO3CIiLy-
BaHHS «3a rapsiuuMU CJIiZlaMu» Ta IPOTUAII Kibeparakam : 3akoH Vkpainu Bizg 15.03.2022 p.
Ne 2137-IX. URL: https://zakon.rada.gov.ua/laws/show/2137-20#n11 (date accessed: 20.05.2024).
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computer programs, networks, unautho-
rized modification of computer data, etc.,
but also any computer data about illegal
socially dangerous actions, which contain
not only physical media, but open sour-
ces of cyberspace (websites, messengers,
social networks, etc.). Well-known Berke-
ley Protocol, developed for research on
open digital sources, states that informa-
tion they contain is publicly available, any
member of the public can view, purchase
or request it without requiring special le-
gal status or permission for unauthorized
access *.

It should be noted that information ar-
ray of open sources of cyberspace is effec-
tively used in a non-procedural form with-
in the framework of operational-search
activities as a kind of proactive operatio-
nal search °. In foreign law enforcement
practice, the so-called Forensic Intelligence
is also used, one of the tasks of which is to
search for information from open sources
of the Internet °. At the same time (despite
rapid development of information ex-
change processes in cyberspace), a num-
ber of legal issues remain unresolved in
the domestic practice of investigating
criminal offenses regarding the possibil-
ities and features of searching and recor-
ding, the use of information from open
sources of cyberspace in criminal proce-
dural evidence.

Article Purpose

Investigate the procedural procedure for
the formation of digital evidence based
on information from cyberspace, access
to which is not limited, in the context of
evidence during criminal proceedings
and substantiate the possibilities of foren-
sic examination of cyberspace to obtain
criminally relevant orienting and eviden-
tiary information in the form of forensic
expert conclusion.

Research Methods

The methodological basis of the research
is modern general and special methods
of scientific knowledge. Theoretical ana-
lysis and synthesis (induction, deduction,
comparison, analogy, abstraction, clas-
sification) were used for research and
generalization of materials from literary
sources, the authors’ positions on certain
issues related to the subject of research;
the system-structural method contributed
to the consideration and isolation of the
concepts of information technology in the
process of proof, formal legal: disclosure
of specifics and criteria for conducting in-
vestigative actions and forensic examina-
tions. These methods are used as interre-
lated and complementary contributed to
research completeness and the validity of

4 Berkeley Protocol on Digital Open Source Investigations / Human Rights Center, Un. Nat. Hu-
man Rights Office of the High Commissioner. New York and Geneva, 2022. P. 8. URL: https://

www.ohchr.org/sites/default/files/2024-01/OHCHR _BerkeleyProtocol.pdf

20.05.2024).

(date accessed:

5 Bosommua M. O., Illenapuk B. B. Cy4acHi crioco6u omiepaTHBHOIO IOUIYKY IePBUHHOI Ollepa-
THUBHO-PO3ILYKOBOI iHdopMarii mizposginaMmu KpruMiHanbHOI moinii. ITi860eHHOYKpATHCLKUIL
npasnudutl yaconuc. 2019. Ne 4. 4. 1. C. 14. DOI: 10.32850/sulj.2019.4.1.3 (date accessed:

20.05.2024).

6 Ribaux O., Baechler S., Rossy Q. Forensic Intelligence and Traceology in Digitalized Environ-
ments: The Detection and Analysis of Crime Patterns to Inform Practice / Handbook of Secu-
rity. Ed. by M. Gill. 3" ed. 2022. Pp. 91—94. DOI: 10.1007/978-3-030-91735-7_47 (date accessed:

20.05.2024).
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formulated scientific conclusions and pro-
posals.

Analysis of Essential Researches
and Publications

The problems of collecting, research-
ing and using electronic (digital) infor-
mation, computer data, and digital evi-
dence during the pre-trial investigation
of criminal offenses were studied by:
H. Avdieieva, P. Antoniuk, N. Akhtyrska, S.
Honhalo, A. Hutnyk, M. Hutsaliuk, V. Dy-
ntu, A. Kovalenko, I. Kraskova, O. Krytska,
T. Matiushkova, A. Novytskyi, O. Malak-
hova, Ya. Naidon, Yu. Orlov, D. Pashniev,
0. Samoilenko, A. Skrypnyk, Ye. Skulysh,
0. Starenkyi, A. Stolitnii, I. Titko, O. Tor-
bas, V. Uvarov, Ye. Khyzhniak, D. Tsekhan,
S. Cherniavskyi, V. Shkolnyi and others. In
forensic publications, attention is usually

focused on obtaining computer data as
traces of a crime and on their transforma-
tion into digital evidence during the inves-
tigation of offenses committed most often
with the use of computer technologies (cy-
bercrimes) ’. Traces of offenses left in the
memory of computers, tablets, telephones
and other devices and discovered during
the inspection and search are sent for
a computer-technical examination. In this
case, only the amount of computer data
contained in media that has entered the
orbit of the investigation as material evi-
dence or appendices to the protocols of in-
vestigative (search) or confidential investi-
gative (search) actions is subject to search,
extraction and investigation. Therefore,
they are developing recommendations
for the review of these computer equip-
ment. In addition, there is a tendency
among domestic scientists to adapt the old

7 Binoycos A. C. KpuMiHamicTUYHUE aHai3 00'EKTIB KOMITIOTEPHUX 3JI0YUHIB : JUC. ... KAH/.

0puj. Hayk. 3amopixcks, 2008. 245 c. ; Bopucosa JI. B. TpaHcHaI[ioHaIbHI KOMITIOTEPHI
3JIOYMHU K O0€KT KPUMIHAJIICTUYHOTO JOCHI/PKEHH : JUC. ... KaHJ. Iopuj. Hayk. Kuis,
2007. 217 c. ; Tynamiox M. B., TaBroBchkuii B. [I., XaxaHoBcbkul B. I. Ta iH. BukopucTaHHa
€JIeKTPOHHUX (IU(PPOBUX) Z0KA3IB y KPUMIiHAJIPHUX IIPOBA/PKEHHSAX : METOJ,. pPeK. / 3a 3ar.
pea. O. B. KopHetika. Kuis, 2020. 104 c. ; Jypb6a A. I. OcobnuBocTi npesMeTa JOKa3yBaH-
Hs y CIIpaBax IIPO KOMITIOTEPHI 3JI0YUHU : JUC. ... KaHZ. I0pUJ. HayK. Xapkis, 2008. 191 c. ;
Muxanpuyk T. B. BukopucTanHsa iHpopManii, OTpUMaHOi TeJeKOMYHIKAIIHHUM IIJISIXOM,
V PO3CJIiJyBaHHi 3JI0YMHIB : AUC. ... KaHJ. I0puJ. Hayk. Kuis, 2009. 222 c. ; MoTax O. I. ITu-
TaHHS MeTOAWKHU PO3CIiAyBaHHS 3JI0YMHIB y cbhepi iHGOpMAI[ITHUX KOMITIOTEPHUX TeX-
HOJIOTiH : AuC. ... KaHJ. lopuA. HayK. Kuis, 2005. 218 c. ; Byty3os B. M., I'aBroBcekuii B. /1.,
Cxkanosy6 JI. II., Ckynumn €. /1., Tirynina K. B., Pomaniok B. B. OpranisarjifiHo-paBoBi Ta
TaKTUYHI OCHOBU IIPOTHUZII 3MI0YMHHOCTI ¥ cdepi BUCOKUX iHPOpMAIiHUX TEeXHOJOTIH :
HaBd. n1ocib. / 3a pez. B. B. Pomanioka, €. /. Ckynuina. Kuis, 2011. 404 c. ; [Taramapuyk JI. I1.
KpuMinanicTudHe 3a0e3ledeHHs PO3CIiZyBaHHS HE3aKOHHOTO BTPYYaHHS B POOOTY eJek-
TPOHHO-00UMCIIOBAHNX MalIVH (KOMITIOTEPiB), CUCTEM Ta KOMITIOTEPHUX MEpeX : AUC. ...
KaHJ. Iopuz. Hayk. Kuis, 2004. 217 c. ; CamoiineHko O. A. OCHOBU MeTOAUKU PO3CIiZyBaH-
Hs 3JI0YUHIB, BAUMHEHUX y KibeprpocTopi : MoHorpadis / 3a pezs. A. @. Bomobyesa. Ogeca,
2020. 372 c. ; Tenmuupkuii b. B., Illapati JI. I., Koanbos K. M., Kyspmin C. A. Ta iH. 37104uHI
y chepi BUKOPUCTAHHS eJeKTPOHHO-OOYUCIIOBAIBHUX MAIIWH (KOMITIOTEPIiB), CUCTEM Ta
KOMITIOTEPHUX MEPeX i MepexX eJeKTPO3B’sI3Ky: CIeliaJbHi MUTaHHS KBajidikariii, mpose-
JeHHS CNiguux (PO3LIyKOBUX) i, IPU3HAUYE€HHS KOMITIOTEPHO-TEXHIYHUX CYZOBUX eKCIIep-
TH3 : HayK.-IPakKT. mmocib. Kuis, 2019. 168 c. ; Terutuipkuii B. B. TexHiKO-KpUMiHATICTUIHE
3abe3redeHHs PO3CIIilyBaHHS 3JI09MHIB ¥ c(pepi BUKOPHUCTAHHS €JIeKTPOHHO-00YNCITIOBAIIb-
HUX MallH (KOMITIOTEpiB), CUCTEM Ta KOMITIOTEPHUX MEPEX i Mepex eJIeKTPO3B'SI3Ky :
JUC. ... KaHZ. Iopuz. HayK. Kuis, 2021. 268 c. URL: https://elar.naiau.kiev.ua/server/api/core/
bitstreams/02fela3e-438b-4f1c-8800-3e745db75e8b/content (date accessed: 20.05.2024).
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recommendations on visual inspection to
the new conditions of technology devel-
opment. At the same time, attention is fo-
cused not on methods of extracting infor-
mation, but on the procedure of recording
the inspection of the relevant devices in
the protocol, their sealing and transpor-
tation. Unfortunately, the procedure for
identifying, recording, and extracting
information from cyberspace, access to
which is not limited and its use in crimi-
nal proceedings remains an understudied
issue in criminology and not regulated by
criminal procedural legislation.

Taking into account the criminogenic
trends in the field of electronic information
technologies, the constant development of
technical electronic (computer) tools, soft-
ware, gaps and contradictions in the legis-
lation governing this sphere of public rela-
tions, issue of developing new and updating
existing forensic methods for collecting
digital evidence needs to be addressed.
One of the relevant areas of research is the
development of recommendations for the
search for criminally relevant electronic
(digital) information from open sources of
cyberspace, its fixation and seizure for fur-
ther use in evidence during pre-trial inves-
tigation and consideration of a criminal
case in court.

Main Content Presentation
For revealing specifics of searching and

using information from open sources of
cyberspace during the investigation of

criminal offenses, we will briefly con-
sider the main concepts related to this
process: computer data, electronic (digital)
information, media, traces of offenses, digi-
tal evidence, procedural means of collecting
digital evidence.

Scientists define information in the con-
text of crimes committed using computer
technologies as virtual, digital, electronic,
electronic-digital, machine, binary, comput-
er one, etc. The lack of a single established
term is not a key problem in this field, al-
though it certainly has significant scientific
and practical significance. I order to clarify
this concept, let’s refer to the legislation. The
laws of Ukraine and international regula-
tions provide the following definitions:

+  “information is any information and/
or data that can be stored on tangible
media or displayed electronically”8;

- data is “information submitted in
a form suitable for its processing by
electronic and means”®;

-« “digital content (electronic (digital)
information) — any information or
data in electronic (digital) form con-
taining objects of copyright and/or re-
lated rights and can be stored and/or
distributed in the form of one or more
files (parts of files), records in a data-
base on storage devices of computers,
servers, etc. on the Internet” 1%;

« computer data is “any representation
of facts, information or concepts in
a form that is suitable for processing
in a computer system, including a pro-
gram that is suitable to cause a com-

8 TIlIpo indopmariio : 3akoH YKpainu Big 02.10.1992 p. Ne 2657-XII (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/2657-12#Text (date accessed: 20.05.2024).

9 [IIpo eneKTPOHHI /[JOKYMEHTH Ta €JeKTPOHHUIU [OKyMeHTOoOoOir :

3akoH YKpalHU Bifj

22.05.2003 p. Ne 851-1V (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/851-

15#Text (date accessed: 20.05.2024).

10 IIpoaBTOpCHKe IpaBo icyMixHi mpasa : 3akoH Ykpainu Big 01.12.2022 p. Ne 2811-IX (3i 3MiH. Ta
pomos.). URL: https://zakon.rada.gov.ua/laws/show/2811-20#Text (date accessed: 20.05.2024).
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puter system to perform a particular
function” 1.

The analysis of the given wording gives
reason to believe that the terms informa-
tion and data, electronic (digital) information
and computer data are used synonymous-
ly. It should be noted that computer data
or electronic (digital) information contain
both meaningful (facts) and executive (per-
formance of functions) components. In ad-
dition, the peculiarity of computer data is
that the need to interpret information for
human perception is inherent in their na-
ture: they are by definition encrypted with
a binary (digital) code and in their original
form can only be read by computer equip-
ment. However, this essential difference
between computer data and analog data is
leveled by the fact that the means on which
they are stored decode information into an
audiovisual form familiar to human per-
ception (such as text, image, photo, sound,
video, etc.).

Any computer data can be differen-
tiated into two groups according to the
content and meaning for the criminal
proceedings process. The first group con-
sists of offense-neutral information that is
not relevant to criminal proceedings. Cy-
berspace and modern physical computer
storage media contain a significant num-
ber of files of different formats and sizes
at the same time, among which only a few
can relate to a particular criminal offense.
Therefore, the second group consists of
criminally relevant electronic (digital) in-
formation containing:

a) data on known or wanted persons, or-
ganizations, enterprises, terrain, vehi-
cles and other objects, events, facts,
etc., that have indicative or evidentiary
value in criminal proceedings;

b) traces arising at the stages of pre-
paration, commission or concealment
of the offense.

In forensic literature, there are numer-
ous definitions of electronic (digital) traces
as the results of illegal activity, the authors
of which emphasize their various features.
Thus, A. Kovalenko understands electronic
(digital) traces of a criminal offense as com-
puter data that were formed or changed in
the memory devices of electronic comput-
ing equipment as a result of user actions
related to the commission of a criminal of-
fense 2. The author draws attention to the
forensic nature of traces as changes that
occurred as a result of a criminal offense.
H. Avdieieva and S. Storozhenko write that
electronic digital traces are material invis-
ible traces that can be detected, recorded
and studied with the help of digital electron-
ic devices and that contain any forensically
significant information (information, data)
recorded in an electronic digital form on
material media. At the same time, electron-
ic or digital devices are considered material
carriers: telephones, smartphones, com-
puters, portable geolocation devices (GPS,
Glonass), digital cameras, video recorders,
web cameras, network routers, payment
systems, etc.”®. The authors emphasize that
traces of offenses are contained exclusively
on electronic (digital) devices. A. Skrypnyk

11 KouBeHIis mpo Kibep3nounHHICTS : nputinata Kom. minicTpis Pagu €sponu 08.11.2001 p. ;
parudik. 3axoHoM Vkpainu Biz 07.09.2005 p. Ne 2824-IV (3i 3min. Ta sonos.). URL: https://
zakon.rada.gov.ua/laws/show/994_575#Text (date accessed: 20.05.2024).

12 Kosajenko A. B. [IOHATTS Ta CyTHICTb eJIEKTPOHHUX (IUPPOBUX) CIiZiB KPUMIHATHHOTO IIpa-
BOTIOpYILEHHs. BicHuk JIy2aHcbkozo OepaicasHozo yHigepcumermy sHympiHix cnpag im. E. O. Jlido-
petka.2022. Bum. 4 (100). C. 230. DOI: 10.33766/2524-0323.100.226-236 (date accessed: 20.05.2024).

13 ABgeena I. K., Cropoxkenko C. B. EJeKTpOHHI cifiy : HOHATTS Ta BUAU. Tam camo. 2017.
Bum. 1 (77). C. 170. URL: https://luhbulletin.dnuvs.ukr.education/index.php/main/issue/

view/44/42 (date accessed: 20.05.2024).
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believes that an electronic-digital trace is
any forensically significant computer in-
formation, that is, information (messages,
data) recorded in electronic-digital form on
a physical medium or transmitted through
communication channels using electro-
magnetic signals '*. The last definition
seems to us to be more accurate, as it im-
plies the presence of criminally relevant
information not only on the usual carriers
that can be visually observed.

In our opinion, a separate carrier of
criminally relevant electronic (digital)
information belongs to cyberspace — an
information environment in which infor-
mation is in the form of symbols, images,
signals and which are intended for the
transfer of information in space and time.
The legislator defined: “cyberspace is an
environment (virtual space) that provides
opportunities for communication and/
or implementation of social relations,
formed as a result of the functioning of
compatible (connected) communication
systems and the provision of electronic
communications using the Internet and/
or other global data transmission net-
works” . According to the US National
Security Systems Committee’s glossary,
cyberspace is an interdependent network
of information technology infrastructures

that includes the Internet, telecommuni-
cations networks, computer systems, and
embedded processors and controllers in
critical industries *.

From the forensic standpoint, cyber-
space is a repository, sphere of existence
of forensically significant information,
which under certain legal procedures be-
comes the basis for sources of evidence
in criminal proceedings. O. Samoilenko
calls it an axiom that traces of crime in cy-
berspace are reflected simultaneously in
many hardware of computer equipment,
computer network or telecommunication
network, telecommunication network Y.
According to D. Tsekhan, cyberspace
means a new technical and social environ-
ment created on the basis of high informa-
tion technologies and combines personal
computers into an Internet network *.

The peculiarity of cyberspace is due
to the following factors: supranational
and decentralized nature, the absence of
a single organization that would fully co-
ordinate and control its functioning; tech-
nological insecurity, open communication
environment; the possibility of anony-
mous activity in computer networks,
simplified user registration procedures,
almost complete absence of reliable per-
sonal identifiers . In characterizing the
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CkpunHuk A. B. BukopucranHs iHhopMaIiii 3 eIeKTPOHHUX HOCIIB y KpUMiHaIBHOMY IIpOIie-
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essence of cyberspace, two main compo-
nents can be distinguished.

The first is information and technolo-
gical space containing the Internet with its
resources (Internet of Things (IoT) and ser-
vices, the second is a social space with users
who communicate in.

Information in cyberspace exists in
a qualitatively different dimension, rad-
ically different from analog. In contrast
to carrier objects, which can be visually
observed and whose identification fea-
tures (name, type, brand, model, etc.)
can be determined, cyberspace does not
have such features. Instead, computer
data has certain fixed characteristics,
such as volume (size), format (type of
information), location information (lo-
cation details), time (creation, modifica-
tion, use, destruction), etc. Information
can be recorded with an indication of its
data: website name, page, social network,
time of discovery, etc. Note that a fea-
ture of computer data is their separation
from the medium. That is why copying
information from cyberspace leads to
a change in the medium, but at the same
time the data remains unchanged.

It is quite obvious: in order for comput-
er data to be used as evidence in criminal
proceedings in the future, they should be
obtained in accordance with the procedural
law. The need to use electronic (digital) infor-
mation in proof in turn gave rise to the term
digital proof. According to Clause 3.5 of the
International Standard ISO/IEC 27037:2017,
digital evidence is “information or data sto-
red or transmitted in binary form that can
be referred to as evidence” . Leading Wes-
tern European scientists in the field of cy-
ber security consider electronic evidence
(English: Electronic Evidence) as any infor-
mation that is created, stored or transmit-
ted in digital form, which can later be used
as evidence *. Domestic scientists under-
stand digital evidence as actual data that
is presented in digital (discrete) form and
recorded on any type of medium and that,
after processing by a computer, becomes
available for human perception . Without
going into a long scientific discussion, we
note that concept lack of digital evidence in
criminal proceedings gives rise not only to
different interpretations of it by lawyers, but
to an ambiguous approach to it in judicial
practice =.
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Despite existing problematic situa-
tion, the legislator provided a certain list
of investigative actions aimed at forming
sources of evidence, the content of which
is electronic (digital) information. Thus,
according to the Criminal Procedural
Code of Ukraine: computer data can be
discovered in case of temporary access to
electronic information systems, computer
systems or their parts, mobile terminals
of communication systems (Article 160),
search (Article 236), inspection (Article
237), removal of information from power
networks: communication (Article 362) or
information (Article 363); during proce-
dural actions, complete copying of infor-
mation from objects of inspection, search,
access is allowed; based on the results of
procedural actions, sources of evidence
are formed: material evidence (Article 98)
or documents (Article 99); if necessary,
to identify criminally relevant informa-
tion, a computer-technical examination
is appointed (Article 242) regarding seized
material evidence or information carri-
ers, which are appendices to the protocols
of investigative and covert investigative
(search) actions (Article 105)%. Analy-
sis of the mentioned procedural actions
shows that not all of them can be applied
to search for criminally relevant informa-

tion from open sources of cyberspace: for
example, only information transmitted
using relevant networks can be removed,
and based on the results of copying infor-
mation during inspection, search, tempo-
rary access, remove only those computer
data contained in electronic means (Arti-
cles 160, 236, 237, 362 and 363 of Criminal
Procedural Code of Ukraine) .

Within the framework of tradition-
al approach, it is possible to directly dis-
cover information necessary for investi-
gation from open sources of cyberspace
in a procedural way only in the case of
inspection or search during the search of
enabled computer facilities. The review
of computer data is carried out: a) at the
scene of the incident as part of the review
of computer facilities; b) as a separate in-
vestigative action during the examination
of the same means seized as physical evi-
dence; c) during the review of information
copied on a specially prepared medium,
which is an appendix to the protocol of
the corresponding investigative action.
Literary sources provide detailed recom-
mendations on the investigative review
of computer data, aimed at familiarizing
with publicly available Internet resour-
ces *, extracting information from the
cloud environment ¥, reviewing web pa-

24 KpuMiHaJIbHUH pollecyaabHUM Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

25 KpuMiHaJIBHUH poIlecyaabHUM Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

26 Kopasenko A. B. Opranisaljis i TaKTHKa IIPOBeAEHHS Oy KOMITIOTEPHUX JaHUX. Hay-

27

Kosuil gicHuk XepcoHcvkozo OepacasHozo yHigepcumemy. Cepis FOpuduuni Hayku. 2023. Bu. 4.
C. 55. DOI: 10.32999/ksu2307-8049/2023-4-9 (date accessed: 20.05.2024).

I'yrauk A. B., Xurpa A. fI. KpuMiHaibHI IIpoIecyaslbHi Ta KPUMIiHAJIICTHYHI OCHOBU BU-
KOPHCTaHHS eJIeKTPOHHUX JOKYMEHTIB y ZOKa3yBaHHi : Koj. MoHOrp. JIpBiB, 2022. C. 134.
URL: https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%8
2%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%B-
C%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.
pdf (date accessed: 20.05.2024).
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ges %, searching in social networks and by
IP addresses *, etc. It is worth noting that
such an inspection is admissible, since
obtaining information from electronic in-
formation systems or their parts, access to
which is not limited by their owner (ow-
ner, holder) or is not related to overcom-
ing the logical protection system, does not
require the permission of the investigating
judge (Article 264 of Criminal Procedural
Code of Ukraine) .

We believe that during an inspection or
search, ability to search for computer data
in cyberspace from open public sources
of information is limited and depends on
two aspects. In a simple situation, when
you need to familiarize yourself, for ex-
ample, with an open web page on a device
that is turned on, the review is quite ac-
ceptable. In complex situations, when the
source data on the search object is limi-
ted, the information that can be found in
cyberspace and its volume are unknown,
such a review is impractical. This is due
to the following factors. Firstly, search for
information in open sources involves the
use of various special software tools and
a certain research method: identification
of certain information content based on
primary information, analysis of newly
obtained information, clarification of ad-
ditional information, search again based
on new data, analysis of additional infor-
mation discovered, comparing it with pre-

vious information, etc. * This procedure
can be repeated multiple times to obtain
useful information. At the same time, in-
vestigative review involves conducting
operations, actions and perception of the
obtained results that are understandable
to all participants of the investigative ac-
tion. However, manipulations that, in the
case of searching for information, are car-
ried out by a specialist during the review
of computer data on the basis of specific
expertise using technical and software
tools %, are not obvious and are most-
ly inaccessible to other participants of
the investigative action. Secondly, review
(search) of data in cyberspace, taking into
account the procedure described above,
can take a lot of time (several hours, days
or weeks) and exceed the reasonable peri-
od of investigation. In addition, in order to
record the search for computer data, it is
recommended to carry out continuous vid-
eo recording of the device screen *, that is
appropriate only for the first of mentioned
situations. Thirdly, if the search is carried
out from an electronic device: physical ev-
idence that is examined, then intervention
in its information structure irreversibly
changes initial computer data.

Performed analysis shows that estab-
lished paradigm of the criminal process
of dealing with computer data consists in
the search, discovery and transformation
of electronic (digital) information into

28 Mamnaxosa O. B. /lo nuTaHHS OMISIAY CTOPOHAMU KPUMIiHAJIBHOT'O IIPOBAKeHHS 3MicTy IH-
TepHeT-CTOPIHOK. BiCHUK KpUMIHAAbHO20 cydouuncmea. 2017. Ne 2. C. 65. URL: https://vkslaw.
knu.ua/images/verstka/2_2017_Malahova.pdf (date accessed: 20.05.2024).

29 T'ymamniok M. B., I'aBnoBcekuii B. [I., XaxanoBcekui B. I Ta iH. 3aszHad. TBip. C. 34—37.

30 KpuminainbHUH IporecyaabHUH Kogekc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

31 Topbac O. 0. OSINT mpu posciiZyBaHHI KPUMiHATBHUX IIPABOIIOPYLIEHD : MiApyIHUK. Ofeca,
2024. C. 64—81. URL: https://dspace.onua.edu.ua/server/api/core/bitstreams/106c5467-2afb-
4055-a0fb-3a500102db9c/content (date accessed: 20.05.2024).

32 Tynantok M. B., T'aBnoBcbkuit B. [l., XaxanoBcbkuil B. I. Ta iH. 3a3Ha4. TBip. C. 20—40.

33 Komasenko A. B. Opranisariis i TakTuka ... . URL: https://lj.journal.kspu.edu/index.php/lj/article/

view/393/361 (date accessed: 20.05.2024).
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analog, for which a traditional review is
applied. These actions are aimed at find-
ing and extracting computer data from
media: electronic devices that can be vi-
sually perceived: personal computers, lap-
tops, tablets, flash drives, phones, etc. The
specificity of the “digital assistance” of the
involved specialist in the search for infor-
mation is that, due to objective reasons,
he carries out most of the actions covert-
ly, thereby actually replacing the inves-
tigator in the main, cognitive part of the
investigative (search) action. Changes to
the procedural law related to the introduc-
tion of computer data are mainly limited
by the rules of careful description of tech-
nical means, programs for the extraction
and storage of computer data as a type of
document or physical evidence. However,
search for information from open sources
of cyberspace does not correspond to the
given paradigm.

Foreign researchers point out that
within the scope of digital forensics, the
complete extraction and preservation of
all information that could potentially be-
come evidence is impossible: for exam-
ple, for social networks due to their highly
dispersed nature, huge sizes and shared
ownership of data. In addition, the process
of searching for data in social networks is
inherently iterative (repetitive), manual
search in them is impossible and therefore
requires the development of special auto-
mated methods **. In connection with the
emergence of new types of evidence, the
protocol: On the expansion of cooperation

and disclosure of electronic evidence, adopt-
ed by the Council of Europe (2022), states
that not only substantive criminal law (ac-
cording to new offenses), but criminal pro-
cedural law should be improved law and
methods of investigation **. Thereby the
present time requires introduction of new
approaches to the process of proof using
computer data contained in open sources
of information in cyberspace.

Based on the above, we believe that
the main procedural way to form evidence
based on computer data from open sourc-
es of cyberspace should be to conduct
a forensic examination. During transition
to digital investigation, the objects of the
expert’s research should determine:

a) initial search information about the
object, information about which
should be found, provided by initia-
tor of forensic examination;

b) cyberspace as a repository of crim-
inally relevant computer data con-
taining both evidential and indica-
tive information about an object that
is relevant to criminal offense inves-
tigation.

It would seem that this approach dif-
fers from the traditional one, according to
which the expert is provided with material
or materialized objects for research, which
are fixed in the case materials, provided
by the criminal procedural law as sources
of information *. However, firstly, cyber-
space functions on the basis of compatible
(connected) communication systems that
have a material origin; secondly, as stip-

34 Arshad H., Omlara E., Abiodun I., Aminu A. A Semi-Automated Forensic Investigation Model
for Online Social Networks. Computers & Security. Oct 2020. Vol. 97. Art. 101946. P. 3. DOI:
10.1016/j.cose.2020.101946 (date accessed: 20.05.2024).

35 Convention on Cybercrime. Protocol on Xenophobia and Racism. Second Protocol on En-
hanced Co-operation and Disclosure of Electronic Evidence. Council of Europe. April 2022.
Art. 1. URL: https://www.bmeia.gv.at/fileadmin/user_upload/Vertretungen/OEV_Strassburg/
Dokumente/Cybercrime_-_Rechtstexte.pdf (date accessed: 20.05.2024).

36 CimakoBa-€dpemsaH E. B. KoMIIeKCHi CyZ0BO-eKCIIepPTHI JOCHIKeHH: Teopis Ta IpaKTU-

Ka : MoHoTrpadis. Xapkis, 2016. C. 147.
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ulated by the legislator, the objects of fo-
rensic examination are “phenomena and
processes” ¥ that take place, in particular,
in cyberspace; thirdly, no objections to the
expert examination of such an object will
arise if the expert is provided with a medi-
um on which, during examination, all in-
formation available at a specific moment
in cyberspace regarding the subject of the
investigation is copied. However, research
by International Data Corporation (IDC)
indicated that in 2020, a huge amount of
data was expected to be created and used
worldwide: 44 zeta bytes (44 x 10%) *. It is
clear that, from a technical point of view,
it is impossible to have a separate remov-
able medium that would contain the entire
volume of cyberspace information.

The situation considered is similar to
the purpose of the examination, when the
object to be examined cannot be directly
provided to forensic expert. In this case (in
accordance with the Law of Ukraine: On
Judicial Examination ¥ and the Instruction
on the appointment and conduct of foren-
sic examinations and expert studies *°), the

examination initiator provides access to
the object for forensic expert. In the case
of cyberspace, the examination initiator,
in addition to the initial data, indicates the
object of research available to forensic ex-
pert without its usual direct provision.
According to existing system of foren-
sic examinations, computer data is exami-
ned by a computer forensic science or
electronic communications examination.
We believe that computer forensic science
cannot explore cyberspace, as the expert
analyzes limited information that is physi-
cally located on the tangible object provid-
ed by the initiator to forensic expert: PCs;
laptops; tablets; disks, flash drives, mobile
phones and other digital information car-
riers *. The topic of computer forensic
science is limited to the facts regarding
the technical condition and information
in electronic media * provided for re-
search. In our opinion, search and discov-
ery of evidentiary information from open
sources in cyberspace should be carried
out within the scope of electronic com-
munications expertise and its new type:

37

IIpo cyAoBy ekcrepTu3sy : 3akoH YKpaiHu Bif 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta Z0II0B.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 20.05.2024).

38 Jones N., George E., Mérida F. I., Rasmussen U., Volzow V. Op. cit. URL: https://au.int/sites/

39

40

41

42

default/files/newsevents/workingdocuments/34122-wd-annex_4_-_electronic_evidence_
guide_2.0_final-complete.pdf (date accessed: 20.05.2024).
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accessed: 20.05.2024).
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informational one. V. Korshenko calls cy-
berspace a variety of information objects
of electronic communications expertise,
containing information in database for-
mats, registration files, audio, video, text
and other formats, which is on physical
media and which is received, processed
and transmitted using telecommunication
means, systems and networks “. The
subject of the examination of electronic
communications can be defined as facts,
information about the objects of search:
known persons, if personal data is provid-
ed, or unknown persons, if there is only an
image of the appearance, as well as about
vehicles and other objects, areas of land
or buildings, about organizations, con-
nections between them and other data.
It is appropriate to choose OSINT (Open
Source Intelligence) open database intelli-
gence search tools as the methodological
basis of expert research, and for recording
information, recommendations set forth
in Berkeley Protocol, taking into account
current legislation *. At the same time,
a feature of expert research is not only the
search for information by key features,
but also monitoring, i.e., viewing specif-
ic content over a certain period of time.
Obtained computer data can become the
source material for the further conduct

of other forensic examinations, portrait,
photo-technical, linguistic, in the field of
intellectual property, etc.

Conducting research on open public
sources of cyberspace is especially rele-
vant during the war in Ukraine in order
to find out the circumstances of violation
of the laws and customs of war, identify
invaders, prove the facts of collaboration,
treason, and propaganda of war *. An
illustrative example of the possibility of
obtaining important information about
the object of search in cyberspace is the
results of the OSINT section of the Infor-
mation Resistance group, whose special-
ists found out the data of a Russian war
criminal, a senior sailor, a machine gun-
ner who fights in the Zaporizhzhia direc-
tion: his name, postal address, passport
number, personal phone numbers, e-mail
address, pages in social networks “.

Conclusions

Cyberspace is a carrier of criminally rel-
evant electronic (digital) information that
is in open sources. Such information or
computer data, transformed into a form
accessible to the participants of criminal
proceedings, belong to digital evidence.
The main procedural way of forming ev-
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idence on the basis of computer data
from open sources of cyberspace should
be conducting a forensic examination of
electronic communications. The object
of forensic examination is the raw data
about the search object and cyberspace,
and the subject is facts and information
about the search objects. Taking into ac-
count the current legislation of Ukraine,
the methodological foundations of such
an expert study should be the intelligence
tools of open OSINT databases and the rec-
ommendations of the Berkeley Protocol for
recording the obtained data. The peculiar-
ity of electronic (digital) information ex-
tracted from open sources of cyberspace
is that it acquires evidentiary value thanks
to the opinion of a forensic expert, which
is a source of evidence.

Bigkpuri ;kepesa KiGepanpocTopy
K 00’EKTH CYZI0BO-€KCIIEPTHOTO
JOCTiAKeHH

Muxaiinao Ilep6axoecokuil

Mema pobomu — 3a donomozow cyuac-
HUX 3d2aAbHUX 1 CNeyianvHux memoois
HAYK08020 Mi3HAHHA docaidumu npouecy-
anvHuill nopadox QopmyearHs UYupposux
dokasie 3a 6i0kpumoio iHgopmayieo 3 Ki-
bepnpocmopy 6 Konmekcmi 00Ka3Y8a-
HA Ni0 4ac KPUMIHAALHO20 TPOBA0HeHHS
il 0bspyHmy8amu MOMAUBICMb CY0080-eKC-
nepmmozo docaidxcenus kibepnpocmopy ons
OMPUMAHHS — KPUMIHAALHO-DeAeB8AHMHOL
opienmyeanvHoi ma 00ka3080i iHgopma-
yii y ¢opmi eucHosxy excnepma. Iloxkasa-
HO, W0 Komn'tomepHi Oawni il eseKMpPOHHA
(yugposa) ingopmauis € cCuHOHIMAMU MaA
nodiasiomecs Ha 061 epynu: HelmpanvHi,
Wo He MAOMb 3HAYEHHS O0AS KPUMIHAAb-
HO020 NpoeadyieHHs, | KPUMIHAALHO-pele-
BAMMHI, AKI Micmamb CcAldU Nnpagonopy-
wenHa ma daui npo ocib, npedmemu, nodii,
paxmu mowo, Wo MarMv OPIEHMYBAAbHE
abo dokazose 3HauenHs. JlogedeHo, w0 Ki-

bepnpocmip € OKpeMUM HOCIEM KPUMIHAAb-
HO-pene8aHmHoOl eaeKmMpoHHOL (Uugposot)
iHpopmauyii, Aka 3a NesHUX NPABOSUX NPO-
yedyp cmac Oxcepenom 0okasig y KpuMiHaAb-
HOMY npogadicenhi. Taka ingopmauisa, ne-
pemeopena Ha docmynwy 044 Cnpuiinamms
YHaCHUKAMU npoyecy Gopmy, HAAeHK UMb
do yugposux Ookasig. ObspYHMOBAHO, U0
nepedbaveri npoyecyarbHUM 3aKOHOM CAI0-
ui 0il Halluacmille Henpudamui 04 NOULY-
KY KpUMIHAALHO-peNe8AHMHOL THpopmayii
3 gidkpumux Oxcepen kibepnpocmopy. Apzy-
MEHMOBAHO, U0 OCHOBHUM MPOYeCYaNbHUM
cnocobom opmysanns 0okasie Ha OCHOSL
Komn'tomepHux danux i3 eidkpumux Oice-
pen Kibepnpocmopy Mae cmamu nposederHs
cy006801 eKcnepmu3u eAeKMpPOHHUX KOMY-
Hikayiil, 06’ekmom akoi € 8uXiOHI Jani npo
06’exm nowyky, kibepnpocmip, a npedme-
mom — ¢paxkmu ii idomocmi npo yeti 06’exm.
Memoduunumu  3acadamu  ekcnepmHozo
JdocniOnceHHA Y UbOMY pasi € IHCMpyMeH-
mu poseidku eidkpumux 6a3 danux OSINT,
a 014 Qikcysanns ingpopmayii — pekomenda-
yii Berkeley Protocol 3 ypaxy8anHam 4YUuHHO-
20 3axonodascmea Yxpainu. Komn'tomepni
Jani, unydeni 3 gidkpumux Osxcepen Kibep-
npocmopy, Habysawme 00KA306020 3HAUEH-
HS 3a805KU BUCHOBKY CYJ08020 eKcnepma,
akuil € Oxcepenom 0okasis.

Karouoei caoea: xibepnpocmip; 6i0-
Kpumi Oxcepena iHgopmayii; Komn'iomephi
dani; yugposi dokasu; cydoga excnepmu3sa;
BUCHOBOK eKcTiepma.
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Role of machine learning in modern society cannot be over-
estimated, especially given its steadily increasing importance in
recent years. Various machine learning models are applied not
only in everyday life but also in solving practical, engineering,
and scientific challenges. However, the methods and capabilities
of machine learning remain relatively obscure to most profession-
als across various fields of knowledge, including specialists in fo-
rensic firearm examination. The article discusses basic tasks that
machine learning methods can facilitate and provides examples of
tasks faced by forensic experts during firearm examinations that
can be solved utilizing these methods. The article purpose is to
familiarize professionals in the field of forensic science with ba-
sic capabilities of machine learning methods. The research paper
demonstrates which specific types of tasks in forensic firearms ex-
amination it is advisable to apply these methods to, and what is
required for this purpose. In order to achieve this goal, general
scientific methods (dialectical, comparative, analysis, synthesis,
induction, deduction) and special scientific methods (formal-log-
ical, systemic-structural) have been employed. Specific expertise
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and skills in forensic identification methods (including ballistics,
microscopic comparative analysis of traces on bullets and casings,
detection and examination of gunshot residue to estimate shoot-
ing distance, etc.), principles of machine learning, and mathe-
matical algorithms used to construct various models have been

applied.

Keywords: forensic firearm examination; shooting distance
estimation; machine learning; neural network; classification;
clustering; regression.

Research Problem Formulation

During forensic examination of firearms,
forensic expert usually faces a variety of
identification and diagnostic issues. In or-
der to answer some of them, forensic ex-
pert performs quantitative measurements
(determines geometric dimensions of the
object under research: weapon, bullet, or
a cartridge; measures speed of the bullet;
determines force that should be applied to
the trigger to fire, etc.) certain objective ac-
tions, the results of which do not depend
on the expert. While solving other prob-
lems, for example, finding out identity of
the weapon and fired bullets (cartridge),
forensic expert makes a decision based

on personal experience and knowledge.
Therefore, this kind of research is subjec-
tive and, theoretically, the obtained result
depends precisely on the expert who per-
forms the research. Subjectivity of some
types of forensic research, including re-
search on firearms is discussed in the
NRC ' and PCAST ? reports, as well as in re-
search papers of I. E. Dror and N. Scurich
3 J. W. Osterburg *, M. Cuellar with co-au-
thors °. In this regard, intensive develop-
ment of tools has been underway in recent
years, which use will make it possible to
reduce the level of subjectivity during ex-
pert research and increase the reliability of
the results obtained. Such tools can be con-
sidered systems of automatic comparison

1

Strengthening Forensic Science in the United States: A Path Forward. Washington, D. C.,
2009. 348 p. DOI: 10.17226/12589 (date accessed: 02.04.2024).

Report to the President’s. Forensic Science in Criminal Courts: Ensuring Scientific Valid-
ity of Feature-Comparison Methods. Sept 2016. 174 p. URL: https://obamawhitehouse.ar-
chives.gov/sites/default/files/microsites/ostp/PCAST/pcast_forensic_science_report_final.
pdf (date accessed: 02.04.2024).

Dror I. E. The most consistent finding in forensic science is inconsistency. Journal of Fo-
rensic Sciences. 2023. Vol. 68. Is. 6. Pp. 1851—1855. DOI: 10.1111/1556-4029.15369 (date ac-
cessed: 02.04.2024) ; Dror 1. E., Scurich N. (Mis) use of scientific measurements in forensic
science. Forensic Science International: Synergy. 2020. Vol. 2. Pp. 333—338. DOI: 10.1016/j.
fsisyn.2020.08.006 (date accessed: 02.04.2024).

Osterburg J. W. The Evaluation of Phisical Evidenve in Criminalistics: Subjective or Objec-
tive Process? The Journal of Criminal Law, Criminalogy and Police Science. 1969. Vol. 60. No. 1.
Pp. 97—101. DOI: 10.2307/1141742 (date accessed: 02.04.2024).

Cuellar M., Gonzalez C., Dror I. E. Human and machine similarity judgments in forensic
firearm comparisons. Forensic Science International: Synergy. 2022.Vol. 5.9 p. DOIL: 10.1016/j.
fsisyn.2022.100283 (date accessed: 02.04.2024).
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of bore traces on bullets, as well as details
and parts of weapons on casings, which
not only differentiate images of traces by
the degree of their similarity (as with the
help of Automated Ballistic Identification
Systems, hereinafter referred to as ABIS),
but provide statistical reasonable conclu-
sions about °.

In recent years, we have seen quite
rapid progress in development and im-
plementation of machine learning meth-
ods. Using these methods, they perform
a significant number of tasks that until
recently computers were not entrusted
with. Instead, machine learning methods
are not actually used to solve the tasks of
forensic examination, in particular, due
to the lack of information about possi-
bilities of machine learning. In view of
this, leading experts in various fields of
forensic science, as well as experts in fo-

rensic weapon research do not consider
machine learning as a tool for perform-
ing the tasks assigned to them by pre-tri-
al investigation bodies.

Analysis of Essential Researches
and Publications

Despite rather slow introduction of ma-
chine learning methods for solving fo-
rensic problems in Ukraine, such work
is actively carried out abroad. For exam-
ple, a group of statistical analysts led by
A. Carriquiry published a brief overview
of possibilities of applying machine learn-
ing methods in forensic science ’. The
article by Ch. Kingston 8, G. Margagliotti
and T. Bollé is devoted to a similar topic °.
Separately, the intensive use of machine
learning methods for the forensic finger-
print should be noted . The same meth-

6

10

Song J., Song H. Reporting likelihood ratio for casework in firearm evidence identification.
Journal of Forensic Sciences. 2023. Vol. 68. Is. 2. Pp. 399—406. DOI: 10.1111/1556-4029.15186
(date accessed: 02.04.2024) ; Chen Zh., Song J., Soons J. A., Thompson R. M., Zhao X. Pi-
lot study on deformed bullet correlation. Forensic Science International. 2020. Vol. 306.
Art. 110098. DOI: 10.1016/j.forsciint.2019.110098 (date accessed: 02.04.2024) ; Chen Zh.,
Chu W., Soons J. A., Thompson R. M., Song J., Zhao X. Fired bullet signature correlation
using the Congruent Matching Profile Segments (CMPS) method. Ibid. 2019. Vol. 305.
Art. 109964. DOI: 10.1016/j.forsciint.2019.109964 (date accessed: 02.04.2024) ; Chu W.,
Tong M., Song J. Validation Tests for the Congruent Matching Cells (CMC) Method Using
Cartridge Cases Fired with Consecutively Manufactured Pistol Slides. Journal of the Associa-
tion of Firearms and Toolmarks Examiners. 2013. Vol. 45. Is. 4. Pp. 361—366. URL: https://www.
nist.gov/publications/validation-tests-congruent-matching-cells-cmc-method-using-car-
tridge-cases-fired (date accessed: 02.04.2024) ; Tong M., Song J., Chu W., Thompson R. M.
Fired Cartridge Case Identification Using Optical Images and the Congruent Matching Cells
(CMC) Method. Journal of Research of the National Institute of Standards and Technology. 2014.
Vol. 119. Art. 575. Pp. 575—582. DOI: 10.6028/jres.119.023 (date accessed: 02.04.2024).
Carriquiry A., Hofmann H., Tai X. H., VanderPlas S. Machine learning in forensic appli-
cations. Significance. 2019. Vol. 16. Is. 2. Pp. 29—35. DOI: 10.1111/j.1740-9713.2019.01252.x
(date accessed: 02.04.2024).

Kingston Ch. Neural Networks in Forensic Science. Journal of Forensic Sciences. 1992. Vol. 37.
Is. 1. Pp. 252—264. DOI: 10.1520/jfs13232j (date accessed: 02.04.2024).

Margagliotti G., Bollé T. Machine learning & forensic science. Forensic Science International.
2019.Vol. 298. Pp. 138—139. DOI: 10.1016/j.forsciint.2019.02.045 (date accessed: 02.04.2024).
Chugh T., Cao K., Zhou J., Tabassi E., Jain A. K. Latent Fingerprint Value Prediction:
Crowd-Based Learning. IEEE Transactions on Information Forensics and Security. 2018.
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ods are used for handwriting analysis .
Machine learning methods are widely
used in forensic biological examinations
in particular for DNA analysis 2.
Regarding forensic research on fire-
arms, machine learning is most often
perceived as a tool for analyzing and com-
paring images of traces on bullets and

cartridges. Thus, researchers from New
Zealand are considering the use of the
support vector method for comparing strik-
er traces . P. Pisantanaroj and co-authors
published research results s on the classi-
fication of traces on balls by the method
of deep learning *. Machine learning meth-
ods are also used to compare the traces of

11

12

13

14

Vol. 13. Is. 1. Pp. 20—34. DOI: 10.1109/TIFS.2017.2721099 (date accessed: 02.04.2024) ; Sto-
janovié B., Marques O., Neskovi¢ A., Puzovié S. Fingerprint ROI segmentation based on
deep learning. 24" Telecommunications Forum (TELFOR). IEEE (Belgrade, Serbia,22—23 Nov
2016). 2016. Pp. 1—4. DOI: 10.1109/TELFOR.2016.7818799 (date accessed: 02.04.2024) ;
Yih Ch.-H., Hung J.-L., Wu J.-A., Chen L.-M. Overlapped Fingerprint Separation Based on
Deep Learning. International Conference on Digital Medicine and Image Processing (Okinawa,
Japan, Nov 12—14, 2018). 2018. Pp. 14—18. DOI: 10.1145/3299852.3299857 (date accessed:
02.04.2024) ; Sharma A., Kaur M. Automatic segmentation for separation of overlapped
latent fingerprints. International Journal of Computer Sciences and Engineering. 2018. Vol. 6.
Is. 7. Pp. 484—490. DOI: 10.26438/ijcse/v617.484490 (date accessed: 02.04.2024) ; Wong W. J.,
Lai Sh.-H. Multi-task CNN for restoring corrupted fingerprint images. Pattern Recognition.
2020. Vol. 101. Art. 107203. DOI: 10.1016/j.patcog.2020.107203 (date accessed: 02.04.2024) ;
Ezeobiejesi J. C. Deep Learning for the Analysis of Latent Fingerprint Images. University
of California Riverside, 2019. 168 p.URL: https://escholarship.org/uc/item/564185wc (date
accessed: 02.04.2024).

Lemos N., Shah K., Rade R., Shah D. Personality Prediction based on Handwriting using
Machine Learning. International Conference on Computational Techniques, Electronics and
Mechanical Systems (CTEMS). IEEE (Belgaum, India, 21—22 Dec 2018). 2018. Pp. 110—113.
DOI: 10.1109/CTEMS.2018.8769221 (date accessed: 02.04.2024) ; Wang S., Jia Sh. Signature
handwriting identification based on generative adversarial networks. Journal of Physics:
Conference Series. 2019. Vol. 1187. Is. 4. Art. 042047. DOI: 10.1088/1742-6596/1187/4/042047
(date accessed: 02.04.2024) ; Durou A., Al-Maadeed S., Aref 1., Bouridane Ah., Elbendak M.
A Comparative Study of Machine Learning Approaches for Handwriter Identification.
12™ International Conference on Global Security, Safety and Sustainability (ICGS3). IEEE (Lon-
don, UK, 16—18 Jan 2019). 2019. Pp. 206—212. DOI: 10.1109/ICGS3.2019.8688032 (date ac-
cessed: 02.04.2024).

Marciano M. A., Adelman J. D. PACE: Probabilistic Assessment for Contributor Estima-
tion — A machine learning-based assessment of the number of contributors in DNA mix-
tures. Forensic Science International: Genetics. 2017. Vol. 27. Pp. 82—91. DOI: 10.1016/j.
fsigen.2016.11.006 (date accessed: 02.04.2024) ; Barash M., McNevin D., Fedorenko V.,
Giverts P. Machine learning applications in forensic DNA profiling: A critical review. Ibid.
2024. Vol. 69.Art. 102994. DOI: 10.1016/j.fsigen.2023.102994 (date accessed: 02.04.2024).
Wen Zh., Curran J. M., Harbison S.-A., Wevers G. E. Classification of firing pin impres-
sions using HOG-SVM. Journal of Forensic Sciences. 2023. Vol. 68. Is. 6. Pp. 1946—1957. DOI:
10.1111/1556-4029.15377 (date accessed: 02.04.2024).

Pisantanaroj P., Tanpisuth P., Sinchavanwat P., Phasuk S., Phienphanich Ph., Jangtawee P.,
Yakoompai K., Donphoongpi M., Ekgasit S., Tantibundhit Ch. Automated Firearm Classi-
fication From Bullet Markings Using Deep Learning. IEEE Access. 2020. Vol. 8. Art. 78236—
78251. DOI: 10.1109/ACCESS.2020.2989673 (date accessed: 02.04.2024).
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firearms on bullets and cartridges ** and
to analyze the sounds that mechanisms of
the weapon make during firing and opera-
tion *.

Article Purpose

Acquaint experts in the field of criminal-
istics with the main capabilities of ma-

chine learning methods. Demonstrate
what types of weapons forensics prob-
lems it is appropriate to use these me-
thods for, and what it takes.

Research Methods

In order to achieve this goal, general sci-
entific (dialectical, comparison, analysis,

15

16

Kamaruddin S. B. Ah., Ghanib N. A., Liong Ch.-Y., Jemain A. A. Firearm Classification using
Neural Networks on Ring of Firing Pin Impression Images. ADCAIJ: Advances in Distributed
Computing and Artificial Intelligence Journal. 2012. Vol. 1. No. 3. Pp. 27—34. DOI: 10.14201/
ADCAIJ20121312734 (date accessed: 02.04.2024) ; Giverts P., Sorokina K., Fedorenko V.
Examination of the possibility to use Siamese networks for the comparison of firing pin
marks. Journal of Forensic Sciences. 2022. Vol. 67. Is. 6. Pp. 2416—2424. DOI: 10.1111/1556-
4029.15143 (date accessed: 02.04.2024) ; Giudice O., Guarnera L., Paratore A. B., Farinel-
la G. M., Battiato S. Siamese Ballistics Neural Network. International Conference on Im-
age Processing (ICIP). IEEE (Taipei, Taiwan, 22—25 Sept 2019). 2019. Pp. 4045—4049. DOI:
10.1109/ICIP.2019.8803619 (date accessed: 02.04.2024) ; Banno A. Estimation of Bullet
Striation Similarity Using Neural Networks. Journal of Forensic Sciences. 2004. Vol. 49. Is. 3.
Pp. 1—-5. DOI: 10.1520/JFS2002361 (date accessed: 02.04.2024) ; Li D. A New Approach for
Firearm Identification with Hierarchical Neural Networks Based on Cartridge Case Ima-
ges. 5" IEEE International Conference on Cognitive Informatics. IEEE (Beijing, China, 17—
19 July 2006). 2006. Vol. 2. Pp. 923—928. DOI: 10.1109/COGINF.2006.365616 (date accessed:
02.04.2024) ; Petraco N. D. K, Chan H., De Forest P. R., Diaczuk P., Gambino C., Hamby J.,
Kammerman F. L., Kammrath B. W., Kubic T. A., Kuo L., et al. Application of Machine
Learning to Toolmarks: Statistically Based Methods for Impression Pattern Comparisons.
Final Report. U. S. Department of Justice. Dec 2011. 101 p. URL: https://www.ojp.gov/pdf-
files1/nij/grants/239048.pdf (date accessed: 02.04.2024) ; Le Bouthillier M.-E., Hrynkiw L.,
Beauchamp A., Duong L., Ratté S. Automated detection of regions of interest in cartridge
case images using deep learning. Journal of Forensic Sciences. 2023. Vol. 68. Is. 6. Pp. 1958—
1971. DOI: 10.1111/1556-4029.15319 (date accessed: 02.04.2024).

Giverts P., Eckert J., Sofer S., Solewicz Y. Preliminary Investigation of Acoustic Identifica-
tion of Firearms Mechanisms and its Application to Case Investigations. AFTE Journal. 2022.
Vol. 53. Is. 4. Pp. 152—158. URL: https://www.researchgate.net/publication/358931773_Pre-
liminary_Investigation_of_Acoustic_Identification_of_Firearms_Mechanisms_and_its_
Application_to_Case_Investigation (date accessed: 02.04.2024) ; Varer B., Giverts P. The
Comparison of Feature Engineering Methods Used for Acoustic Identification of Firearms.
International Conference on Information and Telecommunication Technologies and Radio Elec-
tronics (UkrMiCo). IEEE (Odesa, Ukraine, 29 Nov 2021). 2021. Pp. 164—167. DOI: 10.1109/
UkrMiC052950.2021.9716587 (date accessed: 02.04.2024) ; Tusepry I1., I'pubep A. [IpumeHe-
HIUe MaIlHHOTO 00yYeHUs IPU UCCIeA0BAHUY aKyCTUIECKUX CUTHATIOB OTHECTPETBHOTO
OPYXUSI. AKMYaAbHI NUMAHHS CY0080i eKcriepmusu i Kpuminaaicmuki : 36. MaT-JIiB Mi>KHAP.
HayK.-IIPakT. KoH.-moigory (Xapkis, 15—16.04.2021) Xapkis, 2021. C. 133—134. URL:
https://www.hniise.gov.ua/uploads/files/public-folder/2021_tezy_konference%20in%20
print5.pdf (date accessed: 02.04.2024) ; Giverts P., Sofer S., Solewicz Y., Varer B. Firearms
identification by the acoustic signals of their mechanisms. Forensic Science International.
2020. Vol. 306. Art. 110099. DOI: 10.1016/j.forsciint.2019.110099 (date accessed: 02.04.2024).

32


https://doi.org/10.14201/ADCAIJ20121312734
https://doi.org/10.14201/ADCAIJ20121312734
https://doi.org/10.1111/1556-4029.15143
https://doi.org/10.1111/1556-4029.15143
https://doi.org/10.1109/ICIP.2019.8803619
https://doi.org/10.1109/ICIP.2019.8803619
https://doi.org/10.1520/JFS2002361
https://doi.org/10.1109/COGINF.2006.365616
https://www.ojp.gov/pdffiles1/nij/grants/239048.pdf
https://www.ojp.gov/pdffiles1/nij/grants/239048.pdf
https://doi.org/10.1111/1556-4029.15319
https://www.researchgate.net/publication/358931773_Preliminary_Investigation_of_Acoustic_Identification_of_Firearms_Mechanisms_and_its_Application_to_Case_Investigation
https://www.researchgate.net/publication/358931773_Preliminary_Investigation_of_Acoustic_Identification_of_Firearms_Mechanisms_and_its_Application_to_Case_Investigation
https://www.researchgate.net/publication/358931773_Preliminary_Investigation_of_Acoustic_Identification_of_Firearms_Mechanisms_and_its_Application_to_Case_Investigation
https://doi.org/10.1109/UkrMiCo52950.2021.9716587
https://doi.org/10.1109/UkrMiCo52950.2021.9716587
https://www.hniise.gov.ua/uploads/files/public-folder/2021_tezy_konference%20in%20print5.pdf
https://www.hniise.gov.ua/uploads/files/public-folder/2021_tezy_konference%20in%20print5.pdf
https://doi.org/10.1016/j.forsciint.2019.110099

Pavel Giverts, Oleksandr Kolomiitsev. Machine Learning and Possibility of its Application
for Forensic Researches on Firearms. DOI: 10.32353/khrife.2.2024.03

synthesis, induction, deduction) and spe-
cial scientific methods (formal logical,
system-structural) were used, as well as
the method of morphological analysis to
bring complex task of specific forensic
research to a set of morphological units
that can coincide for different types of
studied processes and tasks.

Main Content
Presentation

Machine learning methods and their
varieties, known as artificial intelligence
have become widespread in the mod-
ern world. Currently, it is difficult to find
a person who did not seek the help of
artificial intelligence to translate texts,
improve photographic images, search
for information, etc. In recent years,
the most popular intelligent virtual as-
sistants and systems like ChatGPT (Chat
Generative Pre-trained Transformer) and
Bard (Building Automated Resilient Defi-
nition). Many web-sites and phone apps
are able to generate images based on the
suggested description or write text on the
recommended topic. At the same time,
paradoxically, few people (except data
scientists) know what machine learning
is and how it can be involved in solving
specialized problems.

Machine learning
as a method of solving
specialized problems

Let us explore what machine learning is
and how it differs from other methods.
According to the classical scientific ap-
proach to the study of some phenome-
non or effect, the researcher studies all
the connections between the elements
of the studied system, analyzes them,

33

and based on this creates a mathematical
model that describes the entire system.
It is in this way that the basic formulas
in physics, mechanics, thermodynamics
and other sciences were derived. At the
same time, the results may differ from
the ideal model, since a significant num-
ber of random factors arise, so empirical
formulas (containing coefficients that
take into account influence of various
environmental factors) are developed so
that the results of the calculations based
on them are within the limits of permis-
sible errors. Instead, such results can
be closer to reality (compared to results
obtained using analytical formulas for
ideal models) and will cost much less to
obtain. Dependence functions for empir-
ical formulas can be obtained from the
results of experiments and observations.
Based on received data, build a function
that will most fully reflect the relation-
ship between these data. The form of
obtained function, amount of analyzed
data, the final values of the parameters
are usually determined by the research-
er, but their relationship is known. How-
ever, the question arises: what to do if the
relationship between various data is un-
known, and the amount of data itself is
huge? In this case, statistical analysis, in
particular, machine learning, will come
in handy.

Machine learning is a statistical
analysis system that allowing identify
dependencies when analyzing a large
amount of data. The first methods of ma-
chine learning began to be developed
in the 1950s. Currently, for various data
and types of problems to be solved, many
different methods of machine learning
have been developed: for example, linear
regression, linear discriminant analysis,
the method of Decision tree, Naive Bayes
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Classifier, Random forests, various types of
neural networks, etc.

Many different tasks that are solved
using machine learning methods can be
outlined in several main ways:

«  classification, when objects (data)
belonging to several groups are
known and it is necessary to de-
termine which group the object
under research belongs to;

«  clustering will facilitate distribu-
tion of all data into several groups;

+  regression construction is analysis
of obtained data and construction
of functions that make possible
to predict situation development
(used to predict development of
various processes);

« dimensional reduction allows to
identify implicit dependencies
between various parameters that
describe a process or object and,
as a result, reduce their number
(used for process analysis, de-
pendency detection, as well as
for data compression and reco-
very).

In addition, these methods can be
combined at different stages of the
task.

Peculiarity of machine learning me-
thods is that (unlike classical methods)
the algorithm (model) analyzes data itself
and chooses options to achieve the goal
while assessing the error at each stage.
Upon receipt of the minimum error val-
ue, research purpose is considered to be
achieved. The process of choosing opti-
mal parameter is training.

Let us outline several types of such
training:

«  supervised learning is algorithm

receives sets of initial data, as
well as known results that should

be obtained with correct inter-
pretation of available data;

«  unsupervised learning: there are no
known outcomes, only raw data
sets and the desired outcome.

Let us take a closer look at each of the
main tasks that are solved using machine
learning. For this purpose, imagine
many balls of different diameters, made
of different materials. Each of these ob-
jects has its own characteristics: diame-
ter, mass, color, electrical conductivity,
jump height after falling from a certain
height to a solid surface, deformation
coefficient (change in geometric size) af-
ter two-sided compression with a given
force, etc.

Classification. Suppose that our task
is to automatically divide the balls into
metallic and non-metallic ones. Solution
for this problem is the development of
a classification function. For this pur-
pose, it is possible to apply the method
of learning with a teacher, that is, build
a function based on a training sample in
which the parameters of objects and the
group to which they belong are known.
For simplicity, let us classify balls by
only two characteristics: mass and dia-
meter. Fig. 1 clearly demonstrates that
light and dark points representing me-
tallic and non-metallic balls here, form
two groups. Dividing line can be drawn
between these groups. The function de-
scribing this distinction is classification
function. The distance of the point to the
line given by the classification function
will indicate the degree of reliability with
which the object belongs to a certain
group.

Another method of machine learning
used for classification is the Decision Tree
method, according to which decisions
are made by answering hierarchically
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Fig. 1. Distribution of mass and diameter
values for balls made of metal (light) and
non-metallic materials (dark)

organized questions: each subsequent
question depends on the answer to the
previous one. According to our example,
it is possible to build a Decision Tree (q.v.
Fig. 2) with nodes based on the data of
the training sample. Thus, for example,
based on the results of this training sam-
ple, it can be stated that the diameter of
the smallest metal ball is equal to d,, and
its mass is greater than m . Thus, if the
ball diameter is equal to or less than d,
and at the same time its mass is greater
than or equal to m1, then the ball is made
of metal. On the other hand, the diame-
ter of the largest non-metallic ball is d,
and its mass is m,, so a ball with a diame-

Fig. 2. Decision tree for classification of balls
into metal and non-metal

ter greater than or equal to d,, and a mass
less than or equal to m, is a non-metallic
ball. Continuing to consider such data
for training sample and creating nodes
(questions), you can build a Decision Tree,
in which all branches will end with a leaf
indicating that the object belongs to one
of the groups.

With a small number of parameters
and a small amount of data in the train-
ing group, it is possible to build a classi-
fication function or Decision Tree without
involving technical means. However, as
the amount of data increases, the num-
ber of computations increases rapidly.
In this case, in fact, the only method is
machine learning algorithms. Their use
makes it quite easy to build a classifica-
tion system that will contain more than
two groups and many parameters. In
addition, you can use error estimation
functions that will allow to build a model
that will fully correspond to studied data.

Clustering (cluster analysis): Cluster-
ing task is similar to the classification
task, but here you need to distribute ob-
jects into groups. Since there are no ex-
amples of such groups, the tasks of clus-
tering require training without a teacher.
With clustering, the algorithm will try
to find common characteristics for dif-
ferent groups of objects and form their
cluster. Let us return to our example with
balls. We know that all balls of the two
types are metallic and non-metallic, but
it is not known which of them belong to
which group. Clustering algorithms will
help to distribute objects according to
relevant groups according to identified
specifics.

Different methods can be used for both
classification and clustering: for example,
k-nearest neighbors’ algorithm or the hier-
archical cluster analysis. According to the
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k-nearest neighbors’ algorithm, the number
of points equal to the number of clusters
is first selected from all the analyzed data,
and each of these points is considered the
centroid of the cluster. In the next itera-
tion, for each centroid, nearest neighbor is
searched, which is added to the cluster,
after which the position of the centroid is
calculated again, taking into account the
new data, and the position of the centroid
is defined as the minimum sum squared
deviation of the cluster points from the
centroid. Procedure is repeated until the
coordinates of the centroids stop chang-
ing. Having identified clusters, it is pos-
sible to find out which of them the new
object belongs to.

According to the hierarchical cluste-
ring method, at the first stage of data
processing, each object is provided with
its own cluster. In the next steps, the two
closest clusters are merged into one, etc.,
until they receive one cluster.

Constructing regressions: Investigating
data and processing the results of exper-
iments usually involves determining the
relationship between the parameters.
Thus, the data of an experiment describe
the process under research under specific
conditions at specific points, and in order
to apply the results obtained, it is neces-
sary to find out the dependence of some
parameters on others. In order to deter-
mine such a functional dependence, se-
lect the type of function that describes the
process (linear, quadratic, power, etc.).
After selecting the type of function, coef-
ficients are selected so that resulting func-
tion describes all the data as accurately as
possible. By constructing regression, it is
possible calculate its value for source data,
as well as between points determined ex-
perimentally, or for points that are outside
the experiment range.
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Let us consider regression use on
the example with balls. Suppose that we
know the mass of ten balls of different
metals with a diameter from 1 to 10 cm.
Relationship between the mass of these
balls and their diameter can be repre-
sented using a graph. According to pro-
posed data, dependence between mass
and diameter can be constructed in the
form of various functions (E.g., Fig.
3). In the example, linear regression,
exponential (exponential) and poly-
nomial function of the third order are
constructed. Applying these functions,
one can calculate the estimated mass
of a metal ball with a diameter of 4.5 or
12 cm (light dots on the graph). Accord-
ing to the graph, forecast using linear
regression will give an incorrect value,
exponential regression predicts a fairly
close weight value for a ball with a diam-
eter of 4.5 cm, but already for a ball with
a diameter of 12 cm, predicted value of
this parameter is quite far from the con-
trol value. The third-order polynomial
regression most closely describes the re-
lationship between the diameter and the
ball mass. This is quite expected, since
relationship between volume and dia-
meter is due to a third-order power rela-
tionship (volume depends on the diam-
eter cube), and deviation of the points
from regression function is due to the
fact that the balls are made of metals of
different densities.

In the above example, calculations
are simple and the type of regression
function is easy to determine, but what
to do when there are thousands or hun-
dreds of thousands of samples and doz-
ens of parameters in the study sample,
the relationship between which is not
so obvious? Here, machine learning
algorithms come to the rescue. These
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Fig. 3 Example of constructing regression function

algorithms make it possible to build
a model that will more reliably describe
the processed data. For this purpose,
various methods of machine learning,
various error estimation functions can
be applied, which will allow to select the
optimal regression, as well as methods
for detecting emissions: erroneous data,
which impact on the model should be
minimized.

Dimension reduction. Suppose it is
necessary to compare two different balls
from our example, only partial data is
known for each of them. Thus, for one
ball, weight, coefficient of electrical
conductivity, height of bouncing during
a fall from a given height are known, and
for the second: diameter, hardness and
coefficient of deformation (changes in
geometric size) after bilateral compres-
sion with a given force. In this case, it is
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easy to associate all the specified param-
eters with characteristics of the material
which the balls are made from. Based on
the set of parameters describing the first
ball, it is possible to find out what mate-
rial it is made of, therefore, to determine
missing characteristics or, on the basis of
known partial indicators, to obtain some
other characteristics (for example, mate-
rial density) that can be compared.

In availability of many data de-
scribed by N-parameters, using ma-
chine learning methods, it is possible
to build a model and determine the de-
pendence of these parameters on other
M-parameters (where M is less than N).
This reduction in data dimension makes
it easier to describe phenomena under
research, compare objects and process-
es for which only partial parameters are
known, etc.


https://doi.org/10.32353/khrife.2.2024.03

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)

ISSN 1993-0917

e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

Application of machine
learning methods

to solve the tasks

of forensic weapons research

While examining cartridges recov-
ered from the crime scene, the caliber
is first determined. Most often, this task
is not difficult for forensic expert. At the
same time, software, that will determine
the cartridge caliber based on photo (for
example, taken by a smartphone), can
become a useful investigator. This task
can be considered a classification prob-
lem, for which solution it is advisable to
use different variants of neural networks
trained on a significant number of images
of casings of different calibers. It is possi-
ble to use software that separates various
geometric elements in the image (circles,
arcs, ellipses, straight lines, angles, etc.):
the scheme of the photographed sleeve
obtained in this way is compared with
the database of the geometric charac-
teristics of the sleeves or processed by
machine learning methods (for example,
Decision tree).

The next issue to be considered by
ballistic expert is to find out the group be-
longing to the cartridge, in other words,
to determine from which type (model) of
the weapon it was fired. For this, expert
analyzes group specifics found on the car-
tridge surface and compares them with
specifics described in professional read-
ings, computer databases and collections
of shell samples. At the same time, deci-
sion made is subjective and depends on
experience of the specialist performing
this research.

The above task can be considered as
a classification task, when it is necessary
to find out to which of the predefined
classes the traces on the studied car-
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tridge belong. Such a task is one of the
most studied in machine learning. More
effective is the use Convolutional Neural
Networks, trained on a significant num-
ber of images of different cartridges fired
from different samples of firearms. It is
possible to apply another approach, in
which different group characteristics are
first distinguished, and then obtained re-
sult is compared with existing databases.
In this case, it is possible to detect group
features both by machine vision methods
and by machine learning methods. Simi-
larly, database searches can be performed
both using classical methods and data
comparison, and using machine learning
methods (such as Decision Trees or k-near-
est neighbors).

Next, forensic expert compares indi-
vidual specifics available on examined
cartridges or bullets in order to deter-
mine their identity. This task is the main
one for forensic ballistics examination,
although no objective, mathematical
method of solving it has been developed
to date. The result obtained by foren-
sic expert is subjective: its reliability
depends on the expert’s experience. At
the same time, this task can be limited
to a simple classification into two cate-
gories: availability and lack of identity
(for the sake of fairness and to more
accurately reflect reality, intermediate,
non-categorical answer should be intro-
duced).

It would seem that if this is classi-
fication task, then machine learning
methods can easily cope with it. Howev-
er, difficulty lies in the fact that usual-
ly models are trained on a significant
number of examples for each class,
which allows machine learning algo-
rithms to distinguish sets of features
that characterize each class. In the case
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of comparing two cartridges or bullets,
this method does not work: it is appro-
priate to apply an approach called One
Shot Learning Y. One implementation
of this approach is the construction of
a Siamese neural network: model con-
taining two identical neural networks.
In this case, the model learns to identify
specifics that can theoretically charac-
terize compared object, and then com-
pares specifics of the two objects under
research.

Bullets and cartridges examined by
a ballistics expert are often damaged
both by mechanical damage after firing
and by corrosion. In addition, casings
and bullets may contain marks related to
the manufacturing process. Such “noise”
damage can cause difficulties when us-
ing ABIS. The problem of cleaning im-
ages from “noise” is solved with the help
of various intelligent filters. Cleaning the
image from excess “noise” and damage is
denoising it can be considered a regres-
sion construct. Thus, for example, if there
is a secondary trace of the rifling field on
a bullet, which surface is damaged by
a shot, and there is a scratch crossing the
informative traces, then such a scratch
can be automatically detected and re-
moved from the image, and the image of
damaged traces can be restored. Similar-
ly, it is possible to generate reconstructed
images of deformed primary and second-
ary traces from the fields and the bottom
of the cuts. Certainly, for such an applica-
tion, existing machine learning models
should be modified accordingly.

In order to determine the shot dis-
tance, shot traces on the victim body, on
his clothes or on the surfaces of various
obstacles are analyzed (in particular, the

distribution of traces of burning gunpow-
der, traces of lead and copper). Based on
this analysis, a decision is made about
the possible range of shot distances. Like
many others, this task belongs to the
classification tasks, so analyzing the im-
age will allow to determine what range of
shot distances for this caliber, type of am-
munition and weapon this shot belongs
to. In some cases, when there is no data
for specific cartridges or weapons in the
relevant information bases, it is neces-
sary to make an experimental shot at all
distances, but most often cartridges used
to commit the crime may not be enough
to obtain samples of distribution nature
of the shot products at all distances. In
this case, you can build a machine learn-
ing model (regression), which, based on
a smaller number of shots, will build
a function that will describe the distri-
bution of shot products and will make it
possible to determine the shot distance
even with a small amount of experimen-
tal data. Similarly, a model can be built
and trained to take into account the influ-
ence of wind strength and direction, hu-
midity and many other parameters that
are often overlooked, which will increase
accuracy and reliability of research re-
sults.

For solving tasks of external and
wound ballistics, forensic expert should
often determine:

« parameters of flight trajectory of
bullets of various calibers and de-
signs;

« Dbullet behavior and change in its
trajectory after hitting an obsta-
cle both in the case of an obstacle
breakthrough and in the case of
ricochet;

17 Jadon Sp., Garg A. Hands-On One-shot Learning with Python. Birmingham : Packt Publish-

ing Ltd, 2020. 156 p.
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« characteristics of the wound ca-
nal and injuries inflicted on the
victim.

For this purpose, it is necessary to
conduct dozens and hundreds of exper-
imental shots and subsequently perform
an approximation of collected data to
identify an empirical dependence, that
is, actually build a regression describing
the process under research. In order to
solve such a problem, it is more appro-
priate to use various methods of machine
learning. In addition, the application of
these methods will help to identify the
main factors affecting the phenomenon
under research (the task of reducing di-
mensions) and facilitate its description.
In turn, isolating the main factors will
significantly reduce the number of ex-
periments to be conducted.

Conclusions

Machine learning systems and methods,
which application has contributed to
the solution of many applied problems
in various fields of science and practice
are becoming more common day by day,
becoming a common feature of our dai-
ly life. At the same time, only isolated
studies on the use of these methods to
perform the tasks of forensic research
on firearms have been published, since
forensic experts are not aware of the
possibilities of machine learning, and
machine learning specialists do not
know the tasks and needs of forensic sci-
ence. Presented research takes the first
steps towards solving this problem and
demonstrates the main capabilities of
machine learning and describes ways to
apply them to perform some firearm re-
search tasks.

MamvHHe HaBYaHHS
i MO>KJIMBICTB F10TO 3aCTOCYBAaHHS
JAJIS KPUMiHATiCTUIHUX JOCTiI;KeHb
BOTHeMAJIbHO] 30poi

Maegea I'isepu, Oaexcandp Koaomiiiyes

Ponb mawunHo20 HAB4UAHHS 04 Cyuac-
H020 CYCNiAbLCMBA CKAAOHO NepeoyiHUmL,
0c00/1UB0 38aXCAIOUU HA e, U0 OCMAHHI-
MU pOKAMU UYL pOAb TMOCMILUHO 3POCMAE.
Pisnomanimui modeni MAWUHHO20 HAB-
YaHHS 3ACTNOCO8YIOMb K Y NOBCAKOEHHOMY
acummi, max i 048 po3e’s13aHHs npukaao-
HUX, KOHCMPYKMOPCOKUX 1 HAYKOBUX NpPO-
6nem. Bodnouac 0as 6invwocmi gaxisuis
Y PISHOMAHIMHUX 2aAY35X 3HAHb, 30KpemMa
0ns cneyianicmieé i3 KpPUMIHAAICTMUYHOZ0
docnidncenns 36poi, memodu il MOMAUBO-
CMi MAWUHHO20 HABUAHHA 00 Cb0200MI 3a-
AUWAIOMbCE  Manogidomumu. Y cmammi
pozeasanymo 6a3068i 3a80aHHs, BUKOHAHHIO
AKUX CMPUAMUMYMb Memodl MAUUHHOZ0
HABYAHHA, 4 MAKoXH HagedeHO npuksadu
3a80anb, AKi nocmaiwomv neped excnepmd-
MU nid 4ac npogedeHHS KPUMIHAAICMUY-
HUX 0ocaidxceHb 802HenaAbHOL 36poi ma aki
MOMCHA p036°13amu 3a 00N0M02010 32a0aHUX
Memodig. Memoto cmammi € 03HalloMumu
daxisyie y eanysi KpUMIHAAICMUKL 3 OC-
HOBHUMU MONCAUBOCTAMU Memodie Ma-
WUHHO20 HABYAHHA. I[IpodemorHcmposano
MAaxoxc, y po38’a3aHHI AKUX came MUNI8
3a460aHb KPUMIHAAICMUYHO020 00CAIONCeHHS
30poi yi memodu 0OYiNbHO 3aCmocogysamu
i wo 044 ybo20 nompibHo. Jas docaeHeHHS
n0CMaesAeHoi Memi 3acmOoCO8AHO 3d2d/b-
HOHaykoel (JianekmuuHuil, NOPIBHAHHS,
amania, cunmes, iHOykuyiio, dedykuyiio) i cne-
YIanbHI HAYK08L Memoodu (popmanvHo-a02id-
HUll, CUCMeMHO-CMPYKMYPHUIL), 4 MaKox
CneyianvHi 3HAHHS MA HABUYKU 3 OTlepYBAH-
HS Memodamu KpUMIHAAICMUYHOL 10eHmu-
gikauii (30kpema, 6anicmuku, MIKpocko-
NIYHUX NOPIBHANLHUX J0CAL0NHCeHb 11018 Ha
KYAAX 1 21163aX, 8USLBAEHHS 1L 00CAI0AHCeHHS
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npodyKmis noCmpiny 3 mMemorw GU3HALUMU
Jucmanyio nocmpiny mowo), NPUHYUNAMU
MAWUHHO20 HABHAHHS MA MAMeMATMUYHUL-
MU AA20pUMMAMU, BUKOPUCTMOBY8AHUMU
011 no6ydosu pizHux modeetl.

Katouwogi caosa: xpuminasicmuune 0o-
CNi0sHceHHA 802HenanbHol 30poi; baricmuyuna
i0enmucpikayiss; OUIHI0BAHHS 8I0CMAMi No-
Cmpiny; MAuUuHHe HA84AHHS,; HellpOHHA Mepe-
aHa; kaacudikauis; KAacmepusayis; peepecis.
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The trends in development of doctrine of forensic characteri-
zation of crimes, debatable issues regarding its concept, quantita-
tive and qualitative composition are considered. It was established
that forensic characterization of crimes is a theoretical category
of criminalistics, system of data on the most general specifics of
type of crimes, typical circumstances, methods and mechanisms
of their commission, and other circumstances that are important
for the investigation. The main purpose of forensic characteriza-
tion of crimes is to implement its data in investigation methods.
Globalization processes, scientific and technological progress con-
tribute to quantitative and qualitative changes in criminal activ-
ity. Legal statistics of the General Prosecutor’s Office of Ukraine,
results of our research indicate that crimes in the field of proper-
ty relations, financial and economic and service activities in the
process of production, distribution, exchange and consumption of
material goods and services at enterprises, institutions, organi-
zations of priority areas of economy, implementation of official
powers in the field of managerial, financial, tax, and customs
control is most often committed by organized groups with corrup-
tion ties. In this regard, the purpose of the research is to determine
forensic specifics of economic crimes committed in the priority ar-
eas of economy, to develop a conceptual apparatus of such crimes,
to characterize economic crimes committed by organized groups
with corruption ties, to distinguish their components. In order
to achieve the goal, scientific methods of cognition are applied:
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observation, analysis, analogy, deduction, synthesis, descriptive-
analytical, modeling, etc. A new approach to defining the concept
of economic crimes is proposed. Economic crimes committed by
organized groups with corruption ties are characterized, and their
components are singled out for use in the investigation methods of

this type of crime.

Keywords: forensic signs; economic crimes; forensic charac-
terization; organized groups; corruption relations.

Research Problem Formulation

The problem of forensic characteriza-
tion of crimes began to be developed re-
cently, but it has established itself as one
of fundamental scientific theories of fo-
rensic science. Forensic characterization
as a logical result of the development of
general provisions of the methodology for
investigating certain types of crimes has
become the subject of discussion and con-
stant attention of forensic scientists who
study problems of methods for investigat-
ing crimes. As most researchers rightly
note, forensic characterization should be
understood as information about typical
specifics of a certain category of crimes
which analysis will determine the meth-
ods, techniques and means of their disclo-
sure and investigation.

Undoubtedly, information about
forensically significant aspects of cer-
tain types of crimes (about the method,
mechanism, circumstances of commis-
sion) are of particular importance for
the investigation methodology. It is the
basis for formation of investigative situ-
ations, determination of directions and
methods of investigation that testifies to
importance of forensic characterization

of crimes for the science and practice of
criminology as a structural element of the
investigation methodology. Adjustment
and development of new methods are
inextricably linked to the construction of
forensic characteristics of certain types
of crimes, their groups and subgroups.
In scientific sense, as noted in literature,
forensic characterization of crimes is
a theoretical category of criminalistics. It
contains a system of data on the most gen-
eral specifics of the type of crimes, typical
situations, methods, mechanism of their
commission, other circumstances that
are important for investigation. The main
purpose of forensic characterization of
crimes is to implement its data in investi-
gation methods. Its information base con-
sists of a consistent accumulation of data
obtained through generalization of judi-
cial and investigative practice of relevant
species (kind) of crimes.

Analysis of Essential Researches
and Publications

Theoretical provisions of the criminalistic
characterization of crimes are set out in
research papers by: V. Bakhin *; O. Kole-
snychenko % V. Shepitko, V. Konovalova

1 Baxus B. II. KpuMmuHanuctuka. IIpobaemsr u MHeHUs (1962—2002) : moHorpadus. Kues,

2002. C. 183.

2 Kosmecuuuenko A. H. O6uiue mMoJOKeHUsI METOANKY PACCIeIOBAHUS OTJENTbHBIX BU/IOB
NIPeCTYILJIEHNH : TEKCT JIeKLl. XapbKoB, 1976. 28 c.
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and V. Zhuravel, ®etc. It deserves attention
to the achievements of foreign research-
ers on this issue: S. Rose-Ackerman and
B. J. Palifka “; B. Zagaris °; Ch. Le Nguyen ¢,
H. McCann 7; J. C. Morse 8 K. C. Neanidis,
M. P. Rana and K. Blackburn ° R. Re-
meikiené, L. Gasparéniené, A. Fedajev,
E. Raistenskis and A. Krivins ! F. Cal-
deroni, T. Comunale, G. M. Campedelli,
M. Marchesi, D. Manzi and N. Frualdo *;
P. Pinotti 2.

Different approaches of scientists to
definition of the concept and structure
of forensic characterization of crimes

indicate complexity of the researched
issue. For example, O. Kolesnychenko
and V. Konovalova noted that “forensic
characterization is a system of informa-
tion about forensically significant specif-
ics of a crime (method, place, setting, etc.),
reflecting regular connections between
these specifics” **. V. Bakhin, researching
the elements-signs of the forensic char-
acteristics, came to the conclusion that
(from the point of view of practical pur-
pose) they constitute two groups: the first
contains signs that comprehensively char-
acterize a certain type of crime, which

3

10

11

12

13

[Temiteko B. 10., Kornoaiosa B. O., )Kypasesb B. A. Ta iH. Po3cnizyBanns 37104nHIB Y cdepi
TOCITOZIaPChKOI AiSUIPHOCTI: OKpeMi KPpUMIiHaJMICTUYHI MeTOAUKY : MoHorpadis / 3a pez.
B. I0. leniTbka. Xapkis, 2006. 624 c. URL: https://library.nlu.edu.ua/POLN_TEXT/KNIGI/
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distinguishes it from other types of crime;
second group: signs capable of and de-
signed to ensure the detection and inves-
tigation of crimes . Some scientists hold
a different opinion: they propose to con-
sider as a component of forensic charac-
teristics primarily the circumstances that
constitute the content of the subject of ev-
idence in a specific criminal case, as well
as the circumstances that go beyond the
scope of evidence, but are important for
the investigation of crimes. This position
is controversial. Forensic characterization
of crimes is a category of forensic science,
the main structural element of investiga-
tion methodology. Elements-signs of fo-
rensic characteristics are real objects and
processes with all their characteristic pat-
terns. Forensic characteristics of crimes
cannot be replaced by a list of circum-
stances regulated by the Criminal Proce-
dural Code of Ukraine that are subject to
establishment and proof, i.e., the subject
of proof.

Some researchers prefer elements
of criminal law characterization that are
characterized by the main elements of the
corpusdelicti. This position in forensic sci-
ence is incorrect. We should state that ele-
ments of the forensic characterization (in
contrast to elements of the criminal law
of crime) are real objects with their char-
acteristic patterns. Content knowledge of
elements of criminalistic characterization
of crimes is of great practical importance
for solving problems of solving and inves-
tigating crimes. Cornerstone concepts of
forensic characterization (method and sit-
uation of committing a crime) are purely
forensic concepts.

The high level of modern theoretical
developments of forensic characteriza-
tion of crimes in general has brought to-
14 BaxuH B. II. Op. cit. C. 183.
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gether views of most forensic scientists
on the conceptual apparatus, which right-
ly note that the forensic characterization
should be understood as information
about the typical features of a certain cat-
egory of crimes, which knowledge will de-
termine the methods, techniques, means,
and main areas of investigation. Certainly,
information about forensic significant as-
pects of the crime (method, mechanism,
situation of commission of a criminal act
and its traces) are of particular impor-
tance for investigation methods; they are
the basis for formation of investigative
situations, nomination of versions, defini-
tion of methods of investigation.

In the scientific aspect, as noted in
literature, forensic characterization of
crimes is a theoretical category of foren-
sic science, a system of data on the most
common features of the type of crime
(typical situation, methods, mechanism
of their commission, other circumstanc-
es) that are relevant to investigation. The
main purpose of forensic characteriza-
tion of crimes is to implement its data in
investigation methods. Its information
base is accumulation of data obtained as
a result of generalization of judicial and
investigative practice of relevant spe-
cies(kinds) of crime.

In practical terms, this characteriza-
tion (as an informational basis for the
investigation process) contributes to the
correct choice by investigators of the
most optimal areas of investigation, both
in general and at its individual stages.
The investigator compares generalized
data on the signs of crimes of this type,
methods, situation of the act with the
event of investigated crime.

The foregoing testifies to impor-
tance of the forensic characterization
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of crimes for the theory and practice of
forensic science.

Article Purpose

Globalization processes, scientific and
technological progress contribute to
quantitative and qualitative changes in
criminal activity. Legal statistics of the
Prosecutor General’s Office of Ukraine,
the results of our research indicate that
crimes in priority areas of the economy
are most often committed by organized
groups with corruption ties. “White col-
lar” criminals are the organizers of shad-
ow business, have a corruption “roof”,
avoid criminal liability thereby economic
crimes have a high degree of latency.

In this regard, an urgent problem for
theory and practice of forensic science
is definition of the concept of economic
crimes committed in priority areas of
economy, development of forensic cha-
racteristics of economic crimes commit-
ted by organized groups with corruption
relations.

Research Methods

In order to achieve this goal, scientific me-
thods of cognition were used: observation,
analysis, analogy, deduction, synthesis,
descriptive-analytical, modeling, etc.

Main Content
Presentation

As O. Korystin and S. Cherniavskyi right-
ly note: organized economic crime is
a qualitatively new characteristic of or-
ganized and economic crime, since it is
embedded in the social system and sig-
nificantly affects other elements of this
system, primarily economy and politics.
The main goal of organized economic
crime is to obtain profits and super-pro-
fits by carrying out activities prohibited
by law. Organized economic crime is
a conglomerate of organized criminal
entities (groups), different in their struc-
ture, quantitative composition, specializa-
tion and scale of influence *°.

In legal literature, researchers dis-
cuss conceptual apparatus of economic
crimes. Thus, Ye. Streltsov considers eco-
nomic crimes to be criminal acts aimed
at violating property relations and the
existing procedure for carrying out eco-
nomic activities '°. For O. Perepelitsa,
economic crimes (in accordance with the
current legislation) are all crimes in the
field of economic activity V. It is worth
agreeing with L. Davydenko, who calls
economic crimes characteristic of both
the planned and market economies, as
well as actions related to the conditions
of the transition period *.

15 KopucrtiH O. €., Yepuascbkuii C. C. Opra"izoBaHa eKOHOMIYHA 3JI0YUHHICTD B VKpaiHi: cy-
YacHUU CTaH i cTpareris nporugii. FOpuduunuil yaconuc HayionaavHol akademii 6HympiuL-
Hix cnpag. 2011. Ne 1 (1). C. 78—88. URL: http://nbuv.gov.ua/UJRN/aymvs_2011_1(1)__12

(date accessed: 06.05.2024).

16 Crpenbnos E. JI. DkoHOMMYeCKad IPECTYIIHOCTb B YKpauHe :

C.113.

Kypc nekn. Ogecca, 1997.

17 Tlepenenmuua A. V1. Yros0BHAas OTBETCTBEHHOCTD 32 XO35HICTBEHHBIE IIPECTYILIEHU B ce-
pe npeAnpUHUMATEIbCKON AeATeTbHOCTH | KOMMEHT. K 3aKOHOZAT. XapbKoB, 1997. C. 11.

18 Jasugenko JI. M. KpuMminosoriuna kracudikariiss eKOHOMIYHUX 3JI0YMHIB Ta ii IpaKTUYHE
3HaueHHs. [Ipobaemu 60pomuvOU 3i 3A0HUUHHICIIO Y Cepl eKOHOMIUHOL OILAbHOCTI © MaT-T1
MDXHap. HayK.-IpakT. KoH®. (XapkiB, 15—16.12.1998). Xapkis, 1999. C. 131.

48


http://nbuv.gov.ua/UJRN/aymvs_2011_1(1)__12 

Valentina Korzh . Forensic Characterization of Economic Crimes
Committed by Organized Groups with Corruption Relations. DOI: 10.32353/khrife.2.2024.04

In our opinion, the problem of iden-
tifying forensic signs of economic crimes
committed in the priority areas of the
economy by organized groups with cor-
ruption ties is associated with the crim-
inal law and forensic doctrine on the
signs of crimes. Legal literature outlines
scientific approaches to the conceptual
apparatus of forensic signs of embezzle-
ments. Analyzing different positions, we
agree with H. Matusovskyi and A. Dud-
nikov that forensic feature of a crime
should be considered as a fact that is the
result of a criminal act (traces of a crime
in a broad sense), which more or less
indicates the case of crime, its circum-
stances .

Analysis of scientific literature, inves-
tigative practice, results of our research
made it possible to identify a number
of forensic signs of economic crimes
contained (reflected) in specific traces,
methods of economic crimes, in condi-
tions and environment, namely:

« specific subjective composition
of economic crimes, organized
groups with corruption links that
include officials, corrupt officials,
materially responsible persons,
financial and accounting employ-
ees, entrepreneurs of legal, shad-
ow production, services and other
employees of enterprises, organi-
zations and institutions belonging
to priority areas of economy;

« specific subject of criminal en-
croachment is property, property
rights and obligations of state and
communal enterprises, institu-
tions and organizations belong-
ing to the priority areas of the

economy. These are: industries
(mechanical engineering, metal-
lurgical, chemical, etc.), agro-in-
dustrial and fuel and energy sec-
tors, foreign economic activity,
financial and credit and budgetary
systems, privatization, transport.
The subject of criminal infringe-
ment can be as movable (money,
securities, currency values; prop-
erty rights and obligations) as im-
movable property (land and other
natural lands, any property loca-
ted on land and related property
(buildings, structures, etc.);
criminal and corruption techno-
logy of economic crime is a set of
actions, operations, techniques,
corruption schemes, methods of
influence aimed at choosing the
scope and subject of criminal
encroachment, methods of sei-
zure of movable and immovable
property containing several inde-
pendent corpus delicti;

specific tangible, ideal, electro-
nic digital traces contained in the
methods of economic crimes, in
conditions and environment;
corruption relations are the main
and distinctive pattern of crimi-
nal activity of organized criminal
groups in the structure of state,
municipal enterprises, institu-
tions, organizations belonging to
priority areas of economy. Corrup-
tion relations ensure proper func-
tioning of the organized group,
development of their criminal
activities, counteraction to law en-
forcement agencies, etc.;

19 Marycosckuii I. A., lyauukos A. JI. KpuMuHanucTH4ecKas cUCTeMaTH3alus IPHU3HAKOB
XUIeHNH / PaccieoBaHNe XUIIEHUH rOCyJapCTBEHHOTO U OOIeCTBEHHOTO MMYIIEeCTBA
(mpobeMbl TAKTUKYU U METOAUKMY). XapbKoB, 1987. C. 28.
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« natural purpose of criminal activ-
ity is to obtain criminal proceeds
and their legalization. Organizers
of criminal business use more
than 60 ways to legalize criminal
proceeds;

« negative consequences of crim-
inal encroachment for enterpri-
ses, institutions, organizations
belonging to priority areas of
economy. These are real losses,
significant damage and other
grave consequences (bringing en-
terprise to bankruptcy, its illegal
privatization).

Systematic approach to the research
on forensic signs of economic crimes
committed in the priority areas of the
economy allows us to offer a new defini-
tion of economic crime. These are crimes
in the field of property relations, financial,
economic and official activities carried out by
organized groups with corruption relations,
during production, distribution, exchange
and consumption of material goods, services
at enterprises, institutions, organizations of
priority areas of economy using legal and
shadow business in criminal and corruption
technologies; during implementation of offi-
cial powers for management, financial, tax,
customs control.

In legal literature, concepts of foren-
sic characterization of crimes committed
by organized groups are debatable, var-
ious approaches to definition of forensic
characterization of the crime and its main

elements are proposed. Thus, V. Zhuravel
calls the elements of forensic characteris-
tics: the subject of a criminal offense; the
most characteristic typical features of or-
ganized criminal groups and the environ-
ment in which it is carried out; structure
of organized criminal groups and the role
functions of its members; typological spe-
cifics of members of organized criminal
groups; methods of criminal activity and
ways to counteract its exposure, etc.

H. Matusovskyiisin other positions. We
respect that the criminalistic characteris-
tics of the evils organized by evil groups
have ceased to be the primary structure
of evidence and similar techniques. This
characteristic may reflect a special con-
nection between other characteristics and
the characteristics of the criminal activ-
ity of an organized criminal group. This
characteristic, in the opinion of H. Ma-
tusovskyi is intended to combine two inter-
connected systems of data: 1) criminalistic
characteristics of new types of malignan-
cies from the strengthening of the directly
malignant activity of an organized malig-
nant group and 2) a criminalistic charac-
terization of organized violence group it-
self as a criminal formation. In this case,
the first system is suitable for criminalistic
characteristics of this type of crime; and
the other: a specific element that charac-
terizes an organized malignant group and
adjacent typical members, subjects of ma-
lignancy (peculiarity of the malignant),
malignant involvement 2.

20 JKypaBenb B. A. KpuMuHanncTudeckoe NMPOrHO3HMPOBAaHNE U BOIPOCH MPOMDUIAKTHUKHU
IIPECTYILJIEHUH, COBEPIIEHHBIX OPTaHU30BAHHBIMU IIPECTYNHBIMU (HOPMHPOBAHUAMU.
IIpobaemu 6opomvbU 3 0P2aHI308aHOI0 3NOUUHHICTIIO 6 pesioHl (Ha mamepianrax Xapkieco-
koi ma IToamascvkoi obaacmeil) : 36. MaT-JIiB MiXHap. HayK.-IpakT. koHD. (XapkiB, 26—

27.04.1999). Xapkis, 2000. C. 190.

21 MarycoBckuii I. A. DKOHOMHWYECKHUE IIPECTYIUIEHUS: KPUMHHATVUCTUYECKUN aHAIN3.

XapbKOB,

1999. C. 365—366. URL: https://library.nlu.edu.ua/POLN_TEXT/KNIGI/MA-

TUSOVSKIY_1999.pdf (date accessed: 06.05.2024).
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It should be noted that disaggre-
gation of theoretical principles of the
criminalistic characteristics of economic
crimes, organized by organized groups
with corruption ties, lies before the cur-
rent and future problems of the science
of criminology. As a result of investi-
gation and judicial practice, analysis
of criminal literature, the investigation
will produce forensically significant in-
formation about the signs of econom-
ic crimes that are identified by specific
them tangible, ideal, electronic digital
traces, in methods of economical evil,
in minds and situations; about the meth-
ods of forming organized groups and the
principles of their function, corruption
connections; about the specific charac-
teristics and role functions of members
of an organized group. We respect that
there is a criminalistic characterization
of economic crimes, organized by orga-
nized groups with corruption relations
is information model, a system of informa-
tion about criminalistic significant typical
signs of economic crimes, detected in specific
tangible, ideal, electronic digital traces in
methods, criminal corruption technologies,
circumstances of the crime, formation meth-
ods, principles of functioning of organized
groups, corruption relations.

In practical aspect, forensic charac-
terization is a kind of information base
for the investigator, a collection of infor-
mation about this type of crime that helps
to determine the directions and methods
of investigation, taking into account the
specific situation.

Legal literature states that issue of
structure of the forensic characterization
of crimes: quantitative and qualitative
composition of its elements is debat-
able. Thus, V. Bakhin, researching the
22 BaxwuH B. II. Op. cit. C. 38.
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signs of forensic characteristics, comes
to the correct conclusion that from the
point of view of their practical purpose,
they form two groups: the first contains
signs that comprehensively characterize
a certain type of crime, which makes it
possible to distinguish its features from
other types of crimes; the second group:
signs capable and designed to ensure
detection and investigation of crimes *.
Opponents of V. Bakhin note that struc-
ture of the forensic characterization of
crimes should include data on: material
traces of the crime; methods of com-
mitting and concealing a crime; scene,
time and mechanism of its implemen-
tation; crime circumstances; subject of
criminal encroachment; goals and mo-
tives of criminal act; personal character-
istics of participants in criminal proce-
dure; circumstances contributed to the
crime commission; specifics of criminal
complicity.

Structure of the forensic characteri-
zation of economic crimes presupposes
availability of certain elements. Infor-
mation about the elements and their
connections reveal the content of the fo-
rensic characterization. First of all, this
is information about the specific field of
criminal encroachment, specific subject
composition, methods of formation and
functioning of organized groups, crimi-
nal corruption technologies of organized
criminal activity in priority areas of the
economy, specific typical material, ide-
al, electronic digital traces of organized
criminal activity, corruption links. We
believe that definition of the main struc-
tural elements of the forensic character-
ization of economic crimes committed
by organized groups with corruption re-
lations is of great practical importance
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for the detection, disclosure and investi-
gation of these crimes and their preven-
tion.

Research on ways of formation of
organized groups is of significant impor-
tance. In the legal literature, there are
three ways of forming organized groups:
1) situational-voluntary; 2) functionally
contractual; 3) formal production. It is
worth noting that analysis of scientific
literature, investigative practice and the
results of our research make it possible
to single out five ways of forming orga-
nized groups at enterprises, institutions,
organizations of priority areas of the
economy, namely:

1) formal production (at enterprise, in-
stitution, organization, regardless of
the ownership form);

2) situational and contractual (in a fi-
nancial, banking, investment institu-
tion, organization);

3) illegitimate production (in structure
of shadow business of business enti-
ties);

4) functional and contractual (in struc-
ture of legal or shadow business, in
the field of investment, construc-
tion, transport, foreign economic
activity);

5) situational-volitional (criminal orga-
nization forms an organized group in
the structure of legal or shadow busi-
ness) %,

Specific element of forensic charac-
terization is corruption relations of an
official, a corruptor with the organiz-
ers of shadow and criminal business.
Corrupt connections are the main and
distinctive pattern of the criminal activ-
ity of organized criminal groups in the
economic sphere. Corrupt connections

ensure the proper functioning of an
organized group, development of their
criminal activities, opposition to law en-
forcement agencies, etc. We should note
that leaders of shadow and criminal
business seek to buy not a separate ser-
vice of a corrupt official, but his along
with the position, and not for a one-time
decision-making in interests of busi-
ness, but for the constant promotion
of their criminal activities, corrupt lob-
bying of their interests. In view of this,
they personally or through their “fixers”
pre-select the candidates of future cor-
rupt officials, taking into account their
special, functional and positional status
in the system of state authorities, man-
agement and law enforcement agencies,
former criminal involvement, immo-
rality, personal characteristics, greed,
cowardice, greed, rapacity, etc. Accord-
ing to this scheme, “contracted” corrupt
officials are selected from among dep-
uties, ministers, prosecutors, judges,
operatives, officials of customs bodies,
state fiscal service, ministries and de-
partments. According to the research
results, corruption ties provide:

«  corrupt assistance during selec-
tion of the object of criminal
encroachment, planning, prepa-
ration and implementation of
a criminal action, concealing its
traces;

«  corruption support of shadow and
criminal business;

« corruption protectionism in reg-
istration, licensing of fictitious
firms, fictitious financial insti-
tutions; obtaining illegal loans;
advantages and benefits to busi-
ness entities of criminal nature;

23 Kop:x B. II. PosciifyBaHHS OKpeMUX BUJIB 3JI0YMHIB : HaBY.-MeTOZ. 11ocib. Xapkis, 2012.

C. 98.
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during tenders contrary to the
requirements of laws;

«  corrupt lobbying of interests of the
organizers of criminal and shad-
ow business during the adoption
of laws, amendments and/or ad-
ditions to them, government res-
olutions, decisions and orders of
ministries and departments, as
well as other regulations;

«  corruption counteraction to inspec-
tions, audits, audits, operational
and investigative work to detect,
uncover economic crimes and in-
vestigate them;

+  corruption neutralization of forms
of social control in the branch of
economy, shadow business.

The specified corruption services are
used by the organizers of shadow and
criminal business during the implemen-
tation of corruption schemes, the imple-
mentation of illegal financial and eco-
nomic transactions and pay corruption
“kickbacks” to corrupt officials of state
authorities and management for ensur-
ing the criminal activity, its full and suc-
cessful completion ?*. Organizers of crim-
inal business use criminal corruption
technologies, modern means of commu-
nication, transport, the Internet, neural
networks. Criminal corruption technolo-
gies, typical methods of organized crim-
inal activity are reflected in material,
ideal, electronic digital traces. Members
of organized group, despite conspiracy,
use of legal business structures, official
financial and economic operations, at
any stage of criminal activity leave doc-
umentary sources of information that
make up the trace picture of economic

crimes. Identification of these traces
makes possible to determine the signs
of criminal corruption technologies of
economic crimes, methods of their com-
mission. An important element of the
forensic characterization of economic
crimes committed by organized groups
with corruption ties are the methods of
crimes that are characterized by two or
more types of crimes.

Research on organized criminal ac-
tivity in the economic field made possi-
ble to formulate the main structural ele-
ments of the forensic characterization
of economic crimes committed by orga-
nized groups with corruption relations.
First of all, these are:

1) data on methods of formation and
principles of functioning of organized
groups in the priority areas of economyj;

2) characteristics of corruption relations;

3) data on the topic of a criminal infrin-
gement;

4) information on signs of criminal cor-
ruption technologies of economic
crimes;

5) characterization of organized groups,
role functions and personal qualities
of group members;

6) data on situation of committing an
economic crime;

7) characteristics of typical traces of or-
ganized criminal activity.

Elements of forensic characterization
of economic crimes committed by orga-
nized groups with corruption links are
interdependent. They have correlations
(probable dependencies). If there are
some signs, the investigator may assume
the presence of others. Thus, the element
of the above characterization “object of

24 Kopx B. II. TeopeTudeckue npobaeMbl METOAUKY PacCiIef0BaHUS IPECTYIUIEHUI B cdhepe
SKOHOMUYECKOH [esITeIbHOCTH, COBEPIIaeMbIX OPraHU30BaHHBIMU IIPECTYIHBIMU 00pa-

30BaHUAMMU. XapbKoOB, 2002. C. 180.
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criminal encroachment” has such natural
connections as “organized group”, “traces
of a crime”, “method of its commission”,
“crime situation”, “corruption relations”
of organizers. This is the significance of
elements of forensic characterization of
economic crimes, its practical role.

We believe that main structural ele-
ments of forensic characterization of eco-
nomic crimes committed by organized
groups with corruption links developed
by us reveal its content and have scientific
and practical significance for the methods

of investigating this type of crime.
Conclusions

It is stated that forensic characterization of
crimes is a theoretical category of forensic
science, a system of data on general signs
of crimes, typical methods and circum-
stances of their commission, and other cir-
cumstances relevant to the investigation.
The main purpose of forensic characteri-
zation of crimes is to implement its data in
investigation methods.

It is proved that crimes in priori-
ty areas of the economy are most often
committed by organized groups with
corruption ties. Forensic significance of
information about the signs of economic
crimes is substantiated reflected in spe-
cific material, ideal, electronic digital
traces, in methods of economic crimes,
in conditions and environment.

Specific subjective structure of eco-
nomic crimes is revealed organized
groups with corruption relations, ways
of their formation and principles of
functioning; specific subject of crimi-
nal encroachment, criminal corruption
technologies of economic crimes, cor-
ruption relations, negative consequences
of criminal encroachment.

54

New approach to the definition of
economic crimes committed in priori-
ty areas of economy is proposed. It is
proved that economic crimes are com-
mitted by organized groups with corrup-
tion relations in the field of property re-
lations, financial, economic and official
activities in the process of production,
distribution, exchange and consumption
of material goods, services at enterpri-
ses, institutions, organizations of priority
areas of economy, during implementa-
tion of official powers for management,
financial, tax, customs control.

Concept of forensic characterization
of economic crimes committed by orga-
nized groups with corruption relations
is formulated. It is proved that forensic
characterization of economic crimes is
a structural element of methods for their
investigation and a benchmark for the in-
vestigator in determining direction and
methods of investigating an economic
crime committed by organized group
with corruption ties, tactics, conducting
certain investigative (search) actions, co-
vert investigative (search) actions, tacti-
cal operations in a particular situation.

The main structural elements of fo-
rensic characterization have been deve-
loped and it has been proved that they
reveal its content and have scientific and
practical significance for investigation of
this type of crime.

KpumMmiHaticTHYHA XapaKTepPUCTHUKA
€KOHOMIYHUX 3/I0YHHIB,
CKOEHUX OPraHi30BaHUMHM IpynaMu
3 KOPYNIiiHUMU 3B I3KaMU

Baaenmuna Kopaic

Pozenanymo meHOeHYil po38UMKY 64eH-
HSL NP0 KPUMIHAAICMUYHY XAPAKMePUCmu-
KY 3/104UHI8, OUCKYCIUHI NUMAHHA w000 il
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NOHAMMS, KIAbKICHO20 Ma SKICHO20 CKAAady.
Koncmamosaro, wo Kpuminanicmuyna xa-
PAKMepucmuKa 3104UHI8 — ye meopemut-
Ha Kamezopis KPUMIHAAICMUKU, cucmemda
danux npo HalibinvlL 3a2anbHi 03HAKU 8UJY
3/104UHI8, MUN08i 006CMAHOBKY, CNOCOOU
1l Mexamniamul ix CKOEHHA, THWI 06cmasumil,
WO MAawme 3HA4eHHS 048 PO3CAI0YE8AHHA.
OcHoBHe Npu3HaweHHA KPUMIHANICMUYHOL
XapakmepucmuKu 3/104UHI8 N0As2AE 8 ped-
Ai3ayil ii daHux y Memoouyi po3caidy8aHHs.
Ilpouecu enobanizauii, HayKOB0-MeEXHIU-
HUIL npozpec cnpusioms KiAbKICHUM 1 AKic-
HUM 3MIHAM Y KPUMIHAAGHIL OigAbHOCTI.
IIpasosa cmamucmuka IenepanvHoi npo-
Kypamypu YKpainu, pe3yavmami HAWUX
docaidxceHb cgiduams npo me, WO 3/404U-
HU Y cepi 8I0HOCUH 6aacHOCM, PIHAHCO-
80-eKOHOMIUHOL ma cay#6080i JisabHOCMI
y npoueci upobHuymea, po3nodiny, oomi-
Hy Ma CHOMUBAHHA MamepiasvHux 6aaz
i nocayz Ha NiONpUEMCMeEax, 8 yCmaHosax,
OpeaMisayisx npiopumemHuUx HAnpsImie
eKOHOMIKU, peanizauii CAyxbo8ux mnogHo-
8aXMeHb 3 YNpABAIHCLKO20, PIHAHCOB802O,
n00amkogoeo, MUMHO20 KOHMPOAIO HAll-
uacmilile CKOII0Mb OPeAHI308AHI 2pYNLL 3 KO-
pynuitinumu 36’a3kamu. Y 36’13ky i3 yum
Mema 00CAi0HeHHS — BUBHAUMU KPUMI-
HAAICMUYHI 03HAKU eKOHOMIYHUX 3/104l-
Hi8, CKOEHUX HA NPIOPUMEMHUX HANPAMAX
eKOHOMIKU, po3pobumu noHamitinuil ana-
pam makux 3404UHI8, CXaApaKmepu3ysamu
eKOHOMIYUHI 3/104UHL, CKOEHI OP2aHi308AH1L-
MU 2pynamu 3 KOpYnuillHUMU 36°I3Kamu,
BUOKpeMUMU iXHI ck1ado8i. JJas docseHeHHs
nocmaeneHoi memu 3acmoco8aHO HAYKOBL
memodu NI3HAHHA: CNOCMepeseHHs, AHd-
Ai3, aManoeiio, O0edyKyito, CUHME3, ONUCO-
80-aHANIMUYHUL, MOOeAi08aHHa ma iH. 3a-
TPOTIOH08AHO HO8UL Ni0Xi0 00 8UHAUEHHS
NOHAMMS eKOHOMIYHUX 3104UHI8. Cxapak-
MepU308aHO eKOHOMIYHI 3/A04YUHLU, CKOEHI
0p2aHi308anHUMU epynamu 3 KOpYynyiiHumMU
38’a3Kamil, 8UOKpemAeHO 1XHI ckaadosi ons
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3acmocysamHs 68 Memoouul po3caidy8aHHs
14020 8UJY 3104UHIE.

Karouoei caoea: KpuMIHAAICTUYHL
O03HAKU; eKOHOMIYHI 3/104UHU; KPUMIHAAIC-
MUYHA  XAPAKMEPUCMUKA; O0p2aHi308ami
2pyniL; KOpynuyitini 36’s3Ku.
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The main criminal procedural and forensic means of prelimi-
nary research on living person body are highlighted. The methods
of linguistic analysis, formal-legal, formal-logical, forecasting, as
well as activity and praxeological approaches in criminology are
@ @ used. It is argued that as a result of a preliminary forensic exam-

ination of living person body, it is possible to obtain information
about signs of its appearance (in particular, functional), materially
fixed traces on body and clothes, as well as about the person who
left them, as a social being. It was found that the leading procedur-
al means of examining living person body of a is an examination
aimed at identifying traces of a criminal offense and special signs
on a person’s body and clothing. It is proved that special signs in the
context of research should be understood as any individual (person-
al) anatomical features of a person’s appearance. Visual observa-
tion is recognized as the main method of research within the scope
of this investigative (research) action, and investigative experiment
is procedural means of researching functional features of a person’s
appearance. This research makes possible to determine a person’s
ability to perform certain actions, the presence of professional
and other special skills, as well as psychophysiological reactions to
certain stimuli. It is noted that the functional signs of a person’s
appearance can be recognized during other verbal and mixed in-
vestigative (search) actions: interrogation, search, presentation for
identification. Information obtained in this way is indicative and
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can be used for tactical purposes. It is emphasized that further pros-
pects of scientific research in this area are related to the development
of criminal procedural and forensic means of preliminary forensic
examination of corpses.

Keywords: criminal proceedings; preliminary forensic re-
search; human body; offense traces; anatomical signs of appear-
ance; survey; crime scene reconstruction.

Research
Problem Formulation

No criminal offense can do without a per-
son as an element of mechanism of its
commission. As a result of direct or indirect
participation in criminally relevant events,
people reflect their signs in environment
and perceive the signs of other elements of
the formation mechanism. Therefore, hu-
man body (both living and dead) is a poten-
tial carrier (source) of various information
relevant to criminal proceedings.

Human as a social being who thinks
and feels and who is recognized as the
highest value in modern humanistic so-
ciety, needs a special attitude to research
on his body. This requirement involves
compliance with specific provisions of
the procedural law, as well as the use by
authorized persons of permissible, eth-
ical and safe tactics and scientific and
technical means.

In order to facilitate development of
practice-oriented recommendations for
the most effective research on body of
a living person in criminal proceedings,
we consider it appropriate to highlight
the main criminal procedural and cor-
responding forensic means of obtaining
and processing such information. In this
context, we apply a broad approach to in-
terpretation of the concept of preliminary
research and understand it as a set of ex-
trajudicial non-expert actions of subjects
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of evidence regarding the processing of
sources of evidentiary information, ob-
taining from them and clarifying the con-
tent of information about circumstances
relevant to criminal proceedings.

Article Purpose

Highlight the main criminal procedur-
al and corresponding forensic means of
preliminary forensic examination of the
body of a living person.

Research Methods

A set of general scientific and special
methods of cognition (in particular, lin-
guistic analysis and formal legal) was
used to study provisions of the current
criminal procedural legislation on the
procedure for conducting an investiga-
tion, an investigative experiment and
some other investigative (search) actions
(hereinafter referred to I(S)A). Using the
formal-logical method, circumstances
that can be clarified within the frame-
work of these procedural actions have
been studied. Means of activity and
praxeological approaches in forensic sci-
ence have worked out the methods and
techniques of preliminary examination
of the body of a living person. The fore-
casting method made it possible to deter-
mine the further prospects for scientific
developments in this area.
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der and tactics of conducting procedur-
al actions aimed at obtaining forensi-
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N.Konoval**and other domestic scientists.
Among the foreign ones, we should note
the research papers of E. Ronai and E. Du-
rand 5, I. Scott 4, M. Doyle 5, W. J. Bod-
ziak !¢ P. R. DeForest, R. E. Gaensslen, and
H. C. Lee Y, B. A. J. Fisher ¥, R. H. Fox,
C. L. Cunningham %, V. J. Geberth ¥, and
others. At the same time, the set of crim-
inal procedural and forensic means of
preliminary forensic researches of living
person body has not been systematically
considered in the special literature, that
indicates the relevance of this article.

Main Content Presentation

Human body as an object of the material
world is a valuable source and carrier of
evidential information in criminal pro-
ceedings. As a result of his preliminary

research during the pre-trial investiga-
tion of criminal offenses, the following
groups of forensically significant infor-
mation can be obtained:

« aboutthe signs of a person’s appea-
rance: as their own (in particular,
gender, age, height, weight, physi-
cal condition of the body, anatom-
ical signs, special and noticeable
signs, etc.) as related (clothing and
accessories). Functional features
of the appearance of living people
(gait, facial expressions, gestures,
voice, speech, skills (in particular,
criminal), handwriting, etc.) can
be essential for criminal proceed-
ings;

« about the material-fixed traces
on the human body and clothing
(processing of such reflections
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makes it possible to indirectly
investigate the trace-forming ob-
jects and determine the mecha-
nism of trace formation);

« about a person as a social being
(education, profession, mari-
tal status, social ties, beliefs, etc.)
by examining his body for specific
tattoos, scars, jewelry, occupation-
al injuries and diseases, etc.

In order to information contained
in the human body to be of evidentiary
value, it must be obtained in the manner
prescribed by the current criminal proce-
dural legislation. At the same time, com-
pliance with only criminal procedural re-
quirements for the conduct of appropriate
actions may not be enough for a proper
study of such a specific object. For effec-
tive identifying and processing forensical-
ly significant features of the human body,
it is necessary to apply appropriate means
of forensic technology and tactics.

The main procedural means of direct
preliminary examination of the body of
a living person is examination Article 241
of Criminal Procedural Code of Ukraine?
that can be defined as t public I(S)A con-
sisting in the examination (direct percep-
tion of external signs) of the body and
clothing a living person in order to find
traces of a criminal offense or special
signs on them, if it is not necessary to
conduct a forensic medical examination.

The main direct object of research
during this C(R)D is the body of a living
person. We agree with E. Lukianchykov
and B. Lukianchykov that during survey
as a simple examination of the human

body, only external signs can be detec-
ted. At the same time, the internal prop-
erties and conditions of the body can
be determined within the framework
of special researches ? (forensic med-
ical, forensic psychiatric and forensic
psychological examinations, as well as,
if necessary, in conjunction with other
types of forensic examinations). Part 1
of Art. 241 of the Criminal Procedural
Code of Ukraine of Ukraine stipulates
a restriction according to which during
the examination it is impossible to de-
termine the circumstances for which it
is necessary to conduct a forensic medi-
cal examination.

In addition, within the framework of
such an investigative (search) action, it is
possible to inspect the clothes in which
the examined person is located. Such
a study is carried out in the procedural
order of Art. 241 of the Criminal Proce-
dural Code of Ukraine of Ukraine, taking
into account general tactical recommen-
dations for a detailed review of things.

According to Part 1 of Article 241 of
the Criminal Procedure Code of Ukraine,
examination as a means of criminal pro-
cedural evidence is carried outin order to
determine two groups of circumstances:
a) the presence (and nature) of traces of
a criminal offense on the body and cloth-
ing of a living person; b) special signs of
the person being examined. These cir-
cumstances form the subject of research
while conducting this I(S)A.

Traces of a criminal offense in this case
should be understood as materially fixed
traces of contact, thermal, chemical or

21 KpuMiHaJIbHUI NPOIeCyalbHUN KoZeKCe VikpaiHu Bij 13.04.2012 p. Ne 4651-VI (3i 3MiH.

Ta [IOIOB.).
27.03.2024).

URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed:

22 Jlyk’sinuukoB €. [I., JIyk’'saunkoB B. €. 3azuau. TBip. C. 151. URL: https://ela.kpi.ua/items/
cc587ef8-649c-42e8-bc7b-chedeb54cd19 (date accessed: 27.03.2024).
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other action that are formed on the body
(skin, nails, hair) and clothing of a per-
son as a result of his participation in
a criminal relevant event. In turn, such
reflections can be divided into traces
of layering, bodily injuries, damage to
clothing and other traces of a non-trau-
matic nature.

Traces of layering are formed as a re-
sult of the transfer of substances, objects
or their parts to the body or clothes of
a person: these are objects and substanc-
es that were contained in the surround-
ing environment of the scene (soil, sand,
dust, plant pollen, etc.), parts of devices
and mechanisms, with which the per-
son interacted (paint, grease, powder
from a gunshot, etc.), objects of biolog-
ical origin (blood, urine, saliva, semen,
post-consumer matter, particles of skin,
hair, fragments of nail plates, etc.), in
particular, such belonging to the subject.
The informative value of the described
traces lies in the fact that their research
(in particular, further expert research)
can make it possible to determine the
origin and mechanism of formation of
such reflections. According to the results
of detection and preliminary research of
traces of layering on a person’s body and
clothing, trace evidence, chemical, bio-
logical, DNA analysis and other types of
forensic examinations can be prescribed.

The concept of bodily injury to a per-
son is defined at the sub-legal level as a vio-
lation of the anatomical integrity of tissues,
organs and their functions, which occurs
as a result of the action of one or more
external damaging factors . Considering

mechanism of trace formation, these can
be both traces of exfoliation (separation of
a part of tissues from the body, loss of bi-
ological fluids, etc.), and the results of the
action of other factors (physical, thermal,
chemical and other types of influence). It
should be noted that the examination is
not a procedural means of determining
and assessing the nature of bodily injuries,
therefore it is necessary to carry out an
expert examination of the body of a living
person within the framework of conduct-
ing a forensic medical examination (clause
2, part 2, article 242 of the Criminal Proce-
dure Code of Ukraine). At the same time,
I(S)A, provided for in Art. 241 of the Crim-
inal Procedure Code of Ukraine, can be
used to identify and record physical inju-
ries that can quickly disappear due to natu-
ral healing mechanisms. If such traces are
found, the forensic medical expert can be
sent a report of the person’s examination
and a photo plate to him. As O. Volobuieva
notes, in the case of detection of signs on
a person’s body, which are characteristic
of more persistent physical injuries, the
results of the examination may become
a reason for the appointment of a forensic
medical examination *.

Damage to clothing can be detected
in the form of a violation of its integrity,
detachment of individual parts, etc. Inves-
tigation of such traces can help subjects
of evidence to identify the features of the
trace-forming object and the mechanism
of trace formation. In addition, injuries
on clothing often correspond to bodily
injuries, so they should be investigated
comprehensively. Based on results of de-

23 TlpaBuiia CyZ0BO-MeJUIHOTO BU3HAYEHHS CTYIIEHS TSHKKOCTI TiJIeCHUX YIIIKO/PKEHbD © 3aTB.
Haka3. MO3 Vkpainu Big 17.01.1995 p. Ne 6. URL: https://zakon.rada.gov.ua/laws/show/

z0255-95 (date accessed: 14.04.2024).

24 Bosobyesa O. O. 3aszHau. TBip. C. 178. URL: http://nbuv.gov.ua/UJRN/pppd_2018_1_27 (date

accessed: 27.03.2024).
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tection and preliminary research on dam-
age to human clothing, trace evidence,
chemical and other examinations can be
prescribed (in particular, in conjunction
with forensic medical examinations).

In addition to the above, during exa-
mination, other traces (changes) of
a non-traumatic and non-destructive na-
ture on the human body and clothing can
be situationally detected and investigated
(for example, tanning, hair fading due to
sunlight, redness or weathering of the skin,
tightness of clothing, etc.). Such traces (as
well as bodily injuries, subject to their ex-
ternal appearance) can at the same time be
considered signs of a person’s appearance.

Specifics of a person as a subject of
research during the survey are most often
understood by scientists in the habito-
scopic sense of such a term, as distinctive
features that have value and significance
for identifying a person based on appear-
ance. In particular, V. Shepitko mentions
among them tattoos, birthmarks, scars,
etc. ; Yu. Alenin: birthmarks, tattoos,
scars, scars, warts, absence of some
parts of the body, traces of former diseas-
es, etc. %; Zh. Udovenko: congenital and
acquired features, anomalies of the ana-
tomical structure; features of individual
elements of appearance; signs indicating
the activity of the person subject to inves-
tigation ¥. Zh. Udovenko proposed to de-
fine the special signs discovered during
the survey as signs of appearance, which
are deviations from the natural (normal)

anatomical and morphological structure
and development of the human body,
as external manifestations of the body’s
functions, which can be perceived on
a sensory level and which allow to identi-
fy a specific person .

Among the characteristics of the ap-
pearance of a person given by this author,
the main thing, in our opinion, is their
suitability for use in the process of identi-
fying a person. Interesting is the position
of K. Chaplynskyi, who does not limit re-
search topic during the examination only
to traces of a criminal offense and special
signs: in his opinion, examination as an
examination of the body of a living person
can be carried out in order to identify and
record other signs and properties of the
body that are important for criminal pro-
ceedings # that we consider appropriate.

Current Criminal Procedural Code
of Ukraine of Ukraine does not contain
a separate procedural mechanism for
the study and consolidation of general
anatomical features of a person’s appear-
ance. None of the available procedural
actions is directly aimed at knowing the
signs of a person’s appearance, carrying
out their verbal description and visu-
al fixation. For the purposes of making
experimental photographs of a person
for the purpose of appointing and con-
ducting a forensic portrait examination,
photography can be carried out in accor-
dance with Art. 245 of Criminal Proce-
dural Code of Ukraine. At the same time,

25 Besnmka yKpaiHCbKa IOpUAWYHA eHIIuKIoneid. Y 20 T. T. 20 : KpumiHaiticTHKa, CyL0Ba eKc-
IepTH3a, I0PUAUYHA IIcuxosorisa / peakoi.: B. 0. IllemiTeko Ta iH. XapkiB, 2018. C. 655.

26 HaykoBo-IIpaKTUYHHUU KOMeHTap KpuMiHaIbHOTO IpollecyaslbHOT0 KOJEKCYy YKpaiHnu / 3a
pez. C. B. KiBasnosa Ta C. I. KpaBuenko. Ozeca, 2020. C. 422.

27 Vnosenko JK. B. KpuMiHamicTiKa : KOHCIIEKT JIEKII. / 3a 3ar. pex. B. I. l'asarana. Kuis, 2016.

C. 158.
28 Tam camo.

29 YamnmuHcbkuil K. O. OcBifyBaHHS K 00€KT ... . C. 452. URL: http://biblio.umsf.dp.ua/jspui/
handle/123456789/542 (date accessed: 27.03.2024).
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there are no procedural mechanisms for
photographing a person for further pre-
sentation for identification by photo or
presentation of such an image to another
person during interrogation.

In this case, we suggest considering
the survey as a procedural tool for ob-
taining and consolidating information
about the signs of a person’s appearance
in general, and not only about his special
features. Within the current procedure of
examining the body of a living person, it is
possible to identify and record its general
anatomical features that M. Saltevskyi de-
fined as innate features of the shape, size
and location (localization) of individual
parts of the human body *. However, the
concept of special signs is not defined by
the current legislation, and depending on
situation, law enforcement officers inter-
pret it quite broadly. For the needs of prac-
tice, this term can denote any individual
signs of a person’s appearance, suitable
for use in the process of his identification.
With such an approach, during survey, it
is possible, for example, to measure the
height of a person and dimensional char-
acteristics of individual parts of his body,
weigh him, compile his verbal portrait, vi-
sually and figuratively record the signs of
his appearance, etc.

If conclusion of forensic medical exa-
mination determines that only a person of
a certain height or weight could cause bodi-
ly harm to the victim, the examination can
become a procedural means of determin-
ing the height and weight of the suspect
to verify version of his involvement in the
commission of the act under investigation.
This form of research is more procedural-
ly economical (compared to conducting an
investigative experiment) and should pre-
cede it. In turn, it is advisable to conduct

an investigative experiment only if the data
on certain physical characteristics of the
person obtained during the examination
confirm the version of his participation in
case of criminal offense.

In addition, within the framework of
survey of living person body, individual
congenital and acquired functional features
can be detected and investigated. For ex-
ample, if the witness or the victim during
interrogation points out certain functional
features of the person (for example, a viola-
tion of mobility of individual joints, such as
the hand does not bend, one of the fingers is
constantly bent, etc.), then these signs can
be detected during forensic examination. At
the same time to identify and directly study
the complex dynamic properties (function-
al features) of person, it is advisable to con-
duct crime scene reconstruction.

Thereby we propose to interpret the
concept of “special signs” in terms of
Art. 241 of Criminal Procedural Code of
Ukraine somewhat more broadly: as any
individual (personal) anatomical features
of a person’s appearance. The proposed
approach will make it possible to use the
mentioned I(S)A as a procedural tool for
researching and recording a person’s ap-
pearance in general. This will also allow
for the implementation of signal pho-
tography and 3D scanning of the face in
order to clearly capture the signs of its
appearance during the examination. At
the same time, in order to comply with
the principle of legal certainty, we pro-
pose to reflect the above-mentioned ap-
proach in the text of Part 1 of Art. 241 of
Criminal Procedural Code of Ukraine of
Ukraine and replace the words: “identifi-
cation of special features” with the words
“identification and fixation of signs of such
a person’s appearance”.

30 CanreBcbkud M. B. KpuminamicTuka : migpy9suk: y 2 4. 4. 1. Xapkis, 1999. C. 141.
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During survey, authorized persons use
anumber of forensic means of examining
the body of a living person, which we sug-
gest to be understood as a set of scientific
and technical means, as well as techni-
cal-forensic and tactical-organizational
recommendations for their use, aimed
at the most complete, effective, safe and
ethical obtaining forensically significant
information from human body.

General tactical-organizational recom-
mendation for the study is the involvement
of special knowledge bearers as specialists
in this I(S)A. A doctor can be involved in
the process of preliminary examination
of the body of a living person as a special-
ist - if probable bodily injuries, traces of
biological origin on the body and clothes
of a person, as well as special signs that
may be associated with defects of individ-
ual development or injuries, etc., are in-
vestigated. The doctor involved can apply
methods of external medical examination
and help to identify and correctly describe
injuries on the person’s body. In addition,
as noted by K. Chaplinskyi, the proposal of
scientists to involve a doctor in conducting
a forced examination to control the intensi-
ty of the means of influence applied to the
person being examined is worthy of atten-
tion *'. Forensic specialist can be brought
in to help identify and record traces on
a person’s body and clothing. If a minor
or an underage person is subjected to ex-
amination, in view of the requirements of
Art. 227 of the Criminal Procedural Code
of Ukraine, a teacher or a psychologist and
(if necessary) a doctor should be involved
in the conduct of a procedural action as

specialists (the presence of a legal repre-
sentative and a defense attorney is also
mandatory if a minor suspect or accused is
being examined). Specialists of a different
profile may be involved in the survey on
a case-by-case basis.

The body of a living person is exami-
ned by an investigator, investigator, or
prosecutor through visual perception (ob-
servation). The doctor involved can also
apply methods of external medical exa-
mination (in particular, superficial pal-
pation to localize swellings, dislocations,
scars, etc.). In order to detect invisible and
barely visible traces of a criminal offense
on a person’s body (in particular, traces
of layering of biological origin, micro-ob-
jects), it is possible to use means of optical
or digital magnification, sources of visible
and invisible light, etc. Rulers, measuring
tapes, vernier calipers, scales and other de-
vices are used to measure the anatomical
parameters of the person, the size of indi-
vidual elements of appearance and traces;
thermometers for measuring body tem-
perature. A. Taranova rightly observes that
it is advisable to entrust the measurement
of the size of the detected damages, as well
as individual special signs, involved spe-
cialist, doctor *2. We believe that during the
examination, it is sometimes also possible
to use operative ultrasound and X-ray ex-
amination (in particular, to detect foreign
objects in the cavities of the person’s body,
such as containers with narcotic drugs that
person can have previously swallowed).

P. Antoniuk and N. Kononenko single
out two main scenarios for conducting
human survey:

31 YammuHcbkuii K. O. TakTudHe 3a6e3r1e4eHHS IPOBeJeHHS CIiAYUX Aiit : MoHorpadis. JJHimpo-
METPOBCHK, 2010. C. 94. URL: https://dduvs.edu.ua/wp-content/uploads/files/Structure/library/

student/mono.pdf (date accessed: 27.03.2024).

32 TapanoBa A. 3azHau. TBip. C. 144. URL: http://www.jurnaluljuridic.in.ua/archive/2019/4/

part_1/31.pdf (date accessed: 27.03.2024).
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1) if authorized person knows in ad-
vance the approximate location of
certain signs on the human body,
then such a person can be asked to
demonstrate corresponding part of
the body (or it will be examined forc-
ibly), after which all participants in
procedural action visually perceive
such signs, fixing them;

2) if procedural action subject does not
have specific information about spe-
cial signs or traces on the body and
clothes of the person under investiga-
tion, such investigative (search) action
acquires a searching nature.

In described situations, a methodical
continuous visual examination is carried
out first of the clothes, and then of the
body of the examined person *. Complete
examination of the body of a living person
begins with a general examination of the
surfaces of clothing, shoes, open areas of
the body (primarily the face, neck, hands).
After a general examination of the person
subjected to the examination, he/she is
asked to consistently remove and provide
the authorized person with items of cloth-
ing, each of which must then be carefully
examined *. After that, the parts of the
body of examined person who previously
concealed clothes are examined.

Information about peculiarities of
a person’s behavior, embodied in the ex-
ternal manifestations of the functioning
of his body, can have significant eviden-
tiary value in criminal proceedings. In
theory of forensic science, such proper-
ties are called functional features of
a person’s appearance *.

The main procedural means of pre-
liminary investigation of functional signs
of a person’s appearance should be reco-
gnized as an investigative experiment,
the procedure for which is stipulated
by Art. 240 of the Criminal Procedural
Code of Ukraine. Thanks to this I(S)A, it
is possible to determine the presence and
investigate three main groups of function-
al features of a person’s appearance: 1) his
ability to perform some actions in certain
conditions (see something, hear some-
thing, overcome a distance in a certain
time, etc.); 2) availability of professional
and other special (in particular, criminal)
skills; 3) availability of psychophysiological
reactions to certain stimuli (external ma-
nifestations of recognition of objects, ter-
rain, sounds, etc.). These circumstances
form the subject of the study of the human
body within the framework of crime scene
reconstruction.

Ability of person to perform certain
actions and availability of special skills is
checked by reproducing such actions (skills)
in artificially created conditions as close
as possible to situation where the person
(probably) committed them earlier with-
in the framework of criminal relevant case.

For this purpose, it is necessary to
carefully examine the available materials
of the criminal proceedings, to accurately
determine the circumstances and condi-
tions in which the checking actions were
carried out. For this purpose, V. Kovalen-
ko proposes to pre-interrogate the person
whose functional characteristics will be
investigated as part of the investigation
experiment, and find out, for example,

33 Agronook II. €., KoHoHenko H. O. 3asmauy. TBip. C. 219—220. DOI: 10.32842/2078-

3736/2022.6.33 (date accessed: 27.03.2024).

34 Yamauuacbkuil K. O. TakTuuHe 3abe3led4eHHA ...

. C. 102. URL: https://dduvs.edu.ua/

wp-content/uploads/files/Structure/library/student/mono.pdf (date accessed: 27.03.2024).
35 Besnnka ykpaiHCbKa IOPUAWYIHA EHITUKIONEZ i ... . C. 552.
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the method of manufacturing a certain
object, the materials used to commit il-
legal acts, the presence of special skills
and experience in the person etc. Lat-
er (during the investigative experiment)
conditions similar to those described by
him during interrogation are created for
such a person, and they are offered to re-
produce (demonstrate) certain actions. If
a person in experimental conditions is not
able to reproduce the actions being tested,
this may indicate that he does not have the
skills he claimed to have *. In this context,
the investigative experiment becomes
a means of verifying the reliability of the
testimony of the person whose functional
characteristics are being investigated.

At the same time, it should be agreed
with O. Kotiuk that the negative result of
the investigative experiment should be as-
sessed carefully and in conjunction with
other evidence. Impossibility of reproduc-
ing certain circumstances (or actions) in
the conditions of this I(S)A often indicates
not the fundamental impossibility of their
existence, but some conditions that are
not taken into account during the experi-
ment ¥. In practice, there have repeatedly
been situations when persons within the
mechanism of a criminal offense under
the influence of stress and increased pro-
duction of adrenaline by the body per-
formed certain actions (overcoming long
distances, lifting heavy objects, stopping
physically stronger persons, etc.), which
then could not be reproduced in calmer
experimental conditions.

Before carrying outsuch I(S)A, itis rec-
ommended to involve forensic specialists
to provide assistance with modeling the

conditions for conducting experimental
actions and recording them. In addition,
while checking presence of professional
or other special skills in a person, it is de-
sirable to involve a person who really has
such skills and is able to assess the cor-
rectness of their application by the person
whose functional signs of appearance are
being investigated. Such a knowledgeable
person can provide specific devices and
technical means necessary for conducting
experimental activities. For example, in
the process of checking whether a person
has the skills to open (overcome) locks, it
is advisable to involve a professional lock-
smith (“safecracker”) who can help pick
locks similar to those broken during the
commission of a criminal offense, pro-
vide different types of locks and assess the
level at which this person is operates with
such means, to formulate questions that
will make it possible to check the level of
a person’s professional awareness, etc.
Information about availability of a per-
son’s external reactions to certain stimuli
can, for example, be examined by autho-
rized persons during an investigative ex-
periment to check the person’s testimony
on the spot and determine the degree of
his awareness of certain circumstances.
For example, testimony of a witness about
the fact of his stay in a certain area and his
personal perception of criminally relevant
events can be verified by bringing this per-
son to the scene of the event and observing
his behavior. If under such circumstanc-
es a person gets lost, studies the area for
a long time, sees certain objects “as if for
the first time”, corresponding psychophys-
iological manifestations can appear in his

36 Kosasenko B. B. 3aznau. TBip. C. 150—151. URL: http://nbuv.gov.ua/UJRN/krise_2014_59_20

(date accessed: 27.03.2024).

37 Kotwok O. I. 3asuau. TBip. C. 134. URL: http://nbuv.gov.ua/UJRN/bmju_2013_3_21 (date

accessed: 27.03.2024).
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behavior. In order to identify and correctly
assess the described signs, it is advisable to
involve a psychologist-behaviorologist as
a specialist before conducting an investiga-
tive experiment (behaviorism is a direction
in psychology that consists in the study of
the behavior of people and animals with
a complex nervous system as an external
manifestation of their psychological activ-
ity ). Data on functional characteristics
of a person determined in this way usually
have indicative value in criminal proceed-
ings. Based on observation, the authorized
person can put forward versions about the
degree of awareness of the person partici-
pating in the investigative experiment, the
truthfulness of his testimony, etc. These
versions are then checked during this and
other procedural steps. We note that it is in-
admissible, as from the positions of Part 4
of Art. 240 of the Criminal Procedural Code
of Ukraine, as well as for ethical reasons,
is the use of an investigative experiment
to determine the presence of painful re-
actions in a person to external stimuli (for
example, epileptic reactions to a flashing
light, etc.), because such signs are deter-
mined exclusively within the framework
of judicial medical and forensic psychiatric
examinations.

Functional signs of a person’s appear-
ance can also be investigated during other
verbal and mixed procedural actions. Thus,
during the interrogation, the authorized
person is recommended to monitor the
interrogated person’s non-verbal reactions

to the questions put to him, the evidence
presented, etc. L. Udalova emphasizes that
observing the behavior of the interrogated
person is one of the most important con-
ditions for the correct evaluation of the
results of the interrogation *. O. Vashchuk
believes that the perception and analysis
of human-source non-verbal information
during the interrogation enables the au-
thorized person to build the tactics of this
procedural action and to establish psy-
chological contact with the interrogated
person. Information obtained in this way
contributes to putting forward the version
about the degree of person awareness *,
truthfulness and accuracy of his testimony,
the reasons for disagreements, etc., and
the adequate correction of interrogation
tactics. During a search, it is traditionally
recommended to observe the behavior of
the searched person: with a change in the
situation of I(S)A, she may show casual
psychophysiological reactions of varying
degrees of severity (sweating, tremors of
the whole body, arms or legs, changes in fa-
cial expression, tone of voice, etc.), which
can testify to the search success and help
to choose necessary means of permissible
psychological influence. Within the frame-
work of the presentation for recognition,
it is advisable to observe the psychophysi-
ological reactions of the person being rec-
ognized and the person being recognized:
in this way, it is possible to detect probable
signs of mutual recognition and the pres-
ence of psychological influence, as well

38 Bongapenko O. B., Ciocapenko 0. JI. BixeBiopusMm Biz /I)xoHa B. YoTcona g0 E. TonmeHa.
Hayxogi zopusonmu. 2019. Ne 2 (75). C. 80. URL: http://nbuv.gov.ua/UJRN/Vzhnau_2019_2_14

(date accessed: 27.03.2024).

39 Vganosa JI. [I. Teopis Ta IpaKTHUKa OTPUMaHHS BepbaapHoi iHpopMalii y KpuMiHaJIbHOMY
npoueci Vkpainu : MoHorpadia. Kuis, 2005. C. 210. URL: https://library.nlu.edu.ua/POLN_
TEXT/MONOGRAFII_2009/UDALOVA_2005.pdf (date accessed: 27.03.2024).

40 Bamyk O. I1. AHTpOoIIO/KEpesibHA HeBepbasibHa iHGopMallis B KpUMiHATbHOMY ITPOBa/IKEeH-
Hi: KpUMIHAJIICTUYHI 3acajyu : AUC. ... A-pa fopua. Hayk. Ogeca, 2018. C. 361. URL: https://
dspace.onua.edu.ua/items/a9c52c07-2ab4-4986-966f-0e25eb41dab7 (date accessed: 27.03.2024).
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as external manifestations of strong emo-
tions of the participants in the procedural
action, etc. At the same time, the described
information about the functional features
of a person’s appearance do not acquire
evidentiary value and are of an exclusively
indicative nature.

During interrogation, so-called poly-
graphs can be used to record the psycho-
physiological reactions of the interrogated
person to the questions asked and other
stimuli. Under this name, a number of dis-
parate devices are combined that record
changes over time in some parameters of
the human body (most often heart rate and
breathing rate, blood pressure, degree of
sweating (due to skin-galvanic reaction),
body temperature, etc.). In popular scien-
tific literature, polygraph examinations
are most often described as a method of
detecting false statements, and the term
“polygraph” is often used as a synonym
for a lie detector at the household level. To
date, connection between the change in
a person’s psychophysiological indicators
and his false testimony has not been sci-
entifically substantiated, so there are dis-
cussions in scientific circles about possi-
bility, expediency and ethics of using such
devices.

We are convinced that at the current
stage, polygraphs as scientific and techni-
cal means should be perceived exactly as
they are - devices for recording individual
psychophysiological indicators of a per-
son’s body. Information obtained with the
help of a polygraph during interrogations
in criminal proceedings is of an exclusive-
ly indicative nature. The use of such a de-
vice during an interrogation can be con-
sidered a tactical method of psychological
influence on the interrogated person. We
consider it inadmissible to mislead such
a person by exaggerating real capabili-

ties of the polygraph or by threatening to
prosecute him for giving knowingly false
statements based on the results of such
adevice. In addition, according to the cur-
rent legislation, the of polygraph use tests
during any procedural actions in criminal
proceedings is purely voluntary.

Conclusions

Consequently, living person bod is a valu-
able source and carrier of forensically sig-
nificant information in criminal proceed-
ings. As a result of his previous research,
you can learn about the signs of a person’s
appearance, about traces on his body and
clothes and about him as a social being.

The main procedural means of prelim-
inary examination of the body of a living
person is an examination aimed at deter-
mining the presence and nature of traces
of a criminal offense on the body and cloth-
ing of a person (among which it is possible
to single out traces of layering, bodily in-
juries, damage to clothing and other trac-
es of a non-traumatic nature), as well as
special signs of the examined persons We
are inclined to a broader interpretation
of the term “special features” as any indi-
vidual (personal) anatomical features of
a person’s appearance suitable for his iden-
tification. The leading research method
during the survey is visual perception (ob-
servation) of the human body. A doctor in-
volved as a specialist can also use methods
of external medical examination (in par-
ticular, superficial palpation). Appropriate
scientific and technical means are used to
detect invisible and barely visible traces, as
well as to measure the size of individual el-
ements of appearance and detected traces.

Key procedural means of preliminary
forensic research on functional features
of a person’s appearance is an investigative
experiment, as a result of which it is possi-
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ble to identify and investigate the possibil-
ity of a person to perform certain actions
in certain conditions, availability of pro-
fessional and other special skills, as well
as psychophysiological reactions to exter-
nal stimuli. During interrogation, search,
presentation for identification and other
verbal and mixed procedural actions, func-
tional features of a person’s appearance are
a source of indicative information, the ba-
sis for proposing versions and the basis for
adjusting the tactics of these actions.

Accordingly, we propose to replace
the words: “detection of” special signs” with
the words: “detection and fixation of signs
of such a person’s appearance” in Part 1 of
Article 241 of Criminal Procedural Code of
Ukraine.

Further prospects for scientific research
in this area are associated with processing
criminal procedural and forensic means of
preliminary forensic research on corpses.

KpuMiHa/IbHI IponiecyanabHi
Ta KpUMiHaTicTU4YHI 3aco0u
[IONEePeSHbOrO JOCTi/IKeHH
TijIa }KUBO1 JIOAHHN
Apmem Koeaaenko

Bucgim/ieHo 0CHO8HI KPUMIHAALHI NpoYe-
CYANbHI MAKPUMIHAAICMUYHI 3ac00U noneped-
Hb020 00CAi0KHCeHHA mina Hueol Ato0uHuU. Bu-
KOpUCMAHO0 Memoou AiH28ICTUYHO20 AHANI3Y,
popmanvHo-topuduunuil, GopManbHo-102TH-
HUTl, NPOZHO3Y8AHHS, A4 MAKONH OLLAbHICHULL
i npakceonoeivHuil nidxodu 6 KpUMIHAAIC-
muyi. ApeyMeHmo8aHo, 1o 8 pe3yAbmami no-
nepedHb020 J0CAIONHCeHHA MIAA HCUBOL NOOUHL
MOJNCHA ompumami 8i00MOCML NpPo 03HAKU
i 306HiwHOCMI (30Kpema, (QYHKUILHI), Ha-
ABHL HA MiAL Ui 00530 MAMePIANbHO-PIKCOBAHT
cnidu, a makos npo AOUHY, AKa X 3aau-
wuaa, K coyianviy icmomy. 3’acosamo, wo
NPOBIOHUM NPOUeCYanbHUM 3acobom 00cAid-
JHeHHS MIiAd HUB0L AIOOUHLL € 0C8I0Y8AMHHA,
CNpamosane HA BUSE/AEHHA HA MIAL 1L 00431
M00uUHU €1idi8 KPUMIHAABHOZO Npasonopy-

weHHa 1l ocobausux npukmem. Jlogedero, uj0
110 0co6AUSUMU NPUKMEMAMIL 8 KOHIEKCIMI
oceidysanHs caid po3ymimu 6ydv-axi iHOUeI-
dyanvii (0cobucmi) aHAMOMIYHI 03HAKL 306-
HiwHocmi ocobu. OcHogHUM memodom 0ocaio-
HCEHHS Y Mexcax yiel caidwoi (po3uLykogor) dil
BU3HAMO 8i3YaNbHe CTIOCTNEpPeXteHH, a Npoye-
cyanvHuMm 3acobom 0ocaidnceH A PYHKYILHLX
03HAK 3068HIUHOCTIL NMO0UHUL — CAI0HUTL eKCTie-
pumenm. Lle docaidscenHs daec 3mozy 8u3Ha-
UUMU  MONAUBICML 0COOU GUUHUMU OesKi
dii, HaseHicmb Y Hel npogeciiiHux ma THUWUX
CNeyianbHuX HABU4OoK, d Makoxie ncuxoisio-
AN02THHUX pedKyiil HA MeeHi nodpasHuku. 3a-
y8asiceHo, w0 GYHKUITIHI 03HAKU 308HILLHOCTII
0C06U MONHCHA NIZHAMU MAKONHC Ni0 4ac npose-
OeHHSA THILLX 8epOANBHUX T SMILLAHUX CALOYLX
(poswwykosux) diil: donumy, obuLyxy, nped’sas-
NeHHs 045 enisHaHHA. Ompumani y maxuil
cnocib gidomocmi Mawmov OPIEHMYEANLHUIL
Xxapaxkmep, ixX MOXCHA 6UKOPUCTAMU 3 MAK-
muunoio memoro. Hazonouero, wo nodanviui
nepcrekmueu Haykogozo nNoulyky y uiil cgepi
n08’13aHl 3 ONpaylo8aHHAM KPUMIHAALHUX
MPOUECYANLHUX | KPUMIHAAICMUYHUX 3dc0618
nonepedHv020 oCAIONHeHHS Mpynis.

Katouosi caoga: kpuminaavhe nposad-
JHeHM; nonepedHe 0ocAidKHceH Hs; iAo A100U-
HU; cA10U KPUMIHAABLHO20 NPABONOPYULEHH;
AHAMOMIYHI 03HAKU 308HIULHOCTI; 0C8iJY-
BAHHA; CAIOHUIL eKCTiepUMer .
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The paper outlines peculiarities of a forensic veterinarian’s inter-
rogation, the subject of which is the provision of testimony by a fo-
rensic veterinarian, specification or clarification of a conclusion. The
Purpose is to characterize the peculiarities of obtaining a forensic ex-
pert’s testimony as an element of evaluating his/her conclusion and
to determine its influence on the quality of conclusion evaluation. For
this purpose, general scientific and special research methods have been
applied. Emphasis is made on the forensic veterinary aspect of this is-
sue. It has been proven that the procedure for summoning a forensic
expert, the place and procedure of his/her interrogation are governed
by the procedural legislation of Ukraine and correspond to the rules of
summoning and interrogating other participants in a criminal pro-
ceeding. The algorithm of a forensic veterinarian’s interrogation has
been defined, including the following stages: 1) defining a forensic
veterinarian’s competence; 2) specifying certain aspects involving ap-
pointment and the course of forensic veterinary examination conduct;
3) analyzing objects and initial data used by the forensic veterinarian
during forensic examination and conclusion compilation; 4) elucidat-
ing peculiarities of applied forensic research methods and information
sources; 5) argumentating the expert conclusion’s credibility. The pro-
cedure of interrogating forensic experts who conducted a set of forensic
examinations or panel forensic examination has been identified as well
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as peculiarities of such interrogation. Conditions under which it is in-
expedient to interrogate a forensic veterinarian have been established.
It is argued that from a praxeological point of view, the proposed algo-
rithm of interrogating a forensic veterinarian contributes to the court’s
work: it helps to accurately evaluate a conclusion and prevent unneces-
sary collateral questions.

Keywords: forensic veterinary examination; expert conclusion;
forensic expert interrogation; verification; evaluation; objectivity,
expert conclusion’s versatility and credibility; reasonableness; re-
search completeness; source of evidence.

Research Problem Formulation

In various types of court proceedings,
forensic expert activity is an important area
of social relations . Forensic examination
is a reliable means of proving, and the
expert conclusion is an independent and
scientifically based source of evidence to
establish factual data, thus influencing the
court’s adoption of a fair decision 2. The
guarantee of determining the truth is the
observance of the principles of objectivity,
impartiality, competence, independence,
etc.bythesubjectsofacriminal proceeding,
in particular by forensic experts ®.

In judicial practice, law enforcement
agencies and the court are excessively con-
fident in the absolute accuracy of the ex-
pert conclusion and its overestimated im-
portance for solving a case: unfortunately,
the court sometimes refers to such a con-
clusion in its procedural decisions without
any critical reflection *. Undoubtedly, in
order to eliminate doubts about credibility,
objectivity and truthfulness of the expert
conclusion, to check the accuracy of initial
data, adequacy and admissibility of the ob-
jects, sufficiency of the applied methods,
exclusion of expert error, the subject of
proving must verify the expert conclusion,

1 Roux C., BuchtR,, Crispino F., De Forest P., Lennard Ch., Margot P., Miranda M. D., NicDaeid N.,

Ribaux O., Ross A., Willis Sh. The Sydney declaration — Revisiting the essence of forensic sci-
ence through its fundamental principles. Forensic Science International. 2022. Vol. 332. P. 111182.
DOI: 10.1016/j.forsciint.2022.111182 (date accessed: 22.05.2024).

Baynrin O. B., IsoroB O. I. IlepeBipka i OIliHKAa BHCHOBKY eKCII€PTa y KPHUMiHaJIbHOMY
npoBaxeHHi. Kpuminaaicmuxka i cydosa excnepmuasa. 2021. Bum. 66. C. 95—108. DOI: 10.33994/
kndise.2021.66.11 (date accessed: 22.05.2024) ; Jithling M., Konig L. M., Gruber H., Wolf V., Ritz-
Timme St., Mayer F. Impact of (forensic) expert opinions according to the Istanbul Protocol in
Germany — results and insights of the in: Fo-project. International Journal of Legal Medicine.
2023. Vol. 137. Is. 3. Pp. 863—873. DOI: 10.1007/s00414-023-02950-1 (date accessed: 22.05.2024) ;
OcmonsH B. A., Tatop 1. M., lom6poschka O. M. OmiHKa CyZOM HAayKOBOi 0GI'PyHTOBAHOCTI
Ta JOCTOBIPHOCTI BHCHOBKY €KCIlepTa IIiJj 4aC PO3IVIAAY CIIpaBs, BiIHECEHUX 3aKOHOM O
IOPUCAYKIIII rOCIIOAAPChKOTO CYAY, Ta TPYAOBUX CIIOPiB.€8ponelicvki nepcnekmusu. 2022. Ne 1.
C. 157—164. DOI: 10.32782/EP.2022.1.24 (date accessed: 22.05.2024).

Slnenko 1. CyzoBo-BeTepUHAPHUI €KCIIEPT SIK CY0'EKT IIPOI[ECYaJIbHUX IIPABOBIHOCKH 1 CyZ0-
BO-eKCIIepTHOI AisnbHOCTI. Teopis ma npakmuxka cy0ogoi ekcnepmusu i Kpuminaaicmuku. 2022.
Bur. 3 (28). C. 64—97. DOI: 10.32353/khrife.3.2022.05 (date accessed: 22.05.2024).

3apgoresa I. I, Topbenko B. O., Isuenko O. M., Yepkamuua H. O. ITomuika Ta ii 3Ha4eHHS
B CYZOBO-eKCIIEPTHIH AisabHOCTI. Kpuminasicmuunuil gicHuk. 2018. Ne 2 (30). C. 31—39. DOI:
10.37025/1992-4437/2018-30-2-31 (date accessed: 22.05.2024).
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in particular by conducting interrogation
(as the most common investigative and ju-
dicial action): either at the stage of pre-tri-
al investigation or during the trial °. This is
because, as evidence in a case, the expert
conclusion does not have any advantages
over other pieces of evidence: it should be
verified and evaluated in the same way as
the rest of evidence in its entirety. The pur-
pose of interrogating a forensic expert is to
provide expert testimony, clarify or specify
his/her conclusion °.

What is more, the current legislation
obliges the forensic expert to provide a sub-
stantiated and objective written conclusion
(clause 1, Part 5, Article 69 of the Crimi-
nal Procedure Code of Ukraine 7, Part 3,
Article 72 of the Civil Procedure Code of

Ukraine 8 Part 3, Article 69 of Commercial
and Procedural Code of Ukraine °, Part 3
of Article 68 of the Code of Administrative
Proceedings of Ukraine !, clause 1 Part 1
of Art. 12 of the Law of Ukraine On Foren-
sic Examination ' [hereinafter — specialized
law], para. 4, clause 2.2, Section II of In-
structions on the appointment and con-
duct of forensic examinations and expert
studies ? [hereinafter — Instructions No. 1],
sub-clause 3, clause 3, Section II of Instruc-
tions on the peculiarities of forensic expert
activity by certified forensic experts who do
not work in state specialized expert insti-
tutions ** [hereinafter — Instructions No. 2]),
as well as appear at the summons of the body
or person who appointed forensic examina-
tion or engaged a forensic expert to provide

10

11

12

13

Dzikowski A. Veterinary Expert: Legal Nature and Responsibility. Animals (Basel). 2023.
Vol. 13. Is. 13. P. 2163. DOI: 10.3390/ani13132163 (date accessed: 22.05.2024) ; J6zwicki K.
Criminological and penal aspects of issuing a false opinion by an expert witness — draft report
on research project with proposals for changes in the law determining the legal status of expert
witnesses. Przeglgd Policyjny. 2020. Vol. 136. Is. 4. Pp. 360—375. DOI: 10.5604/01.3001.0014.1144
(date accessed: 22.05.2024) ; Makanje G. The Admissibility of Expert Evidence in Criminal
Proceedings in Malawi: A Call for Reliability Safeguards. Journal of African Law. 2022. Vol. 67.
Is. 1. Pp. 117—134. DOI: 10.1017/S0021855322000262 (date accessed: 22.05.2024) ; Frederickson
R. Demystifying the Courtroom: Everything the Veterinary Pathologist Needs to Know About
Testifying in an Animal Cruelty Case. Veterinary Pathology. 2016. Vol. 53. Is. 5. Pp. 888—893. DOI:
10.1177/0300985816647439 (date accessed: 22.05.2024).

Rasool N., Rasool M. Challenges for Expert Evidence in the Justice Iystem of Pakistan. Journal of
Forensic Science and Medicine. 2022. Vol. 8. Is. 2. Pp. 62—67. DOI: 10.4103/jfsm.jfsm_16_21 (date
accessed: 22.05.2024).

KpumiHaabHUHN IpollecyalbHUM KoZeKe Ykpainu Bif 13.04.2012 p. Ne 4651-VI (3i 3miH. Ta go-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 01.06.2024).
LIuBinpHUI IIPOIIeCYaTIbHUN KOZeKC YKpaiHu Biz 18.03.2004 p. Ne 1618-IV (3i 3MiH. Ta JOIOB.).
URL: https://zakon.rada.gov.ua/laws/show/1618-15#Text (date accessed: 01.06.2024).
TocrioapChKUM IPOIecyaJbHUH KoeKe VKpaiHu Big 06.11.1991 p. Ne 1798-XII (3i 3MiH. Ta Z0-
moB.). URL: https://zakon.rada.gov.ua/laws/show/1798-12#Text (date accessed: 01.06.2024).
Kozekc afMiHiCTpaTUBHOTO CyZOYMHCTBa YKpaiHu Big 06.07.2005 p. Ne 2747-IV (3i 3MiH. Ta
nonos.). URL: https://zakon.rada.gov.ua/laws/show/2747-15#Text (date accessed: 01.06.2024).
ITpo cymoBy eKcliepTH3y : 3aKOH YKpaiHu Big 25.02.1994 p. Ne 4038-X1I (3i 3miH. Ta fonos.). URL:
https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 19.06.2024).

[HCTPYKIis PO IpHU3HAYeHHs Ta NPOBEJEHHS CYZOBUX eKCIIEPTU3 Ta eKCIIEPTHUX JOCIi-
[UKeHb : 3aTB. Haka3. Min'tocty Vkpainu Big 08.10.1998 p. Ne 53/5 (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed: 15.04.2024).

[HCTPYKIIis IPO 0COGIMBOCTI 3Z{HICHEHHS CYAOBO-eKCIIEPTHOI AisIBHOCT] aT€CTOBAaHUMHU CYZO0-
BHUMU €KCIIEPTaMU, 110 He IIPAII0I0Th ¥ AepXKaBHUX CIIeliali30BaHUX eKCIIEPTHUX YCTaHOBAX :
3aTB. HakasoM MiH'locty Vkpainu Big 12.12.2011 p. Ne 3505/5 (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/z1431-11#Text (date accessed: 01.06.2024).
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explanations, testimony or supplements on
forensic examination or the reasons for the
impossibility of its conduct (clause 2, Part 5,
Article 69 of the Criminal Procedure Code of
Ukraine, Part 4, Article 72 of the Civil Pro-
cedure Code of Ukraine, Part 4, Article 69
of the Commercial and Procedural Code
of Ukraine, Part 4, Article 68 of the Code
of Administrative Proceedings of Ukraine,
clause 2, Part 1, Article 12 of the specialized
Law, subpara. 6, clause 2.2, Section II of In-
structions No. 1, subclause 5 clause 3 Sec-
tion II of Instructions No. 2).

In view of the above-mentioned study
into the phenomenon of a forensic veteri-
narian’s interrogation to evaluate his/her
conclusion, it is relevant both from the
standpoint of the theory and practice of fo-
rensic science, especially considering that
forensic veterinary examination was intro-

duced into the system of forensic institu-
tions of the Ministry of Justice of Ukraine
only in 2019 (at the initiative of National
Scientific Center «Hon. Prof. M. S. Bokari-
us Forensic Science Institute»).

Analysis of Essential Researches
and Publications

A significant contribution to the
study of the issues related to obtaining
expert testimony (to evaluate his/her
conclusion) was made by Ukrainian sci-
entists such as: M. Shcherbakovskyi and
A. Protsenko ') V. Bazhaniuk ** who develo-
ped approaches to evaluating expert re-
search findings in a criminal proceeding;
I. Belchikov and O. Khryshcheva ¢, A. Pro-
tsenko Y, I. Kuchynska and V. Malook %,
H. Kutskir ¥, Yu. Piliukov %, O. Moisieiev %,

14

15

16

17

18

19

20

21

lepbakoBchkuii M., IIporienko A. OliHKa pe3y/lbTaTiB €KCIIePTHOTO JAOCTiKeHHs Ha Ii/cTa-
Bi IMOBIpHICHOI0 migxoAy (3a MaTepiajiaMu 3aKOPAOHHUX IyOiikariit). Teopis ma npakmuka
cydosoi excnepmusu i kpuminasicmuxu. 2023. Bui. 1 (30). C. 50—69. DOI: 10.32353/ khrife.1.2023.04
(date accessed: 22.05.2024).

BaxkaHioK B. B. O1iHKa BUCHOBKY eKCIIepTa Yy KpIMiHATbHOMY NIPOBapKeHHi. Haykosuil 8icHUK
Misxcnapodnozo eymanimaprozo yHisepcumemy. Cep.: FOpucnpydenyisa. 2021. Ne 54. T. 2. C. 110—
113. DOI: 10.32841/2307-1745.2021.54.2.24 (date accessed: 22.05.2024).

Bensuikos I. O., Xpimjesa O. I. IonUT CyZ0BO-MeAMYHOTO €KCIIePTa SIK CIIOCi6 OLIHKY OCTOBIp-
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10.18524/2411-2054.2019.36.184872 (date accessed: 22.05.2024).

IIpouenko A. M. IIpo6ieMu peryaroBaHHs ZOMNUTY €KCIIEPTA IIi/] 9ac CyZ0BOrO IIPOBa/KEHHS.
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Yu. Tsyhaniuk %, O. Soloviova ?* who sub-
stantiated the essence of interrogating
a forensic expert as a way to evaluate the
credibility of his/her conclusion; D. Puc-
hko #, Yu. Tsyhaniuk and S. Shulhin %,
L. Martynova with co-authors %, V. Zhmu-
dinskyi ¥, V. Kopanchuk with co-au-
thors 2 who established different vectors
for evaluating criteria, methods of verifi-
cation, and mechanisms for appealing the
expert conclusion; O. Luk’'ianchuk » out-

lined the peculiarities and main stages of
the procedural and legal evaluation of the
expert conclusion by Ukrainian judicial
and law enforcement authorities; I. Hlo-
viuk 3¢ disclosed convention guarantees
and the defense counsel’s right to reject
the expert findings; A. Lazarenko * ar-
gued for distinguishing a knowingly false
expert conclusion from an expert’s error.

Foreign scientists also emphasized
problematic issues involving interroga-
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tion of a forensic veterinarian in the
course of evaluating his/her conclusion:
A. L. Heavey, G. R. Turbett, M. M. Houck
and S. W. Lewis 2, K. J. Weiss ¥; A. Dzi-
kowski *; K. Rix *; K. Wu, Y. Yu, Ch. Chen
and Zh. Fu *%; G. Makanje ¥ at el.

However, scientific research has not
yet explored the reasons and peculiarities
of a forensic veterinarian’s interrogation
in the course of evaluation of his or
her conclusions by a subject who has
appointed such forensic examination.
Thus, the development of this field does
not fully meet the requirements of the
practice of investigating crimes against
the life and health of animals, which is the
reason for the formulation of this research
purpose.

Article Purpose

To characterize peculiarities of obtaining
the forensic expert’s testimony as an ele-
ment of evaluating his/her conclusion and
to determine the influence of such testi-
mony on the quality of conclusion evalu-
ation.

Research Methods

The study uses general scientific and spe-
cial methods: dialectical, system-structu-
ral, system-functional, comparative legal,
methods of formal logic (analysis, synthesis,
deduction, induction, analogy), modeling,
and statistical.

Main Content Presentation

One of the ways to comprehensively evaluate
a forensic veterinarian’s conclusion and clar-
ify its content is to interrogate the forensic
expert himself/herself, during which he gives
oral or written testimony under Part 1 of Arti-
cle 95 and clause 2 of Part 5 of Article 69 of the
Criminal Procedure Code of Ukraine .

This procedure is governed by Art. 356
Examination of an Expert in Court of the
Criminal Procedure Code of Ukraine ¥. It is
conducted when additional study is not re-
quired to eliminate the incompleteness or
ambiguity of the expert conclusion based
on the results of performed examination,
i.e., a forensic expert’s interrogation is not
a mandatory investigative action . Under
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the current rules of the Criminal Procedure
Code (Parts 1 and 3 of Article 95, Part 2 of
Article 84), a forensic expert’s testimony
during interrogation is a source of evidence
in criminal proceedings equal to the expert
conclusion *..

The tasks of interrogating a forensic
expert are clarification and specification of
his/her conclusion (Part 1 of Article 356 of
the Code of Criminal Procedure ). Particu-
lar importance of the testimony of a foren-
sic expert in any specialty (in particular, fo-
rensic veterinary medicine), as compared
to other participants in the process, is that
he or she does not represent his or her own
interests in the process, has no interest in
the outcome of a criminal proceeding, and
has no material or legal interest in the out-
come of the process.

Since a forensic veterinarian’s interro-
gation is not a compulsory procedural act,
performance of primary forensic veteri-
nary examination within a criminal pro-
ceeding (case) as well as specific veterinary
expertise he/she possesses are the basis for
his/her testimony. M. Shcherbakovskyi *
emphasizes the fact that there is no mecha-
nism for the investigator, inquiring officer,
and prosecutor to obtain testimony from
a forensic expert (and therefore a forensic
veterinarian) in the course of pre-trial in-
vestigation (Part 3 of Article 95 of the Crim-
inal Procedure Code of Ukraine *).

It should be stressed that the forensic
expert may be present in the courtroom
for the entire duration of the hearing (he/
she should not be removed from the court-

41 KpuMiHaJbHUH IIPOIECYaJbHUN KOZEKC ...
17#Text (date accessed: 01.06.2024).
42 Tam camo.

room prior to interrogating): due to his/her
special status as a participant in trial (com-
pared to other participants in trial, for ex-
ample, witnesses).

The procedure for summoning a foren-
sic expert, place and procedure of his/her
interrogation are governed by the rules for
summoning and interrogating other par-
ticipants to criminal proceedings (Articles
133-137 of the Criminal Procedure Code %),
namely:

« aperson engaged as a forensic veter-
inarian, for whom the conduct of the
expert examination is not the official
duty, is summoned for interrogation
as set forth in Art. 137 of the Crimi-
nal Procedure Code of Ukraine;

« a certified forensic expert who does
not work in a state specialized expert
institution is summoned for inter-
rogation upon receiving a subpoena
that requires a signature acknowl-
edging its receipt;

« aforensic expert who is an employee
of a specialized forensic institution
shall be summoned for interrogation
by a letter from the head of this in-
stitution.

In the case of penal or multidisciplinary
forensic examination, the subject of fo-
rensic examination appointment (expert
engagement) may (if necessary) invite all
members of an expert committee or individ-
ual forensic experts (for example, a forensic
expert who has expressed his viewpoint in
the conclusion) for interrogation. They also
take into account whether the expert con-

. URL: https://zakon.rada.gov.ua/laws/show/4651-

43 Ilepb6akoBchkuii M. I. [IpoBeZieHHS Ta BUKOPHUCTAHHS CYZOBUX eKCIIEPTU3 Y KPUMiHAIBHOMY
npoBa/KeHHi: MoHorpadia. Xapkis, 2015. C. 380—382. URL: https://dspace.univd.edu.ua/

server/api/core/bitstreams/0dd2821b-1646-4d5c-965f-c20e08dc1479/content

22.05.2024).

44 KpuMiHaJIbHUH IIPOIIECYaJbHUN KOZEKC ...
17#Text (date accessed: 01.06.2024).

45 Tam camo.

(date  accessed:

URL: https://zakon.rada.gov.ua/laws/show/4651-
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clusion is signed by all members of the ex-
pert committee.

As envisaged in Part 7 of Art. 101 of the
Criminal Procedure Code, either party shall
have the right to request through the court
to invite the expert for examination during
court proceedings to give explanations or to
supplement his/her findings “. According to
the Ukrainian Language Academic Explana-
tory Dictionary, the specify term means, in
particular, “to explain something”, “to fa-
cilitate finding out something” ¥’. In view of
the above, a forensic expert’s specification
should be understood as a communication
to the process participants of information
(both individual provisions and the entire
conclusion) that is unclear, contradictory
and contains inaccuracies. During specifi-
cation, a forensic expert provides informa-
tion clarifying and disclosing the content of
conducted forensic examination.

The same dictionary interprets the sup-
plement term as “something that complements,
acts as an addition to” *. Therefore, addition-
al arguments, judgments and reasoning that
are not reflected within the conclusion but
stem from the research section of the expert
conclusion, can be considered a supple-
ment to the expert conclusion.

What is more, during interrogation,
a forensic expert may clarify the data set
forth in his or her conclusion. According

46 KpumiHaJbHUIN IIPOLleCyaJbHUIN KOZEKC ...
17#Text (date accessed: 01.06.2024).

to the Ukrainian Language Academic Ex-
planatory Dictionary, the clarification term
means: “I. Action intended to clarify. <...>
2. An amendment, supplement made to make
something more precise” *. In contrast to
specifying, clarifying a forensic expert’s
conclusion is characterized by less exten-
sive explanations and concerns detailing
specific terms, expressions, individual as-
pects of research, information about the
identity of the forensic expert who con-
ducted this forensic examination.

The algorithm for interrogating a fo-
rensic expert, including a forensic veteri-
narian, includes the following steps:

+ identifying a forensic expert by the
presiding judge in the court hearing;

+ warning the forensic expert of crim-
inal liability for providing a know-
ingly false conclusion, for refusing
without valid reasons to perform the
duties assigned to him/her in court,
or for recusing himself/herself with-
out sufficient grounds;

+ executing the order of the presid-
ing judge or the court administrator
in respect of administering oaths
by an expert (Part 1 of Article 356
of the Criminal Procedure Code %,
Parts 1-3, 5 of Article 225 of the Civil
Procedure Code ', Article 207 of the
Code of Administrative Proceedings

URL: https://zakon.rada.gov.ua/laws/show/4651-

47 Pog’sicHeHHs |/ AkaJeMiYHMIH TJIyMauHHUI CJIOBHUK yKpaiHCcbkoi MoBH. B 11 T. // 3a peg.
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of Ukraine ). We should support the
point of view of M. Shcherbakovskyi,
who states: “If forensic examination is
conducted in a state specialized institu-
tion, the forensic expert is not required
to take an oath before conducting it
since he/she takes it once at the begin-
ning of his/her activity, and its text is
kept in his/her personal file” %

« announcing final conclusions of the
forensic expert who conducted fo-
rensic examination and posing ques-
tions to the forensic expert by the
presiding judge in the court hearing;

« explaining by the forensic expert of
certain provisions of his/her conclu-
sion (optionally: notification of initi-
al data; questions in the procedural
document addressed to the expert
to be resolved; data on objects un-
der study (their quality, sufficiency,
suitability); research methods uti-
lized during forensic examination;
substantiation of results and conclu-
sions);

+ addressing questions to the forensic
expert (depending on the appeal, by
the prosecution or the defense coun-
sel; by the presiding judge at the court
hearing, as well as by the juror, if any);

« cross-examination of the parties.

From praxeological perspectives, the
given algorithm for interrogating a forensic
expert helps the court evaluate the expert
conclusion and avoid unnecessary collate-
ral issues. We emphasize that questions
posed to the expert during his/her inter-
rogation should relate to the validity and

52 Kogzekc aZMiHiCTpaTUBHOTIO CYZOYMHCTBA ...

15#Text (date accessed: 01.06.2024).

accuracy of his/her conclusion or identifi-
cation of the conclusion flawedness, deter-
mination of its inadequacy and inadmissi-
bility as evidence in case of distrust.

In fact, the parties to the criminal pro-
ceedings have the right to request the inter-
rogation of a forensic expert (Part 7 of Arti-
cle 101 of the Criminal Procedure Code %)
exclusively during court proceedings; how-
ever, his/her interrogation during pre-trial
investigation is not envisaged, so we share
the opinion on supplementing the procedur-
al legislation of Ukraine with such a rule.

The subject of a forensic expert’s interro-
gation, in particular a forensic veterinarian,
is to specify, supplement and clarify his or
her opinion, in particular, on the following:

+ aset of factual data and circumstan-
ces of a case (proceeding) that are to
be proved (related to the damage in-
flicted to the health and life of an ani-
mal; the nature, mechanism, priority,
sequence, severity, intravital or post-
mortem damage and duration of bodi-
ly injuries development; occurrence
and spread of diseases; occurrence
of mutilation or cause of death; de-
fective provision of veterinary care
and organization and conduct of vet-
erinary and sanitary measures; safety
and quality of animal feed and feed
additives, etc.) and which the forensic
veterinarian has found out by apply-
ing specific expertise, appropriate
means (methods) based on the results
of multidisciplinary study of physical
and materialized objects in order to
solve the identification, diagnostic

. URL: https://zakon.rada.gov.ua/laws/show/2747-
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ua/server/api/core/bitstreams/cbcf9b7a-0658-4d20-a8a8-a0525e0a8f3f/content (date accessed:

22.05.2024).
54 KpuMiHaJIbHUN IPOIECYANBHUN KOZEKC ...
17#Text (date accessed: 01.06.2024).

82

. URL: https://zakon.rada.gov.ua/laws/show/4651-


https://zakon.rada.gov.ua/laws/show/2747-15#Text
https://zakon.rada.gov.ua/laws/show/2747-15#Text
https://dspace.univd.edu.ua/server/api/core/bitstreams/cbcf9b7a-0658-4d20-a8a8-a0525e0a8f3f/content
https://dspace.univd.edu.ua/server/api/core/bitstreams/cbcf9b7a-0658-4d20-a8a8-a0525e0a8f3f/content
https://zakon.rada.gov.ua/laws/show/4651-17#Text
https://zakon.rada.gov.ua/laws/show/4651-17#Text

Ivan Yatsenko. The mechanism of obtaining a forensic expert’s testimony as an element
of evaluating his/her conclusion: forensic-veterinary aspect. DOI: 10.32353/khrife.2.2024.06

and situational tasks of forensic vet-
erinary examination;

+ circumstances which content is nec-
essary to fulfil interim goals of inves-
tigation for overall evaluation of in-
dividual issues of the already drawn
up expert conclusion.

It is worth noting that not onlyina crimi-
nal proceeding, but also in other types of pro-
ceedings, a forensic expert’s interrogation, in-
cluding a forensic veterinarian, is carried out
only after the investigation has been fully com-
pleted, the expert’s conclusion has been pre-
pared and handed over to the subject of foren-
sic examination appointment (engagement of
an expert), since before that there is no sub-
ject of the expert’s interrogation. We share the
opinion of researchers * that it is expedient to
limit the interrogation of a forensic expert to
the subject, object, applied methods of his/her
research: such interrogation should only con-
cern specification and clarification of conclu-
sion content and factual data which a forensic
expert has independently obtained within the
scope of conducting a specific forensic exam-
ination, and the range of questions addressed
to him/her, the answers to which are included
in the conclusion. A forensic veterinarian may
be asked, for example, the following ques-
tions: about traces of injuries indicating that
the animal has been subjected to pain and suf-
fering; about the severity of damage inflicted
to the animal’s health; about argumentation of
lifetime or postmortem injuries, etc. Vigorous
debate during a forensic veterinarian’s inter-
rogation may be conditioned by the research
methods utilized by him/her, since forensic

veterinary examination is a rather “young”
field of forensic activity (as noted above, it
was launched in the system of the Ministry
of Justice of Ukraine in 2019), and therefore
its methods and methodological guidelines
are not well known to the general public (for
example: Methodology of Animals’ Forensic
Veterinary Examination for the Purpose of
Establishing their Mutilation ¢, Methodolo-
gy of Forensic Veterinary Examination of
Animal Corpses %, Methodology of Forensic
Veterinary Examination of a Living Sub-Ex-
pert Animal %, etc.).

We emphasize that in the course of
interrogation, the forensic veterinarian
should not add new factual data to the al-
ready drawn up conclusion, since special
conditions and equipment are required
to obtain such data during forensic veteri-
nary examination (dissecting room, mani-
pulation room, laboratory, etc.). However,
we deem that during interrogation, the
forensic veterinarian may supplement the
data presented in the conclusion with in-
formation that is the result of forensic exa-
mination but is not specified in the expert
conclusion and does not require further
research. During forensic examination, the
forensic veterinarian may also explain and
elaborate on the illustrative material con-
tained in the expert conclusion.

According to a survey of police inves-
tigators and inquiring officers who inves-
tigated crimes against the health and life
of animals, after reading the expert con-
clusion, they required supplements (15%),
specifications (29%), clarifications (19%).

55 Illep6akoBcekuii M., IIporjeHko A. 3asHad. TBip. DOI: 10.32353/ khrife.1.2023.04 (date accessed:
22.05.2024) ; BeapuikoBI. O., Xpimesa O. I. 3a3nay. TBip. DOI: 10.18524/2411-2054.2019.36.184872
(date accessed: 22.05.2024) ; Kyuxkip I. M. 3asuad4. TBip. DOI: 10.32782/2307-3322/2020.60.37 (date

accessed: 22.05.2024).

56 fuenko I. B. MeToguKa CyZ0BO-BeTEePUHAPHOTO AOCTiKeHHS TBAPUH 3 METOI0 BCTAHOBJIEHHS
ix KaminTBa. Xapkis, 2021. PeecTp. koz. 18.1.01. 50 c.
57 Slnenko I. B., Kazaumnes P. I. MeToguKa CyZOBO-BeTepUHAPHOI €KCIIEPTU3U TPYIIB TBAPUH.

XapxkiB, 2022. Peectp. koz 18.1.02. 336 c.

58 fuenko I. B., ITapunoBcekuil O. . MeToAmKa CyZOBO-BETEPUHAPHOIO JOCITI[KeHHS XMBOI

HiZleKCIIepTHOI TBapUHU. XapKiB, 2023. 664 c.

83


https://doi.org/10.32353/khrife.2.2024.06
https://doi.org/10.32353/ khrife.1.2023.04
https://doi.org/10.18524/2411-2054.2019.36.184872
https://doi.org/10.32782/2307-3322/2020.60.37

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)

ISSN 1993-0917

e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

At the same time, 37% of subjects of foren-
sic veterinary examination appointment
did not have similar issues.

Factual data that a forensic veterina-
rian can provide during interrogation can
be divided into five groups: 1) clarification
of a forensic veterinarian’s competence;
2) clarification of particular aspects relat-
ed to appointment and course of forensic
veterinary examination; 3) analysis of ob-
jects and initial data used by the forensic
veterinarian during forensic examination
and conclusion compilation; 4) defining
peculiarities of applied forensic research
methodologies and information sources;
5) argumentation supporting the expert
conclusion’s credibility.

Let us outline the range of questions
specific to each of the groups.

1) Clarification a forensic veterinarian’s
competence - availability of:

+ basic veterinary education (qualifica-
tions of a Doctor of Veterinary Medi-
cine, master’s degree or specialist,
area of expertise 21 Veterinary Medi-
cine, specialty 211 Veterinary Medicine);

+ specific veterinary expertise (Candi-
date of Veterinary Medicine or Doc-
tor of Veterinary Medicine degree,
Doctor of Philosophy, certificate of
Docent or Professor);

« corresponding training in expert spe-
cialty 18.1 Veterinary Examination,
certification, a forensic veterinarian’s
qualification and relevant certificate;

« his/her last name in the Register of
Certified Forensic Experts of Ukra-
ine %

« overall length of service in the field
of veterinary medicine, expert ac-
tivity experience in expert specialty
18.1 Veterinary Examination;

« experience in conducting forensic
veterinary examination relevant to

the specific research topic previous-
ly examined by a forensic expert;

 certificate of awarding the qualifica-
tion of a forensic expert (whether it
has not been temporarily suspend-
ed, revoked, annulled).

2) Clarification of particular aspects re-
lated to appointment and course of foren-
sic veterinary examination:

« forensic institution leadership is au-
thorized to perform tasks on the ob-
jects of forensic veterinary examina-
tion containing information on the
circumstances of a criminal offense,
conduct their research, and provide
a conclusion or notification of the
impossibility of providing it;

+ substantiation of the expediency of ex-
ercising the expert’s right to file a mo-
tion to the subject of forensic veterina-
ry examination appointment in order
to provide supplementary materials
(initial data) and explanation of the
reasons for not exercising this right;

« explanation of the expediency and
necessity of filing a motion to the
authority (person) that has appoint-
ed forensic examination or engaged
a forensic expert for clarifying the
content and scope of an expert task
and questions posed;

+ justification of the expediency of ex-
ercising the right to expert initiative.
In view of the need to highlight the
relevant facts revealed during foren-
sic examination that have not been
addressed, as well as the circum-
stances contributing or potentially
contributing to the commission of
the crime, in the expert conclusion;

« explanation of the expediency of
the forensic expert’s motion on the
engagement of other experts in fo-
rensic veterinary examination, if it
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is necessary to conduct research and
provide the expert conclusion;
clarification of data on persons pre-
sent during forensic examination;
notification of engaging a forensic
expert both as a forensic veterinar-
ian and as a specialist, i.e. whether
one person combined two procedu-
ral functions (we emphasize the reso-
lution of Plenum of the Supreme
Court of Ukraine regarding partici-
pation of a forensic expert in court
interrogation: “The forensic expert who
conducted forensic examination during
preliminary investigation shall partici-
pate in evidence examination from the
beginning of judicial investigation”
with the relevant forensic expert’s
authority envisaged in Art. 69 of the
Criminal Procedure Code );

failure to recuse the forensic ex-
pert (or their recusal) due to his/her
performance of duties as a specialist
in a criminal proceeding or due to
other circumstances set forth in the
Law that prevent him/her from con-
ducting forensic examination;

an explanation of the reasons for the
forensic expert’s appeal against the
actions and decisions of forensic exa-
mination customer and other partici-
pants in the process (if such an appeal
has taken place), which violate the
forensic expert’s rights or the proce-
dure for conducting forensic exami-
nation;

adherence to the terms for forensic
veterinary examination;

questions posed to the forensic vet-
erinarian for resolution are within
the scope of the forensic veterinar-

ian’s competence and specific ex-
pertise and the subject of forensic
veterinary examination;

existence of direct/indirect legal (if
certain rights or obligations arise,
change or terminate as a result of
a criminal proceeding) or family (if
the forensic expert’s conclusion may
have a certain impact on the forensic
expert’s personal relations with oth-
ers) interest in forensic examination
results (through the interest of the
head, his/her deputy or the head of the
expert institution’s department head).

3) Analysis of objects and initial data used

by the forensic veterinarian during forensic
examination and conclusion compilation:

.

notifying about the authenticity of
the origin of the objects examined
by a forensic expert;

explaining the sampling method or
seizure of the object for forensic exa-
mination;

determining information value, suf-
ficiency, quality, suitability, adheren-
ce to the initial materials and re-
search objects;

clarifying completeness of initial data
for performing forensic examination;
explaining the impact of failure to
provide the required supplementary
materials on the quality of the con-
ducted forensic examinations and
the validity of the expert conclusion
within the terms stipulated in the
legislation;

explaining identified identification and
diagnostic features in studied objects;
clarifying data completeness in case
(criminal proceeding) materials, the
sufficiency of the volume of provided

60 IIpo CcyZoBY eKCIlepTH3y B KpUMiHaJIBHUX i HUBIIBHUX clIpaBax : Ilocranosa [1eHyMy BepxoBH.
Cyny Ykpainu Bizg 30.05.1997 p. Ne 8 (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/
show/v0008700-97#Text (date accessed: 22.05.2024).
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materials and their impact on expert
conclusion validity;

explaining the method of preserving
objects submitted for research (for
example: preservation of an animal
corpse in a cooled or frozen form be-
fore conducting forensic veterinary
autopsy; the feasibility of cremating
an animal corpse after autopsy);
explaining the expediency and ne-
cessity of partial or complete de-
struction or significant change of
properties in forensic veterinary exa-
mination object in the course of re-
search, the impossibility of applying
other methods for conducting foren-
sic examination.

4) Defining peculiarities of applied fo-

rensic research methodologies and infor-
mation sources:

explaining forensic veterinary exa-
mination methodology used by the
forensic expert during forensic vete-
rinary examination (its essence,
limits of capabilities, efficiency and
reliability, use in expert practice,
appropriateness to a certain expert
situation, availability of alternative
methods, reasons for choosing a spe-
cific methodology, scientific validity,
application experience, scientific
status, developers, presence in the
Ministry of Justice of Ukraine’s Regi-
ster of Forensic Examination Meth-
odologies %) and/or making it avail-
able to process participants;

clarifying special veterinary and bio-
logical terms, wording, content and
information value of research metho-
dologies and methods, metrological
characteristics of devices and/or in-
struments used for research;

justifying and applying legal regula-
tions, methodologies, scientific and

technical, reference literature and
other information sources.

5) Argumentating the expert conclu-

sion’s credibility:

sufficiency of information on the ba-
sis of which the expert conclusion
has been drawn up;

clarifying scientific basis for expert
conclusion formulation, verification
of all expert versions, comprehensive-
ness of performed research and suffi-
ciency of obtained research findings;
explaining interim and final conclu-
sions based on specific veterinary
expertise, as well as additional ar-
guments increasing the degree of
conclusions validity (for example,
regarding the nature, location, life-
time or postmortem damage and the
order of bodily injuries development;
the severity of damage to the animal’s
health, signs of mutilation; cause of
death and the cause-and-effect rela-
tionship between bodily injuries and
the onset of the animal’s death, etc.);
defining criteria on the basis of
which expert evaluation of the re-
searched issue regarding the cate-
gorical or probable form of the ex-
pert conclusion has been provided,
validity and credibility (reliability) of
final conclusions;

defining the level of conducted foren-
sic veterinary examinations (descrip-
tive-qualitative or quantitative);
justifying the impossibility of pro-
viding the expert conclusion (for
example, if a forensic expert, af-
ter forensic veterinary examina-
tion appointment, is not provided
with the objects of study: an animal
corpse or a living animal within 45
calendar days, the forensic expert
[under clause 2, part 3, Article 69
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of the Criminal Procedure Code®
and clause 1.13, Section I, para. 12,
clause 2.1, Sec. II, para. 4.10 of Sec.
IV of Instruction No. 1%] informs the
subject of forensic examination ap-
pointment about the impossibility of
providing a conclusion);

clarifying reasons for discrepan-
cies between the scope of questions
addressed and expert conclusions
(i.e., whether the forensic expert,
in accordance with Section IV, Para-
graph 4.12 of Instruction No. 1 %, has
arranged them in the conclusion in
a sequence that ensures the most ap-
propriate research order );
explaining the reasons for inconsis-
tencies between the forensic expert’s
conclusion and other evidence avail-
able in a criminal case, or between
several conclusions presented on the
same issue;

discussing the significance of mis-
understandings among individual
members of the expert committee in
the event of contradictions between
the initial and repeated findings of
the forensic veterinarian;

explaining reasons for discrepancies
between conclusions of repeat fo-
rensic examination and initial foren-
sic examination;

explaining reasons for providing an
answer to the question in a probable
form or in the form “it is not possible”;
clarifying the essence of questions
that the forensic expert has solved in
the order of the expert’s initiative;
explaining the reasons for signifi-
cant discrepancies between final

conclusions of the expert committee
memembers during penal or multi-
disciplinary forensic examination,
as well as personification of expert
research during penal or multidisci-
plinary forensic examinations;
clarifying the extent to which deficien-
cies in the research description within
the expert opinion, technical errors,
etc., may affect the validity and credi-
bility of the expert conclusion;
positions of certain expert commit-
tee members during the develop-
ment of final conclusions;
substantiating final conclusions on
the bases of criteria such as suffi-
ciency of features for establishing
forensic veterinary diagnosis, causes
of animal’s death or health disorder,
interdependence of these features,
conclusions categoricity (categori-
al or probable), negative and posi-
tive, complete (exhaustive) or partial
(inexhaustible);

giving reasons why it is impossible
to answer the question in a catego-
rical form, or refusing to answer the
question;

supplementing his/her conclusion
provided earlier (for example, the
expert provides a clear description
of mutilation signs in the sub-expert
animal described in his/her conclu-
sion, referring to the Methodology
of Animals’ Forensic Veterinary Exa-
mination for the Purpose of Estab-
lishing their Mutilation °: based on
manifestations; the time of appear-
ance; consequences of discovery;
endurance; degree of vital activity

63 KpuMiHAIpHUM MPOIECYaTbHUN KOZEKC
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limitations; the type of factor having
caused the disability; volume of af-
fected area; degree of recovery of the
impaired organ functions);

+ notification of the forensic veteri-
narian’s internal conviction in the
research findings.

It is appropriate to note that during in-
terrogation, the forensic veterinarian spe-
cifies his/her conclusion or individual provi-
sions of it on his/her own behalf on the basis
of his/her earlier research and obtained re-
sults. All responses are sent to court or oth-
er interrogating subject, regardless of who is
asking the question. Specification and clari-
fication by the forensic expert are essential
for a more comprehensive study and evalua-
tion of the conclusion provided by him/her.
Bearing this in mind, M. Shcherbakovskyi
lists the following conditions for the admis-
sibility of the expert’s testimony:

«a) information is based on the forensic
expert’s specific expertise and cannot go be-
yond it (the expert’s competence);

b) information should relate to forensic
examination conducted by the forensic ex-
pert;

¢) information is formulated on the basis
of data obtained during forensic examination
or actions associated with its conduct;

d) there is no need for additional research;

e) information does not address data ob-
tained in the course of expert research, but
only those which go beyond the scope of the
subject matter of forensic examination» °.

For the successful interrogation of
a forensic expert during court hearing,
it is expedient to formulate in advance

a range of questions that must be clarified
during court hearing (by all participants in
the process), and submit them in writing to
a forensic expert for careful preparation of
specifications and supplements, so as he/
she would be more confident in the course
of court hearing. This view is shared by
N. Panko  and I. Kuchynska .

It would also be appropriate to support
the position of I. Kuchynska. She believes
that during interrogation of the forensic
expert there are atrocities and aggressive
assertiveness, which are manifested in the
behavior of the defense counsel or other
participants in the process, aimed at disre-
specting the forensic expert, disregarding
his/her competence, good faith, accusing
in corruption, etc. We also share the opini-
on of I. Kuchynska that it is inadvisable to
remove forensic experts who have con-
ducted penal or multidisciplinary forensic
research prior to their interrogation and
to summon them to the courtroom for se-
quential interrogation.

According to our own forensic experi-
ence, we can state that it is inexpedient to
interrogate a forensic veterinarian if:

« the expert conclusion is complete
and scientifically sound; its struc-
ture meets the requirements of regu-
latory documents for conducting
forensic examination and drawing
up a procedural document based
on the results of its conduct (expert
conclusion or a notice of inability to
provide a conclusion);

« the expert conclusion is unques-
tioned (indisputable);
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« all studies, as well as certain factu-
al data, conducted by the forensic
veterinarian are indisputable and
reasoned, taking into account case
materials;

+ the participants to court hearing un-
derstand the expert’s conclusions,
do not doubt his/her objectivity, and
do not insist on summoning the ex-
pert to examine a conclusion in his/
her presence.

We stress that it is not allowed to con-
duct expertise examination for addressing
issues related to law (Part 1 of Article 242
of the Criminal Procedure Code "), and re-
viewing the expert conclusion to recognize
it as inadmissible evidence or to confirm
conclusions cannot be a means of proof ™.
Review cannot be considered an analog of
repeated or additional examination conclu-
sions, there is no evaluation of evidence in
it, and the reviewer is not a participant in
the process, therefore he/she is not held
legally responsible for his/her belief in the
accuracy and validity of a conclusion.

It is also necessary to outline the pro-
cedure for interrogating forensic experts
who conducted multidisciplinary or penal
forensic examination. Peculiarities of their
interrogation are as follows:

+ the full committee of forensic experts
who conducted the forensic examina-
tion will be invited for interrogation;

+ interrogation of forensic experts is
conducted sequentially, depending
on the sequence of their participation
in forensic examination, considering
the results set out in the research sec-
tion of the expert conclusion;

70 KpuMiHaIbHUH NIPOIECYATbHUHN KOZEKC ... .

17#Text (date accessed: 01.06.2024).

+ in the presence of several expert
conclusionsin a criminal proceeding
(case), interim and final conclusions
in which do not fully or partially co-
incide (most often, it is a case of re-
peated forensic examinations), each
expert conclusion is evaluated sepa-
rately based on general grounds, and
the order of interrogating forensic
experts must correspond to the or-
der of their research in the overall
investigation algorithm;

+ one forensic expert can ask another
questions and comment on answers;

+ elucidating basic provisions of the
expert conclusion.

If during forensic examination and eval-
uation of the expert conclusion inconsis-
tencies or contradictions are found, and if
the intermediate and final conclusions con-
tradict other materials of a case (criminal
proceeding), it is crucial to determine their
causes, which may be groundlessness, er-
roneousness of the expert’s conclusions or
incredibility of presented evidence contra-
dicting them 2. If the reason for the incon-
sistency lies exclusively in the content of the
forensic expert’s conclusion, and interroga-
tion of the forensic experts did not help to
eliminate relevant contradictions, then the
subject of proving can use his/her right to
appoint repeated or additional forensic exa-
mination for its positive resolution.

From the perspective of M. Shcherba-
kovskyi 7, it is the forensic expert who must
notify a person who interrogates him/her
or court that under specific circumstances
interrogation or appointment of additional
or multidisciplinary forensic examination

URL: https://zakon.rada.gov.ua/laws/show/4651-

71 Jlyk'sauyk O. 1. 3a3uad. TBip. DOI: 10.37025/1992-4437/2021-35-1-38 (date accessed: 22.05.2024).
72 Huraniok 0. B., Ilynerim C. O. 3asHau. TBip. DOI: 10.37025/1992-4437/2023-40-2-16 (date

accessed: 22.05.2024).

73 Illep6akoscekuit M. I. 3asHau. TBip. C. 384. URL: https://dspace.univd.edu.ua/server/api/core/
bitstreams/0dd2821b-1646-4d5c-965f-c20e08dc1479/content (date accessed: 22.05.2024).
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would be expedient (for example: multi-
disciplinary forensic veterinary-biological
examination; veterinary-molecular-gene-
tic; medical-veterinary; veterinary-trans-
port-trace evidence; veterinary-ballistic;
art-veterinary-psychological; environmen-
tal-veterinary; veterinary-fire-technical;
veterinary-electrical engineering; veteri-
nary-commodity; veterinary and examina-
tion of highly potent and poisonous sub-
stances; veterinary-soil and examination of
pesticides presence in the environment, de-
veloped by the author of this article 7).

It is worth pointing out that one of the
means of verifying and evaluating the expert
conclusion is the appointment and conduct
of additional forensic examination. It is ap-
pointed when in order to eliminate incom-
pleteness, ambiguity within a conclusion of
the forensic expert who conducted initial ex-
amination, contradictions with other circum-
stances of a criminal proceeding (case), his/
her interrogation will not be sufficient and
there is a need to conduct new expert stud-
ies. Additional forensic examination may re-
veal new facts and circumstances of a case if
supplementary materials are available. In the
court’s order ordering an additional forensic
examination, the court must specify which
of the expert’s conclusions are incomplete or
unclear, and the circumstances justifying the
need to expand expert research.

It should be emphasized that forensic
additional examination is not considered as
additional research if within its framework
new objects or other circumstances of a case
were examined: such forensic examination
is a new primary forensic examination.

At the same time, forensic expert prac-
tice demonstrates that another means of ver-
ifying and evaluating the expert conclusion
(in addition to interrogating a forensic ex-
pert) is to appoint and conduct repeated foren-
sic examination. Such examination is appoint-
ed in case of doubts about the accuracy of the
initial conclusion by the forensic expert due
to its insufficient validity, contradiction with
other case materials, and substantial viola-
tion of the procedural procedure for appoint-
ing and conducting forensic examination.
We would also like to emphasize that repeat-
ed examination may be entrusted exclusively
to another forensic expert .

It should be noted that appointment of
forensic veterinary examination, similarly
to any other type of forensic examination,
must be motivated. In the ruling, the court
must state the following:

« unsubstantiated provisions of pri-
mary forensic examination;

« circumstances calling into question
credibility of the expert(s) conclu-
sion;

+ inconsistency of individual conclu-
sions by the expert(s);

« imperfection of scientific methods
utilized in the course of forensic exa-
mination;

« developing the expert conclusion is
“insufficient to determine the further
course of a criminal proceeding and to
draw a final procedural decision”;

« substantial violations of procedural
rules governing the procedure for
appointing and conducting forensic
examination, etc.

74 fuenkol.B./loKTpuHaIbHI3acagu iHTerparii crieniaIbHUX BeTepUHAPHUX 3HAHb Y KOMILIEKCHI
CYZIOBO-eKCIIEPTHI JOCTi/PKeHHs: MpobjeMu Ta LUUIIXU iX BUpIlIeHHd. EnekmponHe Haykose
8UOAHHA «KAHANTMUYHO-NOPI8HANLHE NPpaso3Hascmao». 2023. Ne 6. C. 646—670. DOI: 10.24144/2788-

6018.2023.06.114 (date accessed: 22.05.2024).

75 IIpo CyZOBY €KCIepTH3y B KpHMMiHAJIPHUX 1 IIMBUIBHUX cIIpaBax ... . URL: https://zakon.rada.
gov.ua/laws/show/v0008700-97#Text (date accessed: 22.05.2024).
76 Dwuraniok 0. B., Ilynerin C. O. 3azHay. TBip. C. 18—19. DOI: 10.37025/1992-4437/2023-40-2-16
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To perform repeated forensic exam-
ination, including forensic veterinary ex-
amination, the forensic expert should be
provided with conclusions of initial foren-
sic examination(s), as well as new objects
and materials. We are convinced that con-
tradictions in the conclusions of several
experts can be resolved not by appointing
repeated forensic examination, including
forensic veterinary examination, but by
interrogating the forensic expert who con-
ducted primary forensic examination.

Results of the forensic expert’s inter-
rogation are recorded in the minutes on
behalf of the first person, verbatim (the
expert should write the answers in his/her
own hand for an accurate and correct pre-
sentation). If the forensic expert wishes to
clarify or supplement the minutes content,
the subject of expert conclusion evaluation
must satisfy this wish. Interrogation min-
utes of the forensic expert are signed direct-
ly by the forensic expert and the initiator of
interrogation.

Conclusions

Specification of the expert conclusion should
be defined as interpretation of its content
in general, specification of the essence,
and providing explanations for separate
provisions for their correct understanding
by the participants in a criminal proceed-
ing.

Clarification of the forensic expert’s con-
clusion should be understood as providing
additional arguments for its individual
provisions in order to specify and detail
conclusions drawn as a result of expert re-
search but not presented in the conclusion,
as well as additional in-depth justification
of previously drawn conclusions.

The purpose of obtaining the expert’s
testimony as an element of evaluation of
his\her conclusion is to clarify the con-
clusion already provided by the forensic

expert, identify deficiencies in this conclu-
sion, determine the possible inconsistency
of its provisions with other circumstances
of a criminal case (proceeding) for con-
sideration when drawing procedural deci-
sions.

In the course of interrogation, the fo-
rensic expert shall be asked questions ex-
clusively within the scope of the forensic
examination and the submitted conclusion
in order to clarify certain provisions of the
expert conclusion. During interrogation, it
is inadmissible to ask a forensic expert ques-
tions that were not the subject of expert re-
search and are not reflected in the expert
conclusion, as they unduly expand the con-
tent of the provided conclusion without ob-
jective grounds and objectively conducted
forensic research.

The algorithm for interrogating a fo-
rensic expert, in particular a forensic vete-
rinarian, has been defined, including the
following steps: 1) defining a forensic vete-
rinarian’s competence; 2) specifying cer-
tain aspects involving appointment and the
course of forensic veterinary examination
conduct; 3) analyzing objects and initial data
used by the forensic veterinarian during fo-
rensic examination and conclusion compi-
lation; 4) elucidating peculiarities of applied
forensic research methods and information
sources; 5) argumentating the expert con-
clusion’s credibility.

The testimony of a forensic expertin the
form of clarifying and specifying the conclu-
sions he/she provides during interrogation,
no matter how useful it may be, cannot re-
place the results of the forensic examination
set forth in the expert conclusion.

The mechanism of obtaining a forensic
expert’s testimony as an element of evalua-
ting his/her conclusion includes procedural
and intellectual components. The procedural
elements are outlined in the procedural legis-
lation, and the intellectual ones consist in the
fact that, firstly, interrogation of a forensic
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expert is one of the means of evaluating his/
her conclusion as evidence in a criminal pro-
ceeding (case), secondly, the interrogation
must be motivated and recorded in the rele-
vant resolution or ruling of the interrogation
subject, thirdly, the interrogation subject can
be the inquiring officer, investigator, prosecu-
tor, investigating judge, court. The intellectu-
al element of a forensic expert’s interrogation
is a product of mental activity (and its basis is
general scientific methods: analysis and syn-
thesis, induction and deduction, comparison
and formalization, etc.) related to analyzing
data presented in the forensic expert’s con-
clusion as well as their correlation with other
criminal case (proceeding) data.

MexaHi3M OTPUMAaHHS IIOKa3aHb eKCIIePTa
SIK eJIeMEHT OIiHIOBAHHS I10r0 BUCHOBKY:
CyA0BO-BETEPUHAPHUII aCTIEKT

Iean Ayenxo

Pozengnymo ocobaugocmi donumy cydo-
80-8eMeEPUHAPHO20 eKcnepma, — NpeOMenom
K020 € HaAdaHMs cy0080-8eMePUHAPHUM eKC-
nepmom ceiduens, po3’sicHeHH abo YmouHeH-
HS BUCHO8KY. Mema — cxapakmepusysamu
0c06A180CTT OTPUMAHHS NOKA3AHD eKCTIepma
K e/leMeHN OUIHIOBAHHS 11020 8UCHOBKY Ma
3’acyeamu ixXHiil 8nAUB HA AKICTNL OYIHIOBAH-
HsL BUCHOBKY, 0/151 4020 3ACTMOCO8AHO 342A/1bHO-
HAyKOo8L Ma cneyianbii memoou 00cAi0#eHH.
V8azy akuenmogaHo Ha cy0080-6emepuHapHo-
My acnekmi yvoeo numauHs. Jlosedeno, w0
nopsdok BUKAUKY eKcrepma, micue i npoyedy-
pa tiozo donumy 06ym084eHL NPOUeCyaNbHUM
3axkoHo0ascmeom Ykpainu ma 8idnosidaroms
npasuiam eUKAUKy il donumy pewmil yuac-
HUKI8 KPUMIHAALHOZ0 NposadiceHHs. Busna-
ueHO aneopumm donumy cyooeo-gemepuHap-
HO20 eKcnepma, KUl MICMume maki emantu:
1) 3’acysanms KomnemeHmHoOCMi cy0080-6e-
MepUHAPHO20 eKcnepma; 2) ymouHeHHs OKpe-
MUX ACTIeKTNI8 NpU3HAveHH ma nepebizy 6u-
KOHAHHS CY0080-6eMmepUHAPHOL eKCnepmu3u;
3) ananizyeamHs 06’ekmie i UXIOHUX OaHUX,
AKUMU cY0080-8eMePUHAPHULIL eKCTIepTL Onepy-
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6a6 nid wac npogedeHHs eKCnepmu3u ma ckaa-
OamHs BUCHOBKY; 4) 3’acysanns ocobaugocmeil
3aCcmMOCoBAHUX MemOoOUK Cy0080-eKCepmHo20
docnidscennss 1l iHGopmauitinux Oxcepen;
5) apaymenmyeants 00CmMOBIPHOCTL BUCHOBKY
excnepma. Buoxpemaeno npouedypy donumy
cydosux ekcnepmis, SKi Npo8oOUAL KOMTLAEKC-
HY abo KOMICILiHY eKcnepmu3y, HAaz040ULeHO
Ha ocobaugocmsx makoeo donumy. Koncma-
MOoBAHO YMO8U, 3a AKUX donum cydogo-eemnie-
PUHAPHO20 ekcnepma npogodumu Hedouyinb-
HO. ApeymMeHmo8amo, o 3anponoHO8aAHULL
anzopumm donumy Ccy0o80-8emepuHapHoz0
eKcrepma 3 Npaxkceon02iLHUX NO3UULLL cnpuse
pobomi cydy: NpasuAbHO OUIHUMIL 8UCHOBOK
i 3anobiemu 3atium NOOGTUHUM 3aANUMAHHAM.
Katouoei caoga: cydoso-gemepurapHa
excnepmu3d; 8UCHOB0K ekcnepma; donum cy-
008020 excnepma; mepesipka; OUIHIOBAHHS,
00°ekmueHicmb, YcebIUHICTD T JOCMOBIPHICTIL
BUCHOBKY eKcnepma; 00s/pYHMO8AHICIY; 1106~
Homa docaiOsceHHs; dxcepeno JoKA3is.
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Domestic and foreign literary sources on the use of necrotic fau-

ACCESS na in forensics are analyzed. The purpose of this article is to empha-
size the importance of necrotic fauna research for practical forensics
and highlight the influence of necrotic entomophiles on the time of
@ @ death of a living object (depending on its species and environmen-
tal conditions) which biological and general scientific methods are

applied for. A comparative analysis of the activity of necrotic fauna
representatives is given. The need to use necrofauna in the system-

atic work of forensic biologists has been updated. The main appli-
cation of forensic entomology as a branch of applied entomology is
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the study of the faunal complex of necrobiont arthropods on a dis-
covered corpse to meet the needs of the investigation and the court.
Entomological knowledge makes it possible to successfully perform
classification, identification and diagnostic tasks that appear in fo-
rensic expert practice. Since the processes of corpse decay and the
types of necrotic insects on it differ depending on the type of corpse
and the type of biogeocenosis where this corpse was located, each of
these features affects further forensic investigations. Obtained ento-
mological data are a reliable source of information for finding out
objective truth during pre-trial investigation and subsequent legal
proceedings. At the same time, determining the time of death by ca-
daveric fauna can have only auxiliary value, since the appearance
and development of insects is very variable. Prospects for further
research are formulated, including improvement of entomological
research methods (in particular, in different environmental condi-
tions), the need for development of forensic biology as an integral
component of forensic science is proven.

Keywords: necrofauna; entomology; criminalistics; corpse;

living object.

Research Problem Formulation

One of important and often difficult issue
during investigation of criminal cases in
the case of death under non-obvious cir-
cumstances of finding out the time limit
for the death of a living object. The late
discovery of a corpse caused by attempts
to hide a crime, discovery in closed rooms
or a sparsely populated area, and putrefac-
tive changes in the body make especially
difficult to determine the death age.
Traditionally, the issue death pre-
scription is solved during the conduct of
either a forensic medical examination of
a corpse (person), or a forensic biological
or veterinary examination (other living
objects). In the late postmortem period
(more than 72 hours), determining the
prescription of death for a forensic ex-
pert becomes a rather difficult task. Most

of classical methods of forensic research
in such cases become inaccurate, the
date of death is determined by forensic
expert mostly subjectively on macrosco-
pic grounds, based on the gained expe-
rience of expert work. The expert’s con-
clusions are probabilistic in nature, and
the established interval of prescription of
death can vary from several days to seve-
ral months, which greatly complicates
the work of investigative bodies to solve
crimes .

Life cycle of insects has its differences
according to the seasons of the year, which
makes it possible not only to determine the
postmortem time, but even the year of the
death of living object. Each environment
where the corpse is located is character-
ized by its own necrotic fauna. Cycles of
development of necrotic insects, changing
according to environmental conditions,

1 Malainey S. L., Anderson G. S. Impact of confinement in vehicle trunks on decomposition and
entomological colonization of carcasses. PLOS One. 2020. Apr 15. 0231207. DOI: 10.1371/journal.

pone.0231207 (date accessed: 27.05.2024).
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make possible to determine the main is-
sue related to the time of death.

Analysis of Essential Researches
and Publications

In legal medicine, cadaveric phenomena
are divided into abiotic phenomena that
occur after the end of life (negative mar-
kers) and transformational phenomena
that occur over time and cause significant
changes in the morphology and structure
of the corpse (positive markers). Abiotic
phenomena can be immediate, i.e., ap-
pear immediately after the heart, lungs
and brain stop vital activity (loss of con-
sciousness, sensitivity, movement, mus-
cle tone, lack of breathing and blood
circulation). They can be indirect, i.e.,
appear sometimes after death, the end of
vital activity (cooling of the body, swell-
ing, darkening, dehydration and acidi-
fication). Transformational phenomena
can be destructive, causing the decay of
organic substances (autolysis, self-diges-
tion, and putrefaction), or conservative,
i.e., those that cause abnormal transfor-
mation of a corpse depending on various
environmental conditions (maceration in
submerged bodies, mummification in a
dry environment) 2.

Currently, role of forensic entomology
in forensic research is insignificant. First

of all, this is due to the lack of qualified
forensic entomologists and insufficient
development of forensic-entomological
research methods. Entomofauna of corps-
es can be very diverse and numerous,
containing many species at different life
stages. Although there can be a significant
number of entomofauna representatives
on the corpse, only a small part of it is
needed to assess postmortem period.
Forensic entomology has gained the
greatest development in the USA, where
practical guidance on forensic entomolog-
ical expertise has been successfully oper-
ating for quite some time. In Ukraine, so
far, this direction is being developed only
at National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute»
of the Ministry of Justice of Ukraine. Al-
though at different times such specialists
as V. Kononenko and M. Marchenko® were
interested in the question of the role of
necrotic fauna, citing scientific data on
the entomofauna of the corpse, expert re-
search of the crime scene, research on the
content of necrotic insects. V. Olkhovskyi,
L. Holubovych and M. Tahaiev with their
co-authors * carefully analyzed the avail-
able scientific literature and practical
recommendations, as well as their own
achievements in determining the time of
death. A. Prokopenko ° presents a com-
parative analysis of various necrofauna

2 HoferI. M.]., Hart A. J., Martin-Vega D., Hall M. J. R. Estimating crime scene temperatures from

nearby meteorological station data. Forensic Science International. 2020. Vol. 306. Art. 110028.
DOI: 10.1016/j.forsciint.2019.110028 (date accessed: 27.05.2024).

Mapuenko M. 1., Kononenko B. U. [IpakTudeckoe pyKOBOJCTBO I10 CyZe0HOI 9HTOMOJIOTUH /
oz pex. A. ®. Pybexkanckoro. Xapbkos, 1991. 69 c.

OnpxoBcbkuii B. 0., Tony6osud JI. J1., Taraes M. M., XwxHsk B. B., Tony6osuu I1. JI., KpaBueHKO
10. M., Tony6oBuu A. JI., Bananoscekuii B. B.,, Mopryu A. O., Konosan H. C. BusHaueHHs
JIABHOCTI HacTaHHsI cMepTi : MoHOrpadis / 3a 3ar. pez. B. O. OnbxoBcbkoro ta JI. JI. TonyGoBuya.
XapxkiB, 2017. 168 c.

IIpokoneHko A. A. CyKlleCCHOHHBIe M3MeHeHUs 9HTOMOGAayHbl TPylla M HCIOJb30BaHUE UX
B CyZeOHO-3KCIIEPTHON IpakTHuKe. Msgecmus XapubKo8CK020 IHIMOMOA0ZUHECKO20 06Ujecmad.
2000. T. 8. Bpim. 2. C. 89—90. URL: https://repo.btu.kharkov.ua//handle/123456789/21188 (date
accessed: 27.05.2024).
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on corpses, in the works of M. Shulman®,
successional changes in the process of de-
struction of zoogenic waste are outlined
and trophic specialization of the main
groups of insects of the necrophilous com-
plex is characterized, regularities of the
processes of decomposition and utiliza-
tion of various animal corpses are deter-
mined, changes occurring in entomone-
crophilic complex in urban ecosystems.

Article Purpose

Emphasize importance of necrotic fauna
research for practical criminalistics and
highlight the impact of necrotic entomo-
philes on the time of death of living object
(depending on its type and environmental
conditions).

Research Methods

In order to determine the role of entomo-
logical evidence in forensic examinations,
biological and general scientific research
methods were used to study necrophilic
fauna.

Main Content Presentation

There are two main approaches to defin-
ing postmortem interval using insects as
physical evidence. The first is based on the
study of the successive colonization of the
corpse by insects (succession), the second

is based on the development of flies that
colonize the corpse shortly after death.
Succession data (first approach) are suit-
able for use from one month to one year
after death or complete skeletonization of
the corpse, and the second approach is up
to one month after death, very rarely lon-
ger than a month .

Upon appointment of investigator or
a court, forensic biologist shall determi-
ne, in particular:

«  prescription of death;

« time of year of death;

+ types of necrophilic insects found
on the corpse;

« age of settlement of the corpse by
necrophilic insects;

« prescription of death (taking into
account the interval of settlement of
the corpse by necrophilic insects);

« fact of moving the corpse;

« place of initial residence of the
corpse or the place of concealment
of the corpse;

« degree of decomposition of corpse
in a particular place for a known pe-
riod of time (simulation method);

« availability in larvae of insects of
toxins and/or drugs that caused the
death of a person (in case of detec-
tion of skeletal corpses).

Thus, it can be stated that forensic en-
tomology is a rather important field of fo-
rensic science that contributes to investiga-
tion or court to reach right conclusions ®.

6 Illyapman M. B. [lomiHaHTHI Ipynu 6e3xpebeTHUX TBAPHH B yTHIII3aLiHUX IIpollecax MepTBOI
opraHiku. Haykoeuil eicnux YepHigeyvkozo yHisepcumemy. Cepia: Bionoeis. 2008. Bum. 373.

C. 217—221.

7 Benecke M. A brief history of forensic entomology. Forensic Science International. 2001. Vol.
120. Is. 1—2. Pp. 2—14. DOI: 10.1016/S0379-0738(01)00409-1 (date accessed: 27.05.2024) ; Ri-
chards C. S., Paterson I. D., Villet M. H. Estimating the age of immature Chrysomya albiceps
(Diptera: Calliphoridae), correcting for temperature and geographical latitude. Internation-
al Journal of Legal Medicine. 2008. Vol. 122. Pp. 271—279. DOI: 10.1007/s00414-007-0201-7 (date

accessed: 27.05.2024).

8 OnbxoBcbkuii B. 0., Tony6osud JI. JI., Taraee M. M., XwxkHsak B. B., Toay6osuu II. JI., Kpas-
genko O0.M., Fony6oBud A. JI., Basanoscekuii B. B., MopryH A. O., Konosan H. C. 3a3uad. TBip.
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For individual representatives of the
necrotic fauna, a forensic biologist can
almost immediately determine the ap-
proximate time of death. For example, the
so-called dead fly: Cynomya mortuorum
(Linnaeus, 1761), which is one of the most
common species in the family of meat
flies Calliphoridae. Calliphoridae flies are
the most numerous group of necrophages
from the entire block of necrotic entomo-
fauna. Diptera of the families Sarcophagi-
dae, Muscidae and Piophilidae and solid
wings of the families Silphidae, Trogidae
and Dermestidae are typical necrophages.
Another important group of the necrotic
entomocomplex are parasitic insects and
predators of necrophagous insects. First
of all, these are beetles of the Staphylinidae
and Histeridae families: the main consum-
ers of fly larvae.

In case of research on a rottenly al-
tered corpse (person or other living ob-
ject), the question of the time of death
acutely arises, to which the forensic medi-
cal expert has to answer. Determining the
time of death on the basis of a complex of
macroscopic signs, assessed visually, is
quite subjective, in addition, the interval
of death that is determined, can vary from
several days to several months °. Current-
ly, there are not many instrumental bio-
physical diagnostic methods that can be
used in the late postmortem period.

One of these methods is entomologi-
cal research. This technique was used as
early as the second half of the 19th cen-
tury, when they noticed the regularity of
changes in different types of insects at

certain stages of body decomposition.
For example, larvae of flies and beetles
give way to larvae of lepidopterans. In
the summer, the development cycle of a
housefly (3 weeks on average) is used for
this. availability of only fly eggs on the
corpse indicates that the time of death is
within 24 hours, and the presence of eggs
and larvae is more than one day. A signifi-
cant number of larvae indicates that death
occurred a week ago, and appearance of
pupae more than a week ago. It should
be borne in mind that the gray flesh fly
(Sarcophagidae) immediately lays larvae,
which during the first day, depending on
weather conditions, become 2-3 mm long,
sometimes more. At the same time, deter-
mining the time of death by cadaveric fau-
na can have only auxiliary value, since the
appearance and development of insects is
very variable. In the context of the foren-
sic-biological examination of necrofauna,
the corpse should be considered precisely
as an ecosystem capable of self-regulation
of the processes taking place in it. This
dynamic system is characterized by the
variability of interacting populations and
self-reorganization depending on life cy-
cles .

The system depends on the specific en-
vironmental conditions (temperature, hu-
midity, season, weather conditions, specific
biotope), the features of the corpse (consti-
tution, clothing material, contamination
with fuel, lubricant and paint and varnish
substances, tissue burning, the presence of
tight skin and wool on animal corpses and
scales on fish), genotypic and phenotypic

9 Mapuenko M. 1., Konornenko B. U. Vkas. cou. ; IIpokonenko A. A. CyKiieCCMOHHbBIE U3MeHe-

HUA

... . URL: https://repo.btu.kharkov.ua//handle/123456789/21188 (date accessed: 27.05.2024).

10 Grassberger M., Frank C. Initial study of arthropod succession on pig carrion in a Central Eu-
ropean urban habitat. Journal of Medical Entomology. 2004. Vol. 41. Is. 3. Pp. 511—523. DOI:
10.1603/0022-2585-41.3.511 (date accessed: 27.05.2024) ; OnpxoBcbkuii B. O., Tomy6oBuy JI. JI.,
Taraes M. M., Xwxkuak B. B., Tonybosud II. JI., KpaBuenko 0. M., T'onyboBuu A. JI., Bana-
HOBCchKUH B. B., MopryH A. O., Konosas H. C. 3a3Hau. TBip.
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heterogeneity of populations and interac-
tion between them. In living conditions,
entomofauna has its own specifics. It is due
to a certain stability of the microclimate,
the ways of penetration into the room of
necrophages and the presence of synan-
thropic insects!'. The fastest decomposi-
tion rate was recorded in rural areas, and
the slowest in mountainous areas'2.

All arthropods involved in the decom-
position of the corpse can be divided into
3 ecological groups:

1) obligate necrobionts are insects that
specialize exclusively in cadaveric
tissues and by determining the age
of which they usually determine the
prescription of death (obligate necro-
phages and kératophages: a squad of
flies (Diptera0, mainly represented by
the families of the fallen flies (Calliph-
oridae), gray meat flies (Sarcophagi-
dae), cheese flies (Piophilidae); a squad
of Coleoptera, represented by the fami-
lies of dead wings (Sliphidae) and skin
beetles (Dermestidae));

2) facultative necrobionts are not as
common as representatives of the
first group. Numerous populations of
these necrophilic insects are able to
influence cadaveric decomposition by
competing with obligate necrophages.
The diet of this class of necrofauna is
quite diverse, these include faculta-
tive necrophages (polyphages), ento-
mophages (zoophages), saprophages
(in particular, coprophages) and par-

asites. This group is represented by

various taxonomic units of ants (For-

micidae), wasps, beetles, cockroaches

(Blattodea), some flies, as well as mem-

branes parasitic on immature fly lar-

vae. This group includes the families
of mites: Macrochelidae, Parasitidae,

Parholaspididae and Urodidae, which

hunt other insects and even nema-

todes;

3) random necrobionts that use decom-
posable remains as a normal environ-
ment. They are represented by polyph-
ages, saprophages and mycetophages;
these include leg-tails (Collembola),
a variety of spiders, lipopods (Chilop-
oda), woodlice (Armadillidiidae) and
some ticks.

Blow flies (commonly known as flies)
play an important role in the process of
decomposition of animals in most terres-
trial ecosystems. Because they are often
the first to appear and lay eggs on the ca-
daver, the oldest blow flies collected on
the cadaver is often used to obtain the
minimum post-mortem interval for deal-
ing with death cases . Meat flies are ec-
tothermic animals, and the time of their
development depends on the species.
Thus it is important to accurately identify
the species of meat flies and reconstruct
the temperature profiles of the scene in
order to correctly estimate the minimum
post-mortem interval 4.

A dead body, hidden or in a confined
space, can become an obstacle to primary

11 Bygarski K., LeBlanc H. N. Decomposition and Arthropod Succession in Whitehorse, Yukon Ter-
ritory, Canada. Journal of Forensic Science. 2013. Vol. 58. Is. 2. Pp. 413—418. DOI: 10.1111/1556-
4029.12032 (date accessed: 27.05.2024) ; Denno R. F., Cothran W. R. Competitive Interactions and
Ecological Strategies of Sarcophagid and Calliphorid Flies Inhabiting Rabbit Carrion. Annals of
the Entomological Society of America. 1976. Vol. 69. Is. 1. Pp. 109—113.

12 Iynsman M. B. 3a3Hay. TBip.

13 Amendt J., Richards C. S., Campobasso C. P., Zehner R., Hall M. J. R. Forensic entomology:
applications and limitations. Forensic Science, Medicine, and Pathology. 2011. Vol. 7. Is. 4. Pp. 379—
392. DOI: 10.1007/s12024-010-9209-2 (date accessed: 27.05.2024).

14 Denno R. F., Cothran W. R. Op. cit.
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colonization by Calliphoridae. Field tests
of pork carcasses hidden in the trunks of
cars showed a delay in colonization by 3-6
days *. Another experiment simulated the
effect of solar radiation on the tempera-
ture difference inside the car compart-
ment compared to the outside environ-
ment. This research indicated that even
taking into account the color of the vehi-
cle, the temperature in the airtight cabin
can significantly exceed the ambient tem-
perature *.

The ratio of pupae and adult flies re-
maining inside the vehicle led to the
conclusion that adult flies were probably
unable to leave the confined space. Con-
sequently, the research indicated that
adult flies can find themselves locked in
a high-temperature zone. In this same
study, it was observed that accelerated
decomposition is catalyzed by higher tem-
peratures inside cars (compared to ambi-
ent temperatures).

Another important species of flies for
forensic examination that lives in a num-
ber of countries of the Asian continent is
Chrysomya pinguis. Existence of life cycle
stages (egg, larva, pupa or adult) of this fly
among corpses and/or places of death of
people increases sharply in the habitats

of this species, and therefore they can be
used as entomological evidence for foren-
sic medical research. For example, in Ko-
rea, collected from the corpse of Ch. pin-
guis was used to confirm that a man died
10 days before the discovery of his corpse,
indicating the importance of using Ch.
pinguis in forensic researches .

Entomological researches on species
of flies important for forensic examina-
tion proved that Ch. pinguis predominates
in highland areas of mixed deciduous for-
ests, similar to Chrysomya thanomthini,
Hypopygiopsis tumrasvini, Lucilia papuensis
and Lucilia Porphyrina 8.

L. Porphyrina species colonizes human
corpses and lives most often in forested
areas, adults are attracted to decomposing
animal substances, and larvae are scaven-
gers .

Separate researches on pig carcasses
revealed that the greatest activity of flies
larvae, which destroy most organic tis-
sues, was registered during the first 7-30
days after death. In the fresh stage (first
24 hours), when the remains are odor-
less, the eggs of Lucilia illustris (Meigen,
1826) (Calliphoridae) are laid first, fol-
lowed by Phormia regina (Meigen, 1826)
(Calliphoridae). An increase in the internal

15 Malainey S. L., Anderson G. S. Op. cit. DOI: 10.1371/journal.pone.0231207 (date accessed:

27.05.2024).

16 Dadour I. R., Almanjahie I., Fowkes N. D., Keady G., Vijayan K. Temperature variations in a par-
ked vehicle. Forensic Science International. 2011. Vol. 207. Is. 1—3. Pp. 205—211. DOI: 10.1016/j.
forsciint.2010.10.009 (date accessed: 27.05.2024).

17 Silahuddin S. A., Latif B., Kurahashi H., Walter D. E., Heo Ch. Ch. The Importance of Habitat
in the Ecology of Decomposition on Rabbit Carcasses in Malaysia: Implications in Forensic En-
tomology. Journal of Medical Entomology. 2015. Vol. 52. Is. 1. Pp. 9—23. DOI: 10.1093/jme/tju001

(date accessed: 27.05.2024).

18 Moophayak K., Klong-Klaew T., Sukontason K., Kurahashi H., Tomberlin J. K., Sukontason
K. L. Species composition of carrion blow flies in northern Thailand: altitude appraisal. Revista
do Instituto de Medicina Tropical de Sdo Paulo. 2014. Vol. 56. Is. 2. Pp. 179—182. DOI: 10.1590/
S0036-46652014000200016 (date accessed: 27.05.2024) ; Ilepbakorcekuit M. I. CyzoBa exc-
meproJIorid : HaB4. mocib. Xapkis, 2008. 198 c. URL: https://dspace.univd.edu.ua/server/api/
core/bitstreams/f68ffa51-4fe1-4991-bcee-7a5a8627e0d8/content (date accessed: 27.05.2024).
19 Kurahashi H., Chowanadisai L. Blow flies (Insecta : Diptera : Calliphoridae) from Indochina. Species
Diversity. 2001. Vol. 6. Is. 3. Pp. 185—242. DOI: 10.12782/specdiv.6.185 (date accessed: 27.05.2024).
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temperature of the carcass was recorded
as the mass of the larvae developed, start-
ing from the swelling stage (2—10 days).
This stage was characterized by a change
in color, as well as the appearance of mar-
bling, bloating or edema. At the stage
of active decomposition (11—16 days),
a strong smell of decay accompanied the
thinning of tissues, and the feeding of the
larvae caused a rupture of the skin; at this
stage the temperature reached its maxi-
mum. At an advanced stage of decompo-
sition (17—42 days), the larvae began to
leave the carrion in search of a suitable
place for pupation. And 51 days later, the
skeletonization of the remains was almost
complete — bones, cartilage and some tis-
sue remnants remained, amounting to ap-
proximately 25% of the initial weight. This
stage was characterized by a noticeable
decrease in larval activity and a slight odor
from the remains or its absence. Insect ac-
tivity completely stopped in 271 days .

J. Amendt with co-authors notes that
samples from the place of death should
accurately reflect the entomofauna of the
corpse, thatis, the sample should represent
all life stages of each important species of
insects inhabiting the corpse ?'. This is con-
firmed by Sz. Matuszewski, noting the need
to take into account peculiarities of collect-
ing necrophilic insects #. In a fairly fresh
corpse, eggs or larvae of flies on natural an-
atomical openings (especially the head) or

wounds mostly prevail; at the initial signs
of decomposition, fly larvae are found in
natural openings of the body, in wounds
on the border between the corpse and the
ground; during active decomposition (ex-
udation of corpse fluid, obvious smell of
decay), larvae of flies and beetles live on
the body, which are found on the clothes
and surface of the corpse, the soil near the
corpse (in case of death in an open space)
or the floor of the room (in case of death in
the premises) ; in the deeper stages of de-
composition (darkening of the remains of
the skin, bones), puparia of flies (full and
empty), larvae and pupae of beetles, larvae
of flies that settle in the late stages of de-
composition, on the soil near the corpse (in
case of death in open space), on the floor,
under carpets or furniture (indoors), in the
pockets and folds of the corpse clothes.

Most often, forensic entomologists es-
timate the age of sexually mature insects
collected at the site of death and use this
information as the minimum postmor-
tem period *. For such an assessment, it is
necessary to compare the reference data
on the development of a particular species
with the results obtained from the insect
corpse collected at the site of detection.
Because developmental data may vary by
geographic insect population, it is recom-
mended to use reference data on insect
populations in a specific geographic re-
gion .

20 Campobasso C. P., Di Vella G., Introna F. Factors affecting decomposition and Diptera colo-
nization. Forensic Science International. 2001. Vol. 120. Is. 1—2. Pp. 18—27. DOI: 10.1016/s0379-

0738(01)00411-x (date accessed: 27.05.2024).

21 Amendt J., Richards C. S., Campobasso C. P., Zehner R., Hall M. J. R. Op. cit. DOI: 10.1007/

$12024-010-9209-2 (date accessed: 27.05.2024).

22 Matuszewski Sz. Post-Mortem Interval Estimation Based on Insect Evidence: Current Challeng-
es. Insects. 2021. Vol. 12. Is. 4. Art. 314. DOI: 10.3390/insects12040314 (date accessed: 27.05.2024).
23 Amendt J., Richards C. S., Campobasso C. P., Zehner R., Hall M. J. R. Op. cit. DOI: 10.1007/

$12024-010-9209-2 (date accessed: 27.05.2024).

24 Owings Ch. G., Spiegelman C., Tarone A. M., Tomberlin J. K. Developmental variation among
Cochliomyia macellaria Fabricius (Diptera: Calliphoridae) populations from three ecore-
gions of Texas, USA. International Journal of Legal Medicine. 2014. Vol. 128. Pp. 709—717. DOI:
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Foreign entomologists emphasize the
lack issue of standards and guidelines for
research on the development of necrobi-
onts *.

Another important issue of forensic
entomology is temperature regime. The
succession and development of insects on
corpses mostly depends on temperature.
While assessing the postmortem period
by succession or insect development, it is
necessary to reconstruct the temperature
conditions. Accuracy of postmortem esti-
mation mainly depends on the accuracy
of the reconstructed temperature condi-
tions. Non-compliance with temperature
regime is one of the causes of errors.

Forensic entomologists often use tem-
perature data from local weather stations.
According to I. M. J. Hofer (with co-au-
thors) and A. P. Johnson (with co-authors),
the temperature data of the weather sta-

tion can be adjusted to adapt them to the
peculiarities of the place of death *. Such
errors are based on regression analysis of
records made at the place of death and re-
cords from the station. In addition, some
authors note that the correction protocol
has uncertain advantages for the accuracy
of postmortem evaluation .

The entomological factor, thermogen-
esis caused by insects is extremely im-
portant. It was discovered in clusters of fly
larvae and has been actively studied ever
since %, There is information about ther-
mogenesis caused by Necrodes Littoralis
L. (Silphidae) carrion beetles, in addition,
researchers have proven that heat is pro-
duced in the nutrient matrix formed by
adult beetles and their larvae by spread-
ing their secretions over surface of the
corpse ¥. Thermogenesis in larval assem-
blages is perhaps more common among

10.1007/s00414-014-1014-0 (date accessed: 27.05.2024) ; Richards C. S., Paterson I. D., Villet M. H.
Op. cit. DOI: 10.1007/s00414-007-0201-7 (date accessed: 27.05.2024).

25 Fratczak-Lagiewska K., Matuszewski Sz. The quality of developmental reference data in foren-
sic entomology: Detrimental effects of multiple, in vivo measurements in Creophilus maxillo-
sus L. (Coleoptera: Staphylinidae). Forensic Science International. 2019. Vol. 298. Pp. 316—322. DOI:
10.1016/j.forsciint.2019.02.059 (date accessed: 27.05.2024) ; Midgley J. M., Villet M. H. Effect of
the killing method on post-mortem change in length of larvae of Thanatophilus micans (Fabri-
cius 1794) (Coleoptera: Silphidae) stored in 70 % ethanol. International Journal of Legal Medicine.
2009. Vol. 123. Pp. 103—108. DOI: 10.1007/s00414-008-0260-4 (date accessed: 27.05.2024).

26 HoferI.M.]., HartA.J., Martin-Vega D., Hall M. J. R. Op. cit. DOI: 10.1016/j.forsciint.2019.110028
(date accessed: 27.05.2024) ; Johnson A. P., Wallman J. F., Archer M. S. Experimental and Case-
work Validation of Ambient Temperature Corrections in Forensic Entomology. Journal of Forensic
Science. 2012. Vol. 57. Is. 1. Pp. 215—221. DOI: 10.1111/j.1556-4029.2011.01900.x (date accessed:

27.05.2024).

27 Charabidze D., Hedouin V. Temperature: the weak point of forensic entomology. International
Journal of Legal Medicine. 2019. Vol. 133. Is. 2. Pp. 633—639. DOI: 10.1007/s00414-018-1898-1 (date
accessed: 27.05.2024) ; Dourel L., Pasquerault Th., Gaudry E., Benoit V. Using Estimated On-Site
Ambient Temperature Has Uncertain Benefit When Estimating Postmortem Interval. Psyche:
A Journal of Entomology. 2010. Vol. 6. 7 p. DOI: 10.1155/2010/610639 (date accessed: 27.05.2024).

28 Podhorna]., Aubernon C., Borkovcova M., Boulay J., Hedouin V., Charabidze D. To eat or get heat: Be-
havioral trade-offs between thermoregulation and feeding in gregarious necrophagous larvae. Insect
Science. 2018. Vol. 25. Is. 5. Pp. 883—893. DOIL: 10.1111/1744-7917.12465 (date accessed: 27.05.2024).

29 Matuszewski Sz., Madra-Bielewicz A. Heat production in a feeding matrix formed on carrion by
communally breeding beetles. Frontiers in Zoology. 2021. Vol. 18. Art. 5. DOI: 10.1186/s12983-020-
00385-7 (date accessed: 27.05.2024) ; Matuszewski Sz. Op. cit. DOI: 10.3390/insects12040314 (date

accessed: 27.05.2024).
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carrion insects and, as it can significant-
ly shorten the developmental interval,
should be taken into account when recon-
structing temperature conditions *.

In some cases, conclusions of foren-
sic medical examination do not coincide
with the conclusions of entomological re-
searches, so there is a need for a more de-
tailed study of necrotic entomofauna.

Conclusions

Necrobionts are an essential compo-
nent of any biocenosis and are ubiquitous.
In general, the vital activity of all types of
necroticinsects is the mechanical grinding
and decomposition of organic substances,
mixing the latter with the soil, excretion
of digestive enzymes into decomposing
masses and vegetation under these mas-
ses, and (very importantly) a deterministic
change in cycles and populations, which
ensures self-regulation of decomposition
process by arthropods.

Summing up, we should note that the
use of entomology in forensic examina-
tions is closely related to the development
of forensic biology. As of today, even such
issues as the composition of the fauna of
non-microbionic insects, the biology and
ecology of species associated with corpses
in different regions of Ukraine under dif-
ferent climatic conditions remain insuffi-
ciently studied.

PoJib €HTOMOJIOTIYHUX T0Ka3iB
Y KPHMiHAJIbHUX PO3CJIiLyBaHHAX

Cepeiii Po3ymnuil, Jlap’a Muaocmusa,
Ceimaana Iloaakoaa,
Anna Babuenko

IIpoananizoeano 8iMuU3HAHIL 1L IHO3EM-
Hi aimepamypHi Oxcepena wodo BUKOPU-
CMAHHA HeKpOMUUHOL PayHu Y Kpumina-

aicmuyi. Mema cmammi — akyeHmysamu
yeazy Ha eaxcaugocmi 00cAi0KHceHb HeKpo-
mu4Hoi gaynu 049 NpaKmMuuHol KpUMIHA-
AICMUKY MA 6UCBIMAUMU 8NAUE HEKpO-
MUYHUX eHmOoMoQpinie HA UAC HACTMAHHA
cmepmi 18020 00’ekma (3anexcHo 8id 1020
8udy il YM0O8 308HIULHb020 cepedosuya), 015
1020 3aCcmMoco8ano 010102i4HI 1l 3a2anbHO-
Haykosi memodu. Hasedeno nopigHsaabHULL
amaniz akmueHocmi npedcmMAsHUKI8 He-
KpomuuHoi ¢aynu. Axmyanizoeano Heob-
Xi0Hicmb 8uKOpuCcmO8Y8amu HeKpopayHy
6 cucmemHiil pobomi cydosux excnepmig-0i-
onoeig. OcCHOBHe 3acmocy8aHHs Cy0080i
eHmomMon02il K po3diny NpukAadHoi eH-
momonoeii — 0ocaidxeHH PayHICMUUHO020
KOMN/EKCY HeKpOOIOHMHUX U/AeHUCTOHO-
2UX HA BUABAEHOMY MpPYNions 3abe3neuerHs
nompeb caidcmea ma cydy. EHmomonoziumi
3HAHHA 0AIOMb 3MO02Y YCNIUHO 8UKOHY8A-
mu kaacugixkayitini, idenmugikayiiini ma
JiaeHocmuunl 3a60amHs, AKL NOCMAMmMb
y cydoso-excnepmmiii npakmuyi. OCKiAbKU
npoyecu po3nady mpyna ii 6udu HeKpomuu-
HUX KOMAX HA HbOMY DI3HAMULCS 3AAEHCHO
610 eudy mpyna ma muny 6i02e0ueH03Y,
Y aKomy yeil mpyn nepebysas, mo KoxiHa i3
yux ocobaugocmeil 8nausae Ha nodasbull
Kpuminaaicmuuni docaioncenus. 3006ymi
eHIMOMOA02I4HI OaHi € HAOLTIHUM Odcepesom
iHopmauii 0as 3’aCy8anHs 06 ekmueHOL
icmunu Yy npouecax 0ocydogozo caidcmea
ma nodaavuiozo cydouuncmea. Bodnouac
BU3HAUEHHA HaACY CMepmi 3a MPYNHOW day-
HOI0 MOJIte Mamu AuuLe JONOMIdHCHe 3HAeH-
HSl, OCKI/AbKU 10564 UL pO3BUMOK KOMAX OYdHce
sapiabenvi. Chopmyrvosano nepcnex-
mueu nodaaviuux 00cAl0HceHb, 6KANUHO
3 YOOCKOHA/NeHHAM Memodig eHMmoMOn021Y-
Hux docaidnceHv (30Kpema, Y pPi3HUX YMO-
sax cepedosuua), 0ogedeHo HeoOXiIOHicMb
pozsumky cydoeoi 6ionoeii sk Heeid’emHol
CK1a00801 KPUMIHAAICMUYHOL HAYKU.

30 Johnson A. P., Wallman J. F. Effect of massing on larval growth rate. Forensic Science Internation-
al. 2014. Vol. 241. Pp. 141—149. DOI: 10.1016/j.forsciint.2014.05.006 (date accessed: 27.05.2024).
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It has been established that, currently, there are no specialized
methods that would contain a clear algorithm for performing stud-
ies to determine the extent of harm and losses from damage to the
road infrastructure of our country as a consequence of the Russian

@ @ Federation’s armed aggression in forensic expert practice of forensic

construction-engineering and road technical examination studies
in Ukraine. It has been established that if such research is neces-
sary, a forensic expert is forced to adapt the previously developed
research methodologies to the present realities. Currently, it is prov-
en that there is an urgent need to develop methodologies and im-
prove existing approaches to establishing the scope and amount of
harm and losses inflicted, considering the destruction of Ukraine’s
road infrastructure due to active hostilities against our country.
The Article Purpose is to determine the essernce, content, general me-
thodical approaches to establishing the extent of damage and losses
from damage to the road infrastructure of Ukraine as a result of
the Russian Federation’s Armed Aggression. To fulfill this goal, such
general methods of scientific knowledge as observation, comparison,
abstraction, analysis, synthesis, modeling, etc., as well as separate
(instrumental) and special methods of forensic examination (meth-
odologies of forensic research perform the functions of the latter)
have been applied.
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Research
Problem Formulation

Since February 24, 2022, the Russian Fed-
eration’s full-scale military aggression
on the territory of Ukraine has been un-
derway. As a result, combat clashes with
the Russian aggressor are taking place on
a large part of the territory of our country.
Enemy troops launch missile attacks, con-
duct artillery shelling and bombardment
of cities and critical infrastructure facili-
ties, including roads.

As of the end of June 2024, active hos-
tilities continue in the Luhansk, Donetsk,
Kharkiv, Sumy, Zaporizhzhia, Mykolaiv,
and Kherson regions. Some of parts of
these regions are not controlled by the
Ukrainian authorities. Due to active hos-
tilities, enterprises, residential buildings,
and infrastructure facilities, including,
in particular, automobile roads of settle-
ments, public roads and adjacent territo-
ries, departmental roads, have been de-
stroyed .

Based on Report of the Kyiv School of
Economics on Damages to Infrastructure
from the Destruction Caused by Russia’s
Military Aggression against Ukraine as of
January 2024, the total amount of direct
damage to transport infrastructure facili-

ties in Ukraine amounted to $36.8 billion.
According to preliminary estimates, a total
of 25,400 km of roads and 344 bridges and
bridge crossings of state, local or munici-
pal importance have been damaged due to
the hostilities (for bridges and roads, see
the Ministry of Infrastructure). According
to the Ministry, a preliminary review of the
condition of roads in the de-occupied re-
gions (Chernihiv, Kyiv, Sumy, and Kharkiv
regions) confirms preliminary estimates
of significant damage to the road struc-
ture due to the passage of tanks and other
heavy military equipment, which will re-
quire reconstruction of a significant part
of the damaged roads °.

Ongoing efforts are underway to re-
store parts of the urban road infrastruc-
ture and public roads in government-con-
trolled and de-occupied areas. Based on
information from State Agency for Res-
toration and Infrastructure Development
of Ukraine, 57 artificial structures were
repaired in 2023, including 21 (destroyed
due to Russia’s military aggression against
Ukraine), 7 (repaired for Polish loan finds),
and 5 (in cooperation with IFI). 12 tempo-
rary bridges and pontoon crossings were
constructed, including: 2 in Chernihiv re-
gion, 1 in Kyiv region, 4 in Kharkiv region,
1 in Sumy region, 1 in Chernivtsi region,

1 OzpxoB B. C. [IpobsieMHi muTaHHsS y BU3HAYEHHI BapTOCTI MOIIKOKEHb aBTOMOOIIbHUX

JIOpir, siKi yTBOPWJIMCS BHACTiZOK 30poiiHOi arpecii P®. Cydosa excnepmu3sa 8 KOHMeKcmi
8i0H061eHHA Vikpainu : MaT-nu 11T Bceykp. HayK.-IpakT. KoH®. (JIbBiB, 09.06.2023). Kuis, 2023.
C. 242—245. URL: https://intelect.org.ua/wp-content/uploads/2023/08/sudova-ekspertyza-
2023-druk.pdf (date accessed: 28.05.2024).

3BiT mpo mpsaMmi 36KUTKM iHOPACTPYKTYpHU BiJ PyHHyBaHb BHACJHIZIOK BifiCbKOBOI arpecii
Pocii mpotu VKpaiHU cTaHOM Ha mo4aTok 2024 poky. 39 c. URL: https://kse.ua/wp-content/
uploads/2024/04/01.01.24_Damages_Report.pdf (date accessed: 28.05.2024).
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1 in Zakarpattia region, 1 in Dniprope-
trovsk region, 1 in Lviv region °.

According to data released by Prosecu-
tor General’s Office of Ukraine, as of Janu-
ary 2024, the Unified Register of Pre-Tri-
al Investigations contained more than
100,000 criminal proceedings involving
violations of the laws and customs of war.
In 2023 alone, it registered 178,902 pro-
ceedings associated with criminal offens-
es against property, specifically, seizure
of the funds provided for restoration of
Ukrainian infrastructure destroyed as
a result of hostilities *.

Such a number of criminal proceedings
involving violations of the laws and cus-
toms of war require the appointment and
conduct of forensic road technical exami-
nation, which can be conducted by both
certified forensic experts of state expert in-
stitutions and forensic experts who are not
employees of specialized state institutions.

In the course of forensic expert prac-
tice, the problem of determining the
method of estimating the volume and ex-
tent of damage and loss resulting from the
destruction of the road infrastructure in
Ukraine as a result of the military aggres-

sion of the Russian Federation is frequent-
ly encountered in this research. That is
why, under such conditions, forensic con-
struction-engineering and road technical
examinations require new algorithms and
methods, new general methodical ap-
proaches, which determine the relevance
of our research.

Analysis of Essential Researches
and Publications

Theoretical and methodical provisions
of forensic construction-engineering and
road technical examinations are reflected
in research papers by domestic research-
ers. For example, D. Puchko outlined the
issues of classifying forensic construc-
tion-engineering examinations, evaluating
their results, developing other theoretical,
legal and general theoretical provisions of
forensic construction-engineering exam-
ination, particularly he studied challeng-
ing issues of construction-engineering re-
search, singled out its types, and suggested
possible ways to improve the classification
of forensic construction-engineering exa-
minations, etc. °.

3 3BiT/lep)kaBHOTO areHTCTBA BiJTHOBJIEHHS Ta PO3BUTKY iHQpaCcTPyKTypH YKpaiHu 3a 2023 pik.
37 c. URL: https://restoration.gov.ua/4489/zvity/59572/59573.pdf (date accessed: 28.05.2024).

4 TIpo 3apeecTpoBaHi KpHUMiHaJbHI
posciigyBanHs / Odic T'eHmpoxypopa :

[IPaBOIIOPYIIEHHS Ta pPes3yJAbTaTH IX JOCYZLOBOTO
odirn. caiit. URL: https://gp.gov.ua/ua/posts/pro-

zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-rozsliduvannya-2

(date accessed: 28.05.2024).

5 Ilyuko /[I. B. Illojmo mpobieMHMX nuUTaHb Kiracudikaiii cyzoBoi OyAiBeIbHO-TEXHIYHOL
excrieptusu. Teopis ma npakmuka cydosoi exkcnepmusu i Kpuminaaicmuku. 2019. Bum. 20.
C. 478—490. DOI: 10.32353/khrife.2.2019.38 (date accessed: 25.05.2024) ; Moro . Jlo mUTaHHA
OILI{HIOBaHHSI PE3y/IbTATiB CyZOBOI OyZiBeIbHO-TEXHIYHOI eKCIePTU3U Y KPUMiHaIbHOMY
npoBakeHHi. Tam camo. 2020. Bum. 21. C. 92—105. DOI: 10.32353/khrife.1.2020_06 (date
accessed: 25.05.2024) ; Moro . HamexHicTh Ta JOCTOBIpHICTH BHCHOBKY eKCIIepTa K
KpUTepil OLIHIOBaHHSA CyZOBOi ekcrnepTusu. Tam camo. 2020. Bum. 22. C. 174—187. DOI:
10.32353/khrife.2.2020.17 (date accessed: 25.05.2024) ; Moro x. Jlo TUTaHHA PO PO3PO6IeHHA
TEOPETHKO-IIPABOBUX Ta 3arajJlbHO-METOJUYHUX II0JIOKEHDb CYZO0BOI OyZAiBeJbHO-TeXHIYHOI
excrieptusu. Cydosa ekcnepmu3sd: Cy4AacHicme ma MAatibymHe : MaT-Iu Kpyri. ctouay (JIbBiB,
25.01.2018). JIBiB, 2019. C. 104—106 ; Moro sx. [Ipo6ieMHi MUTAaHHA CyAOBOI GYZAiBeJbHO-
TEeXHIYHOI eKCIIepTU3U. AKMYAAbHI NUMAHHS CY00801 eKcriepmu3il I KpUMIHAAICMUKL : MaT-JI1
MiKHap. HayK.-IIpakT. KOH., mpucsd. 150-pid. 3 gHg Hapomk. 3aci. npod. M. C. Bokapiy-

112


https://restoration.gov.ua/4489/zvity/59572/59573.pdf
https://gp.gov.ua/ua/posts/pro-zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-rozsliduvannya-2
https://gp.gov.ua/ua/posts/pro-zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-rozsliduvannya-2
https://doi.org/10.32353/khrife.2.2019.38
https://doi.org/10.32353/khrife.1.2020_06
https://doi.org/10.32353/khrife.2.2020.17
https://doi.org/10.32353/khrife.2.2020.17

Yevhen Pivnov. Methodical Approaches to Determining Harm and Losses from Damage
to the Road Infrastructure of Ukraine as a Result of the Russian Federation’s Armed Aggression.

DOI: 10.32353/khrife.2.2024.08

A. Bezuhlyi with his co-authors rec-
ommended establishing the amount of
damage based on the results of invento-
ry checking, inspection / examination of
destroyed or damaged automobile roads,
carried out in compliance with current
legislation and stemming from the results
of comprehensive inventory checking.
The amount of damage is calculated in
natural units (km, running meter, units,
pieces, etc.), for example, the length of de-
stroyed or damaged automobile roads and
their components, possibly other facilities
of the transport infrastructure °.

H. Bashkirov 7 believes that the follow-
ing methods should be applied to determine
the amount of property damage caused by
the shelling of residential buildings:

+ reproduction (compilation of a cost
estimate based on the Estimating
Norms of Ukraine in Construction ®:
Guidelines for Determining Con-
struction Cost);

« replacement (determination of the
amount of losses based on the cur-
rent cost of creating [acquiring]
a new facility similar to the valued
facility, which can be an equivalent
replacement, for example, using
aggregated cost indicators to assess
the value of buildings and structures
based on functional analogues);

+ determining market value of facili-
ties that are either completely de-
stroyed or not subject to restoration
(there is no technical possibility and
expediency to restore them) as well
as destroyed profitable real estate
(commercial, warehouse, industri-
al, office, etc.) as of the beginning of
the war (23.02.2022).

However, he emphasizes that the
Procedure for Determining Damage and
Losses Inflicted on Ukraine as a Result
of the Russian Federation’s Armed Ag-
gression approved by Resolution of the

ca (Xapkis, 18—19.04.2019). Xapkis, 2019. C. 310—312 ; Horo x. IIpobieMHi muTaHHA
nudepenmianii BUAIB CyZ0oBUX OyiBeIbHO-TEXHIYHUX EKCIEPTHU3, IO I[IPU3HAYAIOTHCS
3a 3j0uMHaMu y cdepi OyAiBHUIITBA. [Ipiopumemni HANPIMKU PO3BUMKY NpaA8o8oi cucmemu
Vkpainu : MaT-1u MDKHAp. HayK.-IIpakT. KoHO. (JIpBiB, 25—26.01.2019). JIbBiB, 2019. C. 125—
128 ; HMoro x. Jlo muTaHHA VIAOCKOHaIeHHs kiacudikaii cysoBuX OyiBeTbHO-TEXHIYHUX
eKCIIepTr3 i3 ypaxyBaHHIM JOCBiAy Kpail BanTii. [Ipobemu ma nepcnekmuei po3gumxy cyoogoi
excnepmu3uy ma KpuMiHAAICMuKY : MaT-Id MDKHap. HayK.-IIpakT. KoHO (Ogeca, 16.10.2020).
Opeca, 2020. C. 487—492. URL: http://ondise.minjust.gov.ua/wp-content/uploads/2020/12/
Conference_16102020.pdf (date accessed: 25.05.2024).

Besyruuii A. O., Kacekis B. 1., Craciok B. O., Iuisiu C. 1., Biouk 0. M. TeopeTr4Hi acriekTu Ta
MeTOAWYHI IiZIX0AU 10 BUSHAYEHHs PO3Mipy IIKOAU Ta 30MTKiB, 3aBJAHUX aBTOMOOIIBHIM
JloporaM BHACiIOK 30 poriHoi arpecii. Jopozu i mocmu. 2023. Bum. 28. C. 19—27. DOI: 10.36100/
dorogimosti2023.28.019 (date accessed: 25.05.2024).

Bamkipo I. B. Ilpo Buxizui fgaHi [ BUKOHAaHHS CyAOBUX OyZiBeIbHO-TEXHIYHUX
€KCIIepTU3 10 BU3HAYEHHIO IIKOAY Ta 30MTKIiB, 3aBJaHUX YKpaiHi y 3B'SI3Ky 3 oOCTpimamMu
JKUTJIOBUX OYAWHKIB BHACHiZIOK 36poiiHoi arpecii Pocificbkoi Pezpepanii. IIpobremamuka
0OKYMEHMANbHO20 0OpMACHHS, BU3HAUEHHS WKOOU ma 6l0WKodyeanns 30umkie, 3a80aHuUx
Vkpaini ma ii epomadsnam enacaiook 36potinoi aepecii Pociticvkoi @edepayii : Te3u HayK.-IIPaKT.
koH®. (XapkiB, 22.06.2022). XapkiB, 2022. C. 48—51. URL: https://nauka.nlu.edu.ua/nauka/
download/zbirniki_konf/Tezi_konf_22_06_2022.pdf (date accessed: 25.05.2024).

KomrroprcHi HopMu VKpaiHy y OyAiBHUIITBI : 3aTB. HaKa3. MiHPO3BUTKY IpOMa/i Ta TEPUTOP.
Vkpainu Big 01.11.2021 p. Ne 281. URL: https://zakon.rada.gov.ua/rada/show/v0281914-21#n12
(date accessed: 25.05.2024).

113


https://doi.org/10.32353/khrife.2.2024.08
http://ondise.minjust.gov.ua/wp-content/uploads/2020/12/Conference_16102020.pdf
http://ondise.minjust.gov.ua/wp-content/uploads/2020/12/Conference_16102020.pdf
https://doi.org/10.36100/dorogimosti2023.28.019
https://doi.org/10.36100/dorogimosti2023.28.019
https://nauka.nlu.edu.ua/nauka/download/zbirniki_konf/Tezi_konf_22_06_2022.pdf
https://nauka.nlu.edu.ua/nauka/download/zbirniki_konf/Tezi_konf_22_06_2022.pdf
https://zakon.rada.gov.ua/rada/show/v0281914-21#n12

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)

ISSN 1993-0917

e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

Cabinet of Ministers of Ukraine No. 326 °
dated 20.03.2022 (if possible and in case
of significant and hidden damage) stipula-
tes determination of damages and los-
ses in monetary terms, as set forth in the
methodology approved by the Order of the
Ministry of Economy, which did not exist
at that time. It is worth pointing out that
as of today, the Methodology for Determi-
ning Damage and Losses Inflicted on the
Energy Infrastructure Facilities of Ukraine
as a Result of the Russian Federation’s
Armed Aggression has been approved by
the Order of the Ministry of Energy and
the State Property Fund of Ukraine °.

In the article on the methodical ap-
proach to determining the amount of
damage and losses resulting from dama-
ge and destruction of buildings, structu-
res and other infrastructure as a result of
the Russian Federation’s armed aggres-
sion, A. Vozniuk and M. Hryha conclud-
ed that expert assistance in determining
the amount of damage and losses result-
ing from damage and destruction of resi-
dential and non-residential buildings and

infrastructure as a result of the Russian
Federation’s armed aggression is essential
for the implementation of mechanisms
aimed at reimbursement (compensation)
of the damage caused, in particular, at
the expense of the aggressor country. The
need to establish not only the amount of
damage caused but also the cause-and-
effect relationship between damage and
aggressive military actions of the Rus-
sian Federation determines the priority
of conducting multidisciplinary expert
studies involving specialists from various
fields ™.

It should be borne in mind that the
author of this article has also published
a number of publications on peculiarities
of forensic road technical examinations,
where he considered the current state
of road technical research development,
aspects of expanding the scope of road
technical examination during the war and
the restoration of Ukraine in the post-war
period, as well as problems of methodical
support for forensic road technical exami-
nation 2.

9 IlopsiioK BU3HAYEHHS IIKOAY Ta 30UTKIB, 3aBjaHUX YKpalHi BHACTIOK 30poiiHoi arpecii Po-
citicbkoi @ezepariii : 3aTB. moctanoB. KMY Biz 20.03.2022 p. Ne 326 (3i 3amiH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/326-2022-%D0%BF#Text (date accessed: 28.05.2024).

10 MeTozAuKa BUSHaYeHHs IIKOAY Ta 30MTKIB, 3aBAaHNUX 00’ €KTaM eHepreTUIHOI iHPpacTpyKTy-
pu Vkpainu BHacCIioK 36porinoi arpecii Pociiicbkol ®ezieparii : 3aTB. Hakas. MiHeHepreTu-
ku Ta PoHAY Aep:xMaiiHa YKpainu Big 22.02.2023 p. Ne 57/342. URL: https://zakon.rada.gov.ua/
laws/show/z0708-23#Text (date accessed: 28.05.2024).

11 Bosuiok A. A., I'pura M. A. ExkcriepTHe 3a0e311e4eHHsT BUSHAYEHHS PO3MIpy LIKOAU Ta 30UT-
KiB Bifi IIOIIKO/KeHHs 1 pyliHyBaHHs OyZiBesb, CIIOPYZ Ta iHIINX 00'€KTiB IHPPACTPYKTYPU
BHACJiZIOK 30poiiHoi arpecii pd. Haykosuil 8icHUK Yo20po0cbkoz0 HAYiOHANbHO20 YHiBepCUme-
my. Cepis: IIpago. 2022. Bum. 73. 4. 2. C. 123—130. DOI: 10.24144/2307-3322.2022.73.51 (date

accessed: 28.05.2024).

12 IliBHBOB €. CyZOBO-€KCIIepPTHE AOPOXHBO-TEXHIYHE [JOCIi/PKEHH: CTaH 1 3MiHU BiAMOBiZ-
HO /IO HOBUX 3aB/JaHb €KCIIEPTHOTO 3abe3rnedeHHs paBocyas. Teopisa ma npakmuka cyoosol
excnepmu3u i kpuminaaicmuku. 2023. Bur. 4 (33). C. 178—190. DOI: 10.32353/khrife.4.2023.12
(date accessed: 28.05.2024) ; Foro k. Jledki aclleKTH PO3MIUPEHHS MeX MPeAMeTy J0POK-
HbO-TEXHIYHOI eKCIIePTHU3U B YMOBaX BiliHU Ta BiZIHOBJIEHHS YKpaiHU y IIOBOEHHUH Iepiof,.
AKMYanvHi numannsa cy0o60-eKcnepmuol isAbHOCMI 8 YMOBAX B0EHHO20 CMAHY Ma NOBOEHHUIL
nepiod : MaT-JIM BCEYKP. HayK.-IIpakT. KoHO. (Ozeca — JIpBiB, 28.09.2022). JIpBiB, 2022. C. 121—
124. URL: http://ndeke.lviv.ua/pdf/174.pdf (date accessed: 28.05.2024) ; Moro x. Jjo mpobrem
MEeTOAMYHOro 3abe3leueHHsI CYZOBOI JOPOKHBO-TEXHIYHOI eKCIIepTH3U IIiJi Yac BiHHU.
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Article Purpose

To identify the essence, content, and gene-
ral methodical approaches to establishing
the volumes and extent of damage and
losses inflicted due to destruction of the
road infrastructure in Ukraine as a result
of the Russian Federation’s armed aggres-
sion.

Research Methods

To fulfil this goal, such general methods of
scientific cognition as observation, com-
parison, abstraction, analysis, synthesis,
modeling, etc., as well as separate (instru-
mental) and special methods of forensic
examination (methodologies of forensic
research perform the functions of the lat-
ter) have been utilized.

Main Content Presentation

Due to the long-term military aggression
by the Russian Federation and, according-
ly, the resulting destruction of the road in-
frastructure in Ukraine, there is an urgent
need to apply a unified approach to deter-
mining the damage and losses inflicted on
Ukraine, with the aim of further compen-
sating owners, specifically at the expense
of the aggressor country.

Let’s consider the terminology related
to the analyzed type of research. The Na-
tional Classifier of Ukraine HK 018:2023

sets forth the following classification of
buildings and structures:

“Structures are land related structures
that are made of building materials and com-
ponents and/or on which construction work is
undertaken. In this respect, soil preparation,
planting or sowing, etc., for agricultural pur-
poses are not considered structures.

Buildings are covered structures that can
be used separately, constructed for permanent
purposes, forming above or below ground
premises designed to accommodate people,
equipment, animals, plants and objects. <...>

Engineering structures: all structures
that cannot be classified as buildings, inclu-
ding linear facilities of engineering and
transport infrastructure and corresponding
structures” 3.

As set out in the Law of Ukraine On
Roads, “automobile road is a linear complex
of engineering structures designed for contin-
uous, safe and convenient movement of vehi-
cles” 4,

Thus, automobile roads constitute the
road infrastructure in Ukraine, and road
infrastructure facilities are, accordingly,
the objects of forensic road technical exa-
mination.

The Procedure for Determining
Damage and Losses Inflicted on Ukraine
as a Result of the Russian Federation’s
Armed Aggression, adopted by the Cabi-
net of Ministers of Ukraine at the begin-
ning of the full-scale invasion, stipulates
the following:

AKMyanvHi nNUManHa cy0oeoi ekcnepmusu ma KpUMIHAAICMUKL : MaT-7T1 MDKHAp. HayK.-IIPaKT.
KOoH(. 3 HaroAu I0BiJ. BUAAT. y4eH.: 95-piuds Big AHSI Hapomx. JI. F0. Aponkepa («Aporkepis-
CBbKi YMTaHHI») 1 105-pivus Big fHI Hapomk. M. B. CanteBcbkoro (Xapkis, 19.05.2023). Xapkis,
2023. C. 239—241. URL: https://drive.google.com/file/d/1WnOCsPaFLjSy4TdYOhSUCiAVWz4AN

HI7/view (date accessed: 28.05.2024).
13 IIpo

3aTBep/)KeHHs HallioHandpHoro kiaacudikaropa HK 018:2023 Ta cKacyBaHHSI

HanioHanbHOro K1acudikaropa JK 018-2000 : Haka3 MiHeKoHOMiKM VKpaiHu Biz 16.05.2023 p.

Ne 3573.
28.05.2024).

URL: https://zakon.rada.gov.ua/rada/show/v3573930-23#Text

(date accessed:

14 TIpo aBTOMOOIIBHI fopory : 3akoH Vkpainu Bizg 08.09.2005 p. Ne 2862-IV (3i 3MiH. Ta A0IIOB).
URL: https://zakon.rada.gov.ua/laws/show/2862-15#Text (date accessed: 28.05.2024).
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“15) loss of transport infrastructure, in-
frastructure (including physical) of electronic
communication networks: an area including
destroyed or damaged roads, automobile
roads, airfields and airfield facilities, port
infrastructure, hydraulic structures, vessels
of sea and inland water transport, postal
facilities, infrastructure (including physi-
cal) of electronic communication networks
and other transport infrastructure, electro-
nic communications.

Key indicators to be assessed:

« length of ruined, destroyed, or dam-
aged automobile roads (including de-
partmental [technological] roads and
their components; <...>

+ ruined, destroyed, or damaged trans-
port infrastructure...” °.

The Ministry for Communities, Ter-
ritories and Infrastructure Development
of Ukraine (hereinafter referred to as the
Ministry of Infrastructure) is in charge of
determining the damage and losses inflict-
ed on Ukraine as a result of the Russian
Federation’s armed aggression °.

In 2023, the Ministry of Infrastructure
by Order No. 182 dated March 24, 2024,
approved the Methodology of Determi-
ning Damages and Losses Inflicted on the
Transport Infrastructure, Infrastructure
of Electronic Communication Networks
and Postal Facilities as a Result of the

Russian Federation’s Armed Aggression
(hereinafter — the Methodology) ' deve-
loped for analytical assessment by state
or local self-government authorities of
damage and losses inflicted, particularly
on road infrastructure facilities. Such ana-
lytical assessment may involve specialists,
enterprises, institutions and organizations
of any form of ownership. Enterprises, in-
stitutions and organizations have the right
to assess damage and losses independent-
ly on the basis of the General Principles
for Assessing Damage to Property and
Property Rights as a Result of the Russian
Federation’s Armed Aggression *.

The procedure for calculating dama-
ges and losses caused by damage to road
infrastructure as a result of the Russian
Federation’s armed aggression is stipula-
ted, outlining the period from Febru-
ary 19, 2014, that is, from the beginning
of the anti-terrorist operation against the
aggressor country. Based on the guiding
principles of the World Bank, a mecha-
nism for assessing (determining the size
of) direct and indirect damages and the
cost of restoration has been determined.

“The methodology does not apply to:

+  vehicles that carry out technological
transportation only within the territo-
ry of enterprises as set out in Article 2 of
the Law of Ukraine ‘On Transport’**;

15

16
17

18

19

[MopsiZoK BU3HAYEHHS LIKOAU Ta 30UTKIB ... . URL: https://zakon.rada.gov.ua/laws/show/326-
2022-%D0%BF#Text (date accessed: 28.05.2024).

Ibidem.

MeTo/iiKa BU3HAYEHHS LIKOAM Ta 30UTKIB, 3aBAaHUX iHGPACTPYKTypi TpaHCIoOpTy, iHbpa-
CTPYKTYPi eJIeKTPOHHUX KOMYHIKaI[ifHUX MepeX Ta 00'EKTIB IOIITOBOIO 3B’513Ky BHACJIZIOK
36poiinoi arpecii Pociticbkoi ®ezepanii : 3aTB. Haka3. MiHIHppPacTPyKTypu YKpaiHU Bif
24.03.2023 p. Ne 182. URL: https://zakon.rada.gov.ua/laws/show/z0733-23#Text (date accessed:
28.05.2024).

3aranbHi 3acaZy OIiHKY 30UTKIB, 3aBAaHUX MAalHy Ta MallHOBUM IIpaBaM BHACJIZOK 30poii-
Hoi arpecii Pociticpkoi ®ezepariii : gog. 1o ITopsaaKy BU3HAYeHHS IIKOAY Ta 30UTKIB ... . URL:
https://zakon.rada.gov.ua/laws/show/326-2022-%D0%BF#Text (date accessed: 28.05.2024).
IIpo TpancmopT : 3akoH Ykpainu Bifg 10.11.1994 p. Ne 232/94-BP (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/232/94-%D0%B2%D1%80#Text (date accessed:
28.05.2024).— Author.
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«  carrying out a standardized, indepen-
dent damage assessment and forensic
examination of destruction and dam-
age to transport infrastructure facili-
ties caused by the Russian Federation’s
armed aggression.

Independent assessment or forensic exa-
mination (expert study) of actual damages,
lost profits and restoration needs assessment
are carried out under the Laws of Ukraine ‘On
Appraisal of Property, Property Rights and
Professional Appraisal Activity in Ukraine’ #
and ‘On Forensic Examination’*” %,

Based on information envisaged by
the State Agency for Reconstruction and
Development of Infrastructure of Ukraine,
regional state administrations, military
administrations, state authorities, state
enterprises, local self-government, enter-
prise of housing and communal services
of any ownership type perform analytical
assessment of the damage to road infra-
structure facilities that have been dam-
aged or destroyed.

Extent of the damage inflicted on the
road infrastructure is calculated for two
groups of facilities: 1 public automobile
roads, streets and roads of cities and other
inhabited localities, departmental (tech-
nological) automobile roads; automobile
roads in private areas; 2) bridges on public
automobile roads, bridges on streets and
roads of cities and other inhabited locali-
ties, bridges on departmental (technologi-
cal) automobile roads, bridges on automo-
bile roads in private areas.

The above-mentioned methodology
does not address forensic examination.

Accordingly, during forensic examination,
the extent of physical damage and losses
to transport infrastructure resulting from
the Russian Federation’s armed aggression
shall be determined in accordance with
the requirements of the Law of Ukraine
On Forensic Examination and existing
methods that are used in practice during
forensic construction-engineering exami-
nation, forensic road technical examina-
tion, that is, using methods developed in
peacetime and which do not take into ac-
count the destruction during hostilities.

Forensic experts calculate the amount
of property damage during forensic con-
struction engineering examination and
in compliance with the tasks (questions)
within specialty 10.6 Examination of real
estate objects, building materials, structures
and relevant documents specified in the Sci-
entific and Methodological Guidelines on
Preparation and Appointment of Forensic
Examinations and Expert Research (here-
inafter - SMG):

“What damages to the facility (building,
apartment, room, decoration, etc.) occurred
as a result of flooding, fire, natural disaster,
mechanical impact, soil subsidence in the
mining allotment, etc.?

What is the technical cause of the real
estate damage/destruction (elements, struc-
tures, utilities, etc.)?

What is the cost of repair and construc-
tion work required to repair damage caused
by flooding, fire, natural disaster, mechanical
impact, soil subsidence, etc.?

What is the amount of pecuniary damage
to the facility (building, apartment, room,

20 IIpo ouiHKy MaliHa, MaHHOBUX IIpaB Ta IpodeciliHy OLiHOYHY AisJIbHICTD B YKpaiHi : 3aKoH
Vkpainu Big 12.07.2001 p. Ne 2658-III (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/
laws/show/2658-14#Text (date accessed: 28.05.2024).— Author.

21 IIpo cyAoBy eKCIepTu3y : 3aKOH VKpaiHu Big 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta Z0IIOB.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 28.05.2024).— Author.

22 MeTOAVKA BUSHAYEHHSA IIKOAU Ta 30UTKIB ...

z0733-23#Text (date accessed: 28.05.2024).

. URL: https://zakon.rada.gov.ua/laws/show/
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decoration, etc.) caused by flooding, fire, na-
tural disaster, mechanical impact, soil sub-
sidence, etc.?” %,

Thus, forensic construction-engineer-
ing and road technical examinations do not
presuppose resolution of issues involving
the study of road infrastructure damaged
as a result of the aggressor country’s ac-
tions (artillery shelling, air bombardment
and missile strikes). Therefore, there is an
urgent need to determine the amount of
pecuniary damage inflicted on the owner
of the infrastructure facility (automobile
roads, road sector, engineering structures,
etc.) during hostilities. Since these facil-
ities belong to a special category of road
infrastructure, we believe that the issues
should be resolved within the framework
of: 1) forensic road technical examination,
2) if necessary, multidisciplinary forensic
construction-engineering and forensic
road technical examination.

To implement the first option, Ch. 4
Sec. II Forensic engineering technical exami-
nation of the SMG needs to be amended as
follows:

“4. Forensic Examination of the condi-
tion of roads and road conditions

4.1. Principal tasks of this forensic exa-
mination are: determining conformity of
technical and operational, geometric and
technical indicators of automobile roads
with regulatory and technical requirements;
ensuring compliance of traffic organization
works with traffic safety requirements; estab-
lishing technical condition of the road infra-
structure, causes of damage and destruction
of facilities and their elements; assessing the
cost of works on road infrastructure facilities
related to restoration, re-equipment, elimi-
nation of natural disaster consequences, me-

chanical and other negative impact (air bom-
bardment, artillery shelling, missile attacks,
etc.); establishing the extent of pecuniary
damage and losses incurred by the owners of
road infrastructure facilities.

4.2. Approximate list of issues to be ad-
dressed regarding the condition of the road
and road conditions at the scene of traffic col-
lision:

Did the actual technical and operational
indicators of automobile road (such as flat-
ness, coefficients of adhesion and stiffness,
etc.) meet the road safety requirements?

Did the road repair, operation, and main-
tenance work meet road safety requirements?

Was there a cause-and-effect relationship
between traffic collision and road conditions
that did not meet the requirements of regula-
tory documents?

Does organization of traffic on the road
section under examination ensure road sa-
fety?

Did geometric parameters of the automo-
bile road meet the requirements of regulatory
documents?

4.3. Indicative list of issues to be resolved
regarding the condition of roads and road
conditions resulting from damage to road in-
frastructure facilities:

What damage occurred to the road infra-
structure facilities as a result of aerial bom-
bardment, artillery shelling, missile strikes,
natural disasters, mechanical and/or other
negative impacts, and soil subsidence in the
mining allotment, etc.?

What is the technical cause of damage
and destruction of the road infrastructure
due to aerial bombardment, artillery shel-
ling, missile strike, natural disaster, mecha-
nical and/or other negative impact, soil subsi-
dence in the mining allotment, etc.?

23 HayKoBO-MeTOAMYHI peKOMeHaIlil 3 MUTaHb MiZATOTOBKY Ta IPU3HAYEHHS CYZOBUX eKCIIep-
THU3 Ta eKCIIePTHUX JOCITi/PKeHb : 3aTB. Haka3. MiHfocty Vkpainu Big 08.10.1998 p. Ne 53/5
(31 3miH. Ta momos.). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed:

28.05.2024).
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What is the cost of repair and construc-
tion works necessary to eliminate the destruc-
tion of the road infrastructure facility as a re-
sult of aerial bombardment, artillery shelling,
missile strike, natural disasters, mechanical
and/or other negative impacts, subsidence of
the ground in the mining allotment, etc.?

What is the pecuniary damage suffered
by the owner due to the destruction of the
road infrastructure facility resulting from
aerial bombardment, artillery shelling, mis-
sile strikes, natural disasters, mechanical
or other negative impacts, or other negative
events such as soil subsidence in the mining
area, etc.?

What is more, within the framework
of this forensic examination, it is possible
to resolve the issue of assessing the cost
of repair work to restore roads, bridges,
etc., or the cost of building a new facility
according to specified parameters, i.e.,
drawing up a cost estimate, or calculating
the current cost for creating (acquiring)
a new facility.

When drawing up a cost estimate for
public automobile roads, it should be
borne in mind that “the estimated cost of
road works and services includes the cost
of works (services), the cost of installed equip-
ment, and other costs.

Road works include new construction,
reconstruction, and overhaul of public auto-
mobile roads.

Road services include current, current
average repairs and operational maintenance
of public automobile roads” **.

The issue of determining the cost of re-
pair works for restoration of roads, bridg-
es, etc., damaged as a result of the Russian

Federation’s armed aggression, or the cost
of constructing a new facility according to
specified parameters, can be addressed
both during repair works (when works
such as implementing new construction,
reconstruction, repairs, and operational
maintenance of public roads have already
begun or even been completed), as well as
at the stage of preparing the investor’s esti-
mate documentation for the performance
of works, if available.

When determining the cost of repair
work to restore roads, bridges, etc. (when
work on new construction, reconstruc-
tion, repair and operational maintenance
of public roads has already begun or even
been completed), a forensic expert con-
ducts expert research according to the fol-
lowing scheme:

« familiarization with the project do-
cumentation, working and as-built
drawings, and other sources of in-
formation;

« visual inspection of the construc-
tion site and its structures, taking
photos and determining the com-
pliance of the facility with the pro-
ject. Visual inspection is conducted
to obtain the most definitive and
reliable information about the type
of construction (repair) work per-
formed on the facility and building
structures, materials, and products
used to perform such work;

« analyzing the inspection results and
comparing them with the design and
construction documentation. Draw-
ing conclusions on the compliance
of the reporting documentation with

24 MeToAvKa BH3HAYEHHS BapTOCTI JOPOXKHIX PoOIT Ta IMOCIYT IOAO BHU3HAYEHHS BapTOCTi
HOBOTO OyZiBHUIITBA, PEKOHCTPYKIIil, PEMOHTIB Ta eKCILIyaTaI[ilHOr0 yTPUMaHHS aBTOMO-
GiMBHUX AOPIr 3araJbHOIO KOPHUCTYBaHHS : 3aTB. Hakas. MiHiHdpacTpykTypu YKpalHu Bif
07.10.2022 p. Ne 753 (3i 3miH. Ta gonos.). URL: https://zakon.rada.gov.ua/rada/show/v0753733-

22#Text (date accessed: 28.05.2024).
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the work actually performed at the
construction site *.

The extent of pecuniary damage and
losses (cost of repair and restoration
works) is determined by the method of
creating a cost estimate according to the
Estimating Norms of Ukraine in Construc-
tion * or the Methodology for Estimating
the Cost of Road Works and Services for
Determining the Cost of New Construc-
tion, Reconstruction, Repairs and Opera-
tional Maintenance of Public Automobile
Roads ¥, as well as according to resource
element estimates.

In the presence of the investor’s con-
struction estimate documentation, if the
work has not yet actually begun, a forensic
expert may conduct a study to determine
whether the cost of the work specified in
the project estimate documentation for
constructing and repairing an automo-
bile road (section of an automobile road)
complies with the cost specified in the le-
gal regulations on construction *. In other
words, it is possible to determine the com-
pliance of costs for the planned construc-
tion of an automobile road (or its section)
with legal regulations on construction.

Forensic construction-engineering
examination (forensic road technical
examination) or multidisciplinary forensic
examination can be appointed at the stage
when the investor’s estimate documenta-
tion for repair or construction of a road and
transport facilities has not yet been drawn

up, i.e., the scope of work has not been de-
termined and a defective act for the con-
struction facility has not been compiled.

In this case, the amount of construc-
tion work is used to determine the estimat-
ed cost of construction. These are initial
data for determining the estimated cost
of construction. The accuracy of deter-
mining the estimated cost of construction
depends on the accuracy of estimating the
scope of work. That is, a forensic expert,
independently or with the assistance of
relevant specialists, must carry out an in-
spection of the destroyed automobile road
(transportation structure), conduct foren-
sic examination, and determine the scope
of construction work.

Inspection of construction sites to de-
termine the scope of required construc-
tion or repair and construction works
should be carried out in accordance with
the requirements of the Methodology for
Determining the Actual Scope and Cost of
Construction Works Performed According
to the Reporting Documentation *. When
inspecting, it is required to take the re-
quired measurements, write a description
and take photographs.

The scope of work should be calculat-
ed in a certain sequence. It is advisable to
begin with preparatory work, followed by
structural elements and types of work in
an order that allows the results of previous
calculations to be applied to subsequent
stages.

25 Kyuepenxko P. 1., Ilyrauosa JI. ®., Ilyragosa I. JI., Tatizap:xi I. O., Kupunenko C. A., MimjeH-
ko 1. II., Paguenko C. B., Manjak H. A. MeToaunka BCTaHOBJIeHHS (GaKTUIHUX 0OCATIB Ta Bap-
TOCTi BUKOHAaHUX OyZiBeJIbHUX POOIT 3a 3BITHOIO JOKyMeHTallieo / 3a peZ. JI. M. [lepeui. Pe-

ecTp. Koz 10.6.17. XapxkiB, 2009. 78 c.

26 KomrropucHi HopMu YKpainu ... . URL: https://zakon.rada.gov.ua/rada/show/v0281914-21#n12

(date accessed: 25.05.2024).

27 MeToaMKa BU3HAYEHHS BAPTOCTI JOPOXKHIX pobiT Ta mocuyr ... . URL: https://zakon.rada.gov.
ua/rada/show/v0753733-22#Text (date accessed: 28.05.2024).
28 KomrropucHi HOpMH YKpaiHU ... . URL: https://zakon.rada.gov.ua/rada/show/v0281914-21#n12

(date accessed: 28.05.2024).

29 Kyuepenxo P. 1., ITyrauosa JI. ®., ITyragosa I. JI. Ta id. 3a3Had. TBIp.
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The difficulty of examination lies in
the fact that usually the destroyed sections
of automobile roads are located either
in the zone of active hostilities or in the
de-occupied territories with all the neg-
ative consequences of the Russian Fed-
eration’s full-scale invasion. Under such
circumstances, there may be explosive
objects at the place of expert inspection,
which may result in incomplete repair of
damage to elements of automobile roads
and transport facilities. Overall, during
research it is important to determine the
exact cause of damage. It is possible only
with the involvement of specialists in the
field of explosives (specialty 5.2 Investiga-
tion of explosive devices, traces and circum-
stances of explosion), who should:

1) measure the geometric dimensi-
ons of the crater (width, length and depth)
using a measuring tape;

2) determine coordinates of the cra-
ter’s center;

3) determine the azimuth of the
strike by the shape of the crater;

4) survey the crater using the UAV;

5) remove fragments of destruction
means from the crater and place them to-
gether with the forensic ruler on the evi-
dence cloth;

6) survey the surrounding area, re-
cord coordinates of the fragments that
help to identify destruction means, remove
them and place on the evidence cloth;

and after completion of these works:

7) fill in the scheme detailing the lo-
cation of destruction means fragments in
the area;

8) fill in the table of coordinates of
craters and fragments;

9) prepare areport on the study of the
crater area.

The ultimate goal of the forensic explo-
sives expert is to determine the cause of the
damage to the road infrastructure facility.
After conducting the blast-explosion inves-
tigation, the expert in the field of road tech-
nical examination, taking into account the
initial data on the condition of the exami-
ned object, can determine one of the types
of repair or operational maintenance. Ac-
cording to JICTV 8747:2017, there are two
types of repairs: overhaul and current.

The list of required works depends on
the type of repair. The type of repair, com-
position and scope of overhaul and cur-
rent repairs for each road section, sepa-
rate road structure or element of the road
are determined on the basis of the results
of diagnostics and assessment of their ac-
tual condition, engineering studies, tests
and inspections recorded in defective acts
or other documents, taking into account
the overhaul life of the road surface (pave-
ment) and in accordance with Annex B of
JICTY 8747:2017 * and other construction
rules and regulations.

Operational maintenance works pre-
suppose examination (inspection) of an
automobile road and right-of-way for time-
ly detection and elimination of damages,
ensuring the operation of road elements in
different seasons, keeping them in opera-
tional condition in compliance with ICTY
8747:2017, engineering and technical sup-
port works and emergency works .

30 [ICTV 8747:2017 ABTOMOOGiIBHI foporu. Buau Ta nepeiku pobiT 3 peMOHTIB Ta eKCILTyaTa-
LiffHOTO yTPUMAaHHA : 3aTB. Haka3. JII «YkpHAHII» Big 20.12.2017 p. Ne 434 [UuHHUE Bij
01.01.2020]. URL: https://zakon.isu.net.ua/sites/default/files/normdocs/dstu_8747_2017.pdf

(date accessed: 25.05.2024).

31 JZICTV 8747:2017. URL: https://zakon.isu.net.ua/sites/default/files/normdocs/dstu_8747_2017.

pdf (date accessed: 25.05.2024).
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The pricing system for estimating the
cost of road works and services stems
from the rules for determining the cost
of construction, reconstruction, repair
and maintenance of public roads under
the Methodology for Estimating the Cost
of Road Works and Services for Determi-
ning the Cost of New Construction, Recon-
struction, Repairs and Operational Main-
tenance of Public Automobile Roads %, as
well as according to other methodologies
for determining the cost of road works and
services, sectoral calculations of resource
expenditures, calculations of resource ex-
penditures within enterprises, individual
calculations of resource expenditures.

In the pricing system, when determi-
ning the cost of road works and services,
databases of similar objects, price data-
bases, aggregated cost indicators are used.

Current prices for material resources
are accepted on the basis of price analysis
at a justified price. This price cannot ex-
ceed the average price of material resour-
ces, which was at the time of calculating
the extent of damage.

The cost of material resources, oper-
ation of road machines and mechanisms,
the amount of wages can be determined
according to the databases developed by
the State Enterprise National Institute of
Infrastructure Development *. The advan-
tage of using such prices is that they are
set individually for each month, year,
and region. The minimum, average, and
maximum values of prices are also deter-
mined. The current prices for material
resources are accepted at the level of the
average prices in the region. These prices

are established at the time of the project
documentation development and are de-
termined on the basis of a price database
or market price analysis (with reference to
price data sources).

The final stage of determining pecuni-
ary damage is preparation of the investor’s
estimate documentation, where the con-
solidated estimate of the cost of construc-
tion is a cost indicator for determining
the amount of damage, which is prepared
on the basis of consolidated estimates of
the construction site cost, facility cost
estimates, local cost estimates, a state-
ment of resources for local cost estimates,
a statement of resources for facility cost
estimates, a statement of resources for
consolidated cost estimates of the con-
struction site, and cost estimates.

When analyzing the damage to roads
and transport facilities caused by the Rus-
sian Federation’s armed aggression, it can
be pointed out that damage from shelling,
bombing and missile attacks is due to the
destruction of road components and trans-
port facilities caused by explosions during
shelling. Technical and operational capa-
bilities of roads and structures are also re-
duced by the movement of heavy wheeled
and tracked military equipment on roads.

Determination of the state of tech-
nical and operational indicators for the
road is carried out within expert specialty
10.16 Technical Examination of Roads. The
following issue is resolved: “Do the actual
technical and operational indicators (flat-
ness, coefficients of adhesion and stiffness,
etc.) of the road meet the road safety require-
ments?” 3,

32 MeToAMKa BUSHAUYEHHS BAPTOCTI JOPOXKHIX pobiT Ta mocuyr ... . URL: https://zakon.rada.gov.
ua/rada/show/v0753733-22#Text (date accessed: 28.05.2024).

33 JepxmianpueMcTBo «HamioHAIBHUN iHCTUTYT PO3BUTKY iH(DPACTPYKTypU» :

odim. cauT.

URL: https://nidi.org.ua/ua (date accessed: 28.05.2024).

34 HayKoBO-MeTOZWYHI peKOMeHZAIii ... .
98#Text (date accessed: 28.05.2024).

URL: https://zakon.rada.gov.ua/laws/show/z0705-
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According to sub-clause 5.1.1 of ICTV
3587:2022 *, automobile roads, railway
and tram crossings must meet the level
of requirements for the operational con-
dition of their components and protect
road users and vehicles when they are
moving at the permitted speed.

After determining technical and oper-
ational condition of the road, it is possible
to conclude that it is safe to maintain and
operate within the permitted speed limits.

Depending on the degree of decline in
technical and operational characteristics,
it is expedient to determine the type of
repair, the amount of work required and,
having prepared the investor’s estimate
documentation, to calculate the cost of
performing required construction work
on assessing and improving technical and
operational indicators of the road in order
to enhance safe traffic conditions, and, ac-
cordingly, to determine the extent of pecu-
niary damage from the destruction of the
road infrastructure facility (cost of repair
and restoration work).

Conclusions

According to a study on the current state
of methodical approaches to determining
the scope and extent of damage and loss-
es resulting from damage and destruction
of Ukraine’s road infrastructure as a re-
sult of the Russian Federation’s armed ag-
gression, the following can be stated: cur-
rently, there is no uniform approach to
determining the scope of repair and res-
toration works and the amount of damage
(losses). In the forensic expert practice
of performing forensic construction-en-
gineering and road technical examina-

35 [ICTY 3587:2022 Besmeka JOPOXXHBOIO pPyXy. ABTOMOOIIBHI

tions, there are no methodologies that
would allow generalizing the algorithm
for conducting studies to determine the
scope of repair and restoration works and
the extent of damage (losses) suffered by
the owners of Ukrainian infrastructure as
aresult of the Russian Federation’s armed
aggression.

In the course of researching the scope
of repair and restoration works and the
amount of damage (losses) resulting from
damage and destruction of Ukraine’s road
infrastructure due to the Russian Federa-
tion’s armed aggression, the forensic ex-
pert adjusts the existing research methods
of this issue to today’s realities, namely to
the consequences of the Russian Federa-
tion’s military aggression.

At present, there is an urgent need to
improve the existing approach to deter-
mining the scope of repair and restoration
works and the amount of damage (losses),
taking into account the war and the de-
struction of Ukraine’s road infrastructure
as a result of active hostilities.

Methodology developed on the basis
of integrating knowledge in the field of ex-
plosives (to identify the causes of destruc-
tion of road infrastructure facilities), fo-
rensic construction-engineering and road
technical examination (depending on
damaged elements of the road infrastruc-
ture facility) will be of a complex nature.

MeToaV4Hi miAX0AH 0 BUSHAYEHH
IIKOAM TA 30MTKIiB BiJi MOIIKOAKeHH
JOPO:KHBOI iHppacTpyKTypHu
Vkpainu BHacCIiZIoK 30poiiHoi arpecii pd
€gzen ITienvos

Koncmamosaro, wo cmanom Ha cb0200H1
8 eKCnepmHiil npaxmuyi nposedeHHs cy0os8ux

goporu. Bumoru go

eKCIUTyaTallifHOTO CTaHy : 3aTB. Haka3. JII «YkpHAHII» Bix 21.11.2022 p. Ne 228 [YuHHUH
Biz 01.12.2022]. URL: https://online.budstandart.com/ua/catalog/doc-page.html?id_doc=99355

(date accessed: 28.05.2024).
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6Y0i6eNbHO-MEXHIUHUX | JOPOHCHLO-TMEXHIY-
Hux docaidiceHb 8 YKpaini Hemae cneyianiso-
BaHUX MemOOUK, AKi micmuau 6 4imkuil as2o-
pumm 8UKOHAHHS 00CAIONCEHb 13 BUSHAUEHHS
o0bcszie ma poamipie 3ag0anoi wkodu i 36um-
Kig 810 nowkodsxcerv JopodtcHbOl IHPpacmpyk-
mypu Hawol Jepxcagu 6HAcAi0OK 30poliHOL
azpecii pg. 3azHauero, wo 6 pasi HeoOXiOHO-
cmi nposedeHHs maxux 00cAidnceHdb Cy008Ull
eKcnepm BUMYULEHUIL NPUCTNOCO8Y8AmU PO3-
pobaeni pauiwe memoduku docaiOnceHHs 00
peaniil cv0200enHs. [logederHo, U0 Cb0200HI
iCHYe HazanvHa nompeba 8 po3pobreHHI Me-
MOoOJuK i 600CKOHA/NEHHI HAA8HUX Ni0x00i8 Jo
BU3BHAUEHHS 00CS216 1 PO3MIPL8 3a80AHOTL LUKO-
Ju ma 36uUmKi@ i3 Ypaxy8aHHIM pylHauill
Jopooichbol iHpacmpykmypu Vkpainu eHa-
cnidox eedeHHs akmueHux botiosux 0itl npo-
mu Hawoi depicasu. Mema cmammi: 8U3Ha-
YUMU CYMHICMb, 3MICM, 3a2aAbHOMeMOJUYHI
nidxodu 0o 6cmanoeeHHs 00cs2i8 1 po3mipie
wxodu ma 36umkis, 3a80aHuUX Yy pe3yivma-
mi pyiinyeans 0opoxcHbOI THPpacmpykmypu
Vkpainu enacaidox 36poiinoi azpecii p@. Jas
JoCsl2HeH A TI0CTABAEHOL MeMUL 3ACTIOCO8AHO
maki 3azaavHi memodu HAykKo8ozo Ni3HAHHA,
AK cnocmepedcents, NOpleHANHHA, abcmpazy-
8AMHS, AHANL3, CUHIME3, MOOeNI08AHNS THOUO,
a maxod okpemi (IHCMpyMeHmanvhi) i cneyi-
anvHi memodu cydoeoi excnepmusu (PyHkuyii
OCTMAHHIX BUKOHYIOMb MemoduKU ¢Y0080-eKc-
nepmHux 00CAi0HCeHb).

Katouogi caosa: asmomobinvia dopoza;
cydosa 6yJigeNbHO-MeXHIYHA eKCrepmu3d;
cydosa OOpONCHLO-MeEXHIYHA —eKCTepmusd;
mamepianvia wkoda; obcsew pobim; 36um-
Ku; 36pollHa azpecis; NOWKOOHEeHHS JOpOdHC-
HBOI IHppacmpyKkmypu.
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N The purpose of this article is to summarize the results of elec-
OPEN j\o;:g, ACCESS trical engineering expert research (in particular, performed at Na-
-

tional Scientific Center «Hon. Prof. M. S. Bokarius Forensic Science
Institute» of the Ministry of Justice of Ukraine) and a complex of
@ @ general scientific and special methods (in particular, formal-logi-

cal, comparison, analysis and synthesis) to determine the place of
examination on the facts of theft of electricity in the forensic electri-
cal examination, to formulate the concept of the subject and object
of such examination, to compile a list of its types . Prospects for the
development of forensic electrotechnical expertise are outlined. The
results of forensic electrotechnical researches in proceedings on the
theft of electricity are summarized. Continuity of the general tasks
of the forensic electrotechnical examination has been proven by
these studies. On the basis of the considered separate trends of spe-
cies genesis in forensic examination, an opinion is expressed about
the further development of forensic electrical engineering. The struc-
ture of areas of forensic research on unaccounted electricity use was
considered and their place in the system of forensic electrical tech-
nical examinations was determined. The principles of formation of
typical lists of questions in forensic electrotechnical examination on
the facts of electricity in accordance with the method of committing
a criminal offense are laid down. According to provisions of the gen-
eral theory of forensic examinations, the subject and object of the
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forensic electrical engineering on the facts of electricity theft are
defined. Typical questions to forensic expert in proceedings about
electricity theft due to the influence of electromagnetic radiation on
the metering device are formulated. On the example of this list, the
principles of forming typical lists of questions for other areas of re-
search into the facts of electricity theft, depending on the method of
committing the criminal offense, are considered.

Keywords: object, topic, task, issues of electrical engineering on
facts of theft electricity; electricity theft; electricity metering device.

Research Problem Formulation

Ukrainian legislators criminalized elec-
tricity theft in mid-2005: Criminal Code of
Ukraine ! supplemented Art. 188 ! “Elec-
tricity theft or heat through its unauthorized
use” 2. At the same time, theoretical issues
of forensic electrical engineering (herein-
after referred to as FEE) in electricity theft
proceedings have not been sufficiently de-
veloped to date for a number of reasons,
among that in our opinion, the following
should be highlighted.

Firstly, before the amendment of
Criminal Code of Ukraine Art. 1881, crim-
inal liability in the field of energy resourc-
es came only in case of theft of electric

power equipment (and not electricity)
“by dismantling and other means of electri-
cal networks, cable communication lines and
their equipment” (Art. 188 of Criminal Code
of Ukraine) 3, i.e., over time, there was
a change in the topic of a criminal offense.

Secondly, the Ukrainian legislation
(in particular, the Rules of Retail Elec-
tricity Market * (hereinafter referred to as
RREM), Code of Commercial Accounting
of Electric Energy, etc. °), which deter-
mines the legal, economic and organi-
zational principles of functioning of the
electricity market and regulates relations
related to production, transmission, dis-
tribution, purchase and sale of electricity
to ensure its reliable and safe supply to

1 KpumiHanbHU KoZeKe Ykpainu Big 05.04.2001 p. Ne 2341-I11 (3i 3miH. Ta gomos.). URL: https://

2

zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 07.03.2024).

IIpo BHeCeHHS 3MiH [0 JeAKUX 3aKOHOJABYMX aKTiB YKpaiHU OO BiATIOBiZATBHOCTI 3a
IIOPYIIEHHS B Tajy3i eJeKTPOeHePTeTUKY : 3aKoH Ykpainu Big 31.05.2005 p. Ne 2598-1V (3i
3MmiH. Ta gomnoB.). URL: https://zakon.rada.gov.ua/laws/show/2598-15#Text (date accessed:
07.03.2024).

E.g., KpuminanpHUH KoZeKC ... (cranom zo 07.05.2008 p.). URL: https://zakon.rada.gov.
ua/laws/show/2341-14/ed20071001#Text (date accessed: 07.03.2024). 3akoHOM VKpaiHU Bijf
15.04.2008 p. Ne 270-VI «IIpo BHeceHHs 3MiH o KpuminanbHoro ta KpuminaabHo-mIpolie-
CyaJBbHOTO KOZIeKCiB VKpaiHU 1100 TyMaHi3alii KpUMIiHAIBHOI BiJITOBiZQIBHOCTI» (31 3MiH.
Ta fomoB.) cT. 188 BukiioueHo 3 KKV. URL: https://zakon.rada.gov.ua/laws/show/270-17#Text
(date accessed: 07.03.2024).

[lpaBuna po3gpibHOrO PUHKY eNeKTpUYIHOi eHepril : 3arB. mocraHoB. HKPEKII Bix
14.03.2018 p. Ne 312 (3i 3miH. Ta gomoB.). URL: https://zakon.rada.gov.ua/laws/show/v0312874-
18#Text (date accessed: 07.03.2024).

Kozexc komepuiiiHoro o6iiky eseKTpudHOi eHeprii : saTB. moctaHoB. HKPEKII Bix
14.03.2018 p. Ne 311 (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/v0311874-
18#Text (date accessed: 07.03.2024).
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consumers, does not contain a clear inter-
pretation of electricity theft definition. If we
are talking about the amount of electricity
that is not taken into account by the calcu-
lation means of commercial accounting or
incorrectly calculated, used by consumer
or transferred in transit to the power grids
that belong to other owners, then in the
regulatory and legal documents related to
the electric power industry, the term: un-
accounted for electricity is used.

The above led to the insufficient de-
velopment of both practical (lack of de-
tailed forensic characteristics of criminal
offense of electricity theft, lack of detailed
forensic methodology for its investigation)
and theoretical issues of FEE based on the
facts of electricity theft. In the context of
forensic expert provision of the evidence
base (for the qualification of a criminal
act provided for in Article 188! of Crimi-
nal Code of Ukraine °) and determination
of the amount of theft (for use by pre-tri-

6 KpuminaiabHUH KOZEKC ...
accessed: 07.03.2024).
7 Ibidem.

al investigation bodies or the court of the
necessary part of Article 185: the Thefi,
of Criminal Code of Ukraine’) in the FEE
based on the facts of theft of electricity to
today, development of theoretical ques-
tions and the formulation of tasks, the
definition of the topic and subject of such
forensic examination and its place in gen-
eral structure of FEE remain relevant.

Analysis of Essential Researches
and Publications

Scientists and practitioners have actively
investigated various energy issues that have
ariseninrecentyears: for example, V. Mysly-
vyi: criminal and illegal encroachments on
oil and gas®; Ye. Diedov®and V. Skrypnyk *°:
essence of offenses related to illegal use of
electricity; M. Toporkova ! and O. Avdie-
iev ' norms of current legislation in the
field of heat and electricity, respectively.
T. Chumachenko ®® differentiated the theft

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date

8 MucnuBuii B. A. KpuMmiHanapHO-IpaBOBa OXOpOHA €HEProHOCiiB. BicHuk HauyionaavHozo
mexHiuHozo0 YHigepcumemy Yipainu «Kuiscokutl noaimexuiunuil incmumym imeni Ieops Cikop-
cvko20». Ilonimonoeis. Couionozis. Ilpago. 2018. Buil. 4 (40). C. 151—154. DOI: 10.20535/2308-
5053.2018.4(40).194387 (date accessed: 07.03.2024).

9 Jenos €. B. [lo mUTaHHS MOHATTS Ta CYTHOCTI IPABOIIOPYIIEHb, II0B’SI3aHUX i3 IPOTHUIIPAB-
HUM BUKOPHUCTAHHSM eJIeKTPUYHOI eHeprii. Haykosuil gicHuk Yaceopodcbkoeo HALiOHAAbHO20
ynigepcumemy. Cepis IIpago. 2015. Bum. 30. T. 2. C. 103—106. URL: https://visnyk-juris-uzhnu.
com/wp-content/uploads/2020/12/No.30-2.pdf (date accessed: 07.03.2024).

10 Cxpunuuk B. JI. EnexTpoeHepris B cucteMi 06'€KTiB [uBLIbHUX [IpaB. [Iy6aiune npago. 2019.
Ne 4 (36). C. 162—169. DOI: 10.37374/2019-36-18 (date accessed: 07.03.2024).

11 Tomopxosa M. M. TerioBa eHepris stk 06’ €KT UBLIbHUX TIpaB. [Ipago i 6esnexa. 2010. Ne 5 (37).
C. 274—276. URL: http://nbuv.gov.ua/UJRN/Pib_2010_5_66 (date accessed: 07.03.2024).

12 Asgees O. O. KpuMiHaIpHO-IIPaBOBA XapaKTEPUCTUKA 309 HY, IlepeZibayeHOro cTaTTeo 188-
1 KpumMmiHanpHOTro Koziekcy Vkpainu. Bichuk Kpuminonoeiunoi acoyiayii Yxpainu. 2014. Ne 6.
C. 25—35. URL: https://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/665/krimi-
nal_no_pravova_harakteristika_zlochinu_peredbachenogo_statteyu_188_1_kriminal_nogo_
kodeksu_ukrayini.pdf?sequence=2&isAllowed=y (date accessed: 07.03.2024).

13 YymaueHnko T. A. Bizme)xyBaHHS BUKpaZleHHs eJIeKTPUYIHOI a00 TEeIJIOBOI eHeprTii HMIAxXoM ii
CaMOBIJIBHOT'O BUKOPHUCTAHHS BiJl CYMDXXHUX 3JI09MHIB. BicHuk Bepxosnozo Cydy Ykpainu. 2007.
Ne 10 (86). C. 41—44. URL: https://www.viaduk.net/clients/vsu/vsu.nsf/7864c99c46598282c225
7b4c0037c014/478{f503ebc158{0c22580de0041954a/$FILE/Visnyk_10_2007.pdf (date accessed:

07.03.2024).
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of heat and electricity through its arbitrary
use from related crimes (Articles 190-192
of the Criminal Code *). Ye. Diedov ** and
S. Velmozhnyi '* devoted their work to op-
erational and investigative work on the
theft of electricity. I. Bohdaniuk, S. Roha-
lin and V. Suprun v, O. Shmereho * studied
the effect of an external permanent mag-
netic field. S.Rohalin, I. Bohdaniuk and
A.Lasai" considered the influence of radio
frequency electromagnetic radiation on
the compliance of electricity accounting,
with further researches * to develop the ap-
propriate methods . In the article: Specific
expertise us in criminal proceedings regarding

the theft of electric energy we analyzed sep-
arate structural elements of the forensic
characteristics of criminal offenses relat-
ed to the theft of electricity (in particular,
tools and methods of committing a crimi-
nal offense), as well as traces of a criminal
offense (in the broad sense) 2. We studied
the trace pattern of electric power theft car-
ried out by the influence of a permanent
magnetic field on metering devices by dis-
torting the volume of electricity consump-
tion by changing the state of the indicators
of effect of magnetic field (hereinafter
referred to as IMP) %. In the theft of elec-
tricity with the use of technical devices for
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II0JIsI, YTBOPEHOTO 3 MeTOI0 0e300/IiKOBOrO CIIOXKMBAHHS eJeKTPU4YHOI eHepril. Teopia ma
npakmuka cydogoi ekcnepmusu i kpuminaaicmuku. 2020. Bun. 22. C. 442—460. DOI: 10.32353/
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4437/2022-37-1-66 (date accessed: 07.03.2024).
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the impact of high-frequency and pulsed
electromagnetic radiation on metering de-
vices, we proposed a classification of the
means of committing a criminal offense
(according to the video content of YouTube
channels) ?*. The directions of application
of special knowledge for the investigation
of cases of theft of electricity and detailed
forensic characteristics of this criminal of-
fense were detailed in the Polish magazine
», The above-mentioned scientific devel-
opments in the FEE and research paper of
I. Bohdaniuk in formation of the tasks of fo-
rensic engineering * and technical exper-
tise make possible to achieve the goal setin
this research paper.

Article Purpose

Determining forensic science place on
the facts of electricity theft in FEE system,
formulate a definition of the concepts of
the topic and object of FEE on the facts of
electricity theft; make a list of directions
of the network on the facts of electricity
theft, characterize in these directions the
principles on which basis is possible to
formulate typical tasks for this forensic
science subspecies.

Research Methods

Generalization (in particular, results of
forensic electrical research carried out at
National Scientific Center «Hon. Prof. M. S.
Bokarius Forensic Science Institute» of the
Ministry of Justice of Ukraine (hereinafter
referred to as NSC «Hon. Prof. M. S. Bokar-
ius FSI») and a set of general scientific and
special methods (in particular, formal-log-
ical, comparison, analysis and synthesis).

Main Content Presentation

In the previous research paper?, we noted
the special property nature of electricity.
RREM contains the following definition
of electricity: “Electrical energy (active),
energy produced at electric power facilities
and is a commodity intended for purchase
and sale” ®. The legal basis for the opera-
tion of the electricity market of Ukraine
is determined by the Law of Ukraine: On
Electricity Market, according to which “dis-
tribution of electric energy <...>; trans-
portation of electric energy from electric
installations of electric energy producers
or electric installations of the operator of
the transmission network of the operator

3MeTOI0 He0bIIKOBAHOTO CITOXKMBAHHS eHepropecypciB. Kpuminasicmukaicydosa ekcnepmusa.
2023. Bur. 68. C. 506—523. DOI: 10.33994/kndise.2023.68.51 (date accessed: 07.03.2024).

24 Idem. JocmifkeHHsI 3ac00iB €JEKTPOMAarHiTHOIO BHUIIPOMIHEHHs, IO 3aCTOCOBYIOTHCS
3 METOI0 HeOBIIKOBAHOTO CIIOXKUBAHHS eJIeKTPUYIHOI eHepril. Jocsid i npobaemu cydogo-exc-
nepmuoi JigAbHOCMI 8 YMOBAX B0EHHO20 CTMAHY 8 YKpaiHi : MaT-JIX BCEYKP. HAyK.-IIPAKT. KOH.
(JIeBiB — Kuie — Ogeca; 28.09.2023) : Tesu goiu. JIsBiB, 2023. C. 201—204. URL: http://ndekc.
Iviv.ua/pdf/a05122023.pdf (date accessed: 07.03.2024).

25 Rohalin S. Criminal Characteristics of Criminal Offenses Related to Electricity Theft. Krakows-
kie Studia Matopolskie. 2023. Nr 4 (40). S. 188—210. URL: https://czasopisma.marszalek.com.pl/
images/pliki/ksm/40/ksm4013.pdf (date accessed: 07.03.2024).

26 Borganiok I. B. 3aranpHa cucTeMa 3aBJaHb iH)XeHEePHO-TeXHIYHUX CYZOBUX eKcllepTus. Te-
opis ma npakmuxa cyoosoi ekcnepmusu i kKpuminaaicmuku. 2022. Bu. 4 (29). C. 110—123. DOI:
10.32353/khrife.4.2022.05 (date accessed: 07.03.2024).

27 Poranin C. B. BUKOpuCTaHHS CIleliaTbHUX 3HAHB ... . DOI: 10.37025/1992-4437/2023-39-1-85

(date accessed: 07.03.2024).

28 IIpaBuiia po3ApibHOro puHKY ... . URL: https://zakon.rada.gov.ua/laws/show/v0312874-18#Text

(date accessed: 07.03.2024).
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of the distribution system, except for the
supply of electric energy” *. According
to RREM, main condition for distribution
of “electric energy <...> to distribution point
<...> to electrical installations of consumers
in the territory of the relevant system opera-
tor” is the conclusion of a consumer contract
on the provision of electricity distribution
services *. Electricity is used on the basis
of a contract for the supply of electricity
to the consumer; an agreement between
two parties (electricity supplier and the
consumer), “which is a document of a cer-
tain form, which provides for the supply of the
entire amount of actual consumption of elec-
tricity <...> in a certain period of time by one
electricity supplier at free prices” *'. In other
words,, electricity is a specific commodity
that is distributed and supplied to the con-
sumer by individual independent opera-
tors of the system on the retail electricity
market on the basis of relevant contracts.
Specificity of electricity as a commodity
lies in its special consumer qualities and
physical and technical characteristics, due
to the simultaneous production and con-
sumption, the impossibility of storage, re-
turn, forwarding, etc., which implies the
simultaneous existence of contracts on
the distribution and supply of electricity.
The receipt of electricity (for use by the
consumer as a commodity) and the obli-
gations of the parties under the conclud-
ed contracts (consumer and operators

of the retail electricity market system)
are stipulated by Economic and Civil of
Ukraine: for example, according to para.
4 h. 4 art. 179 of the Civil Code “the par-
ties cannot deviate from the content of the
standard contract, but they have the right to
specify its terms” *. It is worth noting: in
the context of the investigated issue, the
legislation of Ukraine equates the concept
of “goods” with the concept of “property”
in relation to electricity. Yes, in Part 1 of
Art. 190 of Civil Code states: “Property as
a special object is considered a separate thing,
a set of things, as well as property rights and
obligations”* and Art. 179 of the Civil Code
stipulates the concept of a thing: Thing is
an object of the material world, in respect of
which civil rights and obligations * can arise.
In addition, electricity supply contract
is essentially a sales contract. In Art. 655
of the Civil Code provides: “Under a sales
contract, one party (the seller) transfers or
undertakes to transfer property (goods) to the
ownership of the other party (the buyer), and
the buyer accepts or undertakes to accept the
property (goods) and pay a certain amount of
money” *. The Plenum of Supreme Court
of Ukraine in the resolution “On judicial
practice in cases of crimes against prop-
erty” clarifies the following: “The subject of
crimes against property is property that has
a certain value and is alien to the guilty per-
son: things (movable and immovable), mo-
ney, precious metals, securities, etc., as well

29 IIpo PHMHOK eJIeKTPHUYHOI eHeprii : 3akoH YKpaiHu Bizg 13.04.2017 p. Ne 2019-VIII (3i 3MiH. Ta
nmormoB.). URL: https://zakon.rada.gov.ua/laws/show/2019-19 (date accessed: 23.02.2023).
30 IIpaBuia po3zApibHOTO pHHKY ... . URL: https://zakon.rada.gov.ua/laws/show/v0312874-18#Text

(date accessed: 07.03.2024).
31 Ibidem.

32 TocmozapchbKUi Kofileke Ykpainu Big 16.01.2003 p. Ne 436-1V (3i 3miH. Ta gonos.). URL: https://
zakon.rada.gov.ua/laws/show/436-15#Text (date accessed: 23.02.2023).

33 LuBinbHUN KoZeKc YKpainu Bif 16.01.2003 p. Ne 435-1V (3i 3miH. Ta gonos.). URL: https://za-
kon.rada.gov.ua/laws/show/435-15#Text (date accessed: 23.02.2023).

34 Ibidem.
35 Ibidem.
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as the right to property and actions of a prop-
erty nature, electric and thermal energy” *.
In the case of proving the fact of theft of
electricity (as one of the objects of crim-
inal trespass in crimes against proper-
ty), Art. 188! Criminal Code of Ukraine ¥.
Therefore, commercial nature of electri-
city in the event of its theft determines the
fact of criminal and illegal encroachment
by, in particular, carrying out FEE. The
recent increase in such requests from law
enforcement agencies, in turn, requires
the structuring of FEE research directions,
namely, the separation of FEE based on
the facts of electricity theft as an indepen-
dent subspecies of SETE and its methodi-
cal support. Generalization of statistical
data on the research carried out at NSC
«Hon. Prof. M. S. Bokarius FSI» on the
determination of methods of unaccoun-
ted electricity consumption allowed us to
structure the directions of research into
cases of electricity theft in the following
way:

“1.Research on <...> cases of theft of <...>
electrical energy associated with incorrect
use of equipment parameters. <...>

2. Research on cases of electrical energy theft
associated with circuit connections;

3. Research on <...> facts of theft <...> of
electricity, carried out by interfering
with the operation of metering devices
using the influence of external physical
factors — a constant magnetic field and
electromagnetic radiation. <...>

4. Research on <...> cases of theft of <...>
electrical energy related to interference

with the operation of metering devices

through their structural changes” *.

Role of forensic science in pre-trial in-
vestigation of electricity theft is important.
Peculiarities of electricity as a subject of
a criminal offense determine the prepa-
ration, commission and concealment of
the criminal offense committed by the
offenders, which leads to changes in the
objects of research, the formation of new
signs and characteristics in them, which
the expert determines during the forensic
examination, and the expert’s conclusion
in turn becomes a source of evidence in
court. The supply and distribution of elec-
tricity, its property nature as a subject of
criminal encroachment, analysis of the
areas of expertise performed to find out
the facts of its theft determine the place
of such researches in FEE. The above, of
course, indicates the possibility of solving
issues that arise during a pre-trial investi-
gation or trial, exclusively on the basis of
the special knowledge of a forensic expert.
The above gives grounds for asserting the
following:

« resolution of issues in criminal pro-
ceedings on electricity theft is in-
extricably linked with the supply,
transmission and distribution of
electricity, refers to the tasks of fo-
rensic engineering and technical
expertise, namely: FEE;

« investigation of cases of electricity
theft during its supply /transmis-
sion/distribution is an independent
subspecies of the FEE;

36 IIpo cyZoBy IPAaKTHUKY Yy CIIpaBax IIPo 3JOYMHU IIPOTU BJIACHOCTI : rmocTranoBa Ilnenymy BC
Vkpainu Big 06.11.2009 p. Ne 10. URL: https://zakon.rada.gov.ua/laws/show/v0010700-09#Text

(date accessed: 23.02.2023).

37 KpuMiHATBHUHM KOJEKC URL:

(date accessed: 07.03.2024) ; Poranin C. B. BUKOPUCTaHHS CHELiaJIbHUX 3HAHb ...

https://zakon.rada.gov.ua/laws/show/2341-14#Text

. DOIL:

10.37025/1992-4437/2023-39-1-85 (date accessed: 07.03.2024).
38 Porauin C. B. BUKOpUCTaHHS CIIeliaIbHUX 3HAHG ... . C. 91—92. DOI: 10.37025/1992-4437/2023-

39-1-85 (date accessed: 07.03.2024).
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« FEE on the facts of electricity theft
according to its praxeological fea-
tures, determined by the results
of the analysis of the studies per-
formed, has its own structure of re-
search areas;

« specific expertise use in research on
cases of electricity theft determines
the subject of expert research in this
subspecies of FEE.

It should be noted that the general the-
ory of forensic examination has numerous
examples of species genesis, generated by
the emergence of new objects of research,
about which, in particular, I. Bohdaniuk
writes: “Foundation of modern types of foren-
sic examinations and new expert specialties is
due to the emergence of new objects of research.
The spread of UAVs (in particular, the inter-
est in them by representatives of the criminal
world) required regulatory and legal regu-
lation of their use, therefore, the engineering
and technical assessment of their safety / dan-
ger, etc., and this contributed to the formation
of a new type of forensic engineering: 10.26
Research of unmanned aerial vehicles (UAVs),
which are intended for radio control and in-
terception of mobile communication systems,
photo and video control of objects in the area.
Another new type of forensic specialization:
10.28 Research of special-purpose robotic sys-
tems owes its emergence to this very spread of
innovative objects” ¥. Forensic experts of
the Security Service of Ukraine carry out
research in forensic specialties 10.26 and
10.28 *°. A similar example of genesis can be
traced not only at the level of a species, but

also at the level of a genus, or at a lower lev-
el - a subspecies. Forensic science as a sci-
ence and as the basis of the general theory
of forensic examinations is not unchanged,
but develops in the same way as the rest of
the sciences, which by their purpose serve
humanity in the process of knowledge.
Therefore, forensic examination, involved
(in addition to knowledge) in the process of
proving and clarifying the truth in judicial
proceedings, also changes and improves
along with its genera (species, subspecies).
For example, the development of FEE is
embodied in the creation of new research
methods and the improvement of existing
ones, but this development is not limit-
ed by its internal boundaries, outlined by
research tasks at a certain stage: develop-
ment takes place both “in-depth” (specifi-
cation and improvement of existing tasks)
and “width” ( updating the content of the
research subject). New tasks of FEE are not
limited only to the emergence of new re-
search objects. One of the examples of this
is the investigation of offenses and the judi-
cial review of criminal proceedings regard-
ing the influence of a permanent magnetic
field on the accounting of the use of energy
resources (electricity, natural gas, hot and
cold water) by consumers. Energy distri-
bution companies have installed IMP con-
sumer accounting nodes, and the change in
regulatory documents regulating the use of
IMP has led to an increase in demand for
forensic studies of these IMPs to determine
the effect of a permanent magnetic field “
on them, which indicates the beginning of

39 Borgauiok I. B. 3aranpHa crucTema 3aBJaHb ... . C. 116. DOI: 10.32353/khrife.4.2022.05 (date

accessed: 07.03.2024).

40 TlepeJsik BUZiB CyZOBUX €KCIIEPTHU3 Ta €KCIIEPTHUX CIIEiaJIbHOCTEMH, 32 IKMMU IIPUCBOIOETH-
cs1 kBamidikanis cyzoBoro excriepra QaxiBUsSM eKCIepTHUX Hifposzginie Cuayxbu Oesmexku
Vkpainu : 1og. 4 fo IlonoxkeHHs PO eKcllepTHO-KBatidikaniliny komicito Ciyxou 6esnexu
Vkpainu Ta aTecTaljilo CyZOBUX eKCIIepTiB, 3aTB. Haka3. Llentp. yup. CBY Big 13.03.2020 p.
Ne 80. URL: https://zakon.rada.gov.ua/laws/show/z0310-20#Text (date accessed: 23.02.2024).

41 Poraiin C. B. OcobnrBocTi BUKOHAHHSA ... . DOI: 10.33994/kndise.2023.68.51 (date accessed:

07.03.2024).
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a new direction in electrical engineering
research, states the development of FEE,
records the emergence of new tasks that
need to be solved in the process of proving
in criminal cases of theft of electric and
thermal energy (Article 188 1 of Criminal
Code of Ukraine #*). Thus, in the given ex-
ample, in essence, the general task of the
forensic electrotechnical examination on
the study of the magnetic field is concreti-
zed in the study of the indicator of the in-
fluence of a permanent magnetic field as
a separate direction of research, which has
its own tasks, subject and object, the ap-
pearance of which formed this direction of
research, which according to the structural
distribution given above, it belongs to the
third direction of the system of forensic re-
search on the facts of electricity theft.

The results of the analysis of the
examinations conducted in NSC «Hon.
Prof. M. S. Bokarius FSI» indicate the use
of new methods and means of committing
a criminal offense;—the identification of
new signs, their typification in the study of
the commission of a criminal offense, and
this in turn opens up new prospects for the
application of special knowledge in the in-
vestigation of the facts of electricity theft,
which we have already drawn attention
to %, in fact forms a separate and indepen-
dent subtype of expert research in FEE and
needs to concretize (fill in) the concepts of
its subject and object. Generalization of the
results of expert research and systemati-
zation of cases of unaccounted electricity
consumption in their structural distribu-
tion make it possible to determine the topic
and object of this forensic examination.

Concepts of object and topic of rese-
arch in any science are closely related, but

42 KpuMmiHaJibHUHN KOZEKC ...
accessed: 07.03.2024).

donot coincide. A characteristic difference
between these concepts is the fact that the
concept of the subject belongs exclusively
to a specific science (the object of research
can be common to different sciences). The
concept of object is broader, it covers the
phenomena of the external world, which
are subject to the knowledge and practical
influence of subjects, persons. Instead,
the subject is a specific aspect of the object
studied by a certain science, that is, it is
the embodiment of the circle of the most
essential questions that it studies. To sim-
plify perception: the subject is the goal, the
object is the means. In forensic expertise,
this relationship in certain types and types
of forensic examinations (due to purpose
of its appointment / performance) speci-
fies the tasks to be solved in a certain clas-
sification group (individual species, sub-
species, directions of research), which are
characteristic of these investigated phe-
nomena, entities, processes and events.
Since in forensic expert activity, the tasks
that appear before the forensic expert
are formulated in the form of questions
for research, the subject of the expertise
is indirectly embodied in the questions it
resolves. At the same time, analyzing the
relationship between the concepts of sub-
ject | question | task of the examination, it
is necessary to take into account the fact
that questions and tasks posed to forensic
expert make it possible to determine the
subject of the forensic examination, but
the subject of forensic examination itself
only reflects, and does not determine, the
content of the judicial examination exam-
inations So, the cornerstone theoretical
concepts of the type and type (subtype) of
expertise are the concepts of its subject,

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date

43 Poraiin C. B. BUKOpUCTAaHHS CIeliaIbHUX 3HAHb ... . DOI: 10.37025/1992-4437/2023-39-1-85

(date accessed: 07.03.2024).
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object and tasks. M. Shcherbakovskyi, re-
searching the scientific and methodical
foundations of conducting forensic ex-
aminations, notes in relation the subject
of forensic examination: “In this case, it is
worth talking about the subject of the field of
knowledge forming the scientific basis of the
examination of a certain kind, type, and not
about the procedural and applied meaning of
the subject of examination” *. Considering
the subject of forensic examination, this
concept should be correlated with the field
of scientific knowledge and practical activ-
ity. The object of forensic examination is
defined as “material (materialized) sources
of information (objects, formations, etc.) that
are examined (recognized) by an expert on
the basis of the application of special knowl-
edge, within the scope of the subject of expert
research by certain methods and means in
order to solve tasks (questions), placed by an
authorized person (body)”™. Analyzing the
current state of the general theory of fo-
rensic examinations, we see a direct log-
ical connection between the concepts of
subject and object. Obviously, the subject
of forensic examination, which is essen-
tially the embodiment of special knowl-
edge, imposes restrictions on the object
of forensic examination, which is under-
stood as a fragmentary embodiment of the
material environment where a criminal
offense took place and where information
about the facts and circumstances of this
offense is recorded. Logical connection
between the concepts of subject and ob-

ject of forensic examination was studied
by many scientists: they were expanded
and detailed, their wording was clarified
in specific types (subtypes) of forensic ex-
aminations, or they were generalized and
shortened. However, no one denied the
relationship between the subject and the
object of research, on the contrary, they
emphasized the existence of closer con-
nections between these concepts and the
tasks of forensic research.

The general issues of FEE implementa-
tion were outlined at the stage of its incep-
tion (2008). In the Guidelines for Forensic
electrotechnical examinations and expert
electrotechnical researches, FEE topic
means the actual data and circumstances
of the case (events related to the occur-
rence, development and consequences of
abnormal modes in electrical installations
or their components; compliance of elec-
trical equipment with regulatory require-
ments), which are determined on the basis
of specific expertise in the relevant areas
of electrical engineering “.

Expert tasks of forensic electrical ex-
amination, recorded during the analysis
of statistical data at the request of courts
and pre-trial investigation bodies, from
the time of the beginning of the forensic
specialization: 10.18 Investigation of techni-
cal operation of electrical equipment require
updating and streamlining that in turn re-
veals new directions in research, where
there is a need to use special knowledge. In
accordance with the purpose of this work,

44 TllepbakoBckuit M. I. CyzeGHble 3KCIIEPTH3bI: Ha3HAYEHNUE, [IPOU3BOACTBO, UCIIOIH30BAHUE :
yueb.-mpakT. 1mocob. Xappkos, 2005. C. 116. URL: https://dspace.univd.edu.ua/items/5f69ad-
ac-7dc2-4ddf-bled-b3b60f3b729d (date accessed: 07.03.2024).

45 TonoBueHKo JI. M., JIozoButi A. 1., CimakoBa-€dpemsH E. B. Ta iH. OCHOBY CyZ0BOI eKCIIEpTHU3U:
HaBYaJIbHUH NOCIOHUK A1t paxiBLiB, IKi MAIOTh HAMip OTpuUMaTH abo miATBepAUTH KBaridika-
IIiI0 CYZOBOTO eKcepTa. Xapkis, 2016. C. 27. URL: https://expertize-journal.org.ua/attachments/

article/924/ose.pdf (date accessed: 07.03.2024).

46 Top6enko B. O., Imutpies B. 0., Inpuerxo B. M., Poraiiu C. B. Ta in. MeToau4uHi pekoMeHzarii
3 IPOBEJIEHHS CYA0BUX €JIEKTPOTEXHIYHUX €KCIIEPTU3 Ta EKCIIEPTHUX eJeKTPOTEXHIYHUX J0-

crimxeHb. Xapkis, 2011. C. 17.
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the above allows to formulate a definition
of the subject of forensic electrical exam-
ination on the facts of electricity theft.

Therefore, topic of forensic electric
examination on the facts of electric ener-
gy theft is to confirm or refute the fact of in-
appropriate determination of the volume of
consumption (distribution, transmission) of
electricity and the solution of situational di-
agnostic tasks regarding the circumstances of
violation of regulatory requirements for the
arrangement of schemes of electricity metering
nodes, the procedure for recording the volume
of consumption (distribution, transmission) of
electricity according to the actual parameters
of the electrical installation, confirmation or
refutation of the fact of distortion or blocking
of the electricity metering device due to the in-
fluence of physical fields, as well as clarifying
the presence or absence of structural changes
in the investigated means of electricity meter-
ing, carried out by interested persons with the
aim of stealing electricity by incorrect determi-
nation of its volume, distortion of conformity
or complete cessation of its accounting. The
given definition is general for all areas of
expert research of this subtype of FEE and
corresponds to the above structural distri-
bution of investigated cases of electricity
theft that we consider comprehensive and
appropriate for the formulation of typi-
cal tasks and a typical list of questions for
this subtype of FEE. As an example, here is
a typical list of questions developed by us
for proceedings on the theft of electricity
due to the influence of electromagnetic ra-
diation on the metering device:

1) “Is electricity metering device provid-
ed for research in a working condi-
tion?”;

2) “What is technical condition (service-
able / faulty) of the electricity mete-
ring device provided for research?”;

3) “Does electricity metering device un-
der research correspond to electrical

load during its operability determina-
tion?”;

4) “Does the research confirm the fact of
exposure to the electromagnetic ra-
diation metering device under study
with an electric field intensity of more
than 10 V/m and a radiation frequency
above the frequency range from 80 to
2000 MHz?”;

5) “What sources of electromagnetic ra-
diation in the consumer’s electrical
installation (at the place of installation
of the metering device under study)
are capable of generating an electric
field with an intensity of more than 10
V/m and a radiation frequency above
the limit of the frequency range from
80 to 2000 MHz?”;

6) “What type of equipment is the de-
vice provided for the study, withdrawn
from the consumer during prepara-
tion of the act on RREM violation”;

7) “To what type of equipment belongs
the device provided for research,
seized from the consumer during the
investigation?”;

8) “Does the device provided for research
belong to the means of electromagnet-
ic radiation?”;

9) “What are nominal parameters and op-
erating mode of the electromagnetic ra-
diation device provided for research?”;

10) “Is influence of the provided device
on research during its operation on
the compliance of electricity metering
with metering device confirmed?”;

11) “In case of confirmation of the fact of
the influence of the device provided
on the study on the compliance of the
metering of electricity consumed by
the metering device, what amount of
electricity is not counted in a certain
period of time?”;

12) “In case of confirmation of the fact of
the effect of electromagnetic radiation
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on the metering device provided for

the study, which sources of electro-

magnetic radiation affected the viola-
tion of electricity metering in the con-
sumer’s electricity metering unit?”;

13) “Is occurrence of radio frequency
interference in the form of electro-
magnetic radiation, which occurs as
a result of the emergency mode of
operation of the consumer’s electri-
cal installation or an artificial electric
discharge that occurs during the per-
formance of electric welding works,
confirmed? Has the influence of elec-
tric discharges on the compliance of
electricity metering during electric
welding operations been confirmed?”;

14) “Is occurrence of radio frequency inter-
ference in the form of electromagnetic
radiation, which occurs as a result of
anatural electric discharge of lightning,
confirmed? Has the effect of a lightning
discharge on the compliance of elec-
tricity metering been confirmed?”.

It is worth noting that the above list
was developed for the first time. Until
now, lists of typical tasks for each individ-
ual research area did not exist, although
they are an urgent methodological need.
Such lists may contain the same or simi-
lar in wording questions (depending on
the methods of committing a criminal of-
fense). It is advisable to solve FEE tasks on
the facts of electricity theft, depending on
the method of committing a criminal of-
fense. In our previous work, we noted the
methods of electricity theft carried out by:

1) by replacement (substitution) of
equipment parameters;

2) changes in the electrical circuit of the
means of commercial electricity me-
tering during connection of electrical
installation;

3) impact on operation of electricity me-
tering devices of certain types of force
physical fields;

4) by carrying out constructive changes
in devices and means of electricity me-
tering ¥.

Depending on the method of stea-
ling electricity, the research tasks acquire
independence, however, taking into ac-
count the commonality of the objects of
research, these tasks have common or
related definitions that can be formulated
in the form of questions to forensic expert
(in the investigator’s resolution or court
decision).

Thus, for the ways of committing a cri-
minal offense No. 1 and 2, the task of FEE
on the facts of electricity theft requires
a study with calculations to draw up an
electricity balance, that involves a study of
the compliance of electrical circuits of an-
nexes to the electricity distribution agree-
ment with regulatory requirements using
data on the balance of electrical networks,
parameters of electrical equipment in
consumer’s electrical installation, data of
the actual circuit arrangement of the elec-
trical installation, applied measuring in-
struments, in particular metering devices,
data of parameterization protocol, etc.

For methods of committing a criminal
offense No. 3 and 4, the common task of
FEE of cases of electricity theft is to con-
duct a study to determine the actual tech-
nical condition of the metering device un-
der research, determine the compliance
of electricity metering with the studied
metering device with the value of the elec-
trical load during the determination of its
working condition, determine existence /
lack of the influence of external equip-
ment or built-in devices on operation of
the studied metering devices.

47 Rohalin S. Criminal Characteristics ... . S. 197. URL: https://czasopisma.marszalek.com.pl/im-
ages/pliki/ksm/40/ksm4013.pdf (date accessed: 07.03.2024).
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Let us move on to the concept of the ob-
ject of research in this subspecies of FEE,
which is most often interpreted as a materi-
al carrier of information, material evidence
that is subject to direct research using the
expert’s special knowledge. M. Shcherba-
kovskyi believes that the object of forensic
examination is an object of forensic knowl-
edge, and knowledge object is an epistemo-
logical category “. Investigating the nature
of objects of forensic examination, N. Kly-
menko refers to R. Belkin’s statement that
“objects of forensic examination can be materi-
al formations (material objects) and processes,
which include phenomena, events, actions ” .
Accordingto Art. 1 of Law of Ukraine: On Ju-
dicial Examination, forensic examination is
“research based on special knowledge <...>
of objects, phenomena and processes” *.
That is, supporters of the second approach
claim that the objects of expert research
can be processes and phenomena (in par-
ticular, fragments of a crime event). Despite
the needs of the investigation, the expert’s
knowledge of phenomena and processes
as objects of research remains debatable to
this day. M. Shcherbakovskyi believes that
such authors mix different concepts: “ob-
ject of forensic research”, physical evidence and
document. <...> object of forensic research is
not material evidence - it is procedural catego-
ries, but objects and documents as material or
materialized carriers of information. An object

examined by an expert and containing infor-
mation about a crime may acquire the proce-
dural status of material evidence in accordance
with Art. 93 of the Criminal Code of Ukraine,
and in the absence of relevant information, it
loses its significance in criminal proceedings.
But he does not lose the status of the object of
examination” *. The question of belonging
to the objects of examination of material
objects, fragments of the material situation
or events or processes is controversial to
this day, but decisive in the context of our
research.

Currently, in methodological FEE de-
velopment and in practical forensic expert
activity, the following definition is used:
“Objects of forensic electrotechnical expertise
(expert electrotechnical research) are material
and materialized sources of information that
are examined by electrical experts in order to
establish the factual data and circumstances
of the case ( events) belonging to the subject
of forensic electrotechnical examination (ex-
pert electrotechnical examination): main
object of the examination is the electrical in-
stallation of the consumer of electric energy
and its elements; objects of examination also
include those media that contain actual data
on the subject of a specific electrical examina-
tion; relevant documents of case materials,
research objects and documents provided by
the customer of the expert examination” *2.
Separation of forensic researches on the

48 IllepbakoBchkuii M. I. IIpoBefieHHsI Ta BUKOPUCTAHHS CYZOBUX €KCIIEPTU3 Yy KPUMiHATIb-
HOMY IIpOBa/KeHHi : MoHorpadisa. Xapkis, 2015. C. 107. URL: https://dspace.univd.edu.ua/
server/api/core/bitstreams/0dd2821b-1646-4d5c-965f-c20e08dc1479/content (date accessed:

23.02.2023).

49 Knumenko H. L. IIpupoza 06’€KTiB CyZ0BOI eKCIIEPTU3U. AKMYAAbHI NUMAHHL KPUMIHAALHO-
20 npouecy, KPUMIHAAICMUKL Ma cyd08oi ekCnepmu3il : MaT-Iu MIXKBiZIOM. HayK-IIPaKT. KOHO.
(Kuis, 24.11.2017). V 2 4. Kuis, 2017. 4. 1. C. 309—312.

50 IIpo cy#oBy eKcIepTu3y : 3aKOH YVKpaiHu Bif 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta Z0IIOB.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 23.02.2023).

51 Illep6akoBchkuit M. I. IIpoBeseHHs Ta BUKOPUCTAHHS ... . C. 103—104. URL: https://dspace.
univd.edu.ua/server/api/core/bitstreams/0dd2821b-1646-4d5c-965f-c20e08dc1479/content

(date accessed: 23.02.2023).

52 Topbenko B. O., iImutpies B. O., Inbuenko B. M., Poraziu C. B. Ta in. 3asHad. TBip.
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facts of theft of electricity as an indepen-
dent FEE subspecies of requires definition
of the object concept of the of this forensic
examination.

The foregoing makes possible to formu-
late the following definition: object of FEE
on the facts of electricity theft are material
and materialized sources of information that
contain data on inappropriate determination
of the amount of electricity consumption (dis-
tribution, transmission) and which electrical
experts investigate in order to find out the ac-
tual data and circumstances of the case (event)
that belong to the subject of this examination.

FEE facilities on facts of electricity
theft include:

1) means of commercial electricity me-
tering:

a) electricity metering devices;

b) measuring equipment (for exam-
ple: current measuring transform-
ers and voltage transformers);

2) documents that, on the basis of reg-
ulatory requirements, determine the
possibility of using means of commer-
cial electricity metering (for example:
protocols for parameterization of me-
tering devices, certificates of metro-
logical verification, acts of technical
verification of means of commercial
electricity metering);

3) annexes to relevant agreements, on
the basis and under the terms of which
electricity is consumed (transmitted,
distributed) (in particular: a single-line
scheme of electrical connection with
the designation of the parameters of
the elements of electrical networks,
act of delimitation of the balance own-
ership of electrical networks, proce-
dure for payments for electricity and
provision of relevant services);

4) actual (electrical) device metering ar-
rangement diagrams in the electrical
installation under research;

5) documents containing data on vio-
lations of RREM (act on violations of
RREM, annexes to it: schemes, des-
criptions of detected violations, de-
scriptions of detections of the facts of
influence on the operation of commer-
cial metering equipment, comments
of the parties, etc.);

6) materials of photo and video record-
ing of RREM violation detection;

7) devices withdrawn during the drawing
up of the act on violation of RREM or
during the investigative actions, for
which data are provided, which are
considered to be the grounds for re-
cording the event of occurrence (exi-
stence) of the influence of physical
fields, or for which there are doubts
about the possibility of their use to in-
fluence the compliance of electricity
metering with the investigated meter-
ing device during their operation;

8) log data of investigated metering de-
vice;

9) data of the load profile of metering
device under research;

10) documents containing data on the
consumer’s work schedule and indica-
tors of his activities in the production,
manufacture and release of products,
provision of services, etc.;

11) calculation of the volume of consump-
tion (distribution, transmission) of
electricity, calculation of electricity
losses in elements of power networks;

12) devices that have signs of displaying
the existence of pulsed or radio-fre-
quency electromagnetic radiation,
magnetic field, etc.

Regarding the last point, we should
note the following: determining the influ-
ence of physical fields on the compliance
of electricity accounting requires deter-
mining the force characteristics of the field
(voltage, induction, as well as the charac-
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teristics of changes in these values over
time: frequency), and under certain con-
ditions also in retrospect (when the field of
electromagnetic radiation or the magnetic
field is removed) such characteristics can
be found out indirectly; and does the elec-
tromagnetic field belong to the research
objects? Physics defines electromagnetic
field as a special type of matter that is not
felt by humans and which is invisible, ex-
ists independently of our consciousness,
does not require the presence of another
type of matter (environment), spreads both
continuously and discretely in the form of
photons with the speed of light in space,
free from substances: vacuum, a certain
part of whose physical values (according
to the principle of uncertainty) cannot be
precisely described (determined) at the
current level of science. Feature of the
electromagnetic field is the relationship
between the electric and magnetic com-
ponents, under which a changing electric
field can create a magnetic field and vice
versa. Unlike matter, an electromagnetic
field has no rest mass. At the same time,
electromagnetic field has energy (similar
to matter), is characterized by inert mass,
momentum (momentum), and moment of
momentum, i.e., those universal proper-
ties of matter that obey the general laws
of conservation and are due to the inde-
structibility and indestructibility of mat-
ter and its motion. The above proves that
the electromagnetic field belongs to the
material world, however (as a special type
of matter) it is characterized by the com-

plexity of conducting research, therefore,
knowledge of a specific electromagnetic
field (with certain parameters) in the FEE
based on the facts of electricity theft is
possible only indirectly through the action
on stationary electric charges and moving
electric currents by either measurements,
or by manifestations of the power char-
acteristics of its individual components:
electric and magnetic fields, that is, by the
results of the transformation of the ener-
gy of the electromagnetic field into other
types of energy (in particular, mechanical
and thermal) by the traces-reflections of
these events on studied objects.

It should be noted that the term: trac-
es-reflections is one of the main concepts
of forensic trace evidence research. Ac-
cording to methodology of trace evidence
research: “traces-reflections arise as a re-
sult of the interaction of two objects <...>:
one object forms a trace (the one that left
atrace) - the trace-forming object, the sec-
ond, perceives changes (on which the trace
was formed) - tracker Areas of the sur-
face of objects with which they come into
contact during the formation of a trace
are called contact surfaces, and the fact
of interaction is called trace contact” .
However, reflection traces also arise as
a result of non-mechanical interaction of
objects, as happens with physical fields
with certain force characteristics. Com-
plexity of researching physical impact of
electromagnetic and magnetic fields on an
electricity meter (especially based on an
event that took place in the past) requires

53 Mlemiteko B. 10., Konosasnosa B. O., Xypasens B. A., Ini6ko B. M., Jyauikos A. JI., Illes-

gyk B. M. KpuminHaiicTuka :

migpy4HuK / 3a pex. B. I0. IllemiTpka. 4-Te BUZ., mepepob.

i nomoB. Xapkis, 2008. C. 60. URL: https://law.sspu.edu.ua/files/documents/books/library/17/
shepitko.pdf (date accessed: 23.02.2023) ; Komiua B. B., Koniua H. B. KpuminaicTuyHa Tex-
HiKa, TAaKTUKa i MeToZMKa : HaBd. mocib. Ozeca, 2022. C. 41 ; Bonobyes A. ®., laupuina M. B.,
Imenko A. B. ta in. KpuMminaiictuka : nizpygsuk. Y 2 1. T. 1/ 3a 3ar. pez. A. . Boiobyesa,
P. JI. Crenanioka, B. O. ManspoBoi. XapkiB, 2018. C. 149. URL: https://dspace.univd.edu.ua/
server/api/core/bitstreams/1c71481e-5339-4203-a94d-5fcac8dfee32/content (date accessed:

23.02.2023).
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not only the solution of expert tasks for
traceable objects, but also the study of the
conditions under which these traceable
objects acquired fixed signs-reflections
of the impact event, that is, it is about the
peculiarity of the study of the conditions
of existence of electromagnetic and mag-
netic fields, the conditions of detection of
the event of influence of these fields on
the research object electricity metering
device, which providing for performance
of research according to situational tasks.
In this case, the object of research also
becomes the material situation of com-
mitting a criminal offense (electricity
theft) with expansion of the above list of
researched objects.

Conclusions

The “commodity” essence of electricity
as an object of civil rights with the corre-
sponding legal regime of property nature
in cases of crimes against property is con-
sidered. The results of expert studies in the
proceedings on theft of electricity are sum-
marized and the origins of these studies
from the general FEE tasks are determined.

The structure of areas of forensic re-
search into unaccounted for electricity
use was analyzed and the place of expert
research into cases of electricity theft in
FEE was determined.

The interrelationship between the
subject and the object of research and
tasks in forensic examination has been
studied. The topic and object of FEE were
determined based on the facts of electric-
ity theft.

Typical questions of forensic research
on the facts of electricity theft due to the
influence of electromagnetic radiation
on the electricity metering device are for-
mulated. According to the developed list
of typical questions in this area of expert

research, the principles of forming typical
lists of questions in other areas, depending
on the method of committing a criminal
offense of electricity theft, are laid down.
It is argued that the development of such
lists will contribute to the construction
of optimal investigative versions and the
effective conduct of investigative (search)
actions, will speed up the investigation of
cases of electricity theft.

IIpegmeT Ta 06’EKT CYZ0OBOT
€JIEKTPOTEXHIYHOi eKCIIepTU3H
y IPOBa/;KeHHAX PO BUKPaJeHHA
€JIGKTPUYHOI eHeprii
Cepeiil Pozanin

Mema cmammi — 3a 00nomo2oio y3azaio-
HeHHS Pe3yAbmamie eAeKmpomexXHidHIUX eKc-
nepmuux 00cAiOHceHb (30Kpemd, BUKOHAHUX
y HauyioHaavHOMy HAYKOBOMY UeHmpi «IH-
cmumym cydosux ekcnepmus3 im. 3aca. npog.
M. C. Bokapiyca» MiHnicmepcmea 0Cmuyii
VKpainu) i Komnaexcy 3a2aAbHOHAYKOBUX Md
cneyianvHux memodie (30kpema, popmans-
HO-N10214HUX, NOPIBHAHHA, AHANI3Y Tl CUHMe-
3y) 8usHauumu micuye excrnepmusu 3a ¢ak-
mamu eukpadeHHs enekmpoeHepeii  cy0osiil
e/leKMpOmexXHiuHill ekcnepmusi, copmynio-
samu nouamms npeomema i 06’ckma maxoi
excnepmua3u, ckaacmu nepeaik ii eudis. Ok-
pecaeHo nepcnekmusu po3sumky cydosot esex-
MpOMexHIYHOL eKcrepmu3u. Y3azaabHeHo pe-
3y1bmamu eAeKMpomexHIUHUX eKCepmHUX
docni0scets Y NposadHeHHAX NPO BUKPAJEHHS
enexkmpoenepeii. Jl06e0eHO HACTYNHUYMEO
YumMu  00CAIOHCEHHAMU 3A2ANbHUX 3aA80AHb
€y00801 enekmpomexHiuHoi ekcnepmusu. Ha
nidcmaei po3ensHymux okpemux meHOeHyill
81008020 2eHe3UCy 6 CYO08ill ekcnepmu3i eu-
C108/1eHO OYMKY NMpo Mo0aavluuil po3sUMOK
€y00801 eekmpomexHiuHol ekcnepmu3u. Pos-
2AAHYMO CMPYKMYPY HANPIMI8 eKCTIepmHUX
docniOsceHb HeobAIKO8AH020 BUKOPUCTIAHHS
e/lekmpoeHepeii Ma 6U3HAYEHO IXHE Micle
8 cucmemi Cy0o8UX eAeKMPOMeXHIYHIUX eKc-
nepmu3. 3axkaadeHo NPUHYUNU POPMYBAHHS
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MUN0BUX Nepeaikig NUMmaHv y cydosiil enek-
MPOMexHIYHIllL ekcnepmusi 3a @gakmamu
8UKpadeHHs eneKkmpoeHepeil 8i0nogidno 0Jo
CNocoby 64UHEHHA KPUMIHAABHOZ0 Npagono-
PYuUeHHS. 3a NOA0HEHHAMU 3A2AbHOL Meopil
cydogux ekcrepmu3 8U3HA4eHo npedmem ma
00’ckm cy0o80i eneKMpOMmexXHIiUHOL eKcTep-
musu 3a axmamu 6uKpadeHHs enekmpoe-
Hepeii. Cpopmyavosaro munosi numarHs 0o
excnepma y npogaditeHHsIX npo eukpadeHHs
eflekmpoeHepeii 6HACAI0OK 8NAUBY eNeKMpo-
MAZHIMHO20 BUNPOMIHIOBAHHS HA npuaad 0b-
Aiky. Ha npukaadi 4v020 nepeniky po3eAsiHymo
NPUHYUNL (QOPMYBAHHS MUNOBUX NepeniKie
NUMAHb 3a THIWUMU HAnpamamu 00caiddxeHsb
paxmie sukpadenHs enekmpoeHepeil 3a1exHHO
810 cnocoby 84UHeHHI KPUMIHAALHOZ0 NPA8o-
NOpyULeHHSL.

Kawuoei caoea: o6’ckm, npedmem,
3a80anHs, NUMAHHA CYD080L eneKmpormex-
HI4HOL eKxcnepmu3u 3a paxmami uKpadeH-
HS eNeKMpUUHOL eHepell; 8UKpAJeHHs e/eK-
mpoeHepzii; npuaad obAiKy elekmpoeHepeil.
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During investigation of crimes against foundations of national
security of Ukraine today, latest achievements of science and tech-
nology are quite actively used, therefore there is a need for a more
rational organization of the procedure of proof and drawing the
attention of scientists to the issues of specific expertise use at the
stage of pre-trial investigation. The purpose of this article is to de-
termine the general principles of specific expertise use at the stage
of pre-trial investigation of crimes against foundations of national
security of Ukraine. Methodological background: general scientific
and special scientific methods of cognition. Principles of specific ex-
pertise use during investigation of criminal offenses are considered
and characterized. In particular, it is determined that specific ex-
pertise is used during investigation of crimes against foundations
of national security of Ukraine based on the following principles:
independence of person who has special knowledge; legality; rule of
law; research complexity; competitiveness; objectivity; comprehen-
siveness and completeness of specific expertise use; non-disclosure by
a person who uses specific expertise while conducting investigative
(search) actions, pre-trial investigation data and operational infor-
mation; observance of constitutional rights and freedoms of citizens
involved in pre-trial investigation procedure; compliance by person
with specific expertise, specific expertise use exclusively within the
limits of his competence.

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translated by Andriy Bublikov). The author acknowledges
translation as corresponding to the original.
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Research
Problem Formulation

With the beginning of armed aggression
of Russian Federation against Ukraine,
the number of criminal offenses provided
for in Section 1 of the Special Part of the
Criminal Code of Ukraine ! (hereinafter re-
ferred to as the Criminal Code of Ukraine),
crimes against foundations of national
security of Ukraine, increased. In the con-
text of a large-scale invasion, criminal of-
fenses that encroach on the foundations of

national security of Ukraine (in particular,
treason, collaborative activities, etc.) have
become quite common and especially dan-
gerous.

According to analysis of statistical
reports published on the official web-
site of the Prosecutor General’s Office
of Ukraine 2, over the past five years, the
number of criminal proceedings opened
on the grounds of committing criminal
offenses under Articles 109—114%of Crimi-
nal Code of Ukraine has increased signifi-
cantly, most of all in 2022 (q.v.).

Statistics on criminal offenses registered under the first section of the Special Part
of Criminal Code of Ukraine and the results of their pre-trial investigation

Indexes 2019 2020 2021 2022 2023
Cr1rp1na1 offenses recorded in the reporting 379 414 520 17429 6270
period
Cr}mlnal offenses for _vs{hlch persons have re- 127 122 157 9158 9974
ceived a notice of suspicion
Criminal offenses in proceedings, the pre-trial
investigation of which has been stopped in ac-
cordance with Art. 280 of Criminal Procedural / 20 24 691 396
Code of Ukraine
Criminal offenses for which proceedings are 106 97 124 1,19 1673
sent to the court
Criminal offenses for which proceedings are 39 41 58 477 153
closed
Criminal offenses for which no decision on ter-
mination or suspension was made at the end of | 263 297 372 15511 4194
the reporting period

1 KpuMiHaibHUH KoZeKc YKpaiHu Biz 05.04.2001 p. Ne 2341-11I (3i 3MiH. Ta fonos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 13.04.2024).

2 TIpo 3apeecTpoBaHi KPUMiHaIbHI IIPABOIOPYIIEHHS Ta PE3YIbTATH iX JOCYZOBOTO PO3CIIi-
npysaHHA /| Odic T'eHepasbHOrO MpoKypopa Ykpainu : odim. caiit. URL: https://gp.gov.ua/ua/
posts/pro-zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-rozsl-

iduvannya-2 (date accessed: 13.04.2024).
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Investigation of criminal offenses aga-
inst the foundations of national security
of Ukraine is a complex process for repre-
sentatives of pre-trial investigation bodies/
court. Taking into account practical expe-
rience, it should be noted that a significant
part of the circumstances of criminal pro-
ceedings can be objectively determined
only by conducting forensic examinations.
Forensic experts have specific expertise
and are able to make a significant contri-
bution to investigative / judicial activities in
order to clarify the circumstances import-
ant for criminal proceedings.

When the latest achievements of sci-
ence and technology are actively used in
the process of investigating criminal of-
fenses, there is a need for a more ratio-
nal organization of the proof process and
drawing the attention of scientists to the
issues of specific expertise use at the stage
of pre-trial investigation. The issue of legal
support for the use of special knowledge
at the stage of pre-trial investigation is in-
exhaustible and requires further improve-
ment and development.

Article Purpose

The research purpose is to determine ge-
neral principles of the specific expertise
use at the stage of pre-trial investigation
of crimes against foundations of national
security of Ukraine.

Research Methods

In order to achieve this goal, general sci-
entific (in particular, dialectical, analysis,
synthesis, induction, deduction) and spe-
cial scientific methods (formal logical,
logical-legal, system-structural ones) were
used that contributed to the content and
validity of scientific conclusions.

Analysis of Essential Researches
and Publications

General specifics of specific expertise
use in criminal proceedings were stud-
ied by L. Arotsker ® V. Honcharenko and
I. Hora 4, N. Klymenko °, E. Simakova-Ye-
fremian ¢, K. Chaplynskyi 7, V. Shepitko &,
M. Shcherbakovskyi °, V. Yusupov, ! etc.

3

10

Aporikep JI. E. IIpoGieMbl Teopuu CyAeGHOH SKCIEpTU3bl. [Ipobiemul COYUAAUCTIUYECKOL
3aKOHHOCTU HA COBPEMEHHOM 3dmane KOMMYHUCTUHECK020 CMpOUmenbCmea : Kp. Te3. JOKIL.
U Hayd. coobur. pecmy6i. koHd. (Xapbkos, 21—23.11.1978). Xapbkos, 1978. C. 250—253.
CrenianbHi 3HaHHS Ta GOPMU IX BUKOPUCTAHHS B CYZJOYUHCTBI / 32 3ar. peA. pod. B. I. T'on-
yapeska Ta I. B. Topu. Brosemerb 3akonodascmea i opududHoil npakmuxu Yxkpainu. Excnepmusu
6 cydouuncmei Yxkpainu. Po3’acHenns. 3akonodascmeo. Cydoga npakmuka. 2015. Ne 5—6. C. 6—17.
Knumenko H. I. 3aranxpHa Teopid CyA0BOI eKCIIEPTOJIOTil: IOHATTS 1 Miclle B CHUCTEeMi HayKo-
BOTO ITi3HAHHSA. 30IPHUK HAYKOBUX Npayb [pnincykoi inancoso-10puduyunol akademii (ekoHomika,
npaeo). 2013. Bu. 2. C. 101—106.

CrosiTHIN IIIAX CYZOBOI eKCIIepTU3U B YKpaiHi (1918—2018 pp.) : MoHOrpadis / aBT.-yKiIL.:
0. M. Kitoes, O. II. YrpoBeuskuii, E. B. CimakoBa-EdpemsH Ta iH. / 3a pea. O. M. Kioesa.
Xapkis, 2018. 336 c.

Yarnacekuit K. O. CrienianbHi 3HaAHHS SIK 00'€KT KPUMIHAMICTUYHOTO AOCTiLKeHHs. Hay-
ko8ull 8icHUK JJHInponemposacokozo OeprcagHozo yHigepcumemy eHympiwHix cnpag. 2011. Ne 2.
C. 323—329.

IllemmiTeko B. 10. IIpoGseMy BUKOPUCTAHHS CIeIialbHUX 3HAHb Kpi3b IIPU3My CY4acHOTO
KPHMiHaJIBHOTO CyAOYMHCTBA B YKpaiHi. Cydosa excnepmu3sa. 2014. Ne 1. C. 11—18.
IlTepbakoBchkuii M. I. [IpoBeZieHHST Ta BUKOPUCTAHHS CYJOBUX eKCIIePTU3 Y KPUMiHATbHO-
My IIpOBa/[KeHHi : MoHorpadis. Xapkis, 2015. 560 c.

HOcymnos B. B. KpumMminanicTuka B Ykpaiti y XX — Ha mouaTky XXI cT. (IcTopUKO-TeoOpeTHdHe
JOCJIi/PKEHHS) : AUC. ... I-pa ropu. Hayk. Kuis, 2018. 564 c.
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General theoretical issues of the use of
special knowledge at the stage of pre-trial
investigation of criminal offenses provid-
ed for in Section One of the Criminal Code
of Ukraine were considered by T. Budko !,
I. Hora and V. Kolesnyk 2, A. Ishchenko **
et al. However, the issue of theoretical
analysis of principles (foundations) of the
specific expertise application in criminal
proceedings requires further study and
improvement.

Main Content Presentation

Modern development of criminalistics
and forensic science theory, especially
their applied aspects, occurs in parallel
with interpenetration of knowledge and
the use of advanced methods of other sci-
ences in implementing the tasks faced by
persons who detect, investigate and dis-
close criminal offenses. It is worth noting
that the investigation of criminal offenses
that encroach on foundations of national
security of Ukraine cannot be imagined
without the use of scientific and technical
achievements and modern scientific and
technical means developed on their basis.

The current legislation of Ukraine
uses the specific expertise term, but there

is no legal act that would standardize this
concept.

In science, there are different defini-
tions of the concept of specific expertise.
According to V. Shepitko: “specific expertise
is a set of modern knowledge in a particular
field of science, technology, art or craft” .

A. Tymchyshyn ' draws attention to
the opinion of M. Shcherbakovskyi that
“specific expertise is professional knowledge
obtained as a result of training, as well as
skills acquired by a knowledgeable person in
the process of practical activity in various
fields of science, technology and other socially
useful fields of human activity, used together
with scientific and technical means in the ex-
amination”'°, However, this definition lim-
its the scope of specific expertise to exa-
mination only.

Ye. Kovalenko emphasizes that “con-
cept of specific expertise does not include legal
knowledge, since in its content for the bodies
of inquiry, investigation and court they, al-
though they are special, form the basis of their
professional activity in the correct resolution
of legal issues during the pre-trial investiga-
tion and trial in criminal cases” V.

Opinion of B. Romaniuk is reason-
able, who believes that “specific expertise
is a set of scientifically based information of

11 Byaxo T. B. IIpo6ieMHi IUTaHHS CYZ0BO-IiHIBICTUYHOI CEMaHTHKO-TEKCTYaIbHOI eKCIIePTU-
31 MOBJIEHHSI Ta peKOMeH/allii oo ix BUpilleHHs (Ha MaTepiaslaX KpUMiHATbHUX IIPOBAJ-

KeHb) : MoHorpadis. Kuis, 2017. 92 c.

12 Topal. B., Konecuuk B. A. KpuMiHaTiCTUYIHI €KCIIEPTU3H Ta JOCIiXKEHHS, 110 IIPOBOAITHCS
y cHCTeMi IpaBOOXOPOHHUX OpraHiB YKpaiHM : HayK.-IIpakT. noci6. Kuis, 1999. 80 c.

13 Imenko A. B., Mapuyxk P. I1. BuKopucTaHHS (CIIelialbHUX 3HaHb Y IPABOOXOPOHHIH ITPaKTH-
11i: cTapi Ta HOBI mpobemu. Haykosuil gicHuk HayionaavHoi akademii gHympilunix cnpas. 2001.

Bur. 3. C. 204—211.

14 Ileniteko B. 0. KpuminamicTuka / EHIUKIONEAMYHUH CIOBHUK (YKPAIHCBKO-POCIHCBKUI
i pocilicbKo-yKpaiHCBKU) ; 3a pea. akag. HAH Vkpainu B. fI. Tanig. Xapkis, 2001. 560 c.

15 TumunimuH A. M. CrieniayipHi 3HaHHS: MOHATTS, 3MICT Ta Cy6'€KTU BUKOpUCTaHHA. FOpuduu-
HUll HayKosuil eneKmMpoHHUIL dcypHa. 2018. Ne 2. C. 299—302. URL: http://Isej.org.ua/2_2018/79.

pdf (date accessed: 13.04.2024).

16 Illep6axoBcekuii M. I. TakTuKa IPOBEEHHS CYA0BUX €KCIIEPTUS : JIEKIist. Xapkis, 2004. 32 c.
17 KosasneHko E. I criosb30BaHME SKCIIEPTHBIX 3HAHUH B IeITEIbHOCTH OPTAHOB BHYTPEHHUX
ZieJ1 TIO IIPeAyNpeXAeHUIO XUIIeHUH COIIMaTUCTUIeCKOr0 UMYyIecTBa : yueb. mocob. Kues,

1990. 86 c.

149


https://doi.org/10.32353.khrife.2.2024.10
http://lsej.org.ua/2_2018/79.pdf
http://lsej.org.ua/2_2018/79.pdf

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)

ISSN 1993-0917

e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

a separate (special) type possessed by persons
(specialists) within amny profession in various
fields of science, technology, art and craft” 8.
At the same time, expediency of using the
craft term in defining the concept of spe-
cific expertise is questionable, since spe-
cific expertise “in the field of craft” during
forensic examination is rarely needed.

We consider it reasonable to charac-
terize the special knowledge of O. Bond-
arenko as a set of “knowledge in any field
of human activity: science, technology, art,
craft (except for the legal knowledge of the
inquirer, investigator, prosecutor and judge)
acquired as a result of special training or
professional experience, which are used to
obtain evidence or other information neces-
sary for the disclosure and investigation of
crimes” .

Translated from Latin, the : principle
(principium) lexeme means: basis, primary
source. According to the Great Explanatory
Dictionary of the Modern Ukrainian Lan-
guage, the principle is:

“1. The main starting point of any scien-
tific system, theory, ideological direction, etc.
<...> 2. A feature underlying the creation or
accomplishment of something, a way of cre-
ating or accomplishing something. // The rule
used as the basis for the activities of any orga-
nization, society, etc. <...> 3. A belief, a norm,
a rule that guides someone in life, behavior” .

From a philosophical standpoint, the
principle category is considered in two
meanings:

“as a basis from which to proceed and
which must be guided in scientific knowl-
edge or practical activity;

as an internal belief of a person, which
determines his attitude to reality, norms
of behavior and activity” .

In legal literature: “principles of law are
formed in the process of the development of le-
gal awareness and natural law, enshrined in
laws, international legal acts and legal posi-
tions of the European Court of Human Rights,
fundamental moral and legal fundamental
ideas, which, due to their content and values,
are the foundation of a legal strategy, deter-
mine the doctrinal value of the legal system,
harmonize the entire system of legal norms,
are the primary source of individual institu-
tions and norms of law, provide deep unity to
the regulatory mechanisms of law, determine
the peculiarities and doctrinal qualities of
the field of law, provide a legal basis for the
interpretation of specific norms and the res-
olution of controversial issues, contribute to
the correct knowledge and application of legal
norms, are the basis and starting point for the
further development of legal doctrine and leg-
islative acts” %.

We agree with the opinion of A. Maru-
shev that “principles of the use of special

18 Pomaniok B. B. CyuacHi TeopeTudHi Ta IpPaBOBi IPOOJEMU BUKOPUCTAHHS CIEI[iaJbHUX
3HAHb y JOCYZ0BOMY CJIiJCTBI : AUC. ... KAHA. Iopuz. HayK. Kuis, 2002. 222 c.

19 Bonzapenko O. O. [IporiecyaybHU cTaTyc 06i3HaHUX OCib Ta X ITPaBOBIAHOCKHU 3 li3HABAYEM
i CoTiAYMM y KpUMiHQJIBHOMY CYZOYMHCTBI © IUC. ... KaH/. I0pHU/. HayK. Xapkis, 2004. 260 c.

20

ITpuHnun / Bedukuil TIyMadyHUN CIOBHUK Cy9acHOI YKpaiHCBbKOI MOBU / YKJIaf. i TOJIOB.

pea. B. T. Bycen. Kuis ; Ipmins, 2005. C. 1125. URL: http://irbis-nbuv.gov.ua/cgi-bin/ua/elib.
exe?Z21ID=&I21DBN=UKRLIB&P21DBN=UKRLIB&S21STN=1&S21REF=10&S21FMT=online_
book&C21COM=S&S21CNR=20&S21P01=0&S21P02=0&S21P03=FF=&S21STR=ukr0000728%

5F10 (date accessed: 13.04.2024).
21
2006. 432 c.
22

Cy4yacHUI CJIIOBHUK i3 CycIinpHUX Hayk / 3a peg. O. I. JanwnpsgHa, M. I. ITaHoBa. Xapkis,

Teprumrauk B. M., Cauxko O. B., Komrosuii O. I'. IIpuHIIUNY IIpaBa B iHTeTpaTUBHINA ZOKTPHUHI

BZOCKOHAJIEHHSI KPUMIHAJIbHOIO 3aKOHOAABCTBA. AKMYAAbHI NpobaeMiu iMUYUIHAHOL T0pU-

cnpydenyii. 2018. Ne 3. C. 66—70.
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knowledge by certain subjects of criminal
proceedings coincide primarily with the
norms and principles of criminal procedural
legislation, they represent the most import-
ant and defining legal provisions on which
the criminal process is based” *.

It should be noted that the forensic lit-
erature considers in some detail the prin-
ciples on which the interaction of pre-trial
investigation bodies with forensic science
institutions is based.

Thus, V. Shepitko draws attention to
the fact that “interaction of the investigator
with other participants in criminal proceed-
ings should be specific, based on the law and
the correct combination of forms and meth-
ods of work and carried out in compliance
with the following principles:

«  procedural independence of investiga-
tors and inquiry bodies, non-interfer-
ence in their procedural activities;

« compliance with the requirements of
legality;

+ independence of employees of opera-
tional and investigative units, investi-
gators and specialists in the choice of
means in the implementation of agreed
measures;

« division of competence between the
participants in the interaction;

« non-disclosure by the participants of
interaction of data of procedural, oper-
ational-search and other activities;

«  consistency of planning and execution
of actions by the participants of inter-
action, availability of information ex-
change, etc.” *.

It is reasonable to think that investi-
gator’s interaction with other units is car-
ried out on a general and special basis. At
the same time, we emphasize that special
principles of interaction are distinguished
depending on its subjects, but the general
principles include:

“responsibility of the investigator for
a prompt, complete and impartial investiga-
tion of criminal offenses, his independence in
procedural activities, interference in which by
persons who do not have the legal authority to
do so is prohibited;

observance of the principles of criminal
proceedings;

active use of methods, scientific and tech-
nical achievements in the prevention, detec-
tion and investigation of criminal offenses;

optimal use of forces and means;

ensuring non-disclosure of pre-trial in-
vestigation information;

expediency is interaction should be only
in those criminal proceedings and in those
investigative situations that require this in-
teraction;

cost-effectiveness provides for the relative
simplicity and profitability of interaction,
which will best achieve the tasks;

duration: interaction should be continu-
ous, in other words, continuous, if it concerns
bodies and units;

secrecy” %.

Thus, analysis of scientific literature
on criminal procedural law and criminal-
istics makes it possible to distinguish the
following principles of specific expertise
use at the stage of pre-trial investigation of

23 MapymuieB A. /I. IIpyHIMIIN 3aCTOCYBAaHHS CIIel[iaJIbHUX 3HAHb ¥ KPUMiHaJIbHOMY IIPOBa/J-
sKeHHi. Akmyanvhi npobaemu depacasu i npasa. 2020. Burr. 86. C. 139—144. DOI: 10.32837/apdp.

v0i86.2424 (date accessed: 13.04.2024).

24 TlanoB M. I., leniTeko B. 0., Konosasosa B. O. Ta iH. HacTiJbHa KHUTa CAiJ4O0TO :

Ha-

VK.-IIPaKT. BUA. AJs clifgd. i gisHaBad. Kuis, 2003. C. 194—195.

25 Abnamcekuii C. €., I0xH0 O. O., ®omina T. I. Ta iH. B3aeMozis ci1ig90ro 3 iHIIMMY OpraHamu
1 miZpo3AinaMy IpYU PO3KPUTTI Ta PO3CAiLYyBaHHI KPUMiHAJIBHUX [IPABOIOPYIIEHD : HABY.
riocib. Buz. 2-re, fomos. i mepepod. Xapkis, 2019. 209 c.
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crimes against the foundations of national
security of Ukraine.

Principle of independence of person
with specific expertise

Independence principle of forensic expert is
enshrined in Part 2 of Art. 69 of Criminal Pro-
cedural Code of Ukraine: “Persons who are in
official or other dependence on the parties to
the criminal proceedings or the victim can-
not be experts” % This principle should be un-
derstood as the absence of influence of any
other persons on a person who has specific
expertise, as well as the ability of this person
to independently choose means, methods
and methods of research. Therefore, foren-
sic experts should be protected by law from
the interference of the relevant services or
ministries in the conduct of the examination,
under the supervision of which are state spe-
cialized institutions (scientific and research
institutions of forensic examinations of the
Ministry of Justice of Ukraine, expert services
of the Ministry of Internal Affairs of Ukraine,
SBU, etc.), from interference by prosecution,
defense, court and other persons interest-
ed in the results of criminal proceedings. It
is worth noting that, according to the Scien-
tific and Practical Commentary to the Law
of Ukraine: On Judicial Examination, “per-
formance by the head of a State specialized
institution of organizational and managerial
functions regarding the quality control of ex-

pert research, provided for by departmental
regulations, does not constitute interference
in conducting forensic examination” ¥. We
agree with the opinion of V. Shepitko that
“principle of independence of forensic ex-
pert activity cannot be implemented without
observing such principles as legality, objec-
tivity and completeness of the research” %.

Principle of legality

Legality is generally understood as the accu-
rate and strict observance and implementa-
tion of the provisions of the Constitution of
Ukraine, laws and other relevant legal acts
by all state and non-state institutions and or-
ganizations, officials, citizens. The principle
of legality stipulates that all actions of per-
sons with special knowledge should com-
ply with the requirements of the current
legislation. Thus, in his work, the expert
must-comply with the procedural rules and
methodological requirements for the exam-
ination (expert research). Specific expertise
uses in investigation of criminal offenses
that encroach on the foundations of nation-
al security of Ukraine in violation of crimi-
nal procedural legislation is unacceptable
and leads to liability under the law.

Principle of rule of law

Principle of the rule of law is enshrined
in Art. 8 of Constitution of Ukraine ?. In
Art. 8 of the Criminal Procedural Code of

26

27

28

29

KpuMiHaJIBHUH NpoliecyaTbHUN KoZeKe YKpaiHu Big 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta Z0-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 18.04.2024).
Ceraii M. {., ®opic 0. B. HayKoBO-TIPaKTUYHUN KOMeHTap 0 3aKoHy YKpaiHu «IIpo cyZoBy
excrepTusy» / EkcriepTusu y cyZoBiil IpakTUIl : HayK.-IPaKT. 1oci6. 2-re BUZ., mepepod.
i momosg. Kuis, 2010. C. 379.

Olenmitbko M. B. JloTpuMaHHS HPUHIIUILY HE3AJIEXKHOCTI CYZOBO-eKCIIePTHOI JisIBHOCTI
B VKpaiHi. AkmyaavHi numanHs cydogoi ekcnepmu3au ma KpUMiHaAicmuky : 36. MaT-J1iB MiXXHApP.
HayK.-IIpaKT. KoHO., IpucBad. 100-pid. BiA AHI HAPOLK. [-pa IOPUA. HAyK, IIpod., 3aciI. Aiddya
Hayku i TexHiku Ypainu M. B. CanreBcpkoro (Xapkis, 07—08.11.2017). Xapkis, 2017. C. 80—
81. URL: https://dspace.nlu.edu.ua/jspui/bitstream/123456789/13783/1/Shepitko_M_80-81.pdf
(date accessed: 13.04.2024).

Koncrurynis Vkpainu : 3akoH Vkpainu Bij 28.06.1996 p. Ne 254k/96-BP (3i 3miH. Ta Jo-
moB.).URL: https://zakon.rada.gov.ua/laws/show/254k/96-Bp#Text (date accessed: 10.04.2024).
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Ukraine®, it is considered in the context
of criminal proceedings as a process and
provides for the recognition of a person, his
rights and freedoms as the highest values
that determine the content and direction
of the state’s activities. According to the
decision of Constitutional Court of Ukraine
dated on November 2, 2004, No. 15-p11/2004,
“rule of law is the rule of law in society. The
rule of law requires the state to implement it in
law-making and law-enforcement activities,
in particular in laws, which in their content
should be imbued primarily with ideas of
social justice, freedom, equality, etc.” * The
essence of this principle is that everyone
who uses special knowledge must comply
not only with the requirements of the
relevant regulatory act, but also take into
account its compliance with legal norms
that have a higher legal force.

Research multidisciplinarity

Research multidisciplinarity is character-
ized, first of all, by application of a set of
various specific expertise of related sci-
ences to solve an expert problem that can-
not be solved with the help of knowledge
of any one science; secondly, by parallel or
sequential research of various properties
of one or more objects in order to solve
the tasks of independent examinations. As
practice shows, during the investigation
of crimes against the foundations of the
national security of Ukraine, the principle
of complexity is applied not so much to

research a single object, but to solve ques-
tions that can be answered only by using
different, related fields of knowledge at
the same time, conducting joint research
(forensic multidisciplinary examination).

Adbversarial Principle

In accordance with Part 1 of Art. 22 of
Criminal Procedural Code of Ukraine,
“criminal proceedings are conducted on
the basis of adversarial proceedings,
which provides for independent defense
by the prosecution and the defense of
their legal positions, rights, freedoms and
legitimate interests by the means provi-
ded for by this Code” *. Given the fact
that modern legislation is aimed at estab-
lishing procedural equality of the parties,
a significant role is played by ensuring the
balance of procedural capabilities of these
parties (participants) in relation to the in-
volvement of a person with special knowl-
edge. Therefore, in order to implement
the principle of competition, parties to
criminal proceedings during the investi-
gation of crimes against the foundations
of national security of Ukraine need to
appoint forensic experts to various state
specialized institutions. We agree with
N. Klymenko that, in practice, the princi-
ple of competitiveness is implemented by
conducting examinations in non-state
institutions by independent experts.
Such examinations acquired the name
and status of independent (alternative)

30 KpuMiHaTBHUH IpollecyaabHUN Kogekc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 18.04.2024).

31 Pimenna KoHcrurynitinoro Cyzy VKpaiHM y cIpaBi 3a KOHCTUTYHUIHHUM IOAAaHHAM Bep-
xoBHoro Cyzy Vkpainu mozo BigmosigHocTi KoHcTuTyuii YipaiHu (KOHCTUTYLiHHOCTI)
IIOJIOXKEHDb CTAaTTi 69 KpuMiHaNIbHOrO KOZEKCy YKpaiHU (CIIpaBa Ipo IpU3HAYEHHS CyZOM
6ismpin M'sikoro mokapaHHs) : pim. KC Vkpainu Bix 02.11.2004 p. Ne 15-p1/2004 3a cripaBoio
Ne 1-22/2004. URL: https://zakon.rada.gov.ua/laws/show/v015p710-04#Text (date accessed:

13.04.2024).

32 KpuminaiabHUH IpolecyaabHUH KogeKc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 18.04.2024).
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competitive examinations 3. However,
during the investigation of the above-men-
tioned category of criminal offenses, the
participation of a non-state (independent)
expert is impossible, since most often
during the investigation of crimes against
the foundations of the national security
of Ukraine, forensic examinations are ap-
pointed, and only state expert institutions
are authorized to conduct forensic exam-
inations (according to current legislation).

Principle of objectivity,
comprehensiveness and completeness
of specific expertise use

The principle of objectivity, comprehen-
siveness and completeness of specific ex-
pertise use is that the expert describes and
examines the objects in the form in which
they were received for research; in addi-
tion, forensic expert in his conclusion indi-
cates all the properties of the objects under
research. During the study, a person with
special knowledge should carefully exam-
ine all objects, regardless of their number,
as well as apply all possible methods and
means of research. Therefore, this princi-
ple contributes to an impartial assessment
of the properties of objects and phenome-
na on scientific and practical grounds that
makes impossible to make mistakes or un-
reasonable judgments.

Principle of non-disclosure by a person
who uses specific expertise while
conducting investigative (search) actions,
pre-trial investigation data

and operational information

Secrecy is one of the general conditions
of pre-trial investigation, because at this
stage of criminal procedure, criminal

offenders and persons related to them
should not know any information and
limits of information of authorized per-
son. That is why the principle of non-dis-
closure by a person who uses special
knowledge in the process of conducting
investigative (search) actions, pre-trial in-
vestigation data and operational informa-
tion is important to ensure confidentiality
and protection of information that may be
important for the investigation of crimi-
nal offenses. This principle stipulates that
a person with specific expertise, during
the investigation, must maintain confi-
dentiality and not disclose the informa-
tion he received to third parties without
the permission of the competent authori-
ties, since the leakage of such information
may adversely affect the course of investi-
gation.

Principle of observance of constitutional
rights and freedoms of citizens involved
in pre-trial investigation procedure

In the process of specific expertise use,
the representative of the pre-trial investi-
gation body should guarantee protection
of legal rights and freedoms of citizens,
regardless of their procedural status (ac-
cused, defender, victim, civil plaintiff, civil
defendant, their representatives, witness,
specialist, expert, etc.).

Principle of compliance by person
with specific expertise, use of this exper-
tise exclusively within their competence

The competence of forensic expert is
the scope of his powers granted to the ex-
pert by procedural law (procedural) and
the scope of specific expertise and skills
acquired by him (special). According to
the current legislation, the expert is pro-

33 Knumenko H. I. 3akpinnenHsa y KIIK VkpaiHu IpHUHIUITY 3MarajJbHOCTI I He3alIeXHOCTi cy-
JOBUX ekcriepTiB. FOpuduunuil yaconuc Hauionaavrotl akademii enympiwnix cnpag. 2013. Ne 1.
C. 19—23. URL: https://elar.naiau.kiev.ua/server/api/core/bitstreams/d0692005-4e9f-45c7-b85f-
a36¢c97c37886/content (date accessed: 13.04.2024).
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hibited from going beyond the limits of
his competence, as well as from providing
a legal assessment of the research mate-
rials. In Ukraine, compliance with this
principle is ensured by legal regulation of
investigator and specialist activities by the
heads of pre-trial investigation bodies, as
well as supervision by prosecutors.

Conclusions

Analysis of the current domestic legisla-
tion (in particular, the Criminal Procedur-
al Code of Ukraine, Law of Ukraine: On
Judicial Examination and other normative
legal acts) indicates the absence of an ex-
haustive list of principles (principles) for
the use of special knowledge at the stage
of pre-trial investigation of criminal of-
fenses, in particular those that encroach
on foundations of national security of
Ukraine.

In view of the above, while investigat-
ing crimes against foundations of national
security of Ukraine, it is necessary to ad-
here to the following basic principles of
specific expertise use: independence of
a person with special knowledge; legality;
rule of law; complexity of the study; com-
petitiveness; objectivity, comprehensive-
ness and completeness of the use of special
knowledge; non-disclosure by a person
who uses special knowledge in the pro-
cess of conducting investigative (search)
actions, data of pre-trial investigation and
operational information; observance of
the constitutional rights and freedoms of
citizens involved in the pre-trial investiga-
tion process; use by a person with specific
expertise of such specific expertise exclu-
sively within his competence.

Correct understanding, interpretation
and adherence to the isolated principles of
the use of special knowledge by these en-
tities is the key to a full, impartial and ef-

fective investigation of crimes against the
foundations of national security of Ukraine.

IIpyHOMIY BUKOPUCTAHHA
creniaJJbHUX 3HAHb i 9ac
PO3CIilyBaHHA 3/I04YUHIB IPOTH OCHOB
HaNioHAIbHOI Ge3meKu YKpainu

Inna Bocak

ITi0 uac poscaidysanms 3104UHI8 NPOMU
0CHO8 HAUIOHANBHOL be3neki YKpaiHu cb0200-
Hi 008011 AKMUBHO 8UKOPUCTIO8YI0Mb HOBIMHI
JdocsizHeH s HayKU 11 MeXHIKL, MOMY 8UHUKAE
nompeba 8 6iAvUL pAYIOHANLHIL OpeaHi3ayil
npouecy dokasysanHs ma npueepHeHHi ysazu
Haykoeyie 00 npobiem BUKOPUCTIAHHS CTie-
YIAAbHUX 3HAMb Ha emani 00cydo8020 po3-
cnidysants. Mema cmammi — 6U3HAYUMU
3azanvHi npunyunu (3acadl) UKOPUCMAH-
HA CneylanvHux 3HAHL HA emani 0ocydo8ozo
PO3CAIdY8AHHS 3A04UHI8 NPOMU OCHO8 HAlI-
OHavHOl besnexku Ykpainu. MemodonoeiuHe
niorpyHma: 3azanibHOHAYKO8L mMa Cneuians-
HI Haykosi memodu ni3HauHA. Poseaswymo
I cxapakmepu3oearo 3acadl 8UKOPUCTMAHHS
CneyianvHux 3HAaHbL Nid 4ac po3caidy8aHHs
KPUMIHAABHUX Npasonopyulenv. 30Kpema,
BU3HAYEHO, W0 CNeyidabHi 3HAHHA nid 4ac
PO3CAIdY8AHHS 3A04UHI8 NPOMU OCHO8 HAlI-
OHALHOL be3neku YKpainu 3acmoco8yoms Ha
niocmasi Maxkux NPpUHYUNI@: He3a/eHHOCTL
0cobU, KA MAE CNeUianbHi 3HAHHA; 3AKOHHO-
CMi; 8epx08eHCmBa Npasd; KOMN/AEKCHOCHLL
0ocnidnceHHa; 3Ma2anbHOCmi; 00 €KMUeHOC-
mi; yceOIUHOCMI 1l NOGHOMU BUKOPUCTIAHHS
CNeyianbHUX 3HAHY; HePO320A0ULEHHS 000070,
AKA 3aCMOCo8YE CNeyianvHi 3HAHHA Y Npouect
npogedeHHs caiduux (po3uLykosux) 0iil, OaHux
docydo6020 po3caidy8aHHs il ONepamueHUX 6i-
domocmetl; JompuUMAHHA KOHCHUMYUITIHUX
npag i c60600 2pomadsH, 3anyueHux 0o npo-
yecy 00cy008020 po3caidy8anHst; OOMpUMAHHS
0c06010, 10 MAE CNEUIANbHI 3HAHHS, 8UKOPU-
CMAHHA CeYIANbHUX 3HAH BUHATIKOBO 8 Me-
HAX CBOEL KOMNemeHUi.

Katouo6i croea: cneyianvhi SHAHHS,; NPUH-
yunu (3acadu) BUKOPUCMAHHA CNeyidAbHUX
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3HAHL; 3/04UHLL NPOMU OCHO8 HAUIOHAALHOL
besnexu Ykpainu; ocoba, sika MAe cneyiaavHi
3HAHMA; €Y008a eKCTepmu3d; MPUHYUNU Kpu-
MIHAALHO20 nposadicerts; 0ocydoge po3cAi-
dyeamns.
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On May 13-17, 2024, the National Defence Academy of Lat-
via hosted an offline Scientific and Practical Seminar on Legal
Aspects in Wartime, which was attended by representatives of
National Scientific Center «Hon. Prof. M. S. Bokarius Forensic
Science Institute» of the Ministry of Justice of Ukraine (here-
inafter - NSC FSI), Yaroslav Mudryi National Law Academy,
Hetman Petro Sahaydachnyi National Army Academy, and the
Ministry of Internal Affairs of Ukraine.

The Latvian colleagues invited Ukrainian participants to
share their experiences with activities within educational in-
stitutions, security and law en-
forcement agencies, judicial
structures, and forensic insti-
tutions in the context of the
Russian Federation’s military
aggression against Ukraine.
Employees of the National De-
fence Academy of Latvia, the
State Police College, Latvian
Military Police, the Investigator
¢ Training Center at the State Po-
~ lice College, the Forensic Sci-

| ence Service, the Prosecutor’s

~ Office, courts, etc., attended .
;‘ the seminar. e
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7 Institutions of the Ministry of Justice of Ukraine were

represented by NSC FSI researchers: Olha Herasymenko,
Head of Psychological Examinations Sector, PhD, and
Oleh Mieshkov, Head of the Sector of Fire and Technical
& Environmental and Engineering Examinations, PhD.
They prepared thematic blocks of the following lectures:
conducting psychological examinations to determine
moral damage resulting from illegal actions; psycho-
physiological research using a polygraph; the use of un-
! manned aerial vehicles in forensic expert activities.

On behalf of the Director, representatives of NSC FSI
held working meetings with the Vice-Rector of the Na-
tional Defence Academy of Latvia and the Director of the
State Police College regarding the conclusion of memo-
randums on cooperation.

Information prepared by Olha Herasymenko, PhD,
Head of Psychological Examinations Sector at NSC FSI

yhy

VALSTS
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MNozledzigu nedarijumu atklagana un
izmeklesana kara apstakios, atseviig

procesualo darbibu veiksana. i
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International Scientific and Practical Conference
on the occasion of the 100th anniversary from the birth
of M. S. Romanov

On May 17, 2024, a re-
markable event in the life of
researchers and forensic ex-
perts took place: the Interna-
tional Scientific and Practical
Conference on Current Issues
of Forensic Science and Crimi-
nalistics on the occasion of the
100th anniversary from the
birth of M. S. Romanov. The
event was organized online
at National Scientific Center
«Hon. Prof. M. S. Bokarius
Forensic Science Institute» b|{ MIHICTEPCTBO
of the Ministry of Justice of 52 (rocTuui
Ukraine (hereinafter referred
to as NSC FSI), in Kharkiv.

The conference brought together more than 150 partic-
ipants from Ukraine and other countries: Greece, Georgia,
Spain, Latvia, Lithuania, Moldova, Poland, Slovakia, Turkey,
etc.
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Introductory remarks were made by Serhii Tiulieniev, Di-
rector at NSC FSI, PhD in Economics. He emphasized the im-
portance of holding events directed towards solving topical is-
sues of criminalistics and forensic scince, especially during the
Russian Federation’s military aggression against Ukraine. Ser-
hii Tiulieniev stressed that Mykola Romanov’s achievements
are still relevant today, as they laid the foundation for the de-
velopment of various types of expert research.

In his welcoming remarks,

MleTE..PCTBU Andrii Haichenko, Deputy Mini-
|HJETHUc" ster of Justice of Ukraine, PhD in
Law, noted that NSC FSI traditio-
nally honors the memory of the
Institution’s employees who made
substantial contributions to the
development of forensic science
in our country. That is why this __
conference was dedicated to the 100th anniversary of Mykola
Romanov, a distinguished forensic expert and researcher.

The participants were also welcomed by: Nataliia
Tkachenko, Director of the Department of Expert Sup-
port of Justice of the Ministry of Justice of Ukraine, PhD
in Law, Honored Lawyer of Ukraine; directors and deputy
directors of forensic research institutions of the Ministry
of Justice of Ukraine; representatives of the leadership of
forensic science institutions of the Ministry of Internal
Affairs and the Security Service of Ukraine, higher edu-
cation institutions.

Our foreign partners spoke at the conference, in particular:
Gabrielé Juodkaité-Granskiené, Member of the Supreme Court
of Lithuania (Lithuania), Doctor of Law; Snieguolé Matuliené,
Dean of the Academy of Public Security, Mykolas Romeris Uni-
versity, Doctor of Law, Professor; Olga Cataraga, Director at
the National Center for Forensic Expertise of the Ministry of
Justice of the Republic of Moldova; Dariusz Zuba, Director at
Institute of Forensic Research (Poland), Doctor Habilitus of
Chemistry, Professor.
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After welcoming remarks, the conference participants de-
livered their reports. The first speaker was Serhii Tiulieniev,
Director at NSC FSI, PhD in Economics: he raised the issue of
raiding in the context of Russian aggression. Ella Simakova-Ye-
Jfremian, Deputy Director for Academic Affairs at National Sci-
entific Center «Hon. Prof. M. S. Bokarius Forensic Science In-
stitute», Doctor of Law, Professor, Honored Worker of Science
and Technology of Ukraine (Contribu-
tion of Mykola Serhiiovych Romanov to
the development of theoretical provisions
of forensic examination in establishing
the fact of contact interaction between ob-
jects), and Mykola Korchan, PhD in Law,
Senior Researcher, Veteran of NSC FSI
(Memories of Mykola Serhiiovych Roman-
ov) presented the reports on the contri-
bution of Mykola Romanov.

Gabrielé Juodkaité-Granskiené,
Doctor of Law (Lithuania), outlined the
impact of expert conclusion on the de-
livery of a fair court judgment. Viktor
Shevchuk, Doctor of Law, Professor (Ukraine), elaborated on
the prospects for the development of criminalistics and foren-
sic science in the current conditions of martial law and the re-
form of domestic legislation by adapting to international stan-
dards, and also emphasized the areas of artificial intelligence
technologies application from the perspective of Ukraine’s se-
curity and defense.

The authors of the scientific report Carrying Out Forensic
Activities under Martial Law: International Cooperation and Prac-
tice of Engaging Foreign Forensic Experts Valerii Shepitko, Doctor
of Law, Professor, Full Member (Academician) of the National
Academy of Legal Sciences of Ukraine, and Mykhailo Shepitko,
Doctor of Law, Secretary at the Ukrainian Group of the Inter-
national Association of Penal Law (Ukraine), focused on the
peculiarities, directions and forms of international coop-
eration in the field of forensic science during martial law
in Ukraine, the necessity of implementing international
standards and the possibility of engaging foreign foren-
sic experts in documentation and investigation of war
crimes in Ukraine.

In the report Multidisciplinary Forensic Examination:
Necessity or Not? (?), Elzbieta Zywucka-Koztowska, Doc-
tor of Law (Poland), outlined factors determining the effi-
ciency of multidisciplinary forensic examination.

al|
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Mykhailo Shcherbakovskyi, Doctor of Law, Professor
(Ukraine), analyzed the seven principles of forensic science
laid down in the content of his report the Sydney Declaration on
the Principles of Forensic Science.

Conference participants devoted their speeches to a wide
variety of challenging issues of forensic economic, (engineer)
vehicular, chemical, veterinary and other types of examination
and ways to resolve them.

Serhii Tiulieniev, Director of NSC FSI, presented the pro-
ceedings of the conference, which were traditionally published
on the eve of the event, and noted the publication activity of
participants (112 articles by 169 researchers, including 8 for-
eign ones).

Foreign and domestic colleagues expressed their deep
respect and support to the entire team of the NSC FSI for the
high-level organization of the conference under extremely dif-
ficult circumstances of the Russian aggression against Ukraine,
and also wished the Ukrainian specialists resilience, progress
and victory.

The international conference has brought together and
united like-minded people, made it possible to exchange new
scientific achievements and best practices and determine the
prospects for further development of criminalistics and foren-
sic science in Ukraine and worldwide. The event has helped
to create a powerful scientific community of experts, lawyers
and criminalists, as well as cooperate and interact with foreign
partners in the field of forensic science and criminalistics,
which was another step towards raising the professional level
of Ukrainian forensic experts and strengthening their authori-
ty on the global stage.

Information was prepared by Anatolii Tiapkin,

Researcher at R&D and Publishing,
International Cooperation Laboratory of NSC FSI
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Annual Meeting of Members of the European Network
of Forensic Science Institutes

Since 2017, National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute» of the Minis-
try of Justice of Ukraine (hereinafter referred to as NSC
FSI) has been a full member of the European Network
of Forensic Science Institutes (ENFSI), an organization
founded in 1995. The main purpose of organization
is to improve information exchange and enhance the
quality of forensic examination in Europe. XXXVI ANNUAL MEETING 2024
On May 28-31, 2024, the annual meeting of ENFSI
members was held in Madrid (Spain), which was attended (on
behalf of Serhii Tiulieniev, Director of NSC FSI) by Yevheniia
Kovkina, Head of the Laboratory of Linguistic, Art & Psycho-
logical Examinations, PhD in Philology, and Serghii Perepely-
tsia, Leading Researcher at Postgraduate and Doctoral Studies
Department, PhD in Law, Docent.
The first day of the meeting began with welcoming remarks
by Dorijan Kerzan, Board Chairman of ENFSI.
The first day of the meeting began with welcoming remarks
by Dorijan Kerzan, Board Chairman of ENFSI.
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Participants considered the Forensic Cen-
tre of the Ministry of Justice of the Republic of
| Azerbaijan joining ENFSI, and also listened to
the report on the activities of ENFSI for 2023 and
the action plan for 2025.

A representative of the Forensic Science
Ireland (Ireland) presented proposals for orga-
8 nizing a meeting of ENFSI participants in 2025.
¥ Participants discussed and voted on amend-
(. ments to the ENFSI constitution and elected

. a new board.

Raimond Apinis, Deputy Director at State Forensic Science
Bureau of Latvia and EU Direct Grant Manager, reported on the
status of the EU-Direct Grant 2022; Attila Kuczmann, Director
at Institute of Forensic Science Institute (Kiel, Germany), spoke
about the most outstanding achievements of expert working
groups between 2023 and 2024; Christa Dern, Chairperson of
the ENFSI Standing Committee for Research & Development,
reported on the latest news of the committee’s work.

@
‘.\\7/}‘

HOVIANNUALMEETING 2024

Participants discussed topical issues of forensic science,
ways for their resolution and future cooperation. Active mem-
bers have renewed their ENFSI membership certificates.

On the last day of the event, Dorijan Kergan summed up the
results of the meeting.

International cooperation with foreign partners is crucial
for improving the quality and efficiency of forensic expert acti-
vity in Ukraine.

Information was prepared by Yevheniia Kovkina,
PhD in Philology, Head of the Laboratory of Linguistic,
Art & Psychological Examinations at NSC FSI
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IV All-Ukrainian Forum of Forensic Experts

D 4

MIHICTEPCTBO
IOCTHLI.I

The IV All-Ukrainian Forum of Fo-
rensic Experts, organized by the Dnipro-
petrovsk Research Institute of Forensic
Expertise (hereinafter referred to as
DniproRIFE) on the initiative of the Min-
istry of Justice of Ukraine, took placeina
hybrid format (online on the ZOOM plat-
form and offline in the conference hall
of the Grand Hotel Lviv) on June 7, 2024.
Serhii Rozumnyi, Director of Dnipro-

RIFE, opened the Forum with welcoming remarks.

Despite the Russian Federation’s military aggression
against Ukraine, this is the fourth Forum aimed at solving ur-

gent problems of domestic forensic exam-
ination. This year’s event was dedicated to
the preservation of the scientific and hu-
man resources potential in forensic expert
activity under the legal regime of martial
law, which is an important criterion for
the successful implementation of forensic
examination in particular and the proper
functioning of justice in Ukraine in general.

Andrii Haichenko, Deputy Minister of
Justice for State Executive Service, PhD in
Law, addressed the Forum’s participants
with welcoming remarks.
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Other honored guests also joined the congratulations: Na-
taliia Tkachenko, Director of the Department of Expert Sup-
port of Justice of the Ministry of Justice of Ukraine, PhD in
Law, Honored Lawyer of Ukraine; Mariia Zelinska, Director of
the Lviv Scientific Research Institute of Forensic Expertise of
the Ministry of Justice of Ukraine, Honored Lawyer of Ukraine;
Oleksandr Ruvin, Director of the Kyiv Scientific Research In-
stitute of Forensic Expertise, Doctor of Law, Honored Law-
yer of Ukraine; Dmytro Kishko, Director of Odessa Scientific
Research Institute of Forensic Sciences; Mykhailo Mozhaiev,
Director at the Scientific Research Center of Forensic Exper-
tise in the Field of Information Technologies and Intellectual
Property, Doctor of Technology; Andrii Svintsytskyi, Director
at the Scientific Research Center of Independent Forensic Ex-
aminations, PhD in Law, Honored Lawyer of Ukraine; Gedi-
minas Buciunas, Dr., in position of assoc. Professor, Academy
of Public Security at Mykolas Romeris University (Lithuania);
Yuriy Chechil, Director at Ukrainian Scientific and Research
Institute of Special Equipment and Forensic Expertise of the
Security Service of Ukraine, PhD in Law, Honored Lawyer of
Ukraine; representatives of law enforcement agencies, courts,
higher education institutions, legal experts, as well as foreign

partners from Poland and Lithuania.

National Scientific Center «Hon.
Prof. M. S. Bokarius Forensic Science
Institute» of the Ministry of Justice of
Ukraine was represented by Serhii Tiu-
lieniev, Director of the Institute, PhD in
Economics. He took part in the opening
ceremony of the Forum and empha-

IV BCEVKPATHCbKW @DPYM CYJI0BILEKCTIEPTIB sized challenges of expert and research

3

work in connection with the Russian
Federation’s armed aggression against
the Ukrainian people. Serhii Tiulieniev
stressed that everything possible and
impossible is being done to develop
scientific and practical activities within
the NSC FSI in order to improve the ex-
pert support of justice in Ukraine.

More than 100 participants joined the Forum online.

During the second part, representatives of Khimlaborreak-
tyv LLC, ALT Ukraine LTD, and CYBERLAB Computer Foren-
sics Laboratory discussed activities within their organizations
and presented the latest equipment, including quality control
of materials, structures, and bomb shelters. Representatives of
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the forensic community, law enforcement and judiciary, legis-
lative and executive branches of government, researchers and
legal practitioners participated in the professional discussion.

In the third part, Yevheniia Kovkina, Head of the Labora-
tory of Linguistic, Art & Psychological Examinations at NSC
FSI, PhD in Philology, delivered a report outlining issues of
forensic linguistic examination as a means of proof in corrup-
tion cases.

Today, forensic linguistic examination of speech is one
of the tools contributing to the efficiency of law enforcement
agencies’ fight against corruption. Conclusions of forensic lin-
guists regarding statements in the form of an offer, promise, or
inducement to provide any benefit become the basis for ma-
king a decision on whether or not there is a crime involving
actions aimed at obtaining an unlawful benefit.

The staff of NSC FSI and its branches have submitted the
following theses for publication: from the Poltava Branch - Ap-
plication of the Intent Analysis Method in Conducting Multidisci-
plinary Forensic Psychological And Linguistic Examinations (au-
thors: Iuliia Brailko, PhD in Philology, Docent, Sector Head;
Nataliia Kysla, PhD in Philology, Senior Forensic Expert;
Tetyana Yehorova, Leading Forensic Expert); from the Donetsk
Branch - Forensic Psychological Examination of Suicides: Certain
Relevant Aspects of Problem (Maryna Mikheieva, Sector Head);
from the NSC FSI Headquarters — The Main Features of Defining
an Unfinished Construction Facility as Immovable Property (Kate-
ryna Osipenko, Interim Head at the Laboratory of Forensic
Construction & Technical Examinations).
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Thought-provoking discussions took place during conside-
ration of avenues such as staff training, mechanism for pre-
serving and adapting forensic expert activities to martial law.
Specifically, they discussed the safety and security of forensic
experts (the principles for continuous operation of forensic in-
stitutions in wartime, arrangement and modernization of safe
shelters, reservation of persons liable for military service and
provision of adequate salaries), and their advanced training
(development and implementation of training and internship
programs; advanced training in the use of special technical
equipment and software; conducting trainings, seminars and
other educational events; maintenance of professional deve-
lopment programs; participation in state programs), digitiza-
tion of documents and development of databases (storage of
electronic archives in the form of documents, video materials,
presentations containing information on past court cases, fo-
rensic examination results and other important data, etc.), pro-
vision of equipment and its modernization.

The Forum’s participants laid special emphasis on the de-
velopment of cooperation with international organizations of
other countries with the purpose of exchanging experience
and resources; participation in international scientific confer-
ences, forums, trainings and seminars; introduction of pro-
grams for training, internships and research of forensic ex-
perts; conclusion of cooperation memorandums, agreements
on scientific and methodological cooperation to ensure that
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forensic activities of Ukraine stem from the best scientific and
applied achievements of the world.

The high scientific level of the Forum was due to the rele-
vance of forensic science development in Ukraine, the ex-
change of experience and the solutions proposed by the parti-
cipants to the pressing issues of forensic science.

Despite facing obstacles, forensic experts are confidently
stepping into the future, taking advantage of the accomplish-
ments and latest advances in the field of forensic science!

Information was prepared by Viktoriia Hrokhovska,
Researcher at NSC FSI
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Requirements for Research Papers

Requirements for content
According to the Edition subject matter, con-
tent regarding coverage of criminalistic cur-
rent issues, relevant issues of performing
various types of forensic examinations and
specific expertise application in legal procee-
dings is published on the pages of the Scien-
tific Edition.

Based on research, presentational, eval-
uative and communicative functions of the
Scientific Edition, research papers (where
an author outlines main work outcomes);
research and methodological papers (where
an author analyses methods, processes, tools
helping to achieve certain scientific results);
research and theoretical papers (texts where
an author presents results of theoretical ways
for problem solution); research and practical
(articles where an author describes his per-
sonal practical experience and performed
scientific experiments), review research pa-
pers (dedicated to evaluation, conclusions,
overview, analysis of earlier published infor-
mation). The Editorial Board is also interested
in debatable articles, research ideas or short
reports: results of an experiment, personal
experience, etc. Scientific style of the content
presentation (accuracy, logic, conciseness,
clarity, connectivity, integrity, completeness)
and its high scientific level.

Articlestructural elementsshouldinclude:
« Article Title;

«  Abstract and Keywords. Abstract (summa-
ry) text should be not less than 1,800 char-
acters (separately in article language and
English). Abstract should include the fol-
lowing: outline of research problem, pur-
pose, main research results, conclusions,
keywords (7—10 words, should match
the content of the article and display the
publication topic). Titles of annotation
structural parts other except the purpose
should not be indicated,

« Formulation of research problem, its
connection with scientific and practical
interests (it is necessary to reveal essence
and state of the scientific problem, theo-
retical and practical significance of a re-
search, connection with scientific and

practical tasks, substantiation of the re-

search relevance);

«  Article purpose (it is necessary to formu-
late the publication main thesis differing
from previously considered research on
the chosen topic in accordance with out-
lined problem and analysis of current re-
searches);

«  Research methods applied (are presented
individually if they contain novelty and are
notable, given the article subject matter);

+  Analysis of essential researches and pub-
lications on the selected article topic,
outlining the problematic field of the re-
search that article is devoted; with obliga-
tory reference to authors and their scien-
tific papers;

+  Main content presentation with obtained
results (to reveal important theoretical
positions and research results, analyze
scientific facts, ideas, thoughts, regulari-
ties, concepts, as well as trends of fur-
ther topic development, emphasizing
personal contribution of the research
author(s));

» Conclusions (main research results in
a clear, consistent, logically presented
form in compliance with set goal);

«  References (the list of used sources trans-
literated according to the Roman alpha-
bet, for example, on the site of Vernadsky
National Library of Ukraine: http:/nbuv.
gov.ua/node/929);

« Abstract in English, indicating the au-
thor(s) surname, article title and key-
words.

Requirements for scope

Total scope of a scientific article (information

about the author, article title, abstract, key-

words, article text, bibliographic references,
extended resume) should be not less than

36,000 characters.

Requirements for design

Article is submitted for publication in Ukrai-

nian or English.

Text of the article should be printed using
the Microsoft Word processor; A4 paper size;
page orientation. Text should not contain hy-
phens and macros.
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Article information should be presented
according to the following sequence.

Information about the publication author
(co-authors) The author’s full name, academic
degree, academic rank, place of employment,
locality, country, Researcher ID, ORCID ID,
official email address). One publication per-
mits no more than three co-authors. If the
article is prepared by a group of authors, it
is important to stress participation of each
according to the methodology: CRediT (Con-
tributor Roles Taxonomy, for more details:
https://credit.niso.org/).

Article title should be without acronyms
and abbreviations.

If a research is executed within the frame-
work of international projects (grants), then it
should be mentioned.

Analyzing main researches on the article
problematics, it is obligatory to consider the
status of the issue in foreign and domestic
sources (not less than 20 publications, at the
same time the majority should be represented
by international indexed editions). Referen-
ces to the author(s) personal scientific papers
are allowed only if they do not exceed 10 % of
all references.

The article text should adhere to require-
ments for content, general rules of citation
and references to used sources. Each quota-
tion should be accompanied by a reference
to the source which bibliographic description
should be completed depending on its type
(primary or secondary source) according to
the National Standard of Ukraine ZICTY 8302:
2015: Information and documentation. Bib-
liographic reference. General terms and condi-
tions of compilation.

In bibliographic references, it is neces-
sary to use footnotes or endnotes involving
separate reference to each source. While
numbering references, authors should use
continuous numbering (in Arabic numerals)
throughout the article text.

Hlustrations (tables, diagrams, graphics,
schemes, formulas) can be submitted in the
text article. Illustrations should be delivered
in separate files. They should be provided in
a format enabling to format (for translation
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purposes). Formulas should be performed
using the Math Type formula editor not using
Cyrillic characters.

Requirements

for submission

Author (co-authors) should provide referen-
ce (the reference of such content file name
should consist of the last name (last names)
of the author (co-authors) and the sent date
with the note: research paper title; author full
name (co-authors) in Ukrainian and English;
academic degree (area of specialization code);
academic rank (department name or area of
specialization code); job position; institutional
affiliation; settlement, country; ORCID (if avail-
able) or Researcher ID (if available); official
and personal email address; mailing address;
phone.

By submitting a research paper for publi-
cation to the Theory and Practice of Forensic Sci-
ence and Criminalistics Scientific Edition, the
author (co-authors) fully and unconditionally
accepts the Licensing Agreement terms.

Since each article submitted for publica-
tion operates double anonimized peer review.
Licensing & Copyright
The author (co-authors) bears the responsibil-
ity for the accuracy of the provided content,
and the affiliation of the latter to him perso-
nally and the translation quality of the quota-
tions from foreign sources.

Content submitted in violation of these
requirements are not published.

The Editorial Board has the right to re-
view (double anonimized peer review), edit,
reduce and reject research papers.

License Terms: Authors preserve the
copyright and entitle the Scientific Edition Ed-
itorial Board to publish original research pa-
pers and claim that the results of their experi-
mental and theoretical researches provided
in the submitted article are not under con-
sideration for publication to other publishing
houses. All content is distributed according
to Creative Commons Attribution License
International CC-BY allowing third parties to
distribute research content if research paper
copyright and first publication in this Scienti-
fic Edition are recognized.
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