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A\ . . . . . .
A The implementation of innovations is a crucial tool for

OPEN (é:j\@ ACCESS stimulating the development of any process or phenomenon.
This is particularly important for developing countries, to
which Ukraine belongs, as innovative developments and new

@ @ knowledge empower a state to enhance the productivity of
its economy, thereby providing its competitiveness in global
markets. It is precisely this stimulation that fosters econom-
ic growth while simultaneously ensuring employment for the
population. In turn, the development and implementation of
innovations effectively contribute to future scientific research
and technical explorations.

To overcome urgent challenges faced by forensic experts
in their work, it is only possible through transparent disclosure
and productive discussion these issue among leading research-
ers, forensic experts from state specialized institutions of fo-
rensic examinations, and private forensic experts. Internation-
al experience in forensic science attests that the guarantee of
any advancement is, among other things, the stimulation of
scientific research and technical developments.

The generalization of expert practice eloquently demon-
strates the direct connection between modern forensic science
and the education of future specialists. As an integral part of
the justice system, forensic science ensures a high level of pro-
fessionalism and responsibility among experts and guarantees
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citizens the right to qualified and indepen-
dent conclusions. These conclusions are
oriented towards the utilization of the lat-
est advancements in science and technol-
ogy. The enormous potential of forensic
scientific research institutions in Ukraine
is embodied not only in scientific events
taking place at the highest level but also in
the implementation and successful reali-
zation of scientific work, as well as the de-
velopment of methodologies in practice.

Like any other field, forensic science
in each country is characterized by nation-
al peculiarities, although in countries of
the European Union, the law is maximally
harmonized: in recent decades, there has
been a trend in Europe towards converg-
ing legal systems. The basis for this con-
vergence is universal legal values: ideas
of human rights, social justice, the rule
of law, the legal state, and others, which
are gaining increasing prevalence in the
modern world. At the same time, not only
are the unique and distinctive features of
national legal systems preserved, but they
are also deepened, largely due to histori-
cal ethnical peculiarities.

The most important aspect of this
activity is to establish cooperation and
exchange of acquired experience and ad-
vanced technologies, to explore new ways
and approaches to cooperation because
science is the guarantee to harmonious
development, cooperation, and the ex-
change of experience. Furthermore, the
science unites a powerful community of
like-minded individuals capable of active-
ly advancing forensic science and crimi-
nalistics in Ukraine.

National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute»
constantly contributes to the development
of scientific knowledge, exchange of ex-
perience, and establishment of relations
with foreign forensic expert institutions

and international associations of such in-
stitutions.

One of the ways to interact with the
international scientific community is the
Research Paper Collection “Theory and
Practice of Forensic Science and Crimi-
nalistics” which is indexed in well-known
international science-metric databases:
Academic Scientific Journals Indexing,
Bielefeld Academic Search Engine (BASE),
CORE, Crossref, Directory of Open Access
Journals (DOAJ), Directory of Open Access
Scholarly Resources (ROAD), Directory of
Research Journals Indexing (DRJI), ERIH
PLUS, Eurasian Scientific Journal Index
(ESJI), Europub, Index Copernicus Inter-
national, MIAR, Polska Bibliografia Nau-
kowa, RefSeek, ResearchBib, Ulrich’s,
WorldCat, Google Scholar, as well as in
the Register of Scientific Publications of
Ukraine and on the website of DOI (dig-
ital object identifiers). Full-text online
versions of the collection are available on
the Internet on the platforms of the V. I.
Vernadskyi National Library of Ukraine,
libraries of forensic science institutions of
the Ministry of Justice of Ukraine, higher
education institutions of the Ministry of
Internal Affairs of Ukraine, etc.

Let us proceed to the content present-
ed in the 33rd issue of the “Theory and
Practice of Forensic Science and Crimi-
nalistics”. All scientific papers in the Re-
search Paper Collection are traditionally
divided into two main groups: Research
Papers and Case Notes.

The section with research papers be-
gins with an article by Candidates of Law,
Associate Professors Larysa Bielik and An-
tonina Cheremnova (both from Ukraine)
on the topic: “Forensic Disinformation
as a Tactical and Forensic Means of De-
tecting and Solving Corruption Criminal
Offenses”. It has been known that Article
45 of the Criminal Code of Ukraine distin-
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guishes two groups of corruption criminal
offenses, during the detection and dis-
closure of which suspects (accused) pro-
vide false information about the method
of preparation, and commission of their
criminal activity. The researchers com-
pared the essence of criminal and forensic
disinformation and examined the practice
of the US Supreme Court regarding the
legality of using disinformation by police
officers in identifying racketeers and cor-
rupt organizations.

The authors’ criteria for the use of fo-
rensic disinformation by law enforcement
officers, as well as its rules, are quite in-
triguing: 1) focus on the task; 2) validity,
timeliness, mobility, efficiency, and flexi-
bility; 3) compliance with the plan and the
approved plan; 4) personnel, financial and
logistical support; 5) situational validity,
taking into account the personality of the
offender; 6) creative approach with due re-
gard for possible changes in the situation;
7) visualization.

Authors of the following research pa-
per on “Identification of Person Suspected
of Committing a Cybercrime Using Wi-Fi
Technologies” are Yuriy Nizovtsev, Can-
didate of Law; Oleg Parfylo, Candidate of
Law; Oleh Plakhotnik, Candidate of Law,
Docent (all from Ukraine). They thorough-
ly examined various methodological rec-
ommendations for using Wi-Fi routers to
identify a mobile device through forensic
examination. The article emphasized that
in case of committing cybercrime using
a Wi-Fi router, a professional and foren-
sic expert can use technical information
from the Wi-Fi router to identify the sus-
pect’s mobile device by MAC address. Re-
searchers considered problematic issues
of identifying signs of hiding digital traces
during cybercrime commission and out-
lined a detailed procedural procedure for
obtaining access to Wi-Fi routers to identi-

fy suspects during inspection, search, and
investigation of cybercrimes. It should be
noted that data from Wi-Fi will not only
help identify criminal suspects in cyber-
crime investigations: this method can be
universal for identifying criminal suspects
with incomplete data. The provisions and
conclusions of the author’s research will
be useful in investigative, investigative and
forensic activities.

In the following research paper of
this section, Alexei Horlachuk, Candidate
of Economics (Ukraine) explores “The Es-
tablishment and Development of Foren-
sic Economic Examination in Ukraine”.
Forensic science is considered as an im-
portant state institution that indirectly
reflects the state of economic relations,
as a forensic expert investigates them
within the procedural field, using the
methodological foundation of economic
sciences. The author examines stages of
forensic economic examination devel-
opment using the criterion of the trans-
formation of economic relations. Due
attention has been given to issues of eco-
nomic property as the driving force be-
hind economic relations. Since economic
relations are directly linked to the issues
of property rights, the consequences of
violations of these rights in the economic
sphere are the subject of an investigation
by forensic economic examination ap-
pointed by judicial investigative author-
ities. The stages of the development of
forensic accounting examination are ana-
lyzed, and the transformation of econom-
ic relations on a global and national scale
is considered as a criterion for periodiza-
tion, the role of the state in the develop-
ment of economic sciences and forensic
accounting examination is revealed.

One more significant research in
this Collection is the research paper “Fo-
rensic Veterinary Medicine Methods for
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Determining Defects in Veterinary Care”
by Ivan Yatsenko, Doctor of Veterinary
Medicine (Ukraine). The author presents
an original methodology of forensic veter-
inary examination of defects in veterinary
care which is divided into five stages: fa-
miliarization and training one, manageri-
al and informational ones, research and
analytical ones, generalization and evalu-
ation ones and final one. Forensic veteri-
nary examination should determine the
defect existence and provide conclusion
on availability or lack of a cause-effect re-
lation between the lack of veterinary care
and a negative consequence for the animal
and the main cause of such a consequence.
Attention is focused on the fact that the
forensic veterinary commission should
assess timeliness, volume and validity of
performed diagnostic and medical and
tactical veterinary measures, correctness
of surgical interventions or veterinary
manipulations and their compliance with
current regulatory documents. the pro-
posed author’s methods unify approaches
to forensic research, minimizes subjectiv-
ity of forensic assessment of actions of vet-
erinarians; expands the cognitive capabil-
ities of pre-trial investigation bodies and
the court; contributes to improvement of
criminal and administrative legislation of
Ukraine in terms of legal responsibility
of veterinary workers for professional of-
fenses. The key issues arising due to im-
proper performance of professional du-
ties by veterinarians are highlighted and
ways to their solving are proposed.

Case Note Section begins with the
article by Mykhaylo Shepitko, Doctor of
Law, Professor (Ukraine), and Kateryna
Latysh, Candidate of Law, Docent (Re-
public of Lithuania) who have researched
criminal policy in the field of digital
counterpropaganda during the war. With
the aim of shaping an effective criminal

policy, the authors consider it expedient
not only to take into account the rapid
technological development and the ex-
pansion of the digital space but also to
comprehensively utilize them to coun-
teract hostile digital propaganda during
wartime. The scientists propose a set of
measures aimed at preventing propagan-
da, its identification, prosecution, and
punishment—activities that aim to spread
misinformation, manipulate public opin-
ion, and fuel hostility during a period of
armed conflict.

The article by Kateryna Dziubak,
Candidate of Economic (Ukraine) on the
topic “Legal Responsibility Issue of Foren-
sic Expert in the Field of Law” deals with
the changes to procedural legislation of
Ukraine in 2017 added a new participant
in lawsuit, namely: legal expert. Such an
expert can be a person who has an ac-
ademic degree and is a specialist in the
field of law. Legislator did not put forward
any other requirements for the new par-
ticipant in lawsuit, that caused lively dis-
cussions, in particular, on the question of
whether an expert in the field of law bears
legal responsibility in general and what
exactly. In view of the above, the purpose
of this article is to determine the legal re-
sponsibility of forensic expert in the field
of law. The author describes the rights
and duties of an expert in the field of law,
provided for by procedural legislation of
Ukraine, compared of the procedural sta-
tus of a forensic expert conclusion in the
field of law with the conclusion of forensic
research. Possible types of offenses by an
expert in the field of law are proposed to
be systematized into three groups: civil,
organizational, and procedural ones. Four
types of legal responsibility of forensic ex-
pert in the field of law are characterized:
disciplinary, civil, administrative and
criminal ones.
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The article by Iryna Okunevych
(Ukraine), considers the procedure for
calculating and paying financial support
and extra compensation for military per-
sonnel in Ukraine during martial law. The
legal regulation of financial support and
extra compensation for military person-
nel in Ukraine is dedicated to numerous
legislative and by-law norms. The author
systematized the grounds, procedure, and
conditions for accrual and financial com-
pensation, as well as extra compensation
for military personnel during martial law;
provided her own vision regarding the
definition of the concept of “financial sup-
port for military personnel”; highlighted a
circle of controversial issues related to fi-
nancial support and extra compensation,
for the resolution of which the military
personnel turns to the court. The conclu-
sions of the scientific research are based
on an in-depth analysis of the current
Ukrainian legislation, court practice and
scientific literature, which reveal the issue
on financial support and extra compensa-
tion for military personnel.

In the article by Kateryna Osypenko
(Ukraine), titled “Selection of Similar Ob-
jects While Valuation and Forensic Struc-
tural Engineering to Determine Market
Value of Civil Buildings”, problematic is-
sues faced forensic experts specializing in
“Determination of the Appraisal Value of
Buildings and Structures” are addressed.
The author emphasizes that experts most
often apply market and non-market val-
uation methods, provides characteris-
tics of the consumer and exchange value
forms of real estate, as well as the current
National Property Valuation Standards,
which are mandatory for compliance by
entities engaged in valuation activities
when assessing real estate objects of all
ownership forms in any circumstances.

The researcher lists the main types of val-
ues and methodological approaches to the
valuation of civil buildings with premises
of various functional purposes, outlines
the main types of individual buildings,
and highlights the features of selection
when determining their market value as
analogs of buildings for sale, including
premises of various functional purpos-
es. Peculiarities of the application of the
method of building identification accord-
ing to the state classifier of buildings and
structures: /IK 018-2000 and the algorithm
of actions of forensic experts for selecting
similar objects are highlighted with an il-
lustrative example of its application.

The next article is authored by our for-
eign colleague Teodore Giorgobiani, titled
“Assessing the Russian-Chechen Wars and
Their Impact on Regional Stability”. The
author systematically examines the Rus-
sian-Chechen wars from diverse perspec-
tives that occurred in the 1990s and lasted
for almost a decade. The goal is to identify
issues related to the behavioral dynamics
of conflict participants and the negative
consequences of war for regional stabil-
ity. The article emphasizes the need for
awareness of these issues and the formu-
lation of informed models of behavior for
the Russian Federation. The conflicts be-
tween the Russian Federation and Chech-
en rebellions can be viewed as evidence
of Russia’s disregard for international law
and as a basis for understanding Russia’s
behavior in the contemporary political sit-
uation. A comprehensive understanding
of the impact these conflicts have had on
the region is crucial for grasping Russia’s
current political course, analyzing the
country’s actions post-Chechen wars, and
anticipating its future involvement in con-
flicts. For a thorough analysis that reveals
the complexities of the conflict and its
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consequences for political stability, rele-
vant journal articles, research papers, and
publications have been carefully exam-
ined, and legal and historical documents
have been analyzed. Forensic examina-
tions in cases related to the North Cauca-
sus conflict contribute to uncovering the
truth. The conclusions of forensic experts
document frequent violations of human-
itarian laws and human rights by both
sides, indicating war crimes and crimes
against humanity. The researcher thor-
oughly examines the legal aspects, em-
phasizes the potential rights of the Chech-
ens to self-determination, questions the
legality of Russian military intervention,
explores wars from various perspectives,
and highlights the comprehensive signifi-
cance of their consequences.

This section continues with the ar-
ticle by the team of authors: Sertan Al-
ibekiroglu (Turkey), Tetiana Droshchenko,
and Natalia Serdiuk (both from Ukraine)
titled “Particularities of Forensic Study of
Criminal Personality”. The authors stud-
ied the criminal personality in the light of
psychological methods during the detec-
tion and solving of crimes, provided in-
formation on psychological methods that
an investigator should employ, as well as
the professional qualities that the inves-
tigator should have to directly study the
criminal personality. Researchers consid-
ered the issue of determining the criminal
personality within the field of criminology
by examining, during interrogation and
other investigative measures, their indi-
vidual qualities and characteristics reflect-
ed in the traces of crimes (in particular,
disclosure of personal characteristics of
the criminal with the help of psychologi-
cal techniques and formation of evidence
in investigative and operational practice).
The authors expounded the boundaries
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and principles of admissibility of psycho-
logical influence on the criminal’s con-
sciousness; outlined morality as a tactical
approach to such influence; and proved
that properly analyzed biographical data
about the suspect provides the investiga-
tor with the opportunity to effectively in-
fluence the criminal’s value system.

The section of case notes concludes
with the manuscript by Yevhen Pivnov
(Ukraine) titled “Forensic Road Technical
Examination: State and Changes in Accor-
dance with New Tasks of Expert Support
of Justice”. It includes detailed analyses of
statistical data from expert practice which
clearly demonstrates the growth in the
number and complexity of road technical
examinations performed over the past 8
years. The author outlines factors influ-
encing the results of expert research, and
based on this, formulates proposals aimed
at the more efficient use of specific exper-
tise to ensure the detection and investiga-
tion of crimes, as well as to improve the
results of the work of forensic experts in
the context of developing a scientific and
methodological framework for enhancing
the primary form of application of specific
expertise - forensic examination.

At the end of the 33rd issue of “The-
ory and Practice of Forensic Science and
Criminalistics”: Research Paper Collec-
tion, you will find the Scientific News tra-
ditional section. This section provides in-
formation about events that have recently
occurred in the scientific and forensic-ex-
pert spheres.

Editorial Board of “Theory and Prac-
tice of Forensic Science and Criminalis-
tics”: Research Paper Collection invites
renowned scientists and young scientists
from Ukraine and foreign countries, grad-
uate students from higher education in-
stitutions and research establishments,
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as well as experienced forensic experts Together, only together, we will over-
and debutantes who have an interest and come the aggressor, rebuild our state,
inclination towards both scientific and actively contribute to its prosperity in all
practical research in the field of forensic spheres, and elevate the expert support of
support for justice, to publish their works justice in Ukraine to a new level!

in our journal. Together we will win! Glory to Ukraine!

Simakova-Yefremian, E. (2023). Scientific Research is the Guarantee to Sustainable Develop-
ment of Forensic Science in Ukraine. Theory and Practice of Forensic Science and Criminalistics.
Issue 4 (33). P. 5—11. DOI: 10.32353/khrife.4.2023.01.
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The article purpose is to study the peculiarities of implementing
forensic disinformation as a tactical and forensic means for detect-
ing and solving corruption criminal offenses. To achieve this goal,
formal-logical and system-structural methods were used. Article 45
of the Criminal Code of Ukraine distinguishes two groups of corrup-
tion criminal offenses, during the detection and disclosure of which
suspects (accused) provide false information about the method of
preparation, commission or concealment of their criminal activity.
The essence of criminal and forensic disinformation is compared. The
author examines the practice of the US Supreme Court regarding the
legality of using disinformation by police officers in identifying rack-
eteers and corrupt organizations. The author substantiates the moral
grounds for the use of forensic disinformation. It is noted that the
legend remains an effective and classical means of its implementa-
tion, and the most common form is the tactical operation “staging”.
The author distinguishes between the features of forensic and crimi-
nal staging. It is noted that forensic staging (as opposed to criminal
staging) is a legitimate and constructive means of safeguarding and
protecting the interests of an individual, society and the State from
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corruption criminal offenses. The author identifies the criteria for
the use of forensic disinformation and defines its rules: 1) focus on
the task; 2) validity, timeliness, mobility, efficiency, and flexibility;
3) compliance with the plan and the approved plan; 4) personnel,
financial and logistical support; 5) situational validity, taking into
account the personality of the offender; 6) creative approach with due
regard for possible changes in the situation; 7) visualization.
Keywords: corruption criminal offenses; forensic disinforma-
tion; investigative and operational search activities; detection and

solving crimes.

Research Problem Formulation

The scale of corruption in the activities
of our government officials is staggering.
Unfortunately, corruption is not a new
problem for Ukraine. According to the in-
ternational anti-corruption organization
Transparency International, as of January
2023, Ukraine has slightly improved its per-
formance: it received 33 points out of 100
in the Corruption Perceptions Index (CPI) for
2022, which means that this year our score
increased by one point, and now our coun-
try ranks 116" out of 180 possible .

Of course, this indicator is somewhat
optimistic, but it is worth remembering
that corruption is the basis for the global
flourishing of the shadow economy.
Corruption completely paralyzes the
economic development of the state
and destroys the principles of free and
transparent business activity based on the
principles of fair competition.

Despite a rather lengthy discussion,
theorists and practitioners are still arguing
over many problematic issues related to

the detection and disclosure of corruption-
related criminal offenses.

In law enforcement practice, when
detecting and solving corruption-related
criminal offenses, officers of operational
and investigative units are regularly forced
to recognize false information provided by
corrupt officials in order to avoid criminal
liability. One of the most effective tactical
means of recognizing the deception of
corrupt officials is forensic disinformation,
although recently, officers of operational
and investigative units have been forced
to prove the legality of its use. Given not
only the theoretical but also the practical
importance of forensic disinformation in
the criminal justice system of Ukraine, the
relevance of this issue is growing day by
day and requires careful study and analysis.

Analysis of Essential Research and
Publications

The theoretical, legal and practical as-
pects of the implementation of forensic
disinformation are studied in the works

1 Vkpaina — 116-Ta 3-moMix 180 kpaiH B [HAeKci cupuiiHATTS Kopynuii / [lerexTop Mezia [Enek-

TPOHHHUI pecypc].

-02-07-ukraina-116-ta-z-pomizh-180-krain-v-indeksi-spryynyattya-koruptsii/

06.11.2023).

07.02.2023. URL: https://cs.detector.media/reforms/texts/185173/2023-

(date accessed:
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written by: O. Bandurka ?, V. Zhuravel 2,
I. Kohutych “ V. Lukashevych °, M. Poho-
retskiy ¢, V. Tishchenko 7, M. Stashchak
V. Shepitko ° and other Ukrainian scien-
tists. However, a significant number of
issues remain the subject of debate in
scientific and practical circles, and some
of them, given the development of inves-
tigative and operational search practice,

require additional reflection and scientific
substantiation.

Article Purpose

To investigate forensic disinformation as
a tactical and forensic means in the detec-
tion and disclosure of corruption criminal
offenses.

2
3
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Research Methods

Using the formal logical method, the au-
thor determines the peculiarities of the use
of criminal and forensic disinformation by
officers of operational search and investiga-
tion units as a tactical and forensic means
of detecting and solving corruption crimes.
Using the systemic-structural method, the
author analyzes the peculiarities of the use
of criminal and forensic disinformation
and identifies the criteria by which it can
be stated that forensic disinformation is
specifically used in the course of detection
and disclosure of this category of crimes.

Main Content Presentation

Ukrainian legislation provides for criminal
liability for providing deliberately false tes-
timony, and defamation (dissemination of
deliberately false information that discred-
its the dignity and honor of another per-
son or undermines his or her reputation).
Ukrainian criminal law contains a long list
of crimes based on the preparation, com-
mission, and concealment of deliberately
false information.

This list includes corruption criminal
offenses. Thus, in the note to Article 45 of
the Criminal Code of Ukraine (hereinafter -
the CC of Ukraine), corruption criminal
offenses are “criminal offenses under Articles
191, 262, 308, 312, 313, 320, 357, 410, if
committed through abuse of official position,
as well as criminal offenses under Articles
210, 354, 364, 3641, 3652, 368-3692 of this
Code” ™°.

Analyzing the content of Article 45
of the Criminal Code of Ukraine, we see
that the legislator conditionally divides
corruption criminal offenses into two
groups.

The first group includes:

misappropriation, embezzlement
or seizure of property through
abuse of official position (Arti-
cle 191 of the Criminal Code of
Ukraine);

stealing, appropriating, extorting
firearms, ammunition, explosives
or radioactive materials or obtain-
ing them by fraud or abuse of office
(Article 262 of the Criminal Code of
Ukraine);

stealing, misappropriation, extor-
tion of narcotic drugs, psychotro-
pic substances or their analogues
or their acquisition through fraud
or abuse of official position (Ar-
ticle 308 of the Criminal Code of
Ukraine);

stealing, misappropriation, extor-
tion of precursors or their acqui-
sition through fraud or abuse of
official position (Article 312 of the
Criminal Code of Ukraine);

theft, misappropriation, extortion
of equipment intended for the
manufacture of narcotic drugs,
psychotropic substances or their
analogues, or seizure of such
equipment by fraud or abuse of of-
fice, and other illegal actions with
such equipment (Article 313 of the
Criminal Code of Ukraine);
violation of the established rules
for the circulation of narcotic
drugs, psychotropic substances,
their analogues or precursors (Ar-
ticle 320 of the Criminal Code of
Ukraine);

stealing, misappropriation, extor-
tion of documents, stamps, seals,
obtaining them by fraud or abuse
of office, or damaging them (Ar-
ticle 357 of the Criminal Code of
Ukraine);

10 KpuminanbHHI KofeKc YKpainu Biz 05.04.2001 p. Ne 2341-II1 (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 06.11.2023).
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« theft, misappropriation, extor-
tion by a serviceman of weapons,
ammunition, explosives or other
munitions, vehicles, military and
special equipment or other mili-
tary property, as well as their ac-
quisition through fraud or abuse
of office (Article 410 of the Crimi-
nal Code of Ukraine).

These crimes can be considered cor-
ruption only if their subject belongs to the
category of persons defined in parts 3, 4 of
Article 18 of the Criminal Code of Ukraine
and the note to Article 364 of the Criminal
Code of Ukraine ™.

The second group consists of corrup-
tion crimes that contain an unlawful cor-
ruption component:

« misuse of budgetary funds, mak-
ing budgetary expenditures or
granting loans from the budget
without the established budgetary
allocations or with their excess
(Article 210 of the Criminal Code
of Ukraine);

« bribery of an employee of an en-
terprise, institution or organiza-
tion (Article 354 of the Criminal
Code of Ukraine);

« abuse of power or official position
(Article 364 of the Criminal Code
of Ukraine);

« abuse of authority by an official of
a legal entity of private law regard-
less of its organizational and legal
form (Article 364' of the Criminal
Code of Ukraine);

« abuse of power by persons provid-
ing public services (Article 365 of
the Criminal Code of Ukraine);

+ acceptance of an offer, promise or
receipt of an unlawful benefit by

11 KpuMiHAIpHUH KOZEKC YKpaiHu ...
(date accessed: 06.11.2023).
12 Ibid.
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an official (Article 368 of the Crim-
inal Code of Ukraine);

«  bribery of an official of a legal en-
tity of private law, regardless of its
organizational and legal form (Ar-
ticle 368° of the Criminal Code of
Ukraine);

« bribery of a person providing
public services (Article 368* of the
Criminal Code of Ukraine);

« offering, promising or giving an
unlawful benefit to an official (Ar-
ticle 369 of the Criminal Code of
Ukraine);

» abuse of influence (Article 3692 of
the Criminal Code of Ukraine) 2.

Given the peculiarities of these cor-
ruption criminal offenses, in practice,
there are certain difficulties in detecting
and solving them. The analysis of crim-
inal proceedings under the above-men-
tioned articles of the Criminal Code of
Ukraine shows that criminals (in order
to avoid criminal punishment) provide
false information about the corruption
criminal offense they have committed.
Such information acquires the status of
criminal disinformation, as it misleads
employees of operational and investi-
gative units; liability arises for its provi-
sion.

Criminal disinformation is a means of
achieving a criminal intent that criminals
use to commit and conceal corruption
criminal offenses. In contrast, forensic
(operational or investigative) disinforma-
tion is a permissible, lawful and effective
element of the system of means used by
officers of operational and investigative
units in the detection and disclosure of
corruption criminal offenses.

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text
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The perpetrators of corruption-related
criminal offenses are highly educated and
often have substantial practical experience
in a particular field, so they purposefully
use both traditional and modern criminal
disinformation technologies. In this
context, employees of operational and
investigative units constantly monitor
the latest criminal disinformation
technologies.

Alegend remains a rather effective and
classic means of forensic disinformation.
Investigators effectively use this tool
during the interrogation of accused
(suspects) who deny their involvement
in corruption-related criminal offenses.
As a tactical element, the legend is more
often used in practice by officers of
operational and investigative units during
the implementation of operational and
investigative means or during covert
investigative search actions on a separate
order of the investigator.

In studying and analyzing the problem
of disinformation in the operational and
investigative activities aimed at detecting
and solving corruption criminal offenses,
it is worth paying attention to the
following important circumstances.
The defense, representing the interests
of its corrupt client, constantly appeals
to the fundamental inadmissibility of
using any form of disinformation by the
officers of the detective and investigative
units. This position of the lawyer is quite
understandable, but do thy correctly
interpret the essence of forensic
disinformation? It is quite obvious, for
example, that covert infiltration of an
employee into a criminal corruption

formation (group) in order to expose
their criminal activities cannot be
carried out without the use of forensic
disinformation. Since without the
applucation of misleading information
(for example, without misleading the
other members of the corrupt formation
(group) about his or her identity or true
intentions), such an employee will not
be able to penetrate them, he or she will
not obtain information about corrupt
activities (corruption schemes) in which
these formations (groups) participate
or are organized. Obviously, forensic
disinformation and forensic deception
are the things without which officers
of detective and investigative units will
not be able to collect information about
the criminal and his criminal activities.
Of course, it is not allowed to incite a
person to commit a crime, which the
legislator has unambiguously stipulated
in Article 271 “Control over the commission
of a crime” of the Criminal Procedure
Code of Ukraine (hereinafter — the CPC of
Ukraine) 3.

We have analyzed foreign practices on
thematter. Forexample, the Supreme Court
of the United States of America actively
uses the provisions of “The Racketeer
Influenced and Corrupt Organizations Act,
RICO Act” *, which has been in effect
since the fall of 1970, and as a result,
distinguishes between a criminal situation
artificially created for an innocent person
and the creation of a “trap” for a criminal.
In this context, provocative actions exist
if employees of operational search or
investigative units incited or encouraged
a person to commit a corruption criminal

13 KpuMiHaNBHUI IpollecyalTbHUN KofleKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3MmiH. Ta go-
rioB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 06.11.2023).

14 RICO Offenses (Racketeer Influenced and Corrupt Organizations). Prepared by the Office of the
General Counsel. 29 p. URL: https://www.ussc.gov/sites/default/files/pdf/training/primers/2023_

Primer_RICO.pdf (date accessed: 06.11.2023).
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offense by deliberately misleading him/
her about the legality of his/her actions
and using means that encouraged such
a person to commit illegal actions that he/
she would not have committed if he/she
was not inclined to such activities *°.

Thus, when solving corruption-
related criminal offenses, forensic
disinformation can not only be but should
be used as an auxiliary tool to identify true
information. For instance, in Chapter 21
“Covert Investigative (Detective) Actions”
(hereinafter - CIDA) of the CPC of Ukraine,
the national legislator stipulated, in
particular, the inspection and seizure
of correspondence (Article 262), the
removal of information from electronic
communication networks (Article 263)
and electronic information systems
(Article 264), which does not fully comply
with the generally accepted norms of
morality. At the same time, the negative
moral perception of these articles of the
CPC of Ukraine by the society '° is not
a prohibition for their implementation, as
they are less evil than corruption criminal
offenses, because the purpose of these
CIDAs is certainly moral, especially given
that the permission to conduct them is
granted by the court V.

Decision-making in this context is the re-
sult of moral principles and appropriate ac-
tions. This is possible only when officers of
operational search orinvestigative units have
no other opportunity to obtain truthful infor-
mation in any other way: as a result of these
measures, they achieve a positive result.

15 RICO Offenses ...

We consider it appropriate to
formulate the question of the admissibility
of using forensic disinformation to detect
and solve corruption criminal offenses as
follows: when (under what circumstances)
such disinformation remains the only
possible tactical and forensic means of
obtaining truthful information, under
what conditions it can be used, and, of
course, to define clear limits of its use.

When implementing forensic
disinformation, the person against whom
itis used always retains the right to choose
how to behave, and general human rights
must be respected.

In view of the above, forensic
disinformation should be implemented as
a tactical and forensic tool that misleads
a suspected corruption criminal offense
about the true state of events, while
initiating them to take active actions
that will demonstrate their true attitude
to specific events, with the obligatory
simultaneous documentation of this
attitude. Since forensic disinformation is
implemented by employees of operational
and investigative units, itis anindependent
method of operational and investigative
activity, or an element of a certain method
of cognition and proof, or a tactical
operation or operational combination.

An analysis of criminal proceedings
on corruption-related criminal offenses
shows that forensic disinformation
is most often implemented in the
form of a tactical “staging” operation.
Forensic disinformation in the form

. URL: https://www.ussc.gov/sites/default/files/pdf/training/primers/2023_
Primer_RICO.pdf (date accessed: 06.11.2023).

16 KpuMiHAJIBHUH IPOLIECYIBHUU KOJEKC VKpaiHU ...
show/4651-17#Text (date accessed: 06.11.2023).

. URL: https://zakon.rada.gov.ua/laws/

17 THCTPYKIlis IIPO OPraHi3alliio MpoBeJeHH HeITaCHUX CAiJ4uX (PO3LIYKOBUX) Al Ta BUKOPU-

CTaHHS IX pe3yJbTATiB Yy KPUMIHAJIBHOMY IIPOBaKEHHI

: 3aTB. Haka3oM [eHIIpOKyparypH,

MBC, CB, Aamin. JepxupukopgoHcayx6u, Mindiny, Mix'octy Vkpainu Bix 16.11.2012 p.
Ne 114/1042/516/1199/936/1687/5. URL: https://zakon.rada.gov.ua/laws/show/v0114900-12#Text

(date accessed: 06.11.2023).
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of staging is the antithesis of criminal
disinformation - criminal staging carried
out by perpetrators of corruption criminal
offenses to counteract the detection
and disclosure of such offenses, when
the perpetrator misleads employees of
operational and investigative units, judges,
experts to conceal their corruption and
avoid criminal punishment.

Forensic staging (as opposed to
criminal staging) contains a legitimate
constructive means of safeguarding and
protecting the interests of individuals,
society, and the state from corruption-
related criminal offenses. The forensic
staging, which is organizationally,
tactically, and technically supported,
is aimed at misinforming the corrupt
criminal. Such disinformation is essential,
for example, during a tactical operation
to expose bribe-takers. This is done by
conducting an operational experiment (as
an operational and investigative measure)
or as a special investigative experiment (as
one of the forms of CIDA under Art. 271
“Control over the commission of a crime” of
the CPC of Ukraine with the participation
of a person from whom the subject of the
unlawful benefitis extorted. As partof such
an operation, the person who provides
the object of the unlawful benefit, under
the close supervision of the operational
and investigative units, imitates the
behavior expected of the extortionist who
is detained after the transfer of the object
of the unlawful benefit, the characteristics
of which are previously recorded by the
operational and investigative units in the
criminal proceedings.

Forensic disinformation in the form
of a tactical operation is also a means of
tracking down a corrupt criminal who is
hiding from operational and investigative
units, the court, or evading criminal

19

punishment  for
criminal offenses.

Let us highlight the -criteria that
indicate the implementation of forensic
disinformation in the detection and
disclosure of corruption criminal offenses:

corruption-related

+ the imitation component of
demonstrating the verbal or
non-verbal behavior of a corrupt
criminal;

« theability of the developed forensic
disinformation to influence the
psychological state of the corrupt
criminal and mislead him/her
about the true state of events;

« the presence of imitation
components in the course of
certain activities (e.g., operational
cover documents, means of
disguising appearance, etc;);

« the use of certain attributes and
details in a specific typical or
atypical situation.

« Forensic disinformation should be
based on certain rules:

« directly relate to the tasks to be
performed during the detection
and disclosure of corruption
criminal offenses;

+  be reasonable,
effective;

« be flexible, given its connection
with other components of the
whole process;

+ be implemented taking into
account the developed idea and
features of the approved plan, as
well as the necessary personnel,
financial and logistical support;

« have situational validity, taking
into account the personality of the
corrupt offender;

« be based on a creative approach
in analyzing and evaluating the

timely, and
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current situation, with due regard
for possible changes in such
a situation, as well as the expected
results, opportunities, and
directions of its use in the future;
be as veiled as possible in order to
exclude the possibility of exposing
it or its sources.

Conclusions

The results of the implemented forensic
disinformation as a tactical and forensic
tool must be recorded by the responsible
personsoftheoperationalandinvestigative
units in charge of the materials of the
proceedings on the corruption criminal
offense. One of the characteristic features
of such disinformation is its point nature
and limited information impact within
the place and time of its implementation,
so the timely recording of the results
obtained in this way is a mandatory rule
for an effective implementation process.
Forensic disinformation as a tactical
and forensic means of detecting and
disclosing corruption criminal offenses
is developed and implemented only when
it is impossible to successfully resolve
the problematic situation without it (in
any other way): it is used only during the
implementation of operational search
activities or investigative search actions.

KpuminaxicruaHa gesindopmanisa gk
TAKTUKO-KPHMiHATiCTUYHUIA 3aci6
BUSIBJICHHS Ta PO3KPUTTA KOPYHIIFHIX
KPHUMiHAJIbHUX IIPABOIIOPYLIEHb

Japuca Benaik, Aumonina Yepemnosa

Mema cmammi — Odocaidumu ocobau-
gocmi peaniszauyii KpuMIiHAAICMUYHOL Oe3iH-
dopmayii ax MaKmMuKo-KpUMIHAALCMUUHOZ0
3acoby useAeHHS Tl po3KpUmMmMs Kopynuii-
HUX KPUMIHAALHUX Tpasonopyules. Jas

20

docaeHeHHA MemiL 3aCMOCcO08aH0 GOpMANbLHO-
N02IYHUTL 1 CUCTEeMHO-CMPYKMYpPHULL Me-
moodu. 3a cm. 45 KpuminanvHioeo xodexcy
Ykpainu euoxpemaeno 08i epynu Kopynuyiii-
HUX KPUMIHAALHUX NPABONOpYyULeHb, nid 4ac
BUSB/MEHHA MA POKPUMMS AKUX 1i003pio-
6aHi (0b8uHysaueHi) Hadawmv Henpasousi
gidomocmi npo cnocib nidz0mosexu, CKOEHHS
abo Npuxo8amHs CBOEL 3/A0YUHHOL Oisab-
Hocmi. 3icmasieHo CymHicmy KpUMIHAAbHOL
ma KpuminaaicmuuHoi Odesingopmauii. Jlo-
cnidsceno npakmuky Bepxoerozo Cydy CIIIA
14000 3AKOHHOCTMI BUKOPUCMAHHA Oe3iHpop-
Mayii noaiyelicokumu nid 4ac euseneHHs
pekemupis i KOPYMNOBAHUX OpeaHi3ayiil.
ObspyHmosano mopanvii nidcmagu 04s 3a-
CMOCY8aHH KpUMIHAAICMUYHOL Oe3iHgop-
Mauyii. 3ayeadxrceHo, wo eekmusHUM i KAd-
CUUHUM 3ac060M il peanizayii 3aAUULAEMbCS
Nezenda, a HailbiablL NOWUPeHO POopMOot0 —
Maxmu4Ha onepayis «iHCUeHy8aHnHs». Po3-
MEHO0BAHO  0CO0OAUBOCTMI  KPUMIHAAICTMUY-
H020 mMa KPUMIHAALHO20 IHCUEHYB8AHHA.
3asHaueno, W0 KpUMIHAAICTMUYHE [THCUeH)-
8anHs (Ha 8IOMIHY 810 KPUMIHAABHO20) € 3d-
KOHHUM I KOHCMPYKMUBHUM 3ac000M ybe3ne-
UeHHS ThaA 3aXUCTY THmepecig ocobucmocmi,
cycninvemea i Odepscasu 6i0 KOpynuitiHux
KPUMIHAALHUX Npasonopyules. Buokpemae-
HO Kpumepii 3acmocy8anHsa KpUMIHAAICTUY-
HOI Oe3iHgopmayii, 8u3HaueHo ii npasuaa:
1) cnpamosaricmv HA BUKOHAHHA 3a80AH-
HS; 2) 0bSPYHMOBAHICTL, CBOEUACHICTND,
MobinvHicmy, diegicmb, eHyuKicmy; 3) 6i0-
nogidHicms 3adymy il 3ameepoyceHoMy naa-
Hy; 4) kadpose, Qinarncose il mamepianrvHo-
MmexHiuHe 3abesnedeHHs; 5) CUMyauiliHa
obrfpynmosanicmes 3 Ypaxy8awHAM  0CO-
bucmocmi 3104UHUsA; 6) meopuuil nidxid
3 0008’A3K0BUM YPAXYBAHHAM MOMCAUBUX
3MIH cumyayii; 7) 8i3yanizayis.

Karouoei croea: xopynyiiiii KpuUMiHAAb-
HI  NpagonopyuleHHs; KpPUMIHAAICMUYHA
Oesingopmauis; KpuminaavHa Oe3iHgopma-
yis; caidua il onepamugHo-po3uLyKo8a disib-
HICMYb; BUABAEHHA MA POSKPUTNIMA 3A0HUUHIE.
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This article purpose is to investigate the issue of using Wi-Fi
routers and information they contain during the investigation of
cybercrimes committed using Wi-Fi technology as a method effective
for identifying suspect person or group of persons and subsequently
determining their location. For achieving this goal, general scientific
and special scientific research methods were applied. Various
methodical recommendations on the use of Wi-Fi routers for mobile
device installation by means of forensic research have been developed.
It is emphasized that in case of committing cybercrime using a Wi-Fi
router, a professional and forensic expert can usetechnical information
from the Wi-Fi router to identify the suspect’s mobile device by MAC
address. Problematic issues of identifying signs of hiding digital
traces during cybercrime commission a are considered. The procedure
for obtaining access to Wi-Fi routers for the purpose of identifying
suspect during inspection, search, seizure and investigation of
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cybercrimes is outlined. Data from Wi-Fi routers has been proven to
not only help identify criminal suspects in cybercrime investigations:
this method can be universal for identifying criminal suspects with
incomplete data. The “electronic data” term was analyzed, special
role of a specialist in the review of electronic data was noted, and
it was proposed to change the current Criminal Procedural Code of
Ukraine in terms of specialist participation in electronic data review
on behalf of investigator, prosecutor, and investigator during a pre-
trial investigation of criminal cases. misdemeanors The provisions
and conclusions of the author’s research will be useful in investigative,

investigative and forensic activities.

Keywords: cybercrimes; routers; Wi-Fi technologies; electronic
communications; electronic evidence; digital traces; investigations;
forensic science; guidelines.

Research Problem Formulation

The use of Wi-Fi routers and information
they contain in cybercrime investigations
can be an extremely effective method for
the prosecution to locate a suspect and
use technical information from such rout-
ers as digital evidence preserving digital
cybercrime traces '. Wi-Fi routers are de-
vices designed for wireless connection of
mobile subscriber terminals with Internet
and other network resources. Functional-
ly, they route (direct in a certain direction)
packets of information between wireless
devices and the Internet. While commu-
nication, as user information (traffic of
remote control commands, content of a
website page, downloading of a certain
file, transmission of a video stream, etc.)
as service data necessary for operation of
the network are transferred. Service data
includes, among other things, informa-
tion about a mobile device, while user in-

formation characterizes network activity
and can contain cyberattack digital traces
or other illegal activity. In addition, Wi-Fi
router can contain certain information
about service data and network activity,
so-called logs. Moreover, after a suspect
commits a cybercrime using a Wi-Fi rout-
er, specialist and forensic expert can use
technical information from Wi-Fi router
to identify the suspect’s mobile device by
MAC address. This information can be
used by the prosecution to de-anonymize
and find out the location of suspected
person or group of persons and the real
place of their access to the network based
on such factual data. When applying this
method, it is necessary to follow appropri-
ate procedural procedures for obtaining
information from the Wi-Fi router and
its proper preservation for the purpose
of further use of such information by the
prosecution as evidence in criminal pro-
ceedings.

1 Owmenbs O. C. IIoHATTS Ta 03HAKU HUDPOBUX CIiZIB, [0 YTBOPIOIOTHCS IIifl YaC BYMHEHHS]
KibGepamounHiB. Kpuminasicmuxa i cydosa excnepmu3sa. 2020. Bur. 65. C. 461. DOI: 10.33994/kn-

dise.2020.65.45 (date accessed: 17.10.2023).
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From the point of view of procedural
issues, the issue of digital evidence? in
criminal proceedings should be regulated at
legislative level: legislation should contain
the procedure for obtaining access to Wi-
Fi routers for the purpose of identifying a
suspect during inspection, investigation,
search and seizure of cybercrimes and
performance of other tasks of criminal
proceedings. Obtaining access to a Wi-
Fi router in a way that is not determined
by law can cause a violation of human
rights, and according to the Convention
for the Protection of Human Rights and
Fundamental Freedom: “everyone has the
right to respect for his private and family
life, for his home and correspondence”
(Part 1 Article 8) 3. Since Wi-Fi routers are
able to store information about devices that
connect to them, including MAC addresses
of devices, IP addresses, connection times,
information about websites, etc., this
information can be used by prosecution to
identify a suspect, track movements of such
a person and her activity on Internet at the
time of committing cybercrime. Therefore,
it can be argued that the procedural
aspect of the investigation of cybercrimes
should contain a clear procedure for the
actions of specialists and forensic experts

in joint work with pre-trial investigation
bodies and procedural manager to obtain
evidence of prosecution in criminal
proceedings. In addition, data from Wi-Fi
routers can be used not only to identify
suspects in criminal proceedings during
cybercrime investigations: this method
can be universal for identifying suspects
in criminal proceedings with incomplete
data.

Article Purpose

Consider current issues related to iden-
tification of suspected cybercrime per-
petrators, in particular those using Wi-Fi
technology. Investigate possibility of iden-
tifying persons suspected of committing
cybercrimes who actively hide digital trac-
es of their activities. Analyze the electronic
data term, as well as the role and specialist
participation in such a procedural action
as a review in of cybercrime investigation
context.

Research Methods

For achieving this goal, general scientific
(dialectical, comparison, analysis,
synthesis, induction, deduction) and

2 Cipenko O. B. EeKTpOHHI J0Ka3u y KpUMiHaJIbHOMY IIPOBapKeHHi. MijcHapooruil iopududnuil

BICHUK: aKmyaavHi npobaemu cydwacHocmi (meopis ma npakmuka). 2019. Bum. 14. C. 208—214.
DOI: 10.33244/2521-1196.14.2019.208-214 (date accessed: 17.10.2023) ; MypazoB B. B. EneKkTpoH-
Hi J0OKa3K: KPUMIiHAJMICTUYHUH aClIeKT BUKOPUCTAHHS. IIopigHanbHO-anarimu4He npaso. 2013.
Ne 3—2. C. 316—318. URL: https://pap-journal.in.ua/wp-content/uploads/2020/09/3-2_2013.pdf
(date accessed: 17.10.2023) ; Anexceea-IIpouiok /JI. O., Bpuckoscbka O. M. EneKTpoHHI 10Ka3u
B KPUMiHa/JIbHOMY CyZOYMHCTBI: IOHATTS, 03HAKYU Ta NPOOJIeMHi aclieKTH 3acTocyBaHHs. Ha-
yKo8Ull BICHUK NYOAIYH020 ma npugamHoeo npasa. 2018. Bur. 2. C. 247—253. URL: http://nvppp.
in.ua/vip/2018/2/50.pdf (date accessed: 17.10.2023) ; I'yianiok M. B., I'aBroBcekuii B. /1., Xaxa-
HOBChKUH B. I. Ta iH. BUKOpHCTAHHS eJIeKTPOHHUX (HUIPOBUX) L0KA31B Y KPUMiIHAIBHUX IIPO-
Ba/PKeHHSX : METOZ. peK. / 3a 3ar. pea. O. B. KopHuetika. Bua. 2-re, gom. Kuis, 2020. 104 c. URL:
https://elar.naiau.kiev.ua/server/api/core/bitstreams/8e9e5637-7b62-475c-8c41-9850e317bfc4/
content (date accessed: 17.10.2023).

KoHBeHIIis PO 3aXUCT IPaB JIOJUHU i OCHOBOIOJIOKHUX CBOOOZ (EBpoIefichka KOHBEHIIis
3 IIpaB JTIOAWHY) : Big 04.11.1950 p.; parudik. 3akoHoM Ykpainu Big 17.07.1997 p. Ne 475/97-BP;
9MHHA A19 Ykpainn 3 11.09.1997 p. (3i 3min. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/
show/995_004#Text (date accessed: 17.10.2023).

25



Theory and Practice of Forensic Science and Criminalistics. 2023. Issue 4 (33)

ISSN 1993-0917 e-ISSN 2708-5171

https://khrife-journal.org/index.php/journal

special scientific methods (formal logical,
logical-legal, system-structural ones)
were used that contributed to content
and validity of scientific conclusions and
proposals of this research.

Analysis of Recent Researches and
Publications

Atthe scientific level, the issue of using Wi-
Fi routers and information they contain in
criminal proceedings not only attracted
attention, but became in-depth analysis
object by leading scientists and forensic
experts. Many scholars and practitioners
have devoted their time and efforts to re-
searching this complex issue (particularly
in scientific fields such as criminalistics
and forensic expertology). Among recent
research papers and guidelines on the use
of Wi-Fi and modern mobile technologies
to identify persons suspected of commit-
ting criminal offenses, it is possible to dis-
tinguish several extremely interesting and
promising research papers.

For example, M. Bobets and R. Kobets
in 2022 considered investigative team
actions in the identification context of
person committed a criminal offense, in
availability of Wi-Fi router (PC equipment
requiring specific expertise) at the scene
4 and suggested using a screenshot of
digital evidence concept in criminal
proceedings, provided research guidelines

that can be used to identify a person who
has committed criminal offense. In 2023,
M. Kobets investigated the sequence of
actions of the investigator, if a mobile
terminal (cellular radio telephone) is
found at the scene, and the procedure
for extracting information (computer
data) from this device using the technical
capabilities of the Cellebrite UFED hardware
and software (mentioned research paper
deserves attention in the context of logic
of case development to establish a suspect
in criminal proceedings) °.

In 2021, V. Polyvoda analyzed the
issue of identifying persons involved in
commission of crimes using Wi-Fi and
provided examples from experience of
foreign colleagues °.

In research guidelines for units of
the National Police of Ukraine: Search
and recording of factual data on illegal
acts committed using information and
telecommunication systems or technologies
in the investigation of the facts of sale
of narcotics (2022), the issue of using
Wi-Fi to search for persons involved is
partially disclosed to illegal circulation of
narcotic drugs using the Internet: “under
favorable conditions, it is possible to
identify such persons, for example, based
on the results of viewing the recordings
of video surveillance cameras installed
in premises where certain areas of Wi-
Fi communication were used, where
the drug dealer accessed the Internet

4 Kobeup M. B., KoGerp P. M. Bukopucrauus moxansocteit Wi-Fi poyTepis mmiz 4ac BUABIEHHS
Ta PO3CJIiAyBaHHI KPUMiHATBHUX IIPABONIOPYIIeHb. Kpuminasicmuunuil gicHuk. 2022. Ne 2 (38).
C. 36—47. DOI: 10.37025/1992-4437/2022-38-2-36 (date accessed: 17.10.2023).

5 KobGeup M. B. [Iii criggoro iz yac BUABIEHHS Ha MicIi 10Aii MOGiTbHIX TepMiHaIIIB (CTIIPHU-
KoBUX pazioTenedonis). Tam camo. 2023. Ne 1 (39). C. 52—63. DOI: 10.37025/1992-4437/2023-39-1-

52 (date accessed: 17.10.2023).

6 IlommBoga B. B. MoxuinBocti Wi-Fi maprupyrusaropa y BCTaHOBJIEHHI 0COOU, IPUIETHOL /0
BYMHEHHsI 3JI04MHY. Bukopucmanns docieHeHb Cy1acHol HayKu il mexHIKU 8 pOSKPUMIMI 3104 UHIE
MaT-JIM MDKBiZIOM. HayK-IIpaKT. Kpyri. croiy (Kuis, 25.02.2021). 2021. C. 102—105 / EnexTpoH-
Hul penosmrapii HABC. URL: https://elar.naiau.kiev.ua/server/api/core/bitstreams/2f7d687f-
7477-4670-80f6-b73c221681dd/content (date accessed: 17.10.2023).
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network” 7. Despite the fact that these
recommendations are not aimed at the
substantive investigation of cybercrimes,
their logical connection with the method
of identifying a suspect using Wi-Fi is
obvious: they can be useful during the
investigation of cybercrimes, although
they do not provide for investigation of
specific cases of such offenses.

In our opinion, it is worth noting the
extremely promising and high-quality
guidelines: Using the capabilities of Wi-Fi
routers to install a mobile terminal and its
network activity, prepared in 2022 at the
Ukrainian Research Institute of Special
Equipment and Forensic Expertise of the
Security Service of Ukraine (hereinafter
referred to as the SBU FSISE) highlighting
the theoretical and practical aspects of
using a Wi-Fi router which suspect a
mobile terminal connected to (this helps
to determine the device and its location,
as well as network activity, that can
indicate a cyberattack) ®. This publication
is intended for employees of forensic
expert units, specialists, operatives and
investigators.

The guidelines by B. Chernyakhovskyi
and V. Yusupov: Conducting search while
investigation of unauthorized access to objects
of critical information infrastructure (2021) °

deserve attention, because the stage of the
general review of the working stage of the
search of this publication deserves special
attention, and “primary check locations of
search objects, including determining type
of connection: cable or Wi-Fi” corresponds
to the subject of our article’s research.
In general, these guidelines characterize
critical information infrastructure objects
and types of criminal attacks on them
through unauthorized access, analyze the
grounds and procedural procedure for
conducting a search and contain forensic
recommendations for conducting it
during investigation of such crimes and
the procedure for conducting investigative
actions.

Separately, it is worth mentioning the
monograph by O. Samoilenko: Method
fundamentals of the investigation of crimes
committed in cyberspace (2020), which
sections are devoted to the forensic
characteristics and organization of the
investigation of crimes committed in
cyberspace .

Among the foreign developments,
the joint work of Chinese and American
scholars in 2012 is of interest, in which it
is proposed to classify network forensic
investigations into three categories
(depending on when law enforcement

Kikinuyk B. B., MaTromkosa T. I1., [Tizgyoua A. B., Mamxkait O. B., Hocos B. B. [Tomyxk Ta ¢ik-
canig QaKTUYHUX JAHUX IIPO NIPOTUIIPABHI JiTHHS, IKi BYMHEH] 3 BUKOPUCTAHHAM iHbOpMa-
[[iffHO-TeJIeKOMYHIKaIiTHUX CHUCTeM ab0 TeXHOJIOTiH Ipu po3ciifyBanHi GhakTis 30yTy HapKo-
THUYHUX 3aC00iB : HayK.-MeToJ. peK. A miaposs. Haumominii Vkp. Xapkis, 2022. 69 c. URL:
https://dspace.univd.edu.ua/server/api/core/bitstreams/59910657-34ae-431c-966d-eeaffch057c8/
content (date accessed: 17.10.2023).

HizoBues 0. 10. Bukopucranusa MoxianBocTed Wi-Fi MapuIipyTusaTopiB 1 BCTAHOBJIEHHS
MOOGITBHOrO TepMiHaJy Ta HOro MEpeKeBOi aKTUBHOCTI : MeTo/. pek. Kuis, 2022. 18 c.
Yepusxocbkuil B. B., I0cymnor B. B. IIpoBeseHHs OOLIYKY ITif YaC PO3CIiJyBaHHS HECAHK-
[[IOHOBAHOTO ZIOCTYITy A0 OG’EKTIB KpUTUYHOI iHpOpMAIifHOI iIHDPACTPYKTYPH : METOJ. PEK.
Kuis, 2021. 52 c.

10 Camoriierko O. A. OCHOBU METOAMKY PO3CJIi/IyBaHH 3/I0YMHIB, BAMHEHUX Y KibepripocTopi :
MoHorpadis / 3a 3ar. pez. A. ®. Bomobyesa. Ozeca, 2020. 372 c¢. DOI: 10.32837/11300.13264 (date
accessed: 17.10.2023).
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agencies conduct investigations in
response to cybercrime incidents) !
in particular, proactive investigations
are defined as those that take place to
cybercrime incidents; real investigations;
those that take place during these incidents,
retrospective investigations - those that take
place after these incidents. As an example,
the application of a portable device based
on a smartphone for the real location of a
suspect who commits crimes in cyberspace
is proposed. This study deals with data
collection, GSM and Wi-Fi wireless signal
strength and positioning accuracy through
experiments.

In addition, in our opinion, by
A. Kovalenko in 2017 and 2023 '? and
Ye. Khyzhniak 2017 ** that investigated
specifics of electronic data review a and
documents during investigation of criminal
offenses. The authors emphasize that in
preparation for electronic data review, it
is advisable to find out in advance what
devices and types of data will have to work
with, ensure participation of specialists
and availability of the necessary technical
means.

Takingintoaccountactivity of scientific
research in the field of criminalistics
based on digital traces and evidence, as
well as the available guidelines for the

use of Wi-Fi routers for the purposes
and tasks of criminal proceedings, it can
be confidently stated that the topic of
identifying suspects through Wi-Fi routers
in investigation of criminal offenses and
searches suspects remains extremely
relevant. This especially applies to use
of modern technologies by criminals to
commit crimes in cyberspace. Thereby the
use of data from Wi-Fi routers to identify
suspects is of particular importance at
the stage of pre-trial investigation during
investigation of crimes under Sec. XVI
(Articles 361-3631) of the Criminal Code
of Ukraine . It is important to note that
the success of this method of identifying
suspects can be of great importance for
proving guilt in criminal proceedings,
not only during investigation of
cybercrimes. Thus, it can be argued that
the main purpose of using capabilities
of Wi-Fi routers to identify a suspect and
subsequently determine the location
of radio equipment (radio-electronic
means) is not only to establish the suspect
location , but to use this data as evidence
for prosecution at the stage of pre-trial
investigation and legal proceedings.
Academic novelty consists in proposal
to supplement part 2 of Art. 71 and Part 7
of Art. 237 of the Criminal Procedure Code

11

12

13

14

Huang J., Chen Yi., Ling Zh., Choo K., Fu X. A Framework of Network Forensics and its Appli-
cation of Locating Suspects in Wireless Crime Scene Investigation / UMASS Lowell. #1 Public in
mass. Massachusetts Lowell, USA, 2012. 33 p. URL: https://www.uml.edu/docs/HaLo_2012_Fu_
tcm18-152079.pdf (date accessed: 17.10.2023).

KoBasenko A. B. OcobiMBOCTI TaKTHUKU OISy €JIeKTPOHHUX [OKYMEHTIB IIiZi 4ac ZocCy-
ZOBOTO PO3CJIiZyBaHHS IOCATaHb Ha JXUTTS Ta 3J40POB’S XypHaiicta. BicHuk HayioHanvHoi
axademii npagosux Hayk Ykpainu. 2017. Ne 1 (88). C. 182—191. URL: http://nbuv.gov.ua/UJRN/
vapny_2017_1_19 (date accessed: 17.10.2023) ; HMoro . Opramnisarjis i TakTuka poBeJeHHA
OISy KOMITIOTepHUX JaHuX. Haykosuil sichuk XepcoHcvkozo depocasnozo yrigepcumemy. Cepis:
FOpuduuni nayku. 2023. Bum. 4. C. 53—58. DOI: 10.32999/ksu2307-8049/2023-4-9 (date accessed:
17.10.2023).

Xmwxasak €. C. Ocob6nuBOCTI OIJISIAy €JIeKTPOHHUX JOKYMEHTIB IIifi 4ac pO3CiiJyBaHHS
KpUMiHQJIBHUX IIpaBomopylieHs. Jepycasa ma pezionu. Cepis: IIpago. 2017. Ne 4 (58). C. 80—85.
URL: http://www.law.stateandregions.zp.ua/archive/4_2017/15.pdf (date accessed: 17.10.2023).
KpuMminanbHUH KozleKe Vkpainu Biz 05.04.2001 p. Ne 2341-III (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 17.10.2023).
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of Ukraine *® (hereinafter referred to as
Criminal Procedure Code of Ukraine) with
information about participation in the
review of computer data (on behalf of the
investigator, prosecutor and investigator
during pre-trial investigation of criminal
misdemeanors) by a specialist who has
specialized knowledge and understands
the process of obtaining electronic data,
containing information about MAC
addresses from Wi-Fi routers. In addition,
it has proper equipment that enables to
get digital traces of cybercrime without
loss or damage. Based on research paper
analysis and normative literature, it can
be concluded that, currently there is no
clear definition of the electronic data term.
We offer an expanded interpretation of
the concept of electronic data, including
information contained in Wi-Fi routers.
The method of searching for suspects, first
proposed by Yu. Nizovtsev which we are
considering at the scientific level, can be
considered as academic novelty.

Main Content Presentation

Article 84 of Criminal Procedural Code of
Ukraine states:

“l. Evidence in criminal proceedings
is factual data obtained in the manner
prescribed by this Code, on which basis
the investigator, prosecutor, investigating
judge and the court establish availability
or lack of facts and circumstances that are
significant for criminal proceedings and
subject to proof.

2. Procedural sources of evidence are
testimony, material evidence, documents,
forensic expert conclusions” *.

Data from Wi-Fi routers can be one
source of evidence. If a suspect was using
a Wi-Fi network during the commission

of a crime, data about their connection
to that network can be used to identify
them and further locate them. The data
should be understood as the MAC address
of the mobile device and other technical
data that a specialist or expert can obtain
during a search and seizure that involves
direct access to the router. Such data can
be used to discover connections with
other individuals within connections to
that network. Taking into account the
existing method of identifying suspected
persons, which involves the use of data
on the connection of a mobile device to
Wi-Fi routers, it is necessary to consider
problematic issues that contain a possible
change of data on a connected mobile
deviceinordertohideit. One of problematic
issues in investigation of a cybercrime is
concealment of information during its
commission. Such concealment occurs by
replacing or cloning the MAC address of the
mobile device with the standard software
of this device. MAC address (Media Access
Control) is a unique identifier for a network
interface. In the OSI (Open Systems
Interconnection model) network model, the
MAC addressisused atthe second (channel)
level. Sometimes this address is called
hardware or physical (Hardware Address).
The MAC address of network interface
is provided by the manufacturer, while
the address space is distributed among
manufacturers. Changing the MAC address
can make it conditionally impossible to
identify a mobile device based on data
about its connection to Wi-Fi routers.
Another problematic issue is the possibility
of using a VPN. A VPN connection creates
an encrypted channel between a mobile
device and a VPN server, allowing hide
data about network activity of a mobile
device connected to a Wi-Fi network,

15 KpuMiHaNbHUI IpolecyarbHUN KofleKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta go-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 17.10.2023).

16 Ibidem.
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but without hiding MAC address data.
Therefore, ability to identify the mobile
terminal remains (if MAC addresses have
not been changed), although the signs of
a cyberattack (type of attack, its goal, etc.)
can be hidden. Another problematic issue
is possibility of using special software tools
to disguise a mobile device as another
device i.e., deliberately changing the MAC
address not to an arbitrary address, but
to the address of another specific mobile
device in order to compromise it. These
problematic issues can make it difficult
or impossible to apply existing method of
identifying suspects, so they need to be
solved immediately.

In the above-mentioned guidelines:
Using capabilities of Wi-Fi routers to
establish a mobile terminal and its network
activity, developed by SBU FSISE, it is
stated that “use of information about
connected mobile terminals recorded by
the Wi-Fi router is possible if the router
supports logging of network connections
and if such logging is activated” . In other
words, information characterizing mobile
terminals directly connected to the Wi-Fi
network usually contains data about the
network name of such a terminal, its MAC
address, IP address, network connection
time and session duration. Using reference
data, the manufacturer of the mobile
terminal can usually be determined by
the MAC address, and in some cases,
the specific model. In these guidelines,
problematic issues of identification of
suspected persons are also raised: “Certain
features of the MAC address should be
taken into account. First, this address can
be changed in the settings of the mobile

17 Hisosues I0. 0. Op. cit.
18 Ibidem.

terminal or using special software. For
example, modern smartphones have
the function of generating a random
MAC address every time you connect to
network <...>. Second, the MAC address
is not transmitted globally with network
traffic. Within the Wi-Fi network, the MAC
address is transmitted from the terminal
only to the router, not further. And
therefore, it is usually impossible to track
a mobile terminal by its MAC address in
global network” 5.

V. Polyvoda in the above-mentioned
research paper notes that “in order to use
the capabilities of the Wi-Fi router, it is
necessary to understand that it is possible
tochange the MAC address on the technical
device itself. Its change occurs only if the
smartphone is not currently connected to
any Wi-Fi network. With the help of special
algorithms, it can be detected and filtered
on the device with 100% certainty. In
particular, in addition to the random MAC
address, smartphones periodically send
the correct MAC address, which receives
the Wi-Fi radar.” The scientist notes that
“share of smartphones that can replace
their MAC address is no more than 30 % of
large cities” *°.

M. M. Kobets and R. Kobets noted that
“investigator (operative), on the basis of
the decision of examining magistrate of
the court of first instance, sends a request
to the network operators of cellular
radiocommunication in order to verify
the MAC addresses established during the
inspection of the scene and to establish
the user data (IMEI, phone numbers
and other data) that are in the database
system of the provider of electronic

19 IlosmBoza B. B. Op. cit. URL: https://elar.naiau.kiev.ua/server/api/core/bitstreams/2f7d6871-
7477-4670-80f6-b73c221681dd/content (date accessed: 17.10.2023).
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communication services of cellular
radio communication” 2. This algorithm
application is primarily hampered by the
fact that cellular operators do not have
information about the MAC addresses
of mobile terminals, so they are not
able to provide such information at the
investigator request, even if such a request
is made in compliance with all procedural
requirements.

Cellular operators receive information
about mobile devices using their network,
in particular IMEI (International Mobile
Equipment Identity) numbers of these
devices, as well as the subscriber identifier
IMSI  (International Mobile Subscriber
Identity) contained in a SIM/USIM/R-UIM
card. In most cases, the MAC address is
used to identify a mobile device on a Wi-
Fi network, not on a mobile network.
In addition, “IMEI and IMSI are unique
numbers. IMEI is provided to the mobile
terminal by its manufacturer, IMSI by
manufacturer of the SIM/USIM/R-UIM
card, usually by the cellular operator (by
the factory on its order). Therefore, the
manufacturer of the mobile terminal
has information about as IMEI (tracked
by cellular operators) as MAC address
of the terminal. This can be used when
searching for a mobile terminal” 2.
Procedural procedure for searching for
a mobile terminal is stipulated in Criminal
Procedural Code of Ukraine, besides, such
a search has its own special technical
specifics.

In this regard, we suggest to “install
through reference sources on the Internet the
terminal manufacturer that has the detected

20 Kobeup M. B., KobGemp P. M. Op. cit. DOIL
17.10.2023).

21 Hisosues IO. 0. Op. cit.

22 Ibidem.

23 KpumiHaJIbHUI MPOLIECYaNbHUM KOZEKC YKpaiHU ...
show/4651-17#Text (date accessed: 17.10.2023).
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MAC address. Note that if the exact model
of the terminal can usually be determined by
the IMEI in reference Internet sources, then
only the manufacturer can be determined
by the MAC address. Having information
about the manufacturer of the mobile
terminal, in certain cases, it is possible to
preliminarily assume what kind of device;
it was smartphone, tablet computer, laptop,
separate network interface (card), etc.” *.
Thus, first of all, you should establish the
manufacturer of the terminal by its MAC
address, but this can only give general
information about the manufacturer. To
obtain such information, it is necessary
to contact the manufacturer, especially
if this company manufactures different
types of devices (i.e., in addition to
Wi-Fi, the mobile terminal may have a
built-in 3G/4G modem with which the
mobile terminal can connect to the
cellular network). Having determined the
manufacturer based on the MAC address
data, it is possible to contact the mobile
terminal manufacturer for information
about the IMEI of such a terminal. Then
it is possible to get subscriber data,
traffic data, connection duration, calls,
etc. One of the forms of obtaining such
data is a request from an investigator, in
accordance with Art. 93 of the Criminal
Procedural Code of Ukraine %, according
to the decision of the investigating judge,
to cellular radio operators for the purpose
of checking IMEI and setting user data
in the database system of the provider
of electronic communication services.
After receiving the requested data from
the cellular operator, the investigator,

: 10.37025/1992-4437/2022-38-2-36 (date accessed:
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the prosecutor may decide to conduct
such an undercover investigative (search)
action as establishing the location of
radio  equipment  (radio-electronic
means) in accordance with Art. 268 of
Criminal Procedural Code of Ukraine of
Ukraine *. It is premature to talk about
the effectiveness of such procedural
actions based on the data received from
the cellular operator. Effectiveness of
procedural actions based on information
received from the mobile operator will
later affect the results of investigative
practice. At the same time, it is necessary
to take into account all the peculiarities of
the collection of evidence by specialists,
importance of such information for the
identification of suspects, all procedural
aspects of making procedural decisions
and efficiency of their implementation,
as well as the complexity of criminal
proceedings in general. Initial evidence
collection is very important, which will
directly affect as beginning of the pre-trial
investigation in particular as criminal
proceedings in general. Effectiveness
of the substantive criminal proceedings
and the role of the specialist in gathering
evidence that can be obtained from Wi-
Fi routers acquire special importance in
view of some circumstances. The parties
to criminal proceedings (during the pre-
trial investigation) and court (during the
trial) may engage a specialist to provide
technical assistance (photographing,
drawing up diagrams, plans, drawings,
sampling samples for examination, etc.),
as well as to provide opinions in cases,
provided for in Clause 7, Part 4 of Art. 71
of Criminal Procedural Code of Ukraine
(according to part 2 of this article).

24 KpumiHanbHUU MPOLECYATbHUN KOAEKC YKpaiHU ...
show/4651-17#Text (date accessed: 17.10.2023).

25 Ibidem.
26 Ibidem.
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The specialist is obliged to come upon
summons to the investigator, inquirer,
prosecutor, court and have with him the
necessary technical equipment, devices
and instruments (clause 1, part 5, article
71 of the Criminal Procedure Code of
Ukraine) ». Therefore, specific expertise
of specialist and availability of technical
equipment, devices and devices can
help the investigator, prosecutor and
inquirer during the pre-trial investigation
of criminal offenses to obtain primary
evidence of the prosecution from the Wi-
Fi router in order to identify the suspect
person or group of persons and establish
their location.

Taking into account the fact that
specialist’s knowledge and experience
(in the case of participation in the
review, search and provision of
technical assistance during investigation
of cybercrimes) can be of decisive
importance for prosecution, it is
advisable to consider the possibility of
making changes to Art. 71 and 237 of the
Criminal Procedural Code of Ukraine *
regarding expansion of the powers of
a specialist in criminal proceedings to
examine electronic data and clarifying
the interpretation of the electronic
data term (in the context of regulating
procedure for examining network
equipment by specialist for the purpose
of identifying mobile devices of suspects
based on MAC addresses data, IMEI and
IMSI). The purpose of such changes
is to create clearer and more detailed
procedural requirements for the review
of such investigations. However, first it
is necessary to analyze the electronic data
term.

. URL: https://zakon.rada.gov.ua/laws/
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As early as 2007, Ye. Rashchenko
noted that “there is a widespread opinion
among many scientists; it is possible
to influence computer information
only with the help of other computer
information. Based on this thesis,
they note that mandatory feature of
cybercrimes is such an instrument of their
commission as computer information.
<...> It should also be understood that
computer data can either directly act as
traces of a crime or contain such traces” %’
and referred to V. Holubiev: “Considering
computer data as a source of forensic
information, one cannot ignore the issue
of its direct seizure. Such seizure may be
carried out during a search, inspection of
the scene, seizure or even reproduction of
the situation and case circumstances” %.

0. Kravchuk drew attention to
problematic issues related to the
electronic data definition and noted that
“although there is currently no definition
of computer data, the question may arise
as to whether the contents of the seized
phone should be reviewed as a review
of computer data or as overview of
things” . Regarding the changes to the
Criminal Procedural Code of Ukraine,
the author notes the following: “Addition
to Art. 237 of the Criminal Procedural
Code of Ukraine stipulates that the
investigator and the prosecutor can
conduct an inspection not only of the
area, premises, things and documents,
but also of computer data” .

Analysis of scientific literature and
legislative framework indicates that to
date there is no definition of electronic
data term and electronic data review is
carried out by the investigator, prosecutor:
“by reflecting in the review protocol the
information they contain in a form suitable
for perceiving their content (by electronic
means, photography, video recording,
shooting and/or video recording of the
screen, etc., or in paper form)” (paragraph
2 of Part 2 of Article 237 of Criminal
Procedural Code of Ukraine)®. It is also
necessary to agree with O. Kravchuk on
the features of inspection of the phone for
electronic data that should be separated
from a simple inspection of things.

We  propose to expand the
interpretation of electronic data term.
Since the information located in Wi-Fi
routers can contain MAC addresses of
mobile devices of persons suspected of
committing cybercrime (i.e., various
mobile devices: smartphones, tablets,
laptops, etc.), this information can be
considered as electronic data. In such
a case, an inspection or search of the
contents of a phone or Wi-Fi router to
identify factual data that can be of interest
during the investigation of cybercrime
can be classified as an inspection or
search of computer data, provided that,
in procedural terms, prosecution can still
use them as evidence.

Returning to the issue of procedural
significance of the review, it should

27 Pamenko €. KoMmm'loTepHi AaHi 9K Hocid kpuMiHaxicTuyHOI iHdopmarii mpo 310unH y cbhepi
KOMIT'IOTepPHUX TeXHOJIOriH. [Ipagosa ingpopmamuxa. 2007. Ne 1. C. 76—80. URL: http://nbuv.gov.
ua/UJRN/Pinform_2007_1_12 (date accessed: 17.10.2023)

28 Touy6eB B. O. KomIr'toTepHi 37104nHY B 6aHKIBChKiH AisibHOCTI. 3amopixks, 1997. C. 125.

29 Kpasuyk O. «O61yk» MobinpHUX TesedoHiB i komm'oTepis Ta inmii amiau go KIIK / Bumuii an-
TUKOPYIIiRHUEH cyg VKpainu : odim. caitT. HoBuHM Ta mmogii. 24.03.2022. URL: https://first.vaks.
gov.ua/publications/37254/ (naTa 3BepHeHHs 17.10.2023).

30 Ibidem.

31 KpuMiHaibHUI IIPOIECYaNbHUN KOZEeKC YKpaiHU ...
show/4651-17#Text (date accessed: 17.10.2023).
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be noted that according to Part 1 and
Paragraph 1 of Part 2 of Art. 237 of the
Criminal Procedural Code of Ukraine
of Ukraine, the investigator and the
prosecutor conduct computer data review,

namely:
“l. In order to identify and record
information  about circumstances

of criminal offense commission, the
investigator and prosecutor conduct an
inspection of the area, premises, things,
documents and electronic data.

2. Inspection of a person’s home or
other property is carried outin accordance
with the rules of this Code, provided for
the search of a person’s home or other
property” 2.

Paragraph 2 of Part 6 of Art. 236 of
Criminal Procedural Code of Ukraine
providesadditionalfeaturesforthesearch,
detection and recording of computer data
during the search: “If during search and
seizure the investigator, the prosecutor
found access or the possibility of access
to computer systems or parts thereof,
mobile terminals of communication
systems, for the detection of which no
permission was granted to conduct
a search, but for which there are sufficient
grounds to believe that the information
contained therein is important for
establishing the circumstances in the
criminal proceedings, the prosecutor, the
investigator has the right to search, detect
and record electronic data contained
therein at the search and seizure
location” *.

However, it is worth emphasizing
importance of review as a procedural
procedure that plays a key role in
collecting initial digital traces of

32 KpuMiHajIpHUH NPOIECYaTbHUHN KOZEKC VKpaiH! ...
show/4651-17#Text (date accessed: 17.10.2023).

33 Ibidem.
34 Ibidem.
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cybercrime. In this case, the statement
that review can be as forensic as
procedural action can be considered,
acquiring a new, independent meaning,
especially if considering a specialist
who can help obtain such electronic data
during review procedure, in the manner
established by Criminal Procedural Code
of Ukraine. According to Part 7 of Art. 237
of Criminal Procedural Code of Ukraine:
“during the inspection, the investigator,
the prosecutor or the specialist involved
on their behalf has the right to take
measurements, take photographs, make
sound or video recordings, draw up plans
and diagrams, make graphic images of
the inspected place or individual items,
make impressions and casts, inspect
and seize things and documents relevant
to criminal proceedings. Items that
are withdrawn from circulation by law
are subject to withdrawal regardless of
their relation to criminal proceedings.
Confiscated things and documents that
are not related to items that have been
withdrawn from circulation by law are
considered temporarily confiscated
property” *. At the same time, this
norm does not contain specialist
actions regarding electronic data
review data on behalf of an investigator,
a prosecutor. Participation of specialist
in the cybercrime aftermath and during
electronic data review is important, and
in some cases simply necessary, because
the specialist: “has specific expertise
and skills and can provide advice,
explanations, references and conclusions
during pre-trial investigation and trial
with issues requiring relevant specific
expertise and skills” (Part 1 of Article

. URL: https://zakon.rada.gov.ua/laws/
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71 of the Criminal Procedure Code of
Ukraine) .

Conclusions

We propose to amend Part 2 of Article
71 of the Criminal Procedure Code of
Ukraine as follows: “A specialist may be
engaged to provide direct technical assistance
(photographing, drawing up diagrams,
plans, drawings, sampling for examination,
conducting a review of electronic data,
etc.) to the parties to criminal proceedings
during pre-trial investigation and hearing,
as well as to provide conclusions in the cases
provided for in paragraph 7 of part four of
this article”.

Taking into account the above, to Part
7 of Art. 237 of Criminal Procedural Code
of Ukraine needs to be amended to provide
for participation of specialist during
electronic data review on behalf of the
investigator, prosecutor and investigator
during the pre-trial investigation of
criminal misdemeanors. A specialist
not only has the special knowledge and
understanding of how to properly obtain
electronic data from Wi-Fi router, which
will include information about MAC
addresses: he has the necessary technical
equipment, devices and instruments that
can contribute to obtaining digital traces
committing a cybercrime without losing
or corrupting such data. Therefore, we
propose to set out Part 7 of Art. 237 of
Criminal Procedure Code of Ukraine in
the following wording: “During inspection,
the investigator, the prosecutor or specialist
involved on their behalf has the right to
measure, photograph, sound or video record,
search, identify and record electronic
data, draw up plans and schemes, make
graphic images of the inspected location or

35 KpuMiHaibHUI IIPOIeCYaNbHUMN KOZEeKC YKpaiHM ...
show/4651-17#Text (date accessed: 17.10.2023).

individual items, make prints and casts,
inspect and seize items and documents
relevant to criminal proceedings. Items that
are withdrawn from circulation by law are
subject to withdrawal regardless of their
relation to criminal proceedings. Confiscated
things and documents that do not belong
to items that have been withdrawn from
circulation by law are considered temporarily
confiscated property”.

Summarizing analysis of the electronic
data term, we come to the following
conclusion: “electronic data is information
contained in Wi-Fi routers, as well as actual
data on MAC addresses, IMEI and IMSI of
mobile devices, which the prosecution can use
to search for a suspect or a group of persons
in order to prosecute them”. We consider
it appropriate to apply the provisions
and conclusions of this author’s research
on crime detection and investigation,
investigative and forensic expert activities.

YcraHoB/IeHHA 0C00H,
Mi/503PI0BAHO] Y CKOEHHI KiGep3/10unHy
3 BUKOpUcTaHHAM WiFi-TeXHOIoTii
FOpiii Hizoeues, Oaez Ilapguno,
Oaez Ilnaxomuik

Mema cmammi — docaidumu numaHHs
sukopucmauus  WiFi-mapwpymusamopis
ma iHgopMayii, 4Ky 80HU MiCMAmMy, nid uac
PO3CAIdy8anHA KIbEep3NOHUUHIB, YUUHEHUX 13
suxkopucmauuam WiFi-mexHonoeii, Sk Me-
mody, e¢pekmugH020 045 BCTMAHO8/1EHH Ni0-
03ptosanoi ocobu abo epynu ocib 3 nodanv-
WUM BUBHAYEHHAM MICUYS 1X 3HAXOOHCEHH.
s docsienen s nocmasaenoi memu 3acmo-
COBAHO 3A2ANbHOHAYKO8L Ma CneyiaabHi
Haykosl memodu docaidxcenHs. Onpauyvo-
8AHO Pi3HI MemoOdu4Hi pekomeHOauii 1000
sukopucmauus  WiFi-mapwpymusamopis
0n4a 8cmano6AeHHs MOOLALHO20 NPUCTPOIO
wLAaxXoM CyJ080-eKcnepmHo20 00CALOHCeHHA.

. URL: https://zakon.rada.gov.ua/laws/
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Haczonoweno, wo 8 pasi ckoeHHS Kibep3no-
wuny i3 3acmocysanuam WiFi-mapuwpymu-
3amopa, cneyianicm ma ekcnepm MOXYmo
BUKOpUCMAMU  MeXHIYHY  IHpopMayin
3 WiFi-mapwpymusamopa 04 idenmudi-
Kayii mobinvHo20 npucmpoi nidosposad-
Hoi ocobu 3a MAC-adpecow. Poszeasanymo
npobaeMHi NUMAHHA 13 BUABAEHHL 03HAK
npuxosyganns uyugposux caidie nid uac
CKOEHHA Kibep3nouuny. BukaadeHo npoue-
CyanvHull nopsdoKk ompumants docmymny do
WiFi-mapupymusamopis i3 Mmemown 6ecma-
HO8/1eHHs n1003p108anol ocobu nid uac oens-
dy, 0bwwyKy il po3caidysanna Kibep3nouUHIE.
Josedero, wo dami 3 WiFi-mapwpymu3sa-
mopie CNpusmuMymy He MiAbKU 8CTMAHO6-
/leHH10 N1003PI08AHLX OCIO Y KPUMIHAALHUX
nposadiceHHax Nnid uac po3caAidy8aHHs Ki-
bep3nouunie: yeil memod modxce 8UABUMUCS
YHi8epCanbHUM 0415 8CMAH08/1eHH Ni003pIo-
8aHUX 0CI0 Y KPUMIHAABHUX NPOBAOHEHHIX
i3 HenosHumu OaHumu. IIpoananizosano
MepMiH «Komn'tomepHi Jaui», 6103HA"eHO
ocobaugy ponwv cneyianicmay nposedenui oe-
110y KoMn'tomepHux 0anux i 3anponoHosa-
HO 3MiHUMU YUHHUL KpuminaavHuil npoye-
cyanvHuil Ko0ekc YKpainu @ 4acmuri yuacmi
cneyianicma 6 024201 KOMN 10MepHUX OAHUX
3a dopyueHHAM caid4020, npokypopa i Oi-
3Hasaua nid uac docy0o6020 po3cAidy8aHHs
KPUMIHAALHUX Tnpocmynkie. IlonoxeHHs
Ma BUCHOBKU aBMOPCbK020 00CAI0MEHHS
cmanymu y npueodi 8 onepamueHo-po3ULy-
Ko8ill, caiduiil i cydoso-ekcnepmHiil Oisab-
Hocmi.

Kaouoei caoga: xibepsiouunu; mapui-
pymusamopu;  WiFi-mexHonoeii;  enek-
MPOHHI KOMYHIKAUli; eneKmpoHHI JoKa3u;
yugposi caidu; poacaidysanns; cydosa ekc-
nepmu3sa; memoduuHi peKomMeHOayii.
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Research Problem Formulation

Initially, the subject matter of our research
has already received sufficient attention
in the national scientific literature, thus it
may not contribute significantly to scien-
tific value, as it primarily involves a review
of well-established key points in the de-
velopment of forensic economic examina-
tion. However, if we consider this scientific
matter as an issue of the transformation
of multi-format economic (technical and
economic, organizational and economic,
socio-economic) relations of social pro-
duction in historical epochs, identifying
characteristic features and patterns, these
issues acquire new, relevant content.

Analyzing the development of public
production as a set of socio-economic rela-
tions, the course of which can be described
by economic laws (general, specific or
those that operate in several socio-eco-
nomic formations or at one of the stages
of the social mode of production), allows
us to comprehend the deep cause-and-
effect relationships of the process of the
historical transformation of the economic
environment and, on this basis, to study
the relevant chronological changes in the
functioning of the judicial and legal sys-
tem, a crucial element of which is forensic
economic examination.

The economic activity of the society is
decisive concerning its other types. Giv-
en this indisputable fact of society’s vi-
tal functioning, it is possible to trace the

emergence and development of forensic
accounting expertise (its methodological
basis being specialized economic scienc-
es), which (as a result of the epoch-mak-
ing socio-economic transformations from
the 20™ to 21% centuries and the shift from
a command and control system of manage-
ment to a market-based one) has evolved
into forensic economic examination.

In our research (along with considering
the development of economic relations),
the issue of economic property relations
is of great importance (because the type of
property is of key importance for forming
the type of economic system) since they
are fundamental prerequisites for forming
and developing economic relations. Judi-
cial-legal system (in particular, forensic
economic examination, of which it is an
element) projects onto itself the entirety
of transformations of economic relations
caused by the action of property relations,
which gives grounds to consider this issue
as a cause-and-effect relationship, which
gives it a more prominent and deeper
meaning and determines the relevance of
the topic of our research.

Analysis of Recent Researches
and Publications

Well-known Ukrainian scientists have
devoted their works to the study of this
issue: M. Bilukha !, L. Dikan with co-au-
thors %, N. Klymenko and V. Fedchyshyna 3,

1 Binyxa M. T. CynoBo-OyxranaTepcbKa eKcliepTusa : migpydHuk. Kuis, 2004. C. 27—33.
2 [Jikanss JI. B., ITonikapos B. [I., Koxymko O. B. Cyz0Bo-eKOHOMIYHa eKCIIepTH3a : HaB4. M0Ci0.
XapkiB, 2014. 432 ¢ URL: http://repository.hneu.edu.ua/handle/123456789/7964 (date accessed:

20.11.2023).

Knumenxko H. I., ®egunniuna B. B. CyZoBo-eKOHOMIUHA eKCIIePTH3a: CyYaCHUI CTaH i aKkTy-

anpHi nutaHusg . Kpuminaaicmuunuii sichux. 2016. Ne 1 (25). C. 56—61. URL: http://nbuv.gov.ua/
UJRN/krvis_2016_1_11 (date accessed: 20.11.2023).
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0. Kovalenko 4, A. Oriekhova °, I. Panchen-
ko ¢ 1. Perevozova 7, V. Ponikarov
and O. Kozhushko & A. Cherednichenko °.
While acknowledging their creative contri-
bution to exploring the concepts of devel-
oping forensic economic examination, we
believe that this issue requires further re-
search related to the global transformation
of economic relations at both the national
and international levels.

Article Purpose

To explore the establishment and develop-
ment of forensic economic examination in
correlation with the development of eco-
nomic relations in public production and
to identify, based on this correlation, po-
tential future scenarios.

Research Methods

The methods of analysis, synthesis and
generalization are used to determine the
conditions for the development of forensic
economic examination at each stage, with
the identification of characteristic features
and patterns.

Main Content Presentation

Public production is the objective reality
and necessary condition for human life.
The history of mankind shows that the pri-
orities of human economic existence are
the basis for the development of all spheres
of human activity.

KoBasmeHko O. B. PO3BUTOK CyZOBO-eKOHOMIYHOI eKCIepPTHU3U B YKpaiHi . Kpumunaaucmu-
Ka u cydebnas sxcnepmusa. 2013. Beim. 58 (2). C. 482—488. URL: http://nbuv.gov.ua/UJRN/
krise_2013_58%282%29__91 (date accessed: 20.11.2023).

OpexoBa A. 1. IcTopuyHi acieKTu PO3BHUTKY cyzoBoi Oyxranrepii ik popmu KOHTDOTIO. Cman
Ma nepcnekmusu po3eUMKY eKOHOMIKU YKpainu 6 ymosax enobanizayii: meopis ma npaxmuxa :
KoJeKTuBHa MoHorpadis / 3a pea. O. O. Hemouarenko. Ymansb, 2014. URL: https://repo.snau.
edu.ua/bitstream/123456789/2151/1/%D0%9E%D1%80%D1%94%D1%85%D0%BE%D0%B2
%D0%B0%20%D0%90.%D0%86.%20%D0%86%D1%81%D1%82%D0%BE%D1%80%D0%B8
%D1%87%D0%BD%D1%96%20%D0%B0%D1%81%D0%BF%D0%B5%D0%BA%D1%82%D0
%B8%20%D1%80%D0%BE%D0%B7%D0%B2%D0%B8%D1%82%D0%BA%D1%83%20%D1%8
1%D1%83%D0%B4%D0%BE%D0%B2%D0%BE%D1%97%20%D0%B1%D1%83%D1%85%D0%
B3%D0%B0%D0%BB%D1%82%D0%B5%D1%80%D1%96%D1%97%20%D1%8F%D0%BA%20
%D1%84%D0%BE%D1%80%D0%BC%D0%B8%20%D0%BA%D0%BE%D0%BD%D1%82%D1%8
0%D0%BE%D0%BB%D1%8E.docx.pdf (date accessed: 20.11.2023).

ITanuenko I. A. Opraunisaris cyZoBo-OyXraJaTepcbKol eKCIIEPTU3HU: TEOPETHUKO-IIPAKTUYH] ac-
IIeKTH : aBTOped. JUC. ... KaHA. eKOH. HayK. KuiB, 2007. 21 c. URL: http://194.44.12.92:8080/jspui/
handle/123456789/1620 (date accessed: 20.11.2023).

IlepeBo3osa I. B. IcTOpUKO-PETPOCIIEKTUBHUI aHAII3 CTAHOBJIEHHS €KOHOMIYHOI €KCIIEPTU3U
B Vkpaiuni. Kyaemypa napodos IIpuuepromopous. 2013. Ne 256. C. 38—43. URL: http://dspace.nbuv.
gov.ua/handle/123456789/92336 (date accessed: 20.11.2023)

ITonukapos B. [I., Koxyuiko O. B. TeopeTuueckre OCHOBBI CTAHOBJIEHUS U Pa3sBUTHUS Cyne0d-
HO-9KOHOMUYECKOM 9KCIIepTU3bl B YKpauHe . Biznec-Ingopm. 2011. Ne 2 (2). C. 158—160. URL:
https://www.business-inform.net/export_pdf/business-inform-2011-2_2-pages-158_160.pdf
(date accessed: 20.11.2023).

YepepniueHko A. II. IcTopu4Hi acClleKTU CTAHOBJIEHHS Ta PO3BUTKY CyZOBO-eKOHOMIUHOI eKc-
neptusu B VKpaiui . Kpumunasucmuka u cydebuas sxcnepmusa. 2013. Bsim. 58 (1). C. 353—364.
URL: http://nbuv.gov.ua/UJRN/krise_2013_58%281%29__46 (date accessed: 20.11.2023).
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Economic and social aspects of society
and individual activity are prioritized in the
system of modern values .

The history of the emergence, estab-
lishment and development of forensic ac-
counting examination today is limited to
the history of accounting theory and prac-
tice, leaving aside the evolution of the use
of accounting knowledge in legal activi-
ties 1.

The starting point of our study is the
statement that the economy and econom-
ic relations are the basis for the formation
and development of other activities, so
the study of this multiform relationship
in the context of forensic economic activ-
ity is epistemologically sound. Until 2001,
forensic economic examination was called
forensic accounting, so we will use these
concepts in the chronological order of their
application.

First of all, it should be noted that fo-
rensic accounting examination arose out
of the practical need to assist law enforce-
ment agencies in the investigation of eco-
nomic crimes, having moved from a form
of control to a form of application of ac-
counting knowledge in the judicial process.
This transformation took place under the
influence of several factors (in particular,

10 ®imineHko A. C. OcHOBU
i HaB4. mocib.  Kwuis,

HayKOBUX
2005.

the emergence of accounting; accounting
performing the function of controlling the
preservation of the owner’s property; the
use of accounting data for making court
decisions; the complication of econom-
ic activity, which led to the occurrence of
offenses; low level of knowledge (or lack
thereof) in economics (e.g., accounting)
among law enforcement officials) *.

Therefore, for meaningful coverage

of the problem of our research, we will
consider the leading system-forming
blocks of forensic economic examination
which form its essence and are in constant
developmentanddynamicinterconnection:

» aretrospectiveofthetransformation
of economic relations, which
makes it possible to fully reflect
the development of forensic expert
activity in the economic sphere,
which was entirely dependent on
these processes;

« the emergence, development and
differentiation of humanitarian
knowledge (diverse economic
sciences) that accompanied these
processes, since the emergence of
forensic accounting examination
became possible only due to the
formation of economic sciences

Koucnexr JIeK-
https://kpdi.edu.ua/bib-

IIOCII/KEHb.
C. 38. URL:

11

12

lioteka/%DO%IE/%DO0%IE%D1%81%D0%BD%DO%BE%D0%B2%D0%B8%20
%D0%BD%D0%B0%D1%83%D0%BA%D0O%BE%D0%B2%D0%B8%D1%85%20
%D0%B4%D0%BE%D1%81%D0%BB%D1%96%D0%B4%D0%B6%D0%B5%D0%B-
D%D1%8C%20%D0%A4%D1%96%D0%BB%D1%96%D0%BF%D0%B5%D0%B-
D%D0%BA%D0%BE%20%D0%90.%D0%A1..pdf (date accessed: 20.11.2023).

OpexoBa A. I. Op. cit. URL: https://repo.snau.edu.ua/bitstream/123456789/2151/1/%D0%9E%D
1%80%D1%94%D1%85%D0%BE%D0%B2%D0%B0%20%D0%90.%D0%86.%20%D0%86%D1%
81%D1%82%D0%BE%D1%80%D0%B8%D1%87%D0%BD%D1%96%20%D0%B0%D1%81%D0%
BF%D0%B5%D0%BA%D1%82%D0%B8%20%D1%80%D0%BE%D0%B7%D0%B2%D0%B8%D1
2%82%D0%BA%D1%83%20%D1%81%D1%83%D0%B4%D0%BE%D0%B2%D0%BE%D1%97%20
%D0%B1%D1%83%D1%85%D0%B3%D0%B0%D0%BB%D1%82%D0%B5%D1%80%D1%96
%D1%97%20%D1%8F%D0%BA%20%D1%84%D0%BE%D1%80%D0%BC%D0%B8%20%D0%
BA%D0%BE%D0%BD%D1%82%D1%80%D0%BE%D0%BB%D1%8E.docx.pdf (date accessed:
20.11.2023).

ITanuenko I. A. Op. cit. C. 6. URL: http://194.44.12.92:8080/jspui/handle/123456789/1620 (date
accessed: 20.11.2023).
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based on the study of economic
relations (primarily accounting,
which is rightly considered their
mother science);

judicial and legal system as
a procedural field in the application
of the functional purpose of
forensic economic examinations,
the species composition of
which tends to increase due to
the complication of economic
relations.

At the same time, it should be
remembered that the history of economic
accounting predates the history of the
judicial system, but only the emergence
of the judicial system has led to the need
to analyze economic accounting data,
i.e., forensic accounting. This confirms
the thesis that economic relations prevail

These system-forming blocks have
their respective content: the first and
second —economic, the third — procedural

and legal.
The economic content of forensic
accounting examination is the

implementation of knowledge system in
the field of accounting, finance, audit,
inspection, economic analysis, etc. These
features related to the use of specific
expertice distinguish forensic accounting
examination as an independent type of
forensic examination. The procedural and
legal content of the examination is to define
it as a process governed by a system of rules
enshrined in law. From the procedural and
legal point of view, forensic accounting
examination is no different from other
forensic examinations 3.

The system-forming blocks and their

over all other relations in the activities of interaction are shown schematically
society. below.
Specialized
economic
sciences
. Forensic Forensic
Economic .
. >| accounting legal
relations o <
examination [< system
Procedural
legal
legislationo

Fig. System-forming blocks of forensic economic examination in their interaction

13 BoskoBal. A. CynoBo-6yxrajaTepcbka eKCriepTusa : Hapd. rmoci6. Kuis, 2009. C. 10. URL: https://li-
brary.nlu.edu.ua/POLN_TEXT/CUL/39-Sud_buh_Eksper-Volkova.pdf (date accessed: 20.11.2023).
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In the scientific literature (e.g., by
A. Panchenko), one can find a systematic
periodization of the formation and devel-
opment of forensic accounting examina-
tion, in which researchers consider the fol-
lowing main historical stages '*:

« I — the emergence of accounting
and, at the same time, forensic ac-
counting examination in the form
of control as its function, which
arose from the practical need to
apply accounting knowledge in re-
solving commercial disputes;

« II (17® century) — establishment
of particular institutes of expert ac-
countants, whose specialists con-
ducted examinations at the request
of the judiciary;

+  III (the beginning of 20% century) —
separation of the spheres of audit,
inspection and forensic accounting

examination;
+ IV (from the end of 1960s) — fo-
rensic accounting examination

becomes an independent field of
knowledge and with the advent of
thorough scientific research ac-
quires a theoretical basis.

A. Shelekhov considers three main
stages in the development of forensic ac-
counting °:

« I — formation of accounting prac-
tice, which covers the period from
the 30% century BC to the second
half of the 16™ century AD and in-
cludes two sub-stages (the emer-
gence and development of oral and
written counting). At this time, pri-
mary data on counting (account)
emerged and accumulated, cre-
ating the prerequisites for using
these data in finding out the truth;

« II — formation of the theory of ac-
counting and practice of forensic
accounting (second half of the 16t
century to the 20% century), when
new forms of accounting emerged,
theoretical knowledge about it was
formed, and the practice of their
application in legal activities was
established;

« III — formation of forensic ac-
counting, covering the period from
the 20 to the 21° centuries. At this
time, theoretical knowledge about
the practice of applying the theo-
ry of accounting in legal activities
(in particular, law enforcement)
emerges and accumulates.

Of course, these periods of development
and transformation of forensic accounting
expertise are rather conditional, because
they are based on the periods of the emer-
gence and development of accounting.

We will consider the stages of
development of forensic accounting
examination, choosing the transformation
of economic relations as the periodization
criterion both on a global scale (since
the emergence of the market and the
corresponding economic relations in
the classical form, as well as accounting
(without which forensic accounting
examination would not exist) are associated
with developed countries, and the cause-
and-effect relationship will be discussed
further), and taking into account the
national experience.

Stage 1: “The emergence of accounting”
(from the time of the first states to the
beginning of the Middle Ages)

During this period, socio-economic pre-
requisites emerged in their original form,

14 IlangeHko I. A. Op. cit. C. 6. URL: http://194.44.12.92:8080/jspui/handle/123456789/1620 (date

accessed: 20.11.2023).

15 Ilenexo A. O. Cyzosa Oyxrantepis : HaBd. mocib. Ozeca, 2010. C. 6. URL: http://dspace.oduvs.
edu.ua/handle/123456789/320 (date accessed: 20.11.2023).
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which later, after the emergence and de-
velopment of accounting, formed the basis
for the formation of specialized economic
knowledge.

First of all, it should be noted that in the
9% millennium BC, Mesopotamia developed
the first accounting system in the world his-
tory ¢ (although in its simplest form). The
first written documents on accounting date
back to that time, which is due to the pow-
erful economic development of this ancient
civilization, which left behind enough his-
torical facts of economic life.

In the Ancient World, there were cate-
gories of people (civil servants and officials
who had knowledge of primitive account-
ing and were literate) who controlled the
use of public funds Y7, and had authority in
the courts in resolving economic disputes
between different groups of the population.
These processes could arise only in the
conditions of the existence of a state, the
formation of which is associated with the
emergence of property relations (namely,
the right to ownership of surplus products).
They included the following individuals:

+ who controlled and checked the
use of the state treasury (treasur-
ers, royal controllers) for various
state or public needs (construction
of roads, buildings, water canals,
pyramids, etc.);

« knowledgeable in commercial mat-
ters, who were involved by one of
the parties in resolving commer-
cial disputes in courts (artisans,
merchants, moneylenders, etc.) to
prove their case or refute the evi-
dence of the opposing party.

Even then, there was a need for spe-
cialists who were literate and familiar with
monetary transactions due to their work,
and who were able to perform control or
audit functions (merchants, treasurers,
etc.): such specialists in the modern world
are expert accountants.

Historically, the emergence of econom-
ic accounting preceded the emergence of
the judicial system, so with its emergence,
courts began to widely use the data from
this accounting. Accounting recorded the
facts of economic life, i.e., actions and
events that caused or could have caused le-
gal consequences '®.

At the same time, the emergence of
forensic accounting examination was pre-
ceded by certain economic prerequisites,
without which it would not have existed at
all, so their analysis allows us to trace this
important cause-and-effect relationship.
The leading place in this is occupied by
property relations (they arose simultane-
ously with the emergence of the concept
of the state as one of the most important

16

17

18

Geschichte der Buchhaltung / BVBC. . URL: https://www.bvbc.de/baden-wuerttemberg/chronik/
geschichte-der-buchhaltung (date accessed: 20.11.2023) ; Die Geschichte der Buchfiihrung /
Rechnungswesenforum.de. =~ URL:  https://www.rechnungswesenbuch.de/geschichte_der_
buchfuehrung.php (date accessed: 20.11.2023).

IcTopig eKOHOMIYHHX y4eHb : migpydHukK. Y 2 4. Y. 1 / 3a pez. B./l. Basunesuda. Kuis, 2006.
C. 37, 41, 48.

OpexoBa A. I. Op. cit. URL: https://repo.snau.edu.ua/bitstream/123456789/2151/1/%D0%9E%D
1%80%D1%94%D1%85%D0%BE%D0%B2%D0%B0%20%D0%90.%D0%86.%20%D0%86%D1%
81%D1%82%D0%BE%D1%80%D0%B8%D1%87%D0%BD%D1%96%20%D0%B0%D1%81%D0%
BF%D0%B5%D0%BA%D1%82%D0%B8%20%D1%80%D0%BE%D0%B7%D0%B2%D0%B8%D1
%82%D0%BA%D1%83%20%D1%81%D1%83%D0%B4%D0%BE%D0%B2%D0%BE%D1%97%20
%D0%B1%D1%83%D1%85%D0%B3%D0%B0%D0%BB%D1%82%D0%B5%D1%80%D1%96
%D1%97%20%D1%8F%D0%BA%20%D1%84%D0%BE%D1%80%D0%BC%D0%B8%20%D0%
BA%D0%BE%D0%BD%D1%82%D1%80%D0%BE%D0%BB%D1%8E.docx.pdf (date accessed:
20.11.2023).
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institutions of society), which are of excep-
tional importance for all state-building and
social processes.

The priority of the property criterion
is determined, firstly, by the fact that prop-
erty is a multifaceted sociological category
with several aspects that reflects almost the
entire range of relations between individ-
uals, collectives, states and other entities.
Secondly, the type of economic property
(for means of production, labor results,
property management, etc.) determines
socio-economic progress in society and the
formation of the most powerful incentives
to work. Thirdly, comprehensive human
development involves not only the progress
of the human worker but also the progress
of the human owner.

The presence and degree of develop-
ment of commodity-money relations is
a specification of the property criterion. In
this regard, a distinction is made between
natural and commodity production, mar-
ket, free market, socially oriented market
and regulated market economies .

I. Perevozova calls the emergence and
development of writing the objective pre-
requisites for the emergence of economic
examination (along with the emergence of
the state and financial and economic rela-
tions) ?. The history of accounting in West-
ern European countries (e.g., in Germany
at the time) and in Kievan Rus dates back to
the accounting in the centers of education
and culture of the time — monasteries and
churches .

Therefore, it can be argued that the
prerequisites for the emergence of forensic
accounting expertise are directly related to
property relations (of course, in their more
advanced form, which occurred much
later), the control over the observance of
which, as well as the protection of the in-
terests of their participants following the
rules of the time (for example, the collec-
tion of laws “Russian Truth”, “Arthashas-
tra”, “Guan Tzu”) was carried out by the
state %

It is worth noting that in the times of
Kievan Rus, expert documents were devel-
oped and submitted to the princely court
by written persons familiar with economic
accounting (dyaks, clerks, translators, in-
terpreters, etc.) .

Essential aspects of the stage: the pre-
requisites for the emergence of forensic
accounting examination are related to the
emergence of property relations, which are
the basis of economic relations.

Stage 2: “Forensic accounting examination
at the stage of commodity production”
(Middle Ages)

During this period, the productive forces
gradually developed, creating conditions
for the emergence of a new, market (cap-
italist) mode of social production and its
characteristic economic relations at the
next stage.

An important factor of this stage, which
had a huge impact on the economic life of
Europe and the world and which explains

19 MouepHuii C. B., Jlapina fI. C. [loniTeKOHOMIs : MiAPYIHUK / 3-T€ BUZ., 1epepod. i gomos. Kuis,

2006. C. 66—67.

20 IlepeBosoma I. B. Op. cit. C. 39. URL: http://dspace.nbuv.gov.ua/handle/123456789/92336 (date

accessed: 20.11.2023).

21 Binyxa M. T. Op. cit. C. 29 ; Die Geschichte der Buchfithrung. URL: https:/www.
rechnungswesenbuch.de/geschichte_der_buchfuehrung.php (date accessed: 20.11.2023).

22 IcTOpis eKOHOMIYHUX y4eHb ... . C. 37, 41, 48.

23 IlepeBo3soBa I. B. Op. cit. C. 39. URL: http://dspace.nbuv.gov.ua/handle/123456789/92336 (date

accessed: 20.11.2023).
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the course of many economic processes of
that time, is the geographical discoveries
(late 15"~ 17" centuries), which resulted
not only in the discovery of new lands that
later turned into new markets for goods
but also in the enormous influx of pre-
cious metals (gold and silver) to Europe.
For this period, the emergence of the
first banks providing loans with interest to
entrepreneurs and merchants, as well as
exchanges as one form of trade, is noted.
By the way, the first international stock
exchange appeared in 1460 in Antwerp
(modern-day Belgium). In general, the
purpose of the exchange (both commod-
ity and stock) is not to provide the econ-
omy with capital or raw materials but to
organize, regulate, and standardize capital
markets, commodities, and so on %,
These socio-economic transforma-
tions in Europe gave a powerful impetus
to the development of trade and industry,
which contributed to an increase in fi-
nancial flows and trade turnover between
their participants. This required appropri-
ate financial control over business opera-
tions, which was of interest to merchants,
bankers, landowners, and the state. These
economic transformations created a need
for people with knowledge of accounting.
At the same time, another import-
ant event took place in scientific and

economic life - accounting was final-
ly formed (in a much more advanced
form), which, although dating from the
13" century, is more often associated
with 1494, when Luca Pacioli published
a fundamental work on accounting “The
sum of arithmetic, geometry, proportions
and proportionality”, which contained
a separate section entitled “Treatise on
Calculations and Records” % (there is no
consensus on the time of its appearance).

Of course, the emergence of account-
ing was facilitated by economic life itself
(to organize the ever-increasing volume
and intensity of commodity exchange
transactions), so it is quite understandable
why it became the foundation (mother sci-
ence) and the most important tool of fo-
rensic accounting. Accounting was spread
unevenly in European countries.

Forensic economic examination, in
the modern sense, emerged in the 13%-
17% centuries, when the first institutions
of experienced persons in the field of ac-
counting and reporting were formed to
verify calculations whose reliability was
questioned and challenged in various in-
stances *. Therefore, it is quite reasonable
to assume that with the emergence of ac-
countants as a separate institution, courts
began to engage them to assist in resolving
commercial disputes.

24 BypxoBcbka A. B., BypkoBcbkutii I. [I., Jlynkiza T. [. Oco611BOCTI BUHUKHEHHS 1 pO3BUTKY Gipix
y KpaiHax cBiTy. Haykoguil 6iCHUK Yo20po0cbko20 HAUiOHAAbHO20 YHisepcumenty. 2015. Bum. 3.
C. 51—52. URL: https://dspace.uzhnu.edu.ua/jspui/bitstream/1ib/12837/1/%D0%9E%D0%A1
%D0%9E%D0%91%D0%9B%D0%98%D0%92%D0%IE%D0%A1%D0%A2%D0%86%20%D0%
92%D0%98%D0%9D%D0%98%D0%9A%D0%9D%D0%95%D0%9D%D0%9D%D0%AF%20%-
D0%86%20%D0%A0%D0%9E%D0%97%D0%92%D0%98%D0%A2%D0%9A%D0%A3%20
%D0%91%D0%86%D0%A0%D0%96%20%D0%A3%20%D0%9A%D0%A0%D0%90%D0%87%D
0%9D%D0%90%D0%A5%20%D0%A1%D0%92%D0%86%D0%A2%D0%A3.pdf (date accessed:

20.11.2023).

25 Kopsiria M. B., ik M. }0. OcHOBY HayKOBUX JOCTI/PKEHD : HaBY. 1ocib. / 2-re Bu,., crep. Kuis,

2017. 622 c.

26 CimaxoBa-EdpemsH E. B., Pegopenxko B. JI., CBuprgosa JI. B. Ta in. Kinacudikariis cyzoBux exc-
neptus : MoHorpadis / 3a 3ar. pez. E. B. CimakoBoi-€bpemsan. Xapkis, 2021. C. 386. URL: https://
nncise.org.ua/diyalnist/naukova (date accessed: 24.11.2023).
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The practice of applying accounting
knowledge in courts since the 15" centu-
ry has led to a distinction between forms
of special accounting knowledge used in
procedural and non-procedural forms ?’:
accounting data was used to control the
safety of a merchant’s property in courts,
and elements of examination were used
to verify the reliability of accounting
data.

The evolution of private property (the
right to transfer it), capital, trade (ex-
change of goods), credit, writing (to keep
permanent records), money, and arithme-
tic (as a means of calculation) led to a sig-
nificant event for accounting — the intro-
duction of double entry (accounts of own
funds were added to the list of accounts of
simple accounting), which contributed to
the formation of a new theory of account-
ing: The rights and obligations of business
entities were no longer considered as ob-
jects of accounting (real estate, goods,
money) *, which significantly affected the
requirements for the use of an accoun-
tant’s special knowledge in courts.

At the same time, the first legislative
acts regulating the use of specific exper-
tise (in particular, accounting) in legal
practice were adopted at the state level .

Essential aspects of the stage: the emer-
gence of the accounting profession and
the emergence of double-entry book-
keeping; courts began to hear accoun-
tants as experts who could apply specific
expertise in procedural and non-proce-
dural forms.

Stage 3: “Forensic accounting
examination at the stage of formation of
market relations” (early 16" - late 19"
centuries)

During this period, the driving force of
social production was the Industrial Rev-
olution, which began first in England and
later took place in all Western Europe-
an countries at different times, bringing
about tremendous socio-economic trans-
formations and introducing a new mode
of production, the market (capitalist)
economy.

The results of the Industrial Revolu-
tion gave a powerful impetus to the de-
velopment of production, trade, and ac-
counting. The evolutionary changes in
accounting occurred in the introduction
of important aspects of its management,
which changed the reflection of income
and expense accounting, profit and loss to
collecting data on the costs of manufactur-
ing a unit of production, and the concepts
of “capital accounting”, “depreciation of
fixed assets”, “relations with sharehold-
ers”, “profit”, as described in the works of
the authors of that time *.

The role of economic science in these
processes was direct: it reflected these
changes and at the same time generated
them. In addition, in the seventeenth cen-
tury, science turned into a special social
institution. At the end of the seventeenth
century, the first scientific revolution
turned into an industrial revolution, which
resulted in the development of a capitalist
industrial society. Since then, the develop-

27 IlepeBosoBa I. B. Op. cit. C. 39. URL: http://dspace.nbuv.gov.ua/handle/123456789/92336 (date

accessed: 20.11.2023).

28 IllenexoB A. O. Op. cit. C. 6—9. URL: http://dspace.oduvs.edu.ua/handle/123456789/320 (date

accessed: 20.11.2023).
29 Tawm camo.

30 Tominin O. O., FaBpuiora O. A., MupomHudeHKo A. O. Teopist GyxranTepchkoro obIiKy : HaBd.
mocib. IloxTara, 2011. C. 9—10. URL: https://dspace.pdau.edu.ua/handle/123456789/8881 (date

accessed: 20.11.2023).
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ment of science has been largely driven by
the needs of science and production .

In the middle-19th century, account-
ing was significantly improved: the Ital-
ian Francesco Villa revealed the legal and
economic aspects of accounting in its es-
sence (control over the organization of the
economy and property, which involves the
preservation of values and the efficiency
of their use; ensuring maximum results
at minimum costs), thanks to which ac-
counting turned into an independent the-
oretical discipline with its own categorical
apparatus and principles of conduct *.

Thus, the second half of the 19t cen-
tury can be considered the time of the
formation of accounting as a science.
Subsequently, the theoretical and meth-
odological basis of accounting made it
possible to use it in forensic accounting.
However, it should not be assumed that
forensic accounting expertise as such
was developed solely due to accounting,
as it was influenced by other economic
sciences.

In the middle-19th century, joint-stock
companies emerged and spread in Euro-
pean countries (including Ukraine, a large
part of which was then part of the Russian
Empire) due to the complexity and im-
provement of economic relations, the con-
centration of production, and the need to
combine different types of capital. A char-
acteristic feature of joint-stock compa-
nies is that they raise resources by issuing
shares, which, when traded on stock mar-
kets, provide significant speculative prof-
its. These processes are directly related to
the activities of banks that lend to industry

31 ®inineHKo A. C. Op. cit. C.

(primarily to sectors of the economy with
above-average profit margins).

The intensive development of trade,
economic and banking activities resulted
in a significant number of debt obligations
and claims to them, the complexity of ac-
counting and collateralization of which, in
turn, led to numerous lawsuits and court
proceedings, which required legal regula-
tion of accounting. Of course, the very na-
ture of the market economy (we mean the
market at the highest stage of its develop-
ment), which is characterized by certain
irregularities and chaos (unemployment,
periodic crises due to overproduction,
etc.), contributed to economic disruption
to some extent.

Essential aspects of the stage: the trans-
formation of accounting into a scientific
discipline, which, thanks to the meth-
odological framework, has become the
mother science of forensic accounting.

Stage 4: “Forensic accounting
examination in the conditions of devel-
oped market relations” (20 century)

When characterizing this stage, we will
not cover the organizational aspects of
the development of forensic accounting
examination, which are caused by purely
administrative measures. Instead, follow-
ing the economic approach, we will focus
on its landmark moments, established by
economic factors.

At this stage, the type of our country’s
economic system changed from mar-
ket to command-and-control (directive
planning). Since the 1920s, the national

12—13. URL: https://kpdi.edu.ua/bib-

lioteka/%DO%9E/%DO0%IE%D1%81%D0%BD%DO%BE%D0%B2%D0%B8%20
%D0%BD%D0%B0%D1%83%D0%BA%WDO%BE%D0%B2%D0%B8%D1%85%20
%D0%B4%D0%BE%D1%81%D0%BB%D1%96%D0%B4%D0%B6%D0%B5%D0%B-
D%D1%8C%20%D0%A4%D1%96%D0%BB%D1%96%D0%BF%D0%B5%D0%B-
D%D0%BA%D0%BE%20%D0%90.%D0%A1..pdf (date accessed: 20.11.2023).

32 Kopsria M. B., 9ik M. 10. Op. cit.
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economy began to operate in a planned
mode, which affected the form of econom-
ic relations, as well as the development of
economic sciences that explained them.

With the growth of the state sector of
the economy in the USSR and the near dis-
appearance of enterprises of other forms
of ownership (collective farms were effec-
tively controlled by the state), the range of
issues addressed by forensic accounting
examination regarding the procedure for
accounting and preservation of socialist
property has hardly changed. However,
in the context of total planning of the ac-
tivities of state-owned enterprises, when
the criteria for evaluating their efficiency
were the fulfillment of targets and the in-
troduction of new forms of remuneration,
there was a need to solve problems of qual-
itative and quantitative characteristics of
processes related to non-compliance with
planning and economic discipline. This
required the use of other research meth-
ods and techniques, some of which were
borrowed from economic statistics, math-
ematics and planning, but most of all from
economic analysis *.

In the judicial and legal system, in ad-
dition to traditional forensic accounting,
there was a need for planned economic
examination. In the 1960s, forensic ac-
counting examination developed into an
independent field of knowledge *, which
was explained by its enrichment with the
methodology of economic sciences.

In the 1990s, the national economy
shifted to a market model, which led to
a change in the format of economic rela-
tions between a significant number of its
actors represented by different forms of
ownership and management. In the con-
text of the formation of a market econo-

my and the corresponding infrastructure,
the legal framework that regulated the
activities of business entities was some-
times contradictory. Under such circum-
stances, the number of economic crimes
typical of a market economy increased
(illegal privatization, bankruptcy, finan-
cial fraud with securities, etc.). When in-
vestigating complex economic violations,
forensic authorities required special eco-
nomic knowledge, which eventually led
to the emergence of new types of forensic
accounting examinations (financial and
credit, taxation, securities transactions,
etc.), which required appropriate classifi-
cation and a change in the names of vari-
ous types of forensic examinations in the
field of economics to forensic economic
examinations. In addition, the field of re-
search of an economic specialist went be-
yond purely accounting (for example, the
study of securities transactions).

Essential aspects of the stage: forensic
accounting examination has emerged as
an independent field of knowledge.

Stage 5: “Forensic economic examination
in the period of digital economy” (from the
beginning of the 21 century to the present)

The transition of economic relations
to a qualitatively new level (division of
labor, specialization, cooperation, and
intensification) in the early twentieth
century in various countries of the
world required comprehensive scientific
research and the search for methods to
minimize production costs, which became
possible through the use of a theoretical
and methodological framework:
« general  economic
(economic  theory,

sciences
political

33 CimaxoBa-€dpewmsH E. B., Pegopenko B. JI., CBupugosa JI. B. ta in. Op. cit. C. 386. URL: https://
nncise.org.ua/diyalnist/naukova (date accessed: 24.11.2023).

34 Ibidem.
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economy, national economic
management theory, etc.);

« specific  economic  sciences
(functional (interdisciplinary)
sciences that study aspects of
economic system development —
finance, credit, labor economics,
pricing, etc., as well as sciences
that study sectoral specifics
industrial, agricultural, transport,
etc. Among the economic
sciences, a special place is
occupied by the sciences that
study quantitative relationships
and statistical patterns of
economic systems - economic
statistics, accounting, economic
programming, etc.) *.

We would like to draw attention to the
following important aspect: economic
analysis, which is widely used today
in forensic economic examinations, is
a “synthesized science formed by integrating
several economic sciences” *¢; it originated
in the intensification of social production,
when, in the context of increased
competition, the number of business
entities increased, which required
analysis of their economic activities to
make effective management decisions.

Thus, the emergence of specific
economic sciences and the cause-and-
effect relationships between them
contributed to the formation and
development of forensic accounting
examination and enriched it with
methodological tools.

It is interesting to analyze from the
economic point of view the importance

and role of the state in these processes.
Since the establishment and formation
of the market economy, the economy has
been developing by impulses (depending
on periodic crises of overproduction,
the formation of monopolies, and sharp
differentiation of society). Given the
results of market self-regulation, since
the 1930s, developed countries have faced
an objective and urgent need to combine
state regulation of the economy with
market instruments of self-regulation.

As of today, regulation of the economic
system with a significant number of
subsystems and interactions between
them is the prerogative of the state.
The economic system itself is a set of
interrelated and appropriately organized
elements (productive forces, economic
relations, and the economic mechanism).
In its turn, the system of economic
relations includes technical and economic
relations (on the creation and use of tools
and objects of labor), organizational and
economic relations (on the application of
methods and techniques of organization
and management of social production)
and socio-economic relations (property in
the economic sense of the term) .

That is why, in order to ensure the
development of the economic system,
the state, on the one hand, must have
a certain informative database necessary
for making managerial decisions on
balancing the economic system and its
subsystems (primarily on regulating
property relations), and on the other
hand, the state’s prerogative is also to use
the judicial and legal system to protect the

35 ExoHoMmiuHa eHnukiaonezid. ¥V 3 1. T. 1/ peaxoi.: C. B. MouepHuii (Bigm. pex.) Ta in. Kuis, 2000.

C. 479.

36 ®epopummuba JI. I. BUTOKU PO3BUTKY €KOHOMIYWHOIO aHai3y. [IputopHOMOpPCHKL eKOHOMIUHI
cmydii. 2016. Bum. 11. C. 234. URL: http://nbuv.gov.ua/UJRN/bses_2016_11_52 (date accessed:

20.11.2023).

37 Mouepsrutii C. B., Jlapina f. C., Vcrenko O. A., I0piii C. I. EKOHOMIYHUI eHIIUKIOIeJUIHNN
cnoBHUK. Y 2 T. T. 1/ 3a peg. C. B. ModepHoro. JIbBiB, 2005. C. 204.
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interests of all participants in economic
relations (primarily the state, which,
according to the Constitution, protects the
interests of the Ukrainian people).

We would like to note one more
important aspect: the above-mentioned
economic measures of state influence on
the economy have played, are playing and
will continue to play a leading role in the
formation and development of the institute
of forensic economic examination, which
is due to the fundamental law of systematic
economic development at the present
stage.

Let’s examine the essential areas of
government regulation in the economy *:

1) the system of productive forces in
general and each of its elements in
particular;

2) economic property relations (for
example, its individual forms: joint-
stock, state, etc.);

3) technical and economic relations
(for example, the concentration of
production, its specialization, etc;);

4) organizational and economic relations
and, above all, management.

From the foregoing, we conclude that
state regulation of the economy involves
primarily the regulation of economic
relations, which (in the event of their
violation in the economic system) are
indirectly related to forensic economic
examination (since it examines their
economic side).

Modern forensic economic
examination has a developed
methodological framework that allows
for a complete study of the economic
side of an economic offense. As is well
known, each method contains a certain
set of techniques (e.g., documentary
verification, comparison of documents,
modeling), the number of which has

38 ExoHOMiYHA €HIIUKIONeAid ... . C. 323.
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a natural tendency to increase with the
development of the theory and practice of
forensic economic examination.

At the same time, economic
transactions at the end of the 20% century
and today are actively developing due to
the use of information and communication
technologies, rapid digitalization of some
processes of economic life and the use
of artificial intelligence, which soon will
change the form of economic relations
and will require forensic economic
examination to develop new research
methods (some of which can be created
with the help of artificial intelligence).

Based on the study of the development
of forensic economic examination at the
considered stages, it is possible to identify
its most important features and patterns:

« the emergence of the concept

of property is a starting point,
a prerequisite for the formation
of the judicial system and,
accordingly, the institute of
forensic economic examination
as an element of the judicial and
legal system, since economic
violations are always associated
with the right of ownership (of an
individual or legal entity, the state)
to an object;

+ theformation of forensiceconomic

examination is associated with
a certain level of development of
economic relations and related
economic sciences (formation
of market infrastructure, the
dominant role of the state in
regulating economic processes
and social production within
the functioning of the economic
system);

« the crucial role of the state in the

formation of forensic accounting
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examination as a necessary
element of the judicial and legal
system and a state institution
for protecting the interests of
participantsin economic relations;
+ the number of forensic economic
examinations decreases as the
level of economic crime decreases
and vice versa.

The state of economic relations is
determined by the level of economic
stability (economic security), in which
the state is particularly interested.
Forensic economic examination as an
element of the judicial and legal system
(except for procedural nature) to some
extent performs preventive functions
(by providing suggestions to judicial and
investigative authorities on preventing
economic violations in the economy),
which is also one of the indirect indicators
of the state of the national economy.

Economic relations are directly relat-
ed to the issue of property, and the con-
sequences of violation of property rights
(material losses, lost profits, shortages,
etc.) in the economic plane are the subject
of forensic economic examination.

The issue of ownership and the ratio
of its types (state, collective, private, com-
munal, mixed) in the national economy is
one of the leading factors in the progress
of social development (forensic economic
examination is indirectly related to them
through the mediation of forensic investi-
gative bodies).

According to Article 13 of the Con-
stitution of Ukraine: “the land, its sub-
soil, atmosphere, water and other natural
resources within the territory of Ukraine,
natural resources of its continental shelf and
of the exclusive (maritime) economic zone

shall be the objects of property rights of the
Ukrainian people. Government authori-
ties and local government shall exercise the
ownership rights on behalf of the Ukrainian
people within the limits determined by this
Constitution” *.

Thus, the transfer of natural monopo-
lies and large enterprises to state owner-
ship will help restore the balance between
state, private, and municipal ownership.
The state plays a crucial role in the func-
tioning of the economic system, which
already implies its transformation into
a major participant in economic relations.
Moreover, the global nature of these re-
lations does not always mean positive re-
sults for the national economy. In today’s
environment, the state, acting on behalf
of and in the interests of the Ukrainian
people, must always protect national eco-
nomic interests. That is why this set of
measures will undoubtedly have a pos-
itive impact on the economic stability of
the state, and thus on reducing the level
of economic crime through a more con-
trolled impact on the development of eco-
nomic relations.

Conclusions

Forensic economic examination has un-
dergone a lengthy evolution as a crucial
state institution. As an effective tool of the
judicial and legal system and the embod-
iment of the principles of legality, inde-
pendence, objectivity and completeness
of research, it reflects the complex and
contradictory results of economic rela-
tions, which always have the potential for
improvement.

Of course, the functional purpose
of forensic economic examination is to

39 Koucrurymis Ykpainu : 3akoH Vkpainu Biz 28.06.1996 p. Ne 254k/96-BP (3i 3miH. Ta omnos.). URL:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%804#Text (date accessed:

05.11.2023).
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provide important evidentiary sources of
information to the needs of judicial and in-
vestigative authorities. However, the most
important thing is that economic exam-
ination (as any element of the judicial and
legal system) should protect the economic
interests of the Ukrainian people.

CTaHOBJ/ICHHS T PO3BUTOK
CYyZ0BOi €KOHOMIYHOI eKCIIePTU3HU
B YKpaiHi
Oaexciii Topaauyx

Cy0osa eKOHOMIYHA eKCTepmU3a K 8adxc-
Auguil JepacasHuil IHCMuUmMym onocepedkosa-
HO 81006padicae cmar eKOHOMIYHUX 8IOHOCUH,
OCKIAbKU 00CAIONHCYE 1X Y NpouecyanvHoMmy
10/, BUKOPUCTIOBYIOULL MemMOJ0A02IUHY 6a3y
eKOHOMIYHUX Hayk. Memoio cmammi € docai-
OJCeHHA KAIOHOBUX emanie po3eUMmKy eKoHo-
MIUHOL eKcnepmu3su 3aaexHo 810 e8onoyil
eKOHOMIYHUX 810HOCUH. Poseasnymo emanu
po3sumxy cydogoi eKOHOMIYHOL eKcnepmu3u
3 BUKOPUCTAHHSM Kpumepio mpaucgopma-
Yii eKOHOMIYHUX BIOHOCUH. 3acrocosyiouu
memodu aHanizy, cunmesy il y3azanvHeHHs,
BU3HAYEHO YMOBU PO3BUMKY CY0080i eKOHO-
MIUHOL eKCnepmu3u Ha KOXCHOMY 3 emanie
i3 BUOKPEMACHHAM XaApakmepHUX 0cobau-
gocmell i 3akoHomipHocmeil. HanexHy ysazy
npudiieHo NUMAHHAM BIOHOCUH eKOHOMIY-
HOI 84ACHOCTNL K PYWIIHOL CUAL eKOHOMIY-
Hux 8i0HOCUH. OCKiAbKU eKOHOMIYHI 810HO-
CUHU 6e3n0cepedHbo N08’A3aHI 3 NUMAHHAM
npae 8AAcHOCMI, MO pe3yAbmamu nopyuleHb
Yux npas 8 eKOHOMIYHIl NAOWUHL € Tpeo-
memom  JocaiOnceHHs €Y0080i eKOHOMIUHOL
eKcnepmu3u, SKy npusHavame cydoeo-caio-
4i opeanu. Posenanymo npogioHi cucmem-
HO-YMeopl8anvii 610ku cy0080i eKOHOMIU-
HOI excnepmua3u, SKi popmyoma ii Cymuicmeo
i nepebysaiomv y noCMitiHomy OUHAMILHOMY
PO3BUMKY ma 83aemM038’a3ky. IIpoananisosa-
HO emanit po3gumky cy0060-6yxzanmepcvkoi
excnepmua3u, sk kpumepiii nepioduzayii pos-
2AAHYMO MPAHCPHOPMALTI0 eKOHOMIUHLUX 810-
HOCUH Y C8IMO060MY UL HAYIOHANLHOMY MACUL-

mabi. Po3kpumo poav depicasis 8 po3guUmrosi
eKOHOMIYHUX HAYK 1 CY0080-0yXxeanmepcvkol
excnepmu3u.

Katouo06i cao8a: cydosa eKOHOMIHA eKc-
nepmu3a; cydogo-0yxeaamepcoka excnepmu-
3d; eKOHOMIYHI 8I0HOCUHL; eKOHOMIYHI Ha-
YKU; cycninvHe 8UpoOHUYMEO.
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Research Problem Formulation

Forensic expert activity is generally regu-
lated both in Ukraine and in the rest of the
world !. At the same time, in the field of do-
mestic forensic veterinary medicine, pro-
cess of forming a theoretical base, develop-
ing forensic methods and guidelines, and
creating reference literature continues up
to day, since it was introduced in Ukraine
only in 2019.

Arsenal of forensic veterinary
medicine was quickly replenished with the
latest researches 2. In particular, scientists
of Kharkiv Scientific School of Forensic
Veterinary medicine developed guidelines:
Rules of Forensic Veterinary Determination

of the Severity of Damage Caused to Animal
Health” 3, Methods of Forensic Veterinary
Examination of Animal Corpses * and
Methods of Forensic Veterinary Examination
of Animals in order to Establish their Injury 5;
analyzed in detail the practice of forensic
veterinary examination of live animals
that have suffered serious bodily injuries,
resulting in injury °.

All these scientific achievements led
to formation of one more, if not the most
difficult and most important, area of
forensic veterinary medicine that is
determination of defects in veterinary
care (hereinafter referred to as VC) and
veterinary sanitary measures. The number
of such offenses, unfortunately, tends

1

CunoBepcbka T. I. MIXHapOZHUH JOCBiZ PO3CIIiZYBaHHS JKOPCTOKOT'O IIOBOKEHHS 3 TBApUHA-
MU Ta HaIpsIMU HOTO 3alPOBa/KEHHS Y BITYM3HIHY NMPAKTUKY. Haykosuil sicHuk ny6aiuHoz0
ma npusamuoeo npaga. 2019. Bum. 1. T. 1. C. 222—228. DOI: 10.32844/2618-1258.2019.1-1.38 (date
accessed: 07.10.2023) ; Cooper J. E., Cooper M. Veterinary involvement in forensic medicine.
The Veterinary Record. 2021. Vol. 189. Is. 6. Pp. 249—250. DOI: 10.1002/vetr.1004 (date accessed:
07.10.2023).

Skrypka M., Panikar I., Boyko Yu., Dmytrenko N., & Kurales O. Pathogenesis and pathomor-
phology of distraction trauma in the framework of pre-trial investigations of cruelty to animals.
Scientific Horizons. 2023. Vol. 26. No. 4. Pp. 54—64. DOI: 10.48077/scihor4.2023.54 (date accessed:
07.10.2023) ; Cepzroxkos f. K., [Ixyuzasa [. F0. lo nuTaHHA PO 3'SICyBaHHS JABHOCTI HACTAHHS
CMepTi y CBIICBPKUX KOTiB. Bemepunapis, mexnonozii meapuHHuymea ma npupodoKopucmy8ants.
2021. Ne 8. C. 65—69. DOI: 10.31890/vttp.2021.08.09 (date accessed: 07.10.2023).

fAnenko I. B., ITapunoscbkuii O. I. IIpaBuiia CyZ0BO-BeTepUHAPHOT'O BU3HAYEHHS CTYIIEHS TSIK-
KOCTi LITKOZ Y, 3aII0ZisTHOI 3ZI0pOB’I0 TBAPHHU (MeTOANYHI pekoMeHalil). Xapkis, 2022. 47 c.
fAnenko I. B., Kasanres P. I. MeToamMKa CyZ0BO-BeTepUHAPHOI eKCIIEPTHU3U TPYIIiB TBAPHUH. Xap-

fAnenko I. B. MeTozuKa CyZ0BO-BeTEpPUHAPHOIO JOCIIPKEHHS TBAPHUH 3 METOIO BCTAHOBJIEHHS

4
KiB, 2022. 336 c.
5
ix xasinTBa. Xapkis, 2021. 50 c.
6

Idem. BruinB HOBITHIX HayKOBUX 3Z,00yTKiB XapKiBChKOI HAYKOBOI IIKOJIU CYOBO-BETEPUHAP-
HUX eKCIIepTiB Ha eeKTUBHICTb IIPU3HAYEHHS Ta IPOBeZIleHHs CyZ0BO-BeTePUHAPHOI eKCIIep-
Tu3u. Progressive research in the modern world. Proceedings of the VI International Scientific and
Practical Conference (March 2—4, 2023). BoScience Publisher. Boston, USA. 2023. Pp. 27—44.
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MODERN-WORLD-2-4.03.23.pdf (date accessed: 07.10.2023).

58



Ivan Yatsenko. Forensic Veterinary Medicine Methods
for Determining Defects in Veterinary Care. DOI: 10.32353/khrife.4.2023.05

to increase. In view of this, the expert’s
opinion becomes an important piece of
evidence in initiated case (proceeding)
against veterinarians in connection with
their improper professional activity.
Instead, peculiarities of forensic
veterinary medicine in case of detection
of defects in veterinary activities in
regulatory documents, rules and methods
are mentioned only fragmentarily. The
lack of theoretical substantiation and
special methodological support of forensic
veterinary medicine regarding defects in
veterinary activities in case of negative
consequences of professional activity
of veterinarians does not meet modern
requirements of legal proceedings, causes
unreasonable refusals to conduct forensic
examination, substitution of forensic
examination with other procedural actions,

formulation in the procedural document
on appointment of forensic examination of
issues beyond forensic expert competence,
as well as the subjectivity of such forensic
examinations.

Analysis of Recent Researches and
Publications

The issues of defects in veterinary activ-
ity are detailed in particular in research
papers by : R. Munro “(Integrity and Lim-
itations of Forensic Veterinary Evidence);
C. Oxtoby 8, B. Gartrell i B. White °, C. A. Al-
exander-Leeder with co-authors!’, R. Low
i A. W. Wu "(various errors in veterinary
practice); J. Wallis with co-authors
G. M. Hayes with co-authors * (harm
from professional errors of veterinarians);
E. H. Hofmeister i L. Love **, M. Turner 5,

10

11

12

13

14

15

Munro R. Viewpoint: Integrity and Limitations of Forensic Veterinary Evidence. Journal of Com-
parative Pathology. 2022. Vol. 199. Pp. 86—87. DOI: 10.1016/j.jcpa.2022.10.003 (date accessed:
07.10.2023).

Oxtoby C. Getting it right on mistakes. The Veterinary Record. 2019. Vol. 185. Is. 14. Art. 453. DOI:
10.1136/vr.15967 (date accessed: 07.10.2023).

Gartrell B., White B. Surviving clinical errors in practice. New Zealand Veterinary Journal. 2021.
Vol. 69. Is. 1. Pp. 1—4. DOI: 10.1080/00480169.2021.1840740 (date accessed: 07.10.2023).
Alexander-Leeder C. A., Guess S. C., Waiting D. K., Davidow E. B. Medical errors: Experienc-
es, attitudes and perspectives of incoming and outgoing final-year veterinary students in the
USA. The Veterinary Record. 2022. Vol. 191. Is. 3. Art. 1735. DOI: 10.1002/vetr.1735 (date accessed:
07.10.2023).

Low R., Wu A. W. Veterinary healthcare needs to talk more about error: For the wellbeing of our
patients and medical teams. Journal of Veterinary Internal Medicine. 2022. Vol. 36. Is. 6. Pp. 2199—
2202. DOI: 10.1111/jvim.16554 (date accessed: 07.10.2023).

Wallis J., Fletcher D., Bentley A., Ludders J. Medical Errors Cause Harm in Veterinary Hospitals.
Frontiers in Veterinary Science. 2019. Vol. 6. Art. 12. DOI: 10.3389/fvets.2019.00012 (date accessed:
07.10.2023).

Hayes G. M., Bersenas A. M., Mathews K., Lane W. G., LaLonde-Paul D. F., Steele A., Avellane-
da A. A multicenter observational study investigating care errors, staffing levels, and workload
in small animal intensive care units. Journal of Veterinary Emergency and Critical Care (San Anto-
nio, Tex.). 2020. Vol. 30. Is. 5. Pp. 517—524. DOI: 10.1111/vec.12991 (date accessed: 07.10.2023).
Hofmeister E. H., Love L. Patient safety culture is needed in veterinary medicine. Journal of the
American Veterinary Medical Association. 2023. Vol. 1. Pp. 1—5. DOI: 10.2460/javma.23.07.0370
(date accessed: 07.10.2023).

Turner M. Improving veterinary patient safety through systems analysis of clinical incidents.
The Veterinary Record. 2022. Vol. 191. Is. 12. Pp. 496—498. DOI: 10.1002/vetr.2559 (date accessed:
07.10.2023).
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K. M. Whipple with co-authors ¢ (veteri-
nary patient safety culture); M. L. Daly Y/,
C. 0. Cummings with co-authors® (ad-
vanced VC quality).

Ukrainian doctors and lawyers also
devoted some attention to the problem of
medical errors: I. Seniuta * (concept and
types of defects in the provision of medical
care); O. Mostovenko 2 (concepts, signs and
classification of medical errors); A. Serdiuk
2 with co-authors (concept of forming
a strategy for preventing defects in the
provision of medical care in the domestic

health care system); V. Khyzhniak # with
co-authors (forensic support of “medical
cases”).

Defects in provision of medical care are
analyzed in the scientific works of foreign
medical scientists: V. Grenon with co-
authors®, D. Ostrovsky with co-authors %,
T. Miyagami with co-authors % (diagnostic
medical errors due to negligence); A. Unal
i . S. Intepeler * (bibliometric analysis of
world sources on medical errors).

Thus, the issue of defects in veterinary
activity did not attract proper attention of
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gency and Critical Care (San Antonio, Tex.). 2022. Vol. 33. Is. 1. Pp. 11—15. DOI: 10.1111/vec.13264
(date accessed: 07.10.2023).
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a wide range of Ukrainian researchers,
which, on the one hand, indicates
relevance of our research, and on the
other hand, requires active research, since
the lack of methods for forensic veterinary
medicine in administrative and criminal
proceedings and civil cases adversely
affects the practice of forensic veterinary
medicine, causing unreasonable refusals
to its conducting; substitution of forensic
examination with other procedural and
non-procedural actions; raising questions
to forensic expert that fall outside his
competence, etc.

Article Purpose

Develop a method of forensic veterinary
examination to determine the defects of
the VC in administrative and criminal
proceedings and civil cases initiated as
a result of improper performance by vet-
erinary workers of their professional du-
ties.

Research novelty lies in the fact that for
the first time in world practice, the author
of this research paper proposes a method
of forensic veterinary medicine in order
to determine VC defects, which will have
a positive impact on forensic expert
activity, will contribute to improvement
of legislation on offenses against health
and life of animals (in particular, due to
improper performance of professional
duties by veterinarians).

Research Methods

Research methodological basis is a sys-
tematic approach, namely: general scien-
tific and special scientific methods, which
is due to specifics of the topic under con-
sideration.

Main Content Presentation

Forensic veterinary medicine specifics for
the purpose of determining VC defects are
determined by treatment specifics, diag-
nostic and preventive activities, special
list of issues for mandatory resolution,
scope of materialized examined objects,
requirements for the forensic veterinary
expert and/or members of forensic veter-
inary commission.

Based on the research of conclusions
of the forensic veterinary examination
compiled during 2015-2022 by specialists
of National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute»
of the Ministry of Justice of Ukraine
(hereinafter referred to as NSC «Hon.
Prof. M. S. Bokarius FSI») and the Bureau
of Forensic Veterinary Research of the
Kharkiv State ZooVeterinary Academy,
and taking into account their own expert
experience, developed methods of forensic
veterinary examination to determine
defects in veterinary activity.

Forensic veterinary medicine methods
for determining VC defects in and their
negative consequences for animals

The topic of forensic veterinary examina-
tion for the purpose of determining defects
in veterinary medicine is a set of factual
data and circumstances of proceedings
(case), in particular: poor performance of
diagnostic, medical and tactical, resuscita-
tion, rehabilitation and other procedures
by a veterinarian; low-quality implemen-
tation of preventive measures, associated
withimproper performance or non-perfor-
mance by veterinarian of his professional
duties that caused or could cause negative
consequences for health of the animal(s)
in the form of a health disorder (diseases,
injuries, mutilations, etc.) or death that
forensic veterinary expert determines by
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applying special veterinary knowledge
and means (methods) based on results of
a comprehensive research on tangible and
materialized objects for the purpose of
solving diagnostic and situational tasks ' .

The objects of forensic veterinary
examination of VC defects are tangible and
materialized sources of information about
the offense case, recorded in case files,
that forensic expert comprehensively,
fully, objectively and directly examines
during forensic veterinary examination on
the basis of special veterinary knowledge
within the scope of subject of forensic
research, using a set of methods, methods
and tools for solving diagnostic and
situational expert tasks set in procedural
document on appointment of a forensic
veterinary examination (forensic expert
recruitment) .

The materialized (information) objects
of forensic veterinary examination in
order to determine VC defects of include:
veterinary documents, inspection minutes
of scene and interrogation of witnesses
and victims; schemes, photo and video
documents, phonograms; conclusions
of primary forensic examinations;
protocols of investigative experiments;
job descriptions of veterinarians; charter
of veterinary institution where VC was
provided, etc.

Subjects of forensic  veterinary
examinationforthepurposeofdetermining
defects of veterinary medicine are

doctors of veterinary medicine who have
qualification of a forensic expert majoring
in 18.1 Veterinary researches ».

The content of forensic veterinary
examination for the purpose of
determining defects is VC elements
(institution and document management,
diagnosis, = medical and  tactical,
prevention, rehabilitation, resuscitation,
deontological), the stages of its provision
(at pre-hospital, hospital or post-
hospital stage), nature of the defects
(insufficient , untimely, incorrect, or VC
non-submission); timeliness, volume,
justification of conducting diagnostic
and medical-tactical veterinary visits,
correctness of surgical interventions or
veterinary manipulations and compliance
with current regulatory documents; the
result of the determined defect and the
conclusion about availability or lack
of cause-effect relation between it and
a negative consequence for health and life
of the animal, as well as a conclusion about
the main cause of negative consequence.

Forensic research is cognitive activity
of forensic expert, in particular a forensic
expert, which foundation is the latest
achievements in science and technology,
his knowledge of modern effective
research methods, and personal skills. In
the process of forensic-veterinary expert
research of materialized objects, it is
appropriate to distinguish four stages (g.v.
Fig. 1).

27 fuenko I. B. [IpegMeT CyZ0BO-BeTePHUHAPHOI €KCIIEPTU3H Ta HOT0 3HAYEHHS B Teopii i IpakTu-
IIi cyZoBOi ekcriepTusu. Haykosuil 8icHuK Yaic2opoOcbkozo HayionanbHoeo yHisepcumeny. Cepia:
IIpaso. 2022. Bun. 73. 4. 2. C. 154—173. DOI: 10.24144/2307-3322.2022.73.55 (date accessed:

07.10.2023).

28 Idem. IIpaBoBuIi cTAaTyC T4 THOCEOJIOTiYHA XaPAKTEPUCTUKA OOEKTIB CyZOBO-BETEPHUHAPHOL
excrieptusu. Teopis ma npakmuka cy0ogoi ekcnepmusu i kpuminasicmuku. 2023. Bum. 2 (31).
C. 63—102. DOI: 10.32353/khrife.2.2023.05 (date accessed: 07.10.2023).

29 Idem. KonnenryanpHi 3acazu mnpodeciiHOI HiZITOTOBKU CYZOBO-BETEPUHAPHUX EKCIIEPTiB
V ZepXXaBHUX CIIeliaTi30BaHNUX eKCIIepTHUX YCTAaHOBax Vkpainu. Kpuminaaicmuka i cydo-
6a excnepmusa. 2023. Bum. 68. C. 731—766. DOI: 10.33994/kndise.2023.68.71 (date accessed:

07.10.2023).
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1. Familiarization and training stage

A

2. Managerial and informational stage

y

3. Research and analytical stage

A

4. Generalization and evaluation stage

y

5. Final stage

Fig. 1. Stages (algorithm) of determining
defects in veterinary care

Step-by-step ~ forensic  veterinary
examination for the purpose of identifying
VC defects will enrich forensic expertise
with new data, increase the requests of
pre-trial investigation bodies and courts
and their opportunities for well-founded
qualification of crimes and misdemeanors
against health and life of animals, and will
satisfy society with the results of fair legal
proceedings.

The proposed phasing of conducting
a forensic veterinary examination during
performance of a specific forensic expert
task is determined by the need to use
certain research methods, methods and
means that belong to forensic expert
competence *.

Specifics of each stage of forensic
veterinary  examination depend on
specifics of the topic and objects of
research. At each stage, patterns are
identified for acquisition of new knowledge
about offense case, since the basis of any
stage is expert procedures, characteristics

of the object of forensic examination, the
practice of solving similar expert tasks, etc.
Compliance with algorithm for conducting
forensic veterinary research at each stage
will allow obtaining reliable, objective
and effective results embodied in their
effectiveness, verification and admissibility
from law standpoint *.

Let us characterize each stage and
highlight its importance in general
algorithm for the forensic veterinary
determination of VC defects.

1. Familiarization and training stage

It begins with the receipt of a procedural
document (resolution or decision) on
appointment of forensic veterinary
examination (application for involvement
of forensic veterinarian) at the forensic
institution. The head of institution or
his deputy for Forensic Examinations
examines received materials.

The head of forensic science
institution can directly involve forensic
veterinarian and determine the term of
the examination or entrust it to his deputy
in charge of forensic examinations. The
latter instructs the appropriate structural
subdivision of the expert institution to
organize the examination (at NSC «Hon.
Prof. M. S. Bokarius FSI» it is the laboratory
of physical, chemical, biological and
veterinary research), which head forms
the composition of the forensic veterinary
commission and appoints its chairman
from among commission members.

The Chairman of forensic veterinary
commission accepts materials, material
evidence and other documents for the case
for signature in registration log, stores
them in a safe sealed after the end of
working day.

30 Yatsenko I. Theoretical justification and praxeological significance of the stages of expert re-
search of a living animal. Law. Human. Environment. 2023. Vol. 14. No. 1. Pp. 107—131. DOI:
10.31548/1aw/1.2023.107 (date accessed: 07.10.2023).

31 Ibidem.
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Forensic Veterinary Commission:

studies the procedural document
submitted for research;

determines the object to be
investigated (most often these are

materialized objects: veterinary
documents, photo and video
documents, protocols of scene

inspection and interrogation of
witnesses and victims; schemes,
conclusions of primary forensic
examinations, job instructions
of veterinary medicine workers,
statute of a veterinary medicine
institution);

studies provided materials
(their type, title). In accordance
with clause 4.3 of Section IV of
Instruction on appointment and
conducting forensic examinations
and researches (hereinafter
referred to as  specialized
Instruction),if received materials are
issued with violations “that exclude
possibility of organizing forensic
examination, the head of forensic
science institution shall immediately
notify the body (person) who
appointed the examination (involved
forensic expert) in writing”™. If
“body (person) that appointed the
examination  (involved  forensic
expert) does not take appropriate
measures to eliminate these obstacles,
the head of forensic science institution
shall return the materials to him (her)

32

33
34

35

after thirty calendar days from the
date of sending the notification” %;

+ verifies compliance of provided
materials and objects with those
specified in the procedural
document on forensic examination
appointment  (forensic  expert
involvement);

+ examines the list of questions
asked in procedural document on
forensic examination appointment;

+ highlights forensic examination
topic, taking into account the
content of posed questions in

procedural document on its
appointment and checks its
relationship with forensic research
object *;

+ draws up a petition to the subject of
forensic examination appointment
for the provision of additional
case files, in particular, for
provision of additional veterinary
documents; conclusion of primary
examination; animals for research;
histological preparations, etc. *

In case of non-fulfillment of the
expert’s petitions for provision of
additional materials or non-payment
of forensic examination cost within 45
calendar days from the date of sending
petition, Notice of impossibility to provide
forensic expert conclusion is drawn up, and
case materials are returned to the subject
of the examination appointment indicating
the motivated reasons for impossibility of it

IHCTPYKIIisg IIpo IMpU3HAYEHHS Ta NPOBEJEHHS CYAOBUX E€KCIIEPTHU3 Ta eKCIIePTHUX JOCHTiJ-
KeHb : 3aTB. Haka3oM MiHfocTy Vkpainu Bizg 08.10.1998 p. Ne 53/5 (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed: 20.10.2023).

Ibidem.
Anenkol. B.IIpegMeT cyZ0Bo-BeTepUHAPHOI eKCIIEPTU3U ... . DOI: 10.24144/2307-3322.2022.73.55
(date accessed: 07.10.2023).
Idem. TeopeTuko-mIpakceosoriune o6rpyHTyBaHHs GOpM i HampsMiB peaiizarii eKCrepTHOI
iHIIjaTUBY WiZ 9ac MpoBeZeHHs CYZOBO-BETEPUHAPHOI €KCIIepTU3U. AHAAIMUYHO-NOPIBHANL-
He npagosnascmeo. 2023. Ne 4. C. 501—518. DOI: 10.24144/2788-6018.2023.04.81 (date accessed:
07.10.2023).
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conducting it (Paragraph 5 of Clause 1.13 of
Section I of the specialized Instruction *¢).

Forensic  veterinary examination
in order to determine VC defects can
be carried out only if the person who
appointed examination provides all
necessary case files. “Forensic examination
term begins from the working day following
the day of receipt of materials by forensic
science institution and ends on the day
of expert’s conclusion (notification of the
impossibility of providing conclusion)”
(Paragraph 1, Clause 6, paragraph 1.13,
Section I of specialized Instruction ¥).

Forensic examination term should
not exceed 90 calendar days (Paragraph 1
of Clause 1.13 of Section I of specialized
Instruction®).

As noted above, in order to provide
forensic expert conclusion on results
of commission forensic veterinary
examination in order to determine the
VC defects in a categorical form, issues
correctly formulated in procedural
document are important, that it is
desirable for the subject of examination
appointment to agree with forensic
veterinary experts of institution where the
examination is supposed to be appointed.
In view of the above, the author of this
publication proposes a selection of such
questions for the first time.

Questions about the VC defect associated
with objective factors:

1) “Was the animal injury (disease)
diagnosed correctly, timely and to
a sufficient extent?”;

2) “Did veterinarians prescribe correct
treatment for animal and could they
predict negative consequences of
disease (injury) in advance?”;

3) “Did sick animal have objective
indications for wurgent surgical
intervention?”

4) “Was  surgical intervention in

animal carried out methodically and
correctly?”;

5) “Was veterinary assistance provided to
animal in a timely manner? If not, what
are consequences of such lateness?”;

6) “Is veterinary care provided in
sufficient volume? If not, what are
consequences of such a deficiency?”;

7) “Is the complex of medical measures
prescribed to animal by forensic
veterinarian correctly defined?”;

8) “At what stage of veterinary care did
complication of the disease (injury)
begin?”;

9) “Were resuscitation measures
performed on animal correctly, in
a timely manner and to a sufficient
extent?”;

10) “Are there a causal relationship
between shortcomings of providing
veterinary care and occurrence of
negative (severe) consequences for
health and life of the animal?”;

11) “What is the cause of animal death
and are there a causal relationship
between the defects of veterinary care
and the onset of death?”;

12) “What is severity of animal injuries?”;

13) “Is onset of animal death related to the
effect of veterinary drugs administered
to?”;

14) “Is onset of animal death related

to incorrectly defined treatment
scheme?”.
Questions about the VC defect

associated with subjective factors:

36 IHCTPyKLis IIpo IpH3HAYEHHS Ta IIpoBeAeHH ... . URL: https://zakon.rada.gov.ua/laws/show/

z0705-98#Text (date accessed: 20.10.2023).
37 Ibidem.
38 Ibidem.
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1) “Would animal have survived in case
of timely and correct provision of
qualified veterinary care?”;

2) “Could veterinarian have prevented
animal death if he had provided it
with qualified veterinary assistance in
a timely and correct manner?”;

3) “Could veterinarian have prevented
the death of animal fetus(es) by
performing a caesarean section”?;

4) “Could veterinarian detect disease of
animal during its veterinary examina-
tion?”;

5) “Was veterinarian able to provide
appropriate veterinary care, takinginto
account the level of his professional
training and qualifications?”;

6) “Did veterinarian violate his job instruc-
tions while providing veterinary care
(fulfilling his professional duties)?”
The given lists are not exhaustive. The

forensic veterinarian can be asked other
questions within the scope of forensic
research topic.

We emphasize that while asking
questions to the forensic veterinary
commission about VC defects, forensic
examination subject should avoid the
following questions:

+ duplicated ones;

+ incorrect or provocative in content

ones;

« able to cause a wrong assessment
of veterinarian actions;

+ not belonging to competence
of forensic veterinarians (in
particular, legal qualification of
specific actions of v veterinarian(s)
and their legality, his (their)
culpability and responsibility);

« difficult in wording, cumbersome
in structure, unclear in content,
overloaded with unnecessary
details, with complex grammatical
constructions;

+ impractical to find out, as they
are general and do not have any
significance for proper assessment
of veterinarian(s) actions;

+ combination of these errors.

Answers should be formulated accord-

ing to the principles of legality of expert
procedure, independence and compe-
tence of forensic expert, comprehensive-
ness, completeness, scientific validity,
verification, admissibility and reliability,
maximum clarity; they should be based
on specific factual data discovered while
studying veterinary documents®.

Plurality of questions developed by the

author of this research paper enables:

« detect specifics of illegal activity
or inaction of veterinarians,
assess their harmful (negative)
consequences in order to clarify
cause-effect relations between
such actions (inaction) and their
consequences, i.e., to establish
objective side of the offense;

« determine possibilities of
veterinarian(s) to foresee harmful
(negative) consequences of their
actions or inaction, i.e., to find out
subjective side of the offense;

« reveal correspondence or incon-
sistency of the level of profession-
al training of veterinarian(s) to job
position held (level of education,
specialization, educational pro-
gram, professional qualification).

39 Ilemitpbko M. B. JoTpuMaHHA NPUHIUIYY HE3aJEXHOCTI CYZOBO-eKCIEPTHOI JifIbHOCTI
B VkpaiHi. Akmyaavui numanus cy0osoi ekcnepmu3u ma kpuminasicmuky : 36. MaT-IiB MDKHap.
HayK.-IIpaKT. KOH®., mpucsa4. 100-pid. Big AHS HApOMXK. A-pa IOpUJ. HAyK, Ipod., 3acil. gidda
HayKH i TexHiku Ykpainu M. B. CanxreBcpkoro (Xapki, 07—08.11.2017). Xapkis, 2017. C. 80—81

(date accessed: 07.10.2023).
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2. Managerial and informational stage

In accordance with Clause 4.5 of Sec. IV
of specialized Instruction: “forensic expert
appointed by the head of the commission does
not have advantages over other co-executives
in solving the issues raised”: he performs
only managerial functions “.

The chairman of forensic veterinary
commission can simultaneously be
reporter in the case and can appoint
one of the commission members as the
reporter.

If it is impossible to hold a meeting of
expert commission, each member of the
commission has the right to individually
familiarize himself with case files and
then express his conclusion in writing.

At this stage, the expert commission
draws up an algorithm for solving the
tasks set before forensic examination,
that should contain correct, justified
and appropriate sequence and content
of actions, in particular, with sequence
determination and deadlines for the
execution of separate researches in order
to achieve the final result of forensic
research (q.v. Fig. 2). If necessary, they
agree on managerial issues regarding
involvement of specialists who are not
employees of forensic science institution
in work of the expert commission.

Forensic experts involved in the
commission examination who do not
work in state specialized institutions, but
on a professional basis carry out forensic
expert activities, provide research in
accordance with the requirements of the
Instruction on the peculiarities of forensic
expert activity by certified forensic experts

who do not work in State specialized
forensic science institutions ..

1. Familiarization with materials,
material evidence and case files

2. Conducting a forensic veterinary
autopsy of an exhumed corpse, sending
material evidence for laboratory tests,
clinical forensic veterinary examination
of examinee animal, etc. (depending on
forensic examination nature)

|

3. Compilation of protocol part of
forensic veterinary examination

!

4. Meeting of expert commission
with discussion of all available case
materials including those received
during forensic examination

|

5. Summing up and drawing up
a conclusion of forensic veterinary
commission

Fig. 2. Algorithm for conducting
commission forensic veterinary
examination of veterinary care defects

For his part, the reporter in the case
selects from official information resource
current legal acts, methods, instructions,
rules, guidelines, methodological
recommendations, monographs, scientific
articles, as well as other modern sources
of special literature that will be used while
forensic examination and processes them
with expert commission members.

40 THCTPYKIs IIpo NpuU3HadYeHHs Ta IpoBeZeHH ... . URL: https://zakon.rada.gov.ua/laws/show/

z0705-98#Text (date accessed: 20.10.2023).

41 IHCTPYKIist PO 0COGIUBOCTI 3AiFICHEHHS CY0BO-€KCIIEPTHOT JisI/IPHOCTI ATECTOBAHUMU CYZ0-
BHMU eKCIIePTaMH, 1[0 He [IPANIOIOTh ¥ ePXKaBHUX CIIeliani30BaHUX eKCIIePTHUX YCTAHOBAX :
3aTB. Haka3oM MiH'focTy Vkpainu Big 12.12.2011 p. Ne 3505/5 (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/z1431-11#Text (date accessed: 20.10.2023).
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3. Research and analytical stage

This stage of forensic
examination for the purpose of
determining VC defects consists in
research and analysis of the case files is
direct research on veterinary documents
as materialized objects submitted
for forensic veterinary examination.
Conditionally, it can be divided into two
stages: the Ist - assessment of sick animal
state in the dynamics of course of the
disease and the 2nd - determination of VC
defect (g.v. 3).

veterinary

Stage 1: assessment of sick animal state
in the dynamics of course of the disease

o TT——

The state of sick animal is assessed by
the forensic veterinary commission at the
time of initial application for VC while its
provision.

At the first stage of this stage, taking
into account information provided in vet-
erinary documents provided for research,
forensic veterinary commission analyzes
registration and anamnestic data of ex-
aminee animal, as well as examines vet-
erinary documents available in case files.
Next, he states in which period of time the
animal was given medical care (pre-hospi-
tal (ambulatory), hospital or post-hospital).

Stage 2: determination of VC defect

Clinical state of sick
animal at the time of the

Clinical state of sick
animal during VC

initial VC request provision
/ ¥ ¥ ¥
Disease form | Typical clinical | Severity degree Severity
(lightning, nature of of sick animal | degree bodily
acute, chronic) | disease (typical, | (superheavy, | injury (severe,
atypical) severe, moderate, mild)
moderate,
satisfactory)

4

4

y

Analysis of diagnostic and treatment and tactical measures

A

A

> timeliness correctness of performing surgical
> completeness 1ntervent19ns or yeterlnary
manipulations
> validity correctness of clinical diagnosis
> correctness formulation
> scope VC compliance with requirements of |«
regulatory documents

Fig. 3. Algorithm for carrying out research and analytical stage of forensic veterinary
determination of a VC defect
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If research object is a living examinee

animal, forensic veterinary expert
commission carries out its clinical
examination, revealing scars on the

skin, lameness, places from performing
veterinary manipulations, obvious signs
of mutilation (traumatic amputation of
a part of the body or organ, traumatic
enucleation, traumatic extirpation
teeth, etc.). If necessary, they perform
instrumental, imaging and laboratory
researches. According to the results of
forensic examination of the animal, it is
necessary to determine formation age
of injuries and to find out whether they
coincide with the time of providing VC to
this animal.

The issues of formation of bodily
injuries, especially in various species
of animals, has not been sufficiently
investigated and experimentally confirmed
to date, therefore it is appropriate to use
actual data developed by clinical veterinary
surgery and traumatology. Forensic expert
can state that it is not possible to find out
how long ago the animal was injured. If the
experts find a sufficient number of signs
indicating the time of injury to the animal,
then it can be categorically stated that
injury to the examinee animal occurred
at the time and under the circumstances
specified in the procedural document
on appointment of forensic veterinary
examination. According to veterinary
documents, it is necessary to analyze
clinical condition of the sick animal in
the dynamics of course of the disease
(determine clinical condition of examinee
animal at the time of initial application
for veterinary care and with a certain
frequency during VC provision or until its
complete recovery, or formed mutilation,
or the onset of death), in the same method
determine the degree of severity of damage

42 snenko 1. B., ITapuroscekuii O. I. Op. cit.

caused to the animal health, in accordance
with guidelines *.

At the research and analytical stage,
the results of the analysis of any biological
fluids (blood, urine, milk, etc.) should be
immediately grouped into three groups:
1) increased indicators, 2) reduced
indicators, 3) unchanged indicators, within
physiological norm.

Let us illustrate grouped indicators
with an example from our own practice.
From the blood analysis of examinee cat
that was treated in veterinary clinic due to
a wound from a throwing weapon: “Among
clinical parameters of the blood, number of
erythrocytes was increased — 6.5x10" M/uL
(standard: 4.0—6.0x10°), number of leuko-
cytes — 16.1x10° M/uL (standard: 16.1),
segmented neutrophils — 80 % (standard: 55—
72). Decreased: hematocrit — 27 % (standard:
30—47), share of lymphocytes — 9% (standard:
30—60). Other indicators, in particular,
hemoglobin, color indicators, myelocytes,
eosinophils, rod-nuclear neutrophils, young
neutrophils, monocytes, platelets are within
the physiological norm.” According to the
same principle, it is advisable to group
the results of biochemical blood tests, for
example: “Among biochemical indicators
of the blood, the following are elevated:
glucose — 9.2 mmol/l (standard: 3.6—6.5),
total bilirubin — 20 IU/I (standard: 0—17).
Decreased: ALT — 3.8 Units/L (standard:
10—74), AST — 5.1 Units/L (standard: 10—
60). The rest of the indicators, in particular,
total protein, albumin content, urea,
creatinine, alkaline phosphatase is within the
physiological norm”.

For assessment the scoop and quality
of VC provision, diagnostic procedures are
carefully analyzed, paying attention to the
name, technical and instrumental support,
informativeness for formulating clinical
diagnosis.
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In the minutes of imaging researches
(ultrasonography, magnetic resonance or
computer tomography, etc.), it is advisable
to divide all examined organs into two
groups: 1) without changes, 2) with changes,
and emphasize conclusions of the relevant
clinical or pathomorphological researches.

Examining ambulatory card (medical
history) of the subject animal, forensic
veterinary expert commission should find
out:

« disease date or date of injury to the

animal;

+ time that has passed from illness or
injury to the initial application for
medical care;

«  whether VC was provided to the
animal before application to
veterinary institution;

+  primary diagnosis;

« nature and results of diagnostic
researches and treatment
measures.

Analyzing drug prescriptions during VC
provision, forensic and veterinary expert
commission should pay attention to the
following criteria: titles of veterinary drugs;
their compatibility with simultaneous use;
peculiarities of sensitivity to the drug of
a certain species of animals, intolerance,
age and species restrictions; dosage of
veterinary medicines; frequency and
duration of their use, etc.

In case of animal death, it is necessary
to carefully analyze completeness and
quality of the post-mortem examination of
the corpse, which is given in the Minutes of
post-mortem examination of the animal corpse
and contains the results of post-mortem
examination and additional researches
(pathohistological, microbiological,
toxicological, parasitological ones, etc.).
Based on case files, it is necessary to
examine pathomorphological preparations
made from the organs and tissues of
animal corpse under examination with
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their description, added by pathologist. If
the treatment of animal ended in its death,
then the forensic veterinary examination
for the purpose of determining VC defects
should include research of such veterinary
documents as Extracts from the medical
history or Extracts from the card of ambulatory
sick animal.

During research on pathological
autopsy minutes of the corpse, forensic
veterinary expert commission focuses
on the description of traces of veterinary
manipulations during the intravital VC
administration, in particular: surgical
wounds, intubation tubes, catheters,
drains, probes, traces of injections
or infusions, and compares clinical
data provided in veterinary documents
about the treatment of the animal, and the
pathomorphological picture set out in the
protocol of corpse autopsy and determines
their correspondence (inconsistency). It
is appropriate to check correspondence
of injuries described by veterinarian
in veterinary documents provided for
research, traumatic changes in soft tissues,
bones of the skeleton, and internal organs,
outlined in the protocol of the post-mortem
examination of animal corpse.

Thus, as research result of veterinary
documents, forensic veterinary
commission distinguishes two groups
of specifics: 1) those characterizing the
physiological norm of the examinee
animal; 2) those characterizing its injury or
disease. The latter will be analyzed and used
to make a forensic veterinary diagnosis and
draw up forensic expert conclusion.

At the analysis stage of all documents
provided for research, forensic veterinary
expert commission should analyze whether
clinical diagnosis is correctly formulated:
the main disease (injury), complications
of the main disease (injury), concomitant
diseases (injury) are distinguished. Itis
imperative to take into account existence
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in the animal of one or more diseases
other than the primary one, or the effect
of such an additional disease (comorbidity)
and find out their possible impact on both
the conducted therapeutic and tactical

measures and negative consequences for
the animal.

The second stage of the research and
analytical stage is detection and analysis of
defects in VC provision (q.v. Fig. 4).

1. Stage of VC
provision when defect

2. Defects by VC
elements:

was caused: » management and
« prehospital document circulation;
(outpatient); « diagnosis;
« hospital (inpatient | *medical and tactical
treatment); ones;
* post-hospital « prophylaxis;

- rehabilitation;
* resuscitation;
« deontological ones

3. Defects by VC
elements:
- insufficient
« untimely;
« incorrect;
» unprovided

4. Defects on a legal
basis (depending on
intent to cause a VC
defect):
- accident;

« occupational error;
- professional offence:
» guilt
» crime

v

v

Determination of severity of damage caused to
animal health

Determination of primary (main) defect in VC
provision

Y

| Clarification of defect cause in VC provision |

P

| Subjective factors |

Objective factors

Fig. 4. Algorithm for determining defects in veterinary care at the research and
analytical stage of forensic veterinary examination

The results of this stage are decisive
for ascertaining the main death cause,
clarifying correspondence of clinical
and pathomorphological diagnoses
or discrepancies between them, and
contribute to objective determination of
timeliness, scope and compliance of the
chosen diagnostic and therapeutic tactics.

Forensic veterinary diagnosis
formulated by the forensic veterinary

commission, is important prerequisite for
reasonably compiled, logically interrelated
and scientifically substantiated final
conclusions. In view of this, forensic
veterinary diagnosis is built on the
pathogenetic principle in the form of a list
of nosological forms set out in a logical
sequence, for example: underlying
disease (damage), > its complication, -
concomitant pathology.
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One of important issues of forensic
examination of VC defect (which object ofis
as aliving animal as a corpse) is mutilation
as a result of injuries caused by diagnostic
and/or medical-tactical treatment, since
mutilation caused to a vertebrate animal
(in particular, by veterinarians during VC)
is the topic of a criminal offense under
Part 1 of Art. 299 of the Criminal Code
of Ukraine®. The conclusion on the lack
of animal mutilation after the injury can
be reached by studying circumstances
of the case under which the injury was
caused and arising from the materials of
the proceedings (case), as well as provided
veterinary documents and the results
of the direct clinical forensic veterinary
animal examination.

Forensic veterinary expert
commission, establishing mutilation of
an animal formed as a result of VC defects
should adhere to the following algorithm:

« provides morphological damage
description (wound, bone fracture,
abrasion, etc.);

+ determines injury severity;

« finds out injury danger to life;

+ establishes whether the damage
was not accompanied by physical
loss of any organ (part of the body)
or its functions (part of the body);

+ determines whether the damage
to exterior 1is corrective or
irreparable;

« establishes whether the damage
caused disfigurement (distortion)
of the body *.

It should be noted that forensic

veterinary commission has opportunity
to assess deformation of the animal body

parts as a result of injury 21—30 days from
the moment of injury after regression of
traumatic soft tissue edema. At the same
time, the issue of animal mutilation
occurrence due to VC defects is resolved
only according to the results that have
the final form of post-traumatic injuries
without surgical intervention, but not
earlier than 60—90 days from the date of
injury, since involutional changes of such
scars are possible during a certain period.

According to the Rules of Forensic
Veterinary Determination of the Severity
of Damage Caused to the Animal Health,
damage to exterior is * diagnosed that
led to mutilation: whether it is corrective
or incorrigible, whether it has disfigured
(distorted) the exterior or not.

We emphasize: expert assessment of
correctability or incorrigibility of injuries
to the animal during the improper VC
provision should be carried out according
to consequences that are determined over
time and which have final (sustainable)
form of post-traumatic injuries. In case
of obvious, unconditional and undoubted
post-traumatic irreparable damage to
the animal body, forensic veterinary
commission can finally qualify the injury
immediately after the injury, without
expecting full healing of the injury (for
example, traumatic enucleation of the
eyeball, traumatic extraction of teeth,
traumatic amputation of the auricle, nose
or tail, etc.). Deformities (distortions)
of body parts can be assessed as animal
mutilation, if the grounds are available *.

It should be noted that, while
determining mutilation of an animal as
aresult of irreparable damage (mutilation,

43 KpumiHampHUU KoZeKe YKpainu Big 05.04.2001 p. Ne 2341-III (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 07.10.2023).

44 suenko I. B., ITapunoscbkuii O. I. Op. cit.
45 Ibidem.

46 suenko I. B. MeToauKa CyZ0BO-BeTEPUHAPHOIO JOCHI/PKEHHS TBAPHUH ... .
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distortion)tothebodyduringinappropriate
VC provision, forensic veterinary
expert commission should provide an
objective  veterinary characterization
of the consequences of this damage,
depending on their localization, finding
out whether surgical treatment is required
to significantly reduce severity of post-
traumatic pathological changes (scarring,
deformation, etc.), for which they can
additionally involve a veterinarian who
specializes in veterinary surgery, as well
as an expert in assessing animal breeds
and other professionals.

VC provision appropriateness can be
clarified by analyzing job descriptions of
employees and the charter of veterinary
medical institution where such assistance
is provided.

4. Generalization and evaluation stage

At this examination stage, in order to
determine VC defects, forensic veterinary
expert commission, having studied
and analyzed case files (especially
available veterinary documents), finds
out informative (suitable for formulating
expert conclusions) and uninformative
(unsuitable for forensic veterinary
examination) data, summarizes and
evaluates the obtained informative results
in order to identify the type of VC defect
in accordance with the proposed above
classification.

At a joint meeting of the forensic
veterinary expert commission,
information on clinical course, diagnosis,
clinical and forensic veterinary diagnoses,
as well as treatment regimens for the
sick animal are discussed. As a result
of the study of informative veterinary
documents, two groups of signs of
examinee animal state are distinguished
characterizing: 1) physiological norm,
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2) damage or disease (the latter will be
analyzed and used to draw up a forensic
expert conclusion).

Forensic  veterinary = commission
assesses injury signs or painful changes
detected in examinee animal consistently:
1) characterizing the main injury or
disease that caused animal health disorder,
injury or death; 2) which characterize
complications of the main injury or
disease; 3) that characterize competing,
concomitant and background injuries or
diseases.

Taking into account this important
stage of technologically complex research
on VC defects, forensic veterinary
commission:
analyzes the results obtained at
previous stages;
critically evaluates alternatives;
finally evaluates obtained
data, determines their expert
significance (informativeness
of pathognomonic (most
characteristic) signs of VC
defect) for solving diagnostic
and situational tasks of forensic
veterinary examination (in
particular,  improper  (poor-
quality) performance of
diagnostic, treatment-tactical,
resuscitation, rehabilitation and
other procedures by veterinarian,
as well as improper organization
of preventive measures or their
missing in general);
determines the fact of a real
cause or a high probability of
causing negative consequences
for the animal(s) in the form of
a health disorder (illness, injury,
mutilation, etc.) or death;
finds out cause-effect relation of
VC defects with proper (improper)
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performance (non-performance)
by veterinarian of his professional
duties.

At generalization and evaluation stage,
it is necessary to apply dialectical method
and methods of formal logic (analysis,
synthesis, deduction, induction) and form
internal conviction of forensic expert as
a basis for conclusions *: these results
are part of the synthesizing section of the
research part of the expert conclusion.

Expert assessment of injuries or
diseases detected in a live examinee
animal, that became the result of
improper performance by veterinarian
of their professional duties, should
be scientifically substantiated by the
latest achievements of evidence based
veterinary medicine, forensic veterinary
medicine and other related sciences.

At the stage of assessing forensic
veterinary research in order to
determine VC defects, forensic veterinary
commission (among other tasks) should
substantiate correctness of the clinical
diagnosis made by veterinary medicine
employee while providing CV, because
incorrectly made clinical diagnosis could
be result of a diagnostic defect, as well as
cause the choice of erroneous treatment,
resuscitation or rehabilitation tactics.
For this purpose, forensic veterinary
commission substantiates its own forensic
veterinary diagnosis, based on objective
judgments about the nature of injuries
recorded in veterinary documents
(abrasion, wound, bone fracture, etc.) with
an emphasis on a detailed description of
the site of injury (lat. status localis) or the
injured organ or disease nosology.

For determining the type of VC defect,
forensic veterinary commission should

assess nature, location, mechanism;
priority, sequence and prescription of
damage formation, substantiate the cause-
effect relation between damage nature and
severity of the damage caused to animal
health by this defect.

Correlation between the damage to
animal and harm caused to its health as
a result of the VC defect is confirmed or
refuted by the forensic veterinary expert
commission, clarifying  cause-effect
relation between them and justification of
damage severity caused to animal health
(that will help the examination subject
to reasonably provide a legal assessment
and trace relationship between the actions
(inaction) of veterinarians and admitted VC
defect, as well as negative consequences
for health and life of examinee animal).

Answering the question of whether
the examinee animal felt pain as a result
of a defect in the gastrointestinal tract,
and determining duration of pain process,
forensic veterinary commission should
rely on data on nature of injuries, their
number, localization, degree of severity,
etc. For example, if an animal is severely
injured as a result of surgery or other
veterinary ~ manipulations, forensic
veterinary commission states that at the
time of the injury and in the post-traumatic
period, animal felt unbearable pain
and suffered from the inflicted physical
injuries. If the damage to the animal health
caused by VC was of medium or light
severity, forensic veterinary commission
may note that the animal felt moderate
pain and did not suffer for a long time
from inflicted bodily injuries.

Evaluating results of forensic
veterinary research on establishment of
defectsin VC provision, forensic veterinary

47 Sluenxo 1. BHyTpillHE IepeKOHAHHS €eKCIepTa: CyZOBO-BETepUHApPHUH acrekT. Teopis ma
npaxkmuxa cy0ogoi ekcnepmusu i kpuminaaicmuxu. 2023. Bun. 3 (32). C. 67—88. DOI: 10.32353/

khrife.3.2023.05 (date accessed: 20.10.2023).
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expert commission should maximally
apply special veterinary knowledge
and expert experience for correct and
objective formulation of the forensic
veterinary diagnosis and substantiation
of answers to the questions posed in the
procedural document on appointment of
forensic veterinary examination regarding
VD defect existence.

Duly provided VC |

animal health was not harmed (<

damage to animal health is the |_
accident result

A

Culmination of summarizing and
evaluation stage of forensic veterinary
examination is qualification of actions of
forensic veterinarians during VC provision
(q.v. Fig. 5). With this in mind, the actions
of the veterinarian(s) can be seen as
providing appropriate medical care if the
animal health is not harmed and if harm is
caused, it is the accident result.

| Improperly provided ID

due to random circumstances

Y

due to professional errors of
veterinarian(s)

.|  through engaging in illegal
veterinary activities

due to signs that law
enforcement agency or a court
can qualify as a professional
crime or offense

Y

Fig. 5. Qualification of veterinarian actions in the case of providing veterinary care

If veterinary care is provided
improperly, forensic veterinary expert
commission should determine the signs of
VC defect, taking into account materialized
and tangible objects examined at previous
stages and guided by following general
signs:

1) improper (low-quality) performance
of diagnostic, therapeutic-tactical,
resuscitation, rehabilitation and other
procedures by veterinarians and
improper management of preventive
measures or their missing at all;

2) factofreal or high probability of causing
negative consequences for animal(s) in

the form of health disorders (disease,

injury, mutilation, etc.) or death due to

VC defects;

3) staying VC defects in a direct cause-
effect relation with improper (proper)
performance or non-performance by
veterinarian(s) of their professional
duties.

We draw attention to the fact that,
having established a defect in VC provision
in veterinarian professional actions,
the forensic veterinary commission
determines its specific type (q.v. table),
differentiating it according to other defects
similar in characteristics.
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Types of defects in veterinary care and their causes and symptoms

Defect type

Defect causes and symptoms

1. Accident in veterinary
practice

2. Professional error in
veterinary practice

3. Defects due to
insufficient VC

4. Defects due to untimely
inspection

1) Actions of veterinarian as a result of intervention justified by
veterinary science and practice under conditions of awareness of
such intervention danger;

2) proper and timely performance by the veterinary veterinarian(s)
of their professional duties, if in a specific case everything necessary
is done to prevent negative consequences in accordance with the
principles of veterinary science;

3) provision by veterinarian(s) of qualified VC in accordance with
regulatory acts, standards in the field of animal health protection,
protocols for treatment of sick animals, instructions on measures for
prevention and control of infectious diseases of animals, as well as
other regulatory documents;

4) unforeseeable, irresistible and unavoidable coincidence of
circumstances;

5) cause-effect relation between VC provision and the damage caused
to animal health or occurrence of its death;

6) unsuccessful outcome of veterinary intervention does not depend
on VC defects, in particular, mistakes of the veterinarian(s) (occurred
due to animal organism specifics, case complexity, the unfavorable
environment for VC provision);

7) legality of actions of veterinarian(s) and the lack of error criterion
of in his (their) actions, but according to effective factor is a defect in
VC provision;

8) lack of legal liability based on the results of legal deed
qualification

1) Defect caused damage to the animal health;

2) civil liability based on the results of legal deed qualification;

3) error nature is not related to negligent and/or dishonest attitude of
the specialist to performance of professional duties;

4) VD defects in the form of deed (active form of behavior) or
inaction (passive form of behavior) of veterinarian(s) during
performance of his(her) professional duties;

5) thin border with professional offenses (guilt and crimes);

6) veterinarian(s) commit(s) acts contrary to the requirements

of animal health standards and protocols, instructions,

making mistakes due to subjective (low level of qualification,
underestimation or overestimation of advisory conclusion, results
consultation, etc.) or objective (severity of the condition of the sick
animal, lack of necessary veterinary technical and instrumental
support, etc.) factors

The VC is provided in a smaller amount than required; improperly;
does not meet certain requirements; unsatisfactory, poor

VC is not provided when needed, untimely
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Defect type

Defect causes and symptoms

5. Defects due to incorrect VC does not meet certain norms, rules, requirements; does not meet
vC the truth, reality; is false is not as it should be; did not contribute to
desired consequences

6. Defects due to non-
provision of technical
specifications

professional duty

7. Defects due to illegal VC
provision

Inactivity of veterinarian(s), while VC provision is his (their)

VC provided by improper entity: individual without veterinary
education and confirming diploma, or in default of a legal entity or

an individual entrepreneur license to conduct economic activities in

veterinary practice

Thus, generalization and evaluation
of materials provided for research is
characterized by staging: first, there is an
accumulation of interim conclusions, and
on their basis, final conclusions are formed
that are expert tasks for forensic veterinary
commission, answers to asked questions in
the procedural document on appointment
of a forensic veterinary examination
to determine VC defects, as well as the
research result.

5. Final stage

This stage of forensic veterinary
examination to establish VC defects
consists in formulation of final conclusions
by forensic veterinary commission
and drawing up of Expert Conclusion as
a procedural document that concludes
forensic examination. In order to form
the final forensic expert conclusion,
sufficient expert grounds are necessary,
corresponding to the principles of legality
of expert procedure, independence
and competence of the forensic expert,
verification, comprehensiveness, scientific
validity, completeness, and the use of the

maximum amount of means and research
methods.

Obtained evidence on the clinical
course, diagnosis, clinical and forensic
veterinary diagnoses, as well as treatment
regimens for the sick animal are discussed
at a joint meeting of forensic veterinary
commission.

It should be noted that forensic
veterinary commission formulates
final conclusions based on internal
conviction of each of its members, when
the commission believes that the objects
provided for research are sufficient and
they are in a suitable condition, and the
results of the forensic researches obtained
are sufficient to provide a reasonable
and objective conclusion; are confident
in its correctness, have no doubts about
accuracy of their decision and are ready to
act in accordance with *. We state: there
is a cause-and-effect relationship between
the provision of objective, substantiated,
correct and truthful conclusion by the
commission of forensic veterinary experts
and the internal conviction of experts that
this conclusion is exactly the same.

48 smeHKo I. BHyTpilllHE IepeKOHAHHS eKcIepTa ... . DOI: 10.32353/khrife.3.2023.05 (date accessed:

20.10.2023).
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At the end of final part of Expert
Conclusion, the forensic veterinary
commission states factual data that are the
results of research on materialized objects
(most often veterinary documents), places
special emphasis on pathognomonic
deviations from morphological and
physiological norms in organs and tissues
directly related to bodily injury or disease,
states how justified, motivated, reasoned,
visual and convincing they are.

Final conclusions are formed by
forensic veterinary commission on
the basis of a cumulative research on
veterinary documents, taking into account
intermediate conclusions. The wording

of final conclusions should be based on
the forensic veterinary diagnosis that is
a concise veterinary conclusion about
what kind of disease or injury examining
animal had, about the clinical course and
final consequences of the disease or injury
(complete recovery, injury or death); at
the same time, veterinary interventions
should be taken into account.

The final stage of the forensic
veterinary examination in order to
determine VC defects is drawing up of
forensic expert conclusion. We will leave
the theoretical discourse on this issue for
further research, and we will publish its
results in the next research paper.

Formulation of final conclusions by the
forensic expert commission

Conclusion of a procedural document
based on the results of the forensic
veterinary examination

The same number of conclusions
and questions in the procedural
document on appointment of
a forensic veterinary examination

Objectivity and scientific validity
of conclusions

[€—]

Completeness, conciseness,
unambiguous interpretation
of answers and terminological
clarity

Y

Forensic expert conclusion

Notice of inability to provide
conclusion

Fig. 6. Algorithm of final stage of forensic veterinary examination of defects in
veterinary care

Thereporterinthe case formulates draft
conclusions with answers to the questions
raised in the procedural document
(resolution) by the subject of appointment

of the forensic veterinary examination
(forensic expert recruitment). If forensic
veterinary expert commission recognizes
that VC provision contains defect signs,
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conclusions should indicate the main
reason for development of an adverse
consequence of VC provision, in particular:
unfavorable conditions or circumstances
of veterinary intervention (for example,
the VC provision in an unequipped room,
without sufficient lighting and proper
instrumental equipment, laboratory
base); VC provision in default of other VC
specialists who could provide professional
advice; special condition of sick animal
(aggression, neglect of treatment, rapid
or acute course of the disease, old age
and layering of chronic pathologies;
individual anomalies of the body structure
and functioning of individual organs, non-
standard reactions of the body to action of
veterinary drugs or performed veterinary
procedures (defects occur regardless of
veterinarian professionalism in default of
intent in his act), atypical development of
diseases; allergic reactions that cannot be
predicted during veterinary intervention,
etc.); insufficient diagnosis (incomplete
clarification of animal owner’s complaints
about the vital activity of the sick animal,
failure to take into account anamnestic
data, imperfect clinical examination due
to the physical impossibility of using the
latest diagnostic methods and means,
inadequate evaluation of results of clinical
and laboratory researches); negligent
surgical intervention or performance of
other treatment and preventive measures;
unjustified professional veterinary risk,
which does not belong to the category of
force majeure and which is considered as
an aggravating case with the inevitability
of negative consequences for the health
and life of the animal characteristic of it;
unsatisfactory management of various VC
stages, as at the outpatient as inpatient
stages of its provision, in particular,
careless management of document
management, etc.).

The results of forensic veterinary
examination are drawn up in the form of
forensic expert conclusion or Notification
on impossibility of providing forensic expert
conclusion. Each opinion of experts
should contain the following parts:
Introduction, Research and Conclusions.
In the introductory part, the questions
posed for forensic examination solution
are presented in revision of the person
who appointed the examination. In the
research part of conclusion, the following
are noted: extracts from the procedural
document on appointment of forensic
veterinary examination; circumstances
of the case; necessary information from
case files and all available veterinary
documents with their long titles; other
factual data obtained during examination,
provided in the form of quotations
(in quotation marks) and containing
information necessary to answer the
questions posed for the examination;
data of the primary forensic examination,
as well as (if available) autopsy data of
exhumed corpse, laboratory tests of
physical evidence, clinical examinations
of examinee animal, etc.

Depending on case nature, the
following should be recorded from medical
history: state of the sick animal at the time
of initial VC application; records of the
medical history that record animal state
during entire treatment period; protocols
of operations; clinical diagnoses; schemes
of prescribed drug treatment; volume and
frequency of administration of medicinal
substances; results of laboratory studies
of the body’s internal environment; nature
and volume of resuscitation measures;
data of the protocol of the pathological
autopsy of the corpse with the results of
histological examination or data of the
primary forensic veterinary examination,
etc.
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Strictly speaking, Forensic expert
conclusions are drawn up in accordance
with posed questions. Numbering of the
answers should coincide with numbering
of the questions of the procedural
document on appointment of forensic
veterinary examination. At the same time,
it is allowed to combine questions that
are similar in content and to change their
sequence, without changing wording of
the questions. If it is impossible to provide
an answer on any question, the reason for
this is substantiated.

Note that Forensic expert conclusion is
drawn up on the form of forensic science
institution, it is signed by the forensic
experts who conducted the research.
Signatures in the final part are certified
by an imprint of the seal forensic science
institution on each page of the text of final
conclusions. If photo tables are added
to expert conclusion, they are signed by
forensic experts; signatures are certified
by an imprint of the seal forensic science
institution (Clause 4.15 of Chapter IV
specialized Instruction #).

One copy of expert conclusion after
signing it by all members of the forensic
veterinary expert commission together
with accompanying document shall be
sent in the prescribed manner to the
person (body) that appointed forensic
veterinary examination. The second copy
is drawn up as a supervisory proceeding
and left in the archive of forensic
science institution that conducted the re-
examination (Paragraph 4.17 of Section IV
of specialized Instruction ).

Together with the conclusion of

Accompanying document should contain:
title and number of expert conclusions
sent; the case on which the forensic
veterinary examination was conducted,;
the number of the Unified Register of Pre-
Trial Investigations; returning physical
evidence and other documents related to
this case.

We would like to emphasize that
currently, requirements for forensic
veterinary examination management
have been increased as one of the main
sources of evidence in cases of offenses
in VC. In view of this, it is important to
single out the key problems that arise due
to improper performance of professional
duties by a veterinarian and that do not
allow to use all possibilities of forensic
veterinary science, since these issues
affect evidentiality and objectivity of
the conclusions of forensic experts,
have a negative impact on assessment
of factual data discovered by the trial in
the proceedings (case), and complicate
or make impossible to find out the truth
in the proceedings (case). Experience of
forensic evaluation of VC defects testifies
to the following ways of solving the
outlined issues:

« develop VD standards and
protocols for treatment of
animals to regulate diagnostic,
therapeutic, preventive and other
veterinary activities for certain
nosological diseases based on the
latest achievements of science and
technology and introduce them
into veterinary activities;

« develop a regulatory framework

experts, materials, material evidence for VC provision in accordance
and other documents related to this with  the requirements of
proceeding (this case) shall be returned. veterinary  science, criminal,
49 THCTPYyKIis Npo IIpH3HAUYEHHs Ta NpoBefeHH ... . URL: https://zakon.rada.gov.ua/laws/show/

z0705-98#Text (date accessed: 20.10.2023).
50 Ibidem.
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civil, administrative, economic
legislation and requests of civil
society;

introduce the study Forensic
Veterinary Medicine educational
component at law faculties
majoring in 081 Law to improve
the professional training of
students, in particular during
the investigation of cases with
a special subject, namely: forensic
veterinarian,

initiate involvement of specialists
in the field of veterinary activity
(especially majoring in such areas
of veterinary activity as: surgery,
reproductive medicine, cardiology,
traumatology, endocrinology,
neurology, etc.), as well as forensic
veterinary experts (as specialists)
in investigation of cases regarding
improper VC provision and
professional cooperation with;
create advisory body of forensic
veterinarians under State
Production and Consumer
Service, who would be involved
in investigation of offenses (in
particular, law  enforcement
agencies) with a special subject:
a veterinary medicine worker
and develop a corresponding
regulation about this body;

in order to prevent terminological
confusion and complications
in clarifying the necessary
circumstances of the event and to
facilitatethefinal establishmentof
the truth, standardize conceptual
and categorical terminology (e.g.,
accident in veterinary practice,

professional error in veterinary
practice, crime in  veterinary
activity, guilt in veterinary activity,
failure or improper performance of
professional duties by veterinarian,
engagement in illegal veterinary
activity,  illegal  conduct of
experiments on vertebrate animal,
illegal issuance of  veterinary
prescription);

develop and normatively
consolidate forms of branch
documents that are mandatory
for use by subjects of veterinary
activity of various forms of
ownership (in particular, Extract
from the outpatient card of the
animal, Extract from the medical
history of the animal, Protocol
of ultrasonographic examination
of the animal;, Protocol of X-ray
examination of the animal, Protocol
of magnetic resonance examination
of the animal, Results of clinical
and biochemical analysis of blood,
Results of clinical and biochemical
analysis of wurine, Protocol of
pathoanatomical dissection of the
animal corpse, etc.);

supplement section X Research
guidelines on preparation
and appointment of forensic
examinations and forensic
researches * with a list of
developed questions regarding
defects of the  veterinary
medicine, that can be submitted
by the subject of appointment of
forensic veterinary examination
for resolution to the forensic
veterinary commission.

51 HaykoBO-MeTOZWYHI peKOMEeHJAlii 3 MUTaHb MiJTOTOBKYU Ta IIPU3HAYEHHS CYyAOBUX eKCIIep-
TH3 Ta €KCIIePTHUX JOCIi/KeHb : 3aTB. HakazoM MinlocTy Vkpainu Big 08.10.1998 p. Ne 53/5
(31 3miH. Ta momos.). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed:
20.10.2023).
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Conclusions

Author’s five-stage methods of foren-
sic veterinary examination is proposed
for the purpose of determining the VC
defects: 1) Familiarization and training
stage, 2) Managerial and informational
stage, 3) Research and analytical stage,
4) Generalization and evaluation stage,
5) Final stage. The specified stages reflect
sequence of actions of the forensic veteri-
nary expert commission during the exam-
ination, highlight all the main issues that
must be resolved for the actual investiga-
tion of circumstances of the veterinary
incident and its mechanism, and comple-
ment each other. Each previous stage is
the basis for the next one, and conclusion
of the commission of forensic veterinary
experts on VC shortcomings and the neg-
ative consequences for the health and life
of animal(s) is enriched with information
and acquires greater validity.

It is proved that use of proposed
methods of forensic veterinary medicine
in order to determine the VC defects
contributes to effective clarification of
defects in the VC elements (management

and document circulation, diagnosis,
treatment and tactical, preventive,
rehabilitation, resuscitation,

deontological measures), and at what stage
of VC provision it occurred (pre-hospital,
hospital or post-hospital), the nature of
certain defects (insufficient, untimely,
incorrect VC or its failure), with obligatory
consideration of objective and subjective
factors that caused them.

Forensic veterinary examination
should state the result of the determined
defect and provide a conclusion on the
availability or lack of a cause-effect
relation between the VC defect and
negative consequence for the animal(s), as
well as on the main cause of the negative
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consequence, namely: an unfavorable
coincidence of circumstances, accidents
that do not depend on the actions of the
veterinarians, as they cannot be predicted
and prevented (accident); professional
error in veterinary practice (improper
performance or non-performance by
veterinarian(s) of their professional duties
as a result of an objective or subjective
error notrelated tonegligentand dishonest
attitude towards these duties: insufficient,
untimely, incorrect VC provision); random
coincidence of unfavorable circumstances;
disease incurability or injury severity;
unprofessional and unqualified actions
in violation of the procedure for granting
a license; defects due to VC non-provision
or illegal VC provision.

Forensic  veterinary  commission
should assess formulation correctness of
clinical diagnosis, i.e., timeliness, scope,
validity of the scheme of diagnostic and
treatment-tactical veterinary measures,
the correctness of the performance of
surgical interventions or veterinary
manipulations and compliance of VC
provision of CD with requirements of
current regulatory documents (if any).

It is argued that the determination of
VC defects and negative consequences
for the health and life of animals(s)
according to the methods proposed by the
author in this research paper will allow
law enforcement agencies and the court
to find out veterinary mechanism for
development of adverse consequences for
the health and life of animals(s).

Application of proposed methods
of forensic veterinary medicine for the
purpose of determining VC defects will
have a positive effect on efficiency of
conducting and effectiveness of forensic
examination in case of identifying the VC
shortcomings and negative consequences
for the health and life of the animal(s), as
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it unifies approaches to forensic research,
minimizes subjectivity of forensic
assessment of professional actions
of veterinarians becomes a scientific
basis for providing a well-founded and
objective conclusion of forensic expert(s)
in a categorical form as a means of proof
in legal proceedings; expands cognitive
capabilities of pre-trial investigation
bodies and court; creates foundation for
improving criminal and administrative
legislation of Ukraine in terms of the
legal responsibility of veterinarians for
professional offenses.

MeToauKa CyZ0BO-BeTepUHAPHOL
eKCIepTHU3H 3 MeTOI0 BU3HAYEHH S
AedeKTiB BeTepUHAPHOI [0ITOMOTH

Iean Auenxo

Mema pobomu — pospobumu memodu-
Ky cydogo-eemepuHapHol excnepmu3u 045
8U3HAUeHHs Jehexmie gemepuHApHOi Jono-
moeu. JIna docsaeHeHHs nocmas/ieHol memu
3acmoco8ano 3azaAbHOHAYKO8L ma cneyias-
Hi Haykosi memodu. Hagedeno asmopcevky
Memoduky cydo80-eemepuHapHol ekcnepmu-
3u depexmie semdonomozu, 30iliCHIOBAHOL
y n’ams emanis: 03HAllOMY0-Ni020MOEHUIL,
Op2aMizayitino-iHgpopmayitinuil, docio-
HUYbKO-AHAATMUYHUL, — Y3d2edAbHI08aNb-
HO-OUIHHULL 1 3asepwanvHuil. JlosedeHo,
Wo cydoso-gemepuHApHA eKcnepmusa mae
BU3HAYUMU HASBHICMb Jepexmy 1l Hadamu
BUCHOBOK NPO HAABHICMb ab0 GIOCYMHICMb
NPUHUHOB0-HACAIOKO0B020 38°3KY MIidC He-
JonikoM eemdonomoz ma HeeamueHuM 045
MeapuHU HACAIOKOM i PO OCHOBHY NPUYLHY
makozo HacAioky. Yeazy axuenmosaHo Ha
momy, wo cydoso-eemepurapHa eKCnepmua
KOMICIA MAE OYIHUMU CBOEHACHICMb, 00Cse,
06spyHmosanicmo nposedeHux diazHoCmuy-
HUX ma AIKY8AAbHO-MAKMUYHUX 6emepu-
HApHUX 3ax0018, NPABUALHICMb BUKOHAHHS
OnepamueHuxX ympyuano abo eemepuHap-

HUX MAHINyaayitl i ix 8i0nosi0Hicmb YUH-
Hum Hopmamuerum dokymenmam. O6spyH-
Mo8amo, W0 NPONOHOBAHA ABMOPCLKA
Memoduka yHigikye nidxodu o excnepmHo-
20 Jocnidxcen s, MIHIMI3YE CYO EKMUBHICMb
eKxcnepmHol oyiHku Oill NpayieHuUKi8 eem-
MeOUYUHU; PO3ULUPIOE NI3HABAALHL MOXCAU-
gocmi opearig docy008020 po3caidy8aHHs ma
cydy; cnpuse 800CKOHAEHHIO KPUMIHAABHO-
20 1l adminicmpamueHozo 3akoHodascmed
Vkpainu 6 wacmuni opuduuHoi gionosidans-
HOCTMI NpayiéHUKI8 8emmeduyuHlL 3d npo-
¢eciiini  npasonopyuienHs. Buokpemaero
KAI04081 npobaemu, KL BUHUKAIOMb depe3
HeHa/excHe BUKOHAHHA NPAYIBHUKAMU 8eMl-
MeduyuHL ce0ix npogeciiinux 0608’a3kis,
i 3aNpOnoOHOB8AHO WAAXU 1X PO36’I3AHHA.

Katouoei caoea: cydosa semepunapHa
meduyuna; cydoso-gemepurapra ekcnepmu-
3a; nidexcnepmui meapuHu; Jegpexmu il He-
doniku eemepuHapHOl 00TOMOzLL; HeeamueHI
Hacaioku 045 300p08’s ma iHumms meapu-
HU; memooduka ii emanu cy0o8o-eemepunap-
H020 0CAI0HCEHHA.
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Criminal policy in the field of digital countermeasures against
propaganda during war involves propaganda definition and its
forms at international and national levels. Detection of various
propaganda forms, classified as criminal offenses that encroach on
foundations of national security, public order and security, as well
as peace and security of humanity and the international legal order,
is extremely relevant today. The most dangerous form of propaganda
is war propaganda. War propaganda is a separate criminal offense
that affects peace and security of mankind and the international
legal order. War propaganda is a criminal offence, similar to the
crime of aggression and war crimes, which requires their distinction.
Rapid technological development and expansion of the digital space
dictate new trends that should be taken into account when forming
a criminal policy in the field of digital counterpropaganda during
wartime. The protection of national security and democratic values
requires a balanced approach: the use of digital means should not
violate the basic rights and freedoms of citizens. The study of criminal
policy in the field of digital countermeasures against propaganda
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during the war was facilitated by the use of a complex of scientific
methods: 1) logic one (for propaganda characterization of and its
types, determination of digital means of countermeasures against
this phenomenon); 2) philosophical (in order to find a philosophical
basis for countering propaganda); 3) historical and legal one (during
the analysis of the historical and legal experience of countering
propaganda in wartime); 4) formal and logical one (for construction
of criminalpolicy in thefield of digital countermeasures to propaganda
during wartime); 5) comparative legal one (when comparing the

implementation of criminal policy in Ukraine and other States).
Keywords: criminal policy; counteraction to criminal offenses;
digital means of countering criminal offenses; propaganda; war

propaganda.

Research Problem Formulation

Research on criminal policy in the field of
digital counterpropaganda during the war
involves, first of all, the propaganda defini-
tion and its forms at the international and
national levels. Detection of various propa-
ganda forms, classified as criminal offenses
that encroach on the foundations of nation-
al security, public order and security, as well
as peace and security of mankind and the in-
ternational legal order, is extremely relevant
nowadays. The most dangerous form of pro-
paganda is war propaganda. War propagan-
da is a separate criminal offense, similar to
the aggression crime and war crimes, which
requiring their separation.

Given modern development of
Ukraine, digital counteraction becomes

an important aspect of countering war
propaganda and other forms of propaganda
during a military conflict. Dangerous
information influence carried out with the
help of digital means that is intrusive and
manipulative in nature and incites society
to war and fuels; it should be blocked by
modern digital means that will allow to
detect such propaganda and neutralize its
destructive impact.

Analysis of Essential Researches
and Publications

Certain aspects of criminal policy in the field
of digital countermeasures against propa-
ganda during the war were studied by such
scientists as Zh. Denisyuk !, S. Dmytrashko 2,
P. Doichynovych ? U. Koruts %, N. Meltser ®,

1 Jenwuciok K. 3. [Iponaranza Ta KOHTpIIpoIIaraHzia B KOHTEKCTI cCTpaTeril gep:xaBHoi iHdpopMa-
IilHOI moiTUKY. Bueni 3anucku THY imeni B. I. Bepnadcvkozo. Cepis: Jlepacashe ynpasainua. 2021.
T. 32 (71). Ne 2. C. 46—51. DOI: 10.32838/TNU-2663-6468/2021.2/08 (date accessed: 10.12.2023).

2 [mutpamko C. A. CTpaTeris BIIIMBY Ha MacOBY CBiZJOMIiCTb y HallioHaJI-coniamicTnyHik Himeu-
upHi. Bichuk HTYY «KIII». Ilonimonoeis. Coyionoeis. Ilpago. 2018. Bum. 2 (38). C. 12—17. DOIL:
10.20535/2308-5053.2018.2(38).152880 (date accessed: 10.12.2023).

3 Propaganda, War Crimes Trials and International Law: From Speakers’ Corner to War Crimes ;

ed. by P. Doj¢inovié. Routledge, 2012. 336 p.

4 Kopyn V. 3. [IoHATTA IpomaraHAy BiliHU: iCTOPUKO-TIPABOBUH aCIeKT. [1i860eHHOYKPAIHCOKUIL
npasHuuuil waconuc. 2019. Ne 4. 4. 1. C. 118—121. DOI: 10.32850/sulj.2019.4.1.26 (date accessed:

10.12.2023).

5 Menbuep H. MexxayHaposHoe rymMaHuTapHOe mpaBo. O6Imuil Kypc :

MKKK, 2016. 419 c.

crpas. usa. JKeHesa :
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Zh.-M. Khenkerts and L. Dosvald-Bek °.
The scientific investigations of the named
authors were only indirectly related to the
criminal policy of digital counteraction to
such a phenomenon as propaganda. Giv-
en the war duration in Ukraine and the
aggressive nature of propaganda used by
the enemy as a weapon, this research is
extremely relevant.

Research Methods

During research, the following methods
were used: 1) logic one (to characterize
propaganda and its types, to determine
digital means of countering this phenom-
enon); 2) philosophical one (in order to
find a philosophical basis for countering
propaganda); 3) historical and legal one
(when analyzing historical and legal ex-
perience of countering propaganda in
war conditions); 4) formal and logical one
(for constructing a criminal policy in the
field of digital counteraction to propagan-
da during war); 5) comparative and legal
one (when comparing the implementation
of criminal policy in Ukraine and other
countries).

Article Purpose

Explore criminal policy in the field of dig-
ital counterpropaganda during wartime.

Main Content Presentation

Importance of criminal policy formation
in the field of digital counterpropaganda
is determined by international experi-
ence: court precedents qualify the actions
of persons accused of war propaganda as
a crime against humanity, as genocide,
as a separate crime, and as a component
of other international crimes. Thus, the
Nazi propagandist of the Third Reich, Ju-
lius Streicher, Editor and owner of the Der
Stiirmer antisemitic newspaper was sen-
tenced to death by the Nuremberg Inter-
national Military Tribunal. This is the first
conviction for propaganda, when persecu-
tion and actions were classified as a crime
against humanity ’. In order to recognize
war propaganda as a crime, it is necessary
to prove that the accused person directly
incited specific acts of aggression, there-
by creating a favorable belligerent atmo-
sphere, which happened in the described
case regarding Jews.

International Covenant on Civil and
Political Rights states that any advocacy
of national, racial or religious hatred that
constitutes incitement to discrimination,
hostility or violence, as well as any
propaganda for war, should be prohibited
by law &.

A more recent example of mass media
use to incite hatred, incite violence and
discriminate against a certain ethnic group
is the crimes in Rwanda: The International

6 Xenkeptc JXX.-M., JlocBanba-Bek JI. OGbIuHOE MeXAyHAPOLHOE r'yMaHuTapHoe mpaso. T. 1.
Hopwmsl. XXenesa : MKKK, 2006. 874 c¢. URL: https://www.icrc.org/ru/doc/assets/files/other/cus-

tomary.pdf (date accessed: 10.12.2023).
7 Propaganda, War Crimes Trials ... .

8 MDXHApOAHUH MaKT IIPO TPOMAASHCBKI i IoniTH4YHI IpaBa :

npuiiasta leHacambiee

OOH 16.12.1966 p. zok. OOH A/RES/2200 A (XXI) ; parudik. Vkasom IIpesuzii BP VPCP Bijg
19.10.1973 p. Ne 2148-VIII [YunHa Ana Vkpainm 3 23.03.1976 p.]. URL: https://zakon.rada.gov.ua/
laws/show/995_043?find=1&text=itiu#w1_1 (date accessed: 10.12.2023).
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Criminal Tribunal convicted the founders
and journalists of the Rwandan company
RTLM for the crime of genocide and crime
against humanity (persecution, as in the
example described above), related to the
use of this mass media °. The court proved
the facts of incitement to the genocide
of the entire Tutsi ethnic group using
specific linguistic constructions with the
help of specific broadcasting channels.
By the way, conducting linguistic
examinations and understanding the
speech and cultural context in such cases
are extremely important not only for the
correct qualification of actions, but also
for compliance with the procedural order,
which is strictly regulated. We mean
cases when domestic experts are allowed
to carry out linguistic examinations
of a foreign text, who do not have an
appropriate document that would confirm
their knowledge of foreign language,
which content they are analyzing, as
they do not have an understanding of
the context of the conflict. Thus, during
appropriate  linguistic or complex
psycholinguistic examinations, questions
can arise regarding the need to translate
the text. For example, a forensic expert
understands the language in which the
text provided for research is presented,
because he studied it at school, but he
does not have a translator’s diploma in
the relevant language (in the case under
study, it is Russian). Then the question

arises about the need to translate the
text into Ukrainian for further research '
or to involve a forensic linguist who has
a document confirming his knowledge
of the language which the text was
submitted in for research. We consider
the second situation to be more justified
from a procedural point of view: in
order to prevent the defense party from
initiating in court the recognition of such
a conclusion of the forensic examination
as inadmissible due to similar procedural
specifics.

The decision of International Criminal
Tribunal for the former Yugoslavia,
which convicted the political leader, the
leader of the Serbian Radical Party and
the paramilitary Serbian group: Chetniks
for a single speech that prompted the
commission of rapes, murders and other
crimes, is worthy of attention'. In other
words, this person was convicted not for
the direct commission of murders, rapes,
etc., but for a single speech with elements
of hate speech and threats against the local
non-Serb population? namely, Croats:
the court qualified his actions as a crime
against humanity that gives grounds for
reflection on the urgent need to formulate
the criminal law policy of our state, given
the existing international law enforcement
practice.

At the same time, it is necessary to
take into account the fact that (unlike the
Second World War); currently propaganda

9

10

11

Omnpuurko JI. BigmosizanpricTs 3MI 3a renouwz. Ilpukiag Pyanzaum / Journalism Teachers’
Academy. 20.07.2022. 17:42. URL: https://www.jta.com.ua/trends/vidpovidalnist-zmi-za-henot-
syd-pryklad-ruandy/ (date accessed: 10.12.2023).

VxBana CuxiBChKOTO pamcyzy M. JIbBoBa Bif 27.07.2023 p. CmpaBa Ne 464/1692/22. IIpoBaz-
skeHHs Ne 1-k11/464/32/23. URL: https://zakononline.com.ua/court-decisions/show/1125043862-
from=%22IIponaranza%20Bifinm%22%20AND %20%22ekcepTH3a %22 (date accessed:
10.12.2023).

Kypenxkosa O. Harnucru nparuynu «Beankoi HimeudanHu». KpeMib — cTBOpeHHs «BeInKoi Pocii»
KomrToM Ykpainu — ropuct IIpeapar JlofrarrHoBYY / CycminbHe HOBUHM. 09.01.2023. 09:37. URL:
https://suspilne.media/325738-nacisti-pragnuli-velikoi-nimeccini-kreml-stvorenna-velikoi-ro-
sii-kostom-ukraini-urist-predrag-dojcinovic/ (date accessed: 10.12.2023).

90



Mykhaylo Shepitko, Kateryna Latysh. Criminal Policy in the Field
of Digital Counterpropaganda During the War. DOI: 10.32353/khrife.4.2023.06

is mainly spread thanks to the digital
environment, when social networks are
its main tool. In this case, the Internet is
not only a springboard for spreading false
information: it has created the so-called
army of trollsand bot networks, etc., which,
supporting electronic communication
in comments, convince Internet users of
the “truth” of such information or resort
to aggressive methods of intimidation,
thereby depriving Internet users of any
desire to search for the relevance of
widespread information. For example, at
least 47 governments used a combination
of human and Internet bot campaigns to
manipulate online discussions to spread
propaganda in 2023; twice as many as
10 years ago 2. A clear example of this is
the analysis of internal documents of one
of the leading contractors of the Russian
special servicesregardingthe development
of tools designed to carry out cyberattacks
and spread disinformation, control the
Internet space and use digital means to
promote certain propaganda narratives **.
Certainly, such traditional mass media
as television, radio and newspapers are
also actively used as a hybrid weapon
not only in the aggressor country, but
also abroad, exerting a much larger
influence in terms of scope. Although
such actions have been prohibited since

at least 1936, the time of the adoption of
the International Convention on the Use
of Radio Broadcasting in the Interests of
Peace, in Art. 2 declaring the duty of States
to refrain from war propaganda of .

Criminal Code of Ukraine provides
for liability for the following forms of
propaganda: 1) collaborative activities
(Part 3 of Art. 111 %); 2) cruel treatment of
animals (Art. 299); 3) import, production
or distribution of works promoting the cult
of violence and cruelty, racial, national or
religious intolerance and discrimination
(Art. 300); 4) war propaganda (Art.
436); 5) propaganda of communist and
national-socialist ~ (Nazi)  totalitarian
regimes (Art. 436') *. The definition of
this act in domestic criminal legislation
is not given, but it should be noted that
these socially dangerous acts encroach
on quite different objects: 1) foundations
of national security; 2) public order and
security; 3) peace, security of mankind
and international law and order.

Only in Art. 436 of War propaganda
and in Art. 300: Importation, production
or distribution of works promoting the cult
of violence and cruelty, racial, national or
religious intolerance and discrimination of
the Criminal Code of Ukraine provides
for quite stable criminal liability, since
there have been no special changes in

12

13

14

15

Ryan-Mosley T. How generative AI is boosting the spread of disinformation and propa-
ganda / MIT Technology Review. October 4, 2023. URL: https://www.technologyreview.
com/2023/10/04/1080801/generative-ai-boosting-disinformation-and-propaganda-free-
dom-house/ (date accessed: 10.12.2023).

Leloup D., Reynaud F. Inside Vulkan, the digital weapons factory of Russians intelligence ser-
vices / Le Monde. March 30, 2023, at 5:00 pm (Paris). URL: https://www.lemonde.fr/en/pixels/
article/2023/03/30/inside-vulkan-the-digital-weapons-factory-of-russian-intelligence-ser-
vices_6021230_13.html (date accessed: 10.12.2023).

MexyHapoHast KOHBEHINSI 06 MCII0Ib30BAHUY PAJHOBEIAHNUs B MHTepecax MUPA : TOJIIHC.
Tenaccambreeit OOH 23.09.1936 1. ; patudur. IIpesuguym. BC CCCP 17.09.1982 r. C OrOBOPK.
u 3agBi. URL: https://zakononline.com.ua/documents/show/141016___141016 (date accessed:
10.12.2023).

KpumMinanbHUI KofeKe Ykpainu Biz 05.04.2001 p. Ne 2341-I1I (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 10.12.2023).
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these rules regarding the definition of
propaganda . The rest of provisions of
this Code do not stipulate such liability.
Due to anti-communist, anti-national-
socialist, European integration vector of
Ukraine’s development and the beginning
of Russian aggression against Ukraine, the
number of criminal offenses in the form
of propaganda has increased significantly.

In paragraph 2, Part 1 of Art. 1 of the
Law of Ukraine: On Condemnation of the
Communist and National Socialist (Nazi)
Totalitarian Regimes in Ukraine and the
Prohibition of Propaganda of Their Symbols,
which has a direct connection and men-
tion of it in Art. 436" of Criminal Code of
Ukraine, the following definition of propa-
ganda of the communist and national so-
cialist (Nazi) totalitarian regimes is given:
“Public denial, in particular through the
media, of the criminal nature of the com-
munist totalitarian regime of 1917—1991
in Ukraine, the national socialist (Nazi) to-
talitarian regime, dissemination of infor-
mation , aimed at justifying the criminal
nature of the communist, national social-
ist (Nazi) totalitarian regimes, the activi-
ties of the Soviet state security bodies, the
establishment of Soviet power on the terri-
tory of Ukraine or in separate administra-
tive and territorial units, the persecution

16 KpuMiHanpHUH KOZeKC YKpaiHU ...
(date accessed: 10.12.2023).

of participants in the struggle for the inde-
pendence of Ukraine in the 20th century,
production and/or distribution, as well as
public use of products containing symbols
of communist, national socialist (Nazi) to-
talitarian regimes” ".

In 2021, Ukrainian legislators provided
for criminal liability for propaganda
of actions that have signs of cruelty to
animals (Article 299 of Criminal Code
of Ukraine ), although they did not
formulate a definition of propaganda ¥.

Since the beginning of the Russian
aggression against Ukraine, collaborative
activities have been criminalized
and liability has been provided for
“implementation by a citizen of Ukraine
of propaganda in educational institutions,
regardless of typesand formsof ownership,
in order to facilitate implementation
of armed aggression against Ukraine,
establishment and approval of temporary
occupation of part of the territory of
Ukraine, avoidance of responsibility for
implementation by aggressor State of
armed aggression against Ukraine, as
well as the actions of citizens of Ukraine
aimed at implementing the educational
standards of the aggressor State in
educational institutions” (Part 3 of Art.
111! of the Criminal Code of Ukraine) .

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

17 IIpo 3acymXeHHS KOMYHICTUYHOTO Ta HaIliOHAJ-COLIaJiCTUYHOTO (HAIIMCTCHKOTO) TOTANiTap-

HUX PEeXUMIB B YKpaiHi Ta 3a00pOHy IIporaraHiu iXHbOI CMMBOJIKHU :

3akoH VKpaiHH BiJ

09.04.2015 p. Ne 317-VIII (3i 3MmiH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/317-

19#Text (date accessed: 10.12.2023).
18 KpuMiHaTbHUH KOZeKC YKpaiHu ...
(date accessed: 10.12.2023).

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

19

20

IIpo BHeCeHHs 3MiH |0 JesKUX 3aKOHOZAaBUNX aKTiB YKpaiHU 100 iMIIJIeMeHTallil II0JI0KeHb
JesSKUX MDXHAPOSHUX YIoZ Ta JUPEKTUB EBporiericbkoro Coro3y y cdepi OXOpOHK TBAPUHHOI'O
Ta POCJIMHHOTO CBITY : 3aKOH YKpainu Biz 15.07.2021 p. Ne 1684-IX. URL: https://zakon.rada.gov.
ua/laws/show/1684-20#n42 (date accessed: 10.12.2023).

IIpo BHeCEeHHsI 3MiH /10 JeSKUX 3aKOHO/IaBYNX aKTiB YKpaiHU 1010 BCTAHOBIEHHS KPUMiHab-
HOI BiiTTOBiaIpHOCTI 32 Kostabopariifiny AisapHIiCTh : 3akoH Vkpainu Big 03.03.2022 p. Ne 2108-
IX. URL: https://zakon.rada.gov.ua/laws/show/2108-20#Text (date accessed: 10.12.2023) ;
KpuminanbHuil xogexc Vkpainu ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text
(date accessed: 10.12.2023).
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Obvious connection between
propaganda and war crimes cannot be
denied, as international researchers

also point out ?'. Thus, in the reference
publication: International Humanitarian
Law. The General Course by N. Meltser
issued by the International Committee of
the Red Cross, emphasizes that the state
that carries out the occupation cannot
use propaganda aimed at voluntary entry
into the occupation forces . Article 51
of Geneva Convention relative to the
Protection of Civilian Persons in Time of
War states that “an Occupying Power shall
not have the right to compel protected
persons to serve in its armed or auxiliary
forces” %,

Additional Protocol I to Geneva
Conventions stipulates that the parties
to the conflict must take all practicable
measures to ensure that children under
the age of 15 do not take direct part in
hostilities: the parties must refrain from
recruiting them to their armed forces.
In the case of recruitment from among
persons who have attained the age of 15
but who have not yet attained the age of
18, the parties to the conflict shall give
preference to persons of an older age.
And already in the II additional protocol
to the Geneva Conventions it is stated that
“children who have not reached the age of
fifteen are not subject to recruitment into
armed forces or groups, and they are not
allowed to participate in hostilities”, but

in this case it is not about prohibition of
propaganda. Among the customs of war,
it is also noted that “children should not
be recruited into armed forces or armed
groups” (norm 136) *.

Therefore, we can conclude that
war propaganda is a criminal offense
similar to war crimes, but it is not directly
recognized as a war crime. Only if there
are signs of coercion or recruitment,
it is possible to raise the question of
committing a war crime that violates the
laws and customs of war (Article 438 of
Criminal Code of Ukraine). In practice,
unfortunately, there are cases of arbitrary
interpretation of coercion as propaganda.
Thus, the Podilskyi District Court of
Kyiv convicted a person for promoting
service in the army of occupying state:
Russian Federation. The court, referring
to Art. 51 of the Geneva Convention on
the Protection of the Civilian Population
in Time of War, interpreted individual
statements in the mass media and other
activities of the defendant in the city of
Sevastopol and AR Crimea as propaganda
and a violation of the laws of warfare ».
This example demonstrates the need to
distinguish not only war crimes and other
crimes against peace, human security and
international legal order, but the concepts
of propaganda, coercion, and recruitment.

For formation of criminal policy
in the field of digital counteraction
to propaganda during the war, it is

21 Saxon D. Propaganda as a Crime Under International Humanitarian Law: Theories and Strate-
gies for Prosecutors / Propaganda, War Crimes Trials ... . 24 p.

22 Menbnep H. Vkas. cou. C. 420.

23 JKeHeBCbKa KOHBEHIiI PO 3aXWCT IIUBIIBHOIO HAaCeJIeHHsd IIiJ 4ac BiHHU :

NpURHATA

12.08.1949 p. ; parudik. Vkasom IIpesnzii BP VPCP Bix 03.07.1954 p. [UunHa ana YkpaiHu
3 03.01.1955 p.]. URL: https://zakon.rada.gov.ua/laws/show/995_154#n1507 (date accessed:

10.12.2023).

24 Xenxkeptc JK.-M., JlocBanpa-Bek JI. Ykas. cou. C. 617. URL: https://www.icrc.org/ru/doc/assets/
files/other/customary.pdf (date accessed: 10.12.2023).
25 Bupok ITozinbcbKoro paiicyay M. Kuesa Big 15.06.2023 p. CripaBa Ne 758/16427/21. IIpoBaiyke HHS

No 1-K11/758/422/23.
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important not only to determine
propaganda forms in international and
national terms, their criminal legal
qualification, the application of sanctions
and punishments, but other means used
to prevent such propaganda, its detection
and prosecution.

Nowadays, governments and political
players in both democratic and autocratic
countries use artificial intelligence
to create texts, photos and videos to
manipulate public opinion in their favor
and automatically censor critical online
content.

Therefore, countering  wartime
propaganda in digital space and with
artificial intelligence use and other digital
tools is an important part of criminal
policy. For example, with the start of full-
scale war against Ukraine in 2022, TikTok
began selectively flagging accounts run
by Russian State propaganda agencies to
inform users that they were exposed to
Kremlin disinformation. It is difficult to
say what exactly caused such a selection,
since asignificantnumber of accounts with
millions of subscribers were left without
the appropriate marking, although there
were valid reasons for this *. Freedom
House researchers documented 22
countries that have passed laws requiring
or encouraging online platforms to use
machine learning to remove unwanted
online speech 7.

In view of the above, we see the
need to form a digital toolkit to counter
propaganda of war that can contain a
variety of technologies and software
solutions that will help to detect, analyze
and control propaganda content. Among

such digital tools, the following can be
distinguished:

« machine learning and artificial
intelligence algorithms capable
of analyzing significant amounts
of data and detecting patterns
characteristic of propaganda
messages, containing text, photo
and video analysis;

«  tools for verifying the truthfulness
of the facts presented (platforms
for verifying information, such as
Snopes, FactCheck.org, etc. allow
you to verify the accuracy of news
and information distributed on
the network);

« tools for detecting fake news
(specialized software that uses
linguistic (language) models and
other technologies to identify
potentially false, fake content);

. browser extensions (tools that
are integrated directly into web
browsers and help users identify
unreliable sources of information
and fake news);

« social networks and platforms
(implementing their own content
moderation tools to combat
disinformation and propaganda,
using both algorithms and human
verification);

« educational platforms and
initiatives (training programs and
resources aimed at improving
digitalliteracy and critical thinking
in order to develop public skills to
distinguish manipulative content);

« analytical tools for researching
and analyzing trends, identifying

26 Klepper D. TikTok propaganda labels fall flat in ‘huge win’ for Russia / AP News. March
30, 2023. 5:44 pm GMT +2. URL: https://apnews.com/article/tiktok-russia-propaganda-la-
bels-ukraine-kremlin-china-88ecd866a2c34218ebbacch45e435c12 (date accessed: 10.12.2023).

27 Ryan-Mosley T. Ibidem. URL: https://www.technologyreview.com/2023/10/04/1080801/genera-
tive-ai-boosting-disinformation-and-propaganda-freedom-house/ (date accessed: 10.12.2023).
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patterns, certain  narratives,
tracing marks in the dissemination
of information on Internet,
including propaganda and
disinformation trends.

Relevance and the initial stage
of implementation of these tools can
be evidenced by the Procedure for the
FunctioningoftheInformationand Analytical
Platform for Electronic Verification and
Monitoring approved in 2021 .

It is especially important to
develop digital means of countering
war propaganda containing a variety
of technologies and methods aimed at
identifying, analyzing and blocking or
neutralizing propaganda materials. We
have analyzed international practice on
this issue and consider it appropriate
to single out the following areas of the
formation of digital means of countering
war propaganda:

« monitoring of social networks
by using machine learning
algorithms to detect and analyze
propaganda messages in social
networks, telegram channels, etc.
(analysis of text, photos and videos
for the presence of distorted or
manipulative information);

« fact-checking and verification
of information through the
development of platforms
and tools for fact-checking
and verification of sources of
information that can include
cooperation with independent
fact-checking institutions;

« recognition of fake news by using
artificial intelligence algorithms
to identify the falsity of such
news and manipulative content

(analysis of text structure, sources
of information and linguistic
specifics of presentation);

« digital literacy and education by
launching educational campaigns
and training programs to increase
the level of digital literacy of
citizens that will help them
critically evaluate information;

« cooperation with technology
companies by establishing
partnerships with companies:

developers of social media and
other platforms to implement
algorithms and rules that prevent
the spread of propaganda and

misinformation;
« use of legal mechanisms,
introduction of legislative

initiatives and measures aimed
at preventing propaganda and
punishing its dissemination;

« international cooperation with
international non-governmental
organizations and governments
of other countries to coordinate
efforts in the fight against military
propaganda.

Criminal policy in the field of digital
countering propaganda during war has
an important legal significance, since its
implementation affects the establishment
of Ukraine as an independent, democratic
and legal state. The introduction of
a separate criminal policy in the field of
digital counter-propaganda will make
it possible to gradually and planned
counter as propaganda as war in general.
Legal, economic, informational and
other countermeasures against digital
propaganda can have a positive effect
that minimizes and neutralizes the

28 Tlopsazpok GyHKIIOHYBaHHS iHPOPMAIIHO-aHAIITUYHOI I1aTGOPMHU eIeKTPOHHOI Beprdika-
1Iii Ta MOHITOPUHTY : 3aTB. Haka3oM MiHdina Vkpainu Big 26.07.2023 p. Ne 428. URL: https://
zakon.rada.gov.ua/laws/show/z1186-21#Text (date accessed: 10.12.2023).
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informational impact of its spread. One
should agree with P. Doichynovych, who
asserts the need to distinguish between
war propaganda, which can lead to the
commission of war crimes, crimes against
humanity and genocide, as in the cases
mentioned above, and war propaganda,
whichleadstothecrimeofaggression®This
important emphasis also demonstrates
the similarity of propaganda to the crime
of aggression in the international legal
sense and national criminal law (Article
437 Planning, preparation, initiation and
waging of an aggressive war of Criminal
Code of Ukraine *). This is confirmed by
the presence of propagandists in the list of
suspects in the February 24 capital case .

Conclusions

Criminal policy in the field of digital coun-
teraction to propaganda during the war
should include a set of measures aimed at
preventing propaganda (activities aimed
at spreading disinformation, manipulat-
ing public opinion and inciting hatred
during the military conflict), its detection,
prosecution and punishment.
Highlights of this policy can include:

1) legislative regulation (adoption of
clear legal norms defining propaganda
as a crime, especially in the context of
military conflicts);

2) media monitoring and analysis
(creation of systems for monitoring
media content in order to identify
and control the dissemination of
propaganda materials);

3) international cooperation (cooperation
with international organizations and
other States to combat cross-border
propaganda and disinformation);

4) imposition of sanctions (application
of punishments, including criminal
liability, to persons and organizations
guilty of  spreading  military
propaganda or disinformation);

5) educational work (conducting an
information campaign among the
population to raise awareness of the
risks and consequences of military
propaganda and importance of critical
information perception);

6) protection of human rights (measures
to counter propaganda should not
violate fundamental human rights
and freedoms, including freedom of
speech and expression).

Criminal policy in the field of digital
counterpropaganda during the war
requires a balanced approach to protecting
national security and democratic values
(taking into account the digital context)
while respecting fundamental rights and
freedoms of citizens.

KpuMiHa/IbHA OJIITHKA
y cdepi nuucdpoBoi npoTHuAii nponaraHgi
mij yac BifiHn
Muxaiiao Illenimoko,
Kamepuna Jlamuw

Kpuminanvna nonimuxa y cgepi yugp-
poeoi npomudii nponazandi nid uyac GillHU
nepedbauae nepedycim 6uU3HAUEHHA Npond-
eandu ma ii popm Ha MixcHapooHomy 1l Ha-
YIOHANbHOMY pieHAX. BuseneHHs pi3HUX

29 KypenkoBa O. Op. cit. URL: https://suspilne.media/325738-nacisti-pragnuli-velikoi-nimecci-

ni-kreml-stvorenna-velikoi-rosii-kostom-ukraini-urist-predrag-dojcinovic/

10.12.2023).
30 KpuMmiHanpHUH KoZeKC VKpaiHU ...
(date accessed: 10.12.2023).

(date  accessed:

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

31 CIHCOK IiZl03pI0BaHUX MariCTPaJbHOI CIIpaBU «24 moToro» / Odic l'eHnpokypopa : odir. camrT.
URL: https://gp.gov.ua/detectable (date accessed: 10.12.2023).
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¢opm nponazandu, xaacudixosaHux 5K
KPUMIHAALHI PagoONoOpyUleHHs, WO nocsed-
10Mb HA OCHOBU HAYIOHAABHOL Oe3neku, 2po-
Madcokuil nopsadok i besnexy, a maxkox Mup
i besnexy awdcmea ma MiXHApoOHUll npa-
80MOPAO0OK, Cb020OHI € HAO36UHYATHO aAKMY-
anvHum. Hailbinvur Hebesneunoio ¢opmoro
nponazandu € nponazamda itinu. Ilponazan-
da 8iliHU — e OKpeme KpUMIHAAbHE NPABO-
NOpYlenHs, ke Nocsiede HA MUp i besnexy
atodemea ma MiscHApoOHULL npagonopsdok.
IIponazanda 8iiiHU € KPUMIHAALHUM NpABo-
TOpYULeHHAM, NOJIOHUM 00 3A04UHY azpecii
Ma 80EHHUX 3A0YUHIE, W0 nompebye ixHbO-
20 eiomedxncysanma. CMpPIMKUIL MexXHOA02IY-
HULl po36UMOK ma eKCnawucis uugposozo
npocmopy Jukmyloms HO8L meHdeHUil, Ha
ki JoyinvHO 36axcamu, opmyrouu Kpumi-
HAAbHY noaAlmuky y cgepi uyugpogoi npo-
mudii nponazandi nid wac eiliHu. 3axucm
HAYIOHAAbHOL besneku 1 OeMOKpAMUYHUX
yiHHocmell nompebye 36a1anco8an0zo nio-
x00dy: 3acmocysanms yugposux 3acobig He
MAE MOpYULy8amu OCHOBHUX npas i c80600
epomadan. JJocaidruceHHI0 KPUMIHAABHOL NO-
aimuxu y cepi yugpogoi npomudii npona-
2andi nid wac 8iliHU CNpusn0 8UKOPUCTIAHHS
KOMNAEKCY Haykosux memodie: 1) noziku
(011 xapaxmepucmuku nponazandu ma ii
eudie, susHaueHHs yupposux 3acobig npo-
mudii yvomy asuwy); 2) ¢inocogcvkozo (i3
Memoto nowyky @inocogcvkoeo nidspyHms
npomudii nponazandi); 3) icmopuko-npa-
8068020 (nid uac anani3y iCMOPUKO-NPABO-
8020 doceidy npomudii nponazandi 8 ymo-
sax 6iliHu); 4) opmanvHo-102iuH020 (044
KOHCMPYI08AHHA KPUMIHAALHOL NOAITMUKU
y cpepi yugposoi npomudii nponazandi nio
uac 8iliHU); 5) NOPIBHAALHO-NPA808020 (1nid
4ac NopieHAHMA pedai3auyii KpUMIHAALHOL
noAimuKu 8 Ykpaiui il iHWuxX depicasax).

Kawouo6i caosa: kpuminanvia noaimu-
Ka; npomudii KPUMIHAALHUM Npasono-
pyuweHHam; yugposi 3acobu  npomudii
KPUMIHAALHUM NPABONOPYIULEHHAM, Npona-
2anda; nponazanda 8iiiHuU.
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) Changes to procedural legislation of Ukraine in 2017 added
OPEN (¢ ) ACCESS a new participant in lawsuit, namely: legal expert. Such an expert
can be a person who has an academic degree and is a specialist in the
field of law. Legislator did not put forward any other requirements
'@ @ for the new participant in lawsuit, that caused lively discussions, in
particular, on the question of whether an expert in the field of law
bears legal responsibility in general and what exactly. In view of the
above, the purpose of this article is to determine the legal responsibility
of forensic expert in the field of law. The methodological basis of the
article is separate scientific methods of cognition, in particular:
logical-semantic, systemic-functional, comparative-legal, structural-
logical (reveals the issue of legal responsibility of an expert in the
field of law) and methods of mathematical statistics (for quantitative
comparative assessment and qualitative analysis of the obtained
results ). The article describes the rights and duties of an expert in
the field of law, provided for by procedural legislation of Ukraine.
Comparison of the procedural status of a forensic expert conclusion
in the field of law with the conclusion of forensic research was made.
Possible types of offenses by an expert in the field of law are proposed
to be systematized into three groups: civil, organizational, and
procedural ones. Four types of legal responsibility of forensic expert in
the field of law are characterized: disciplinary, civil, administrative
and criminal ones.
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legal relations.

Research Problem Formulation

Law of Ukraine Ne 2147-VIII: On Amend-
ments to the Economic Procedural Code of
Ukraine, the Civil Procedural Code of Ukraine,
the Code of Administrative Procedure of
Ukraine and other legislative acts dated on
03.10.2017 introduced a new participant
in lawsuit, namely: legal expert *. This leg-
islative act in Art. 73 of Civil Procedural
Code of Ukraine %, Art. 70 of Commercial
and Procedural Code of Ukraine ® and Art.
69 of the Code of Administrative Proceed-
ings of Ukraine * introduced: “provision
that a person who has a scientific degree
and is a recognized specialist in the field
of law can be involved as an expert on le-
gal issues. Additional requirements and
detailing of the legal status of an expert in
the field of law, his rights and obligations,

drafting and execution of the relevant
document by an expert in the field of law,
methods and techniques he uses when pro-
viding answers to the questions posed, the
procedure for appointing and conducting
expert examinations in the field rights and
many other aspects of the activity of an ex-
pert in the field of law are not defined by
the above-mentioned codes and other leg-
islative and regulatory acts” °.

Similarly, the legislation does not
contain reservations about bringing
an expert in the field of law to justice®.
Relevance of researched issue lies in the
fact that to this day there are ongoing
discussions around the question “does
forensic expert in the field of law bear any
responsibility at all and for which offenses;
on the basis of which laws it is possible to
bring him to justice if necessary; can the

1

IIpo BHeceHHs 3MiH 0 '0CIIOZapChKOTO MPOIECYaIbHOTO KOZeKCy YKpainy, [luBiIbHOrO Ipo-
I[eCyaJbHOTO KoJeKey Ykpainu, Kosekcy aAMiHiCTpaTUBHOTO CYZ0YMHCTBA YKPAiHN Ta iHIIIX
3aKOHOZABYMX aKTiB : 3aKoH Vkpainu Big 03.10.2017 p. Ne 2147-VIII (3i 3miH. Ta gonos.). URL:
https://zakon.rada.gov.ua/laws/show/2147-19#Text (date accessed: 02.11.2023).

LIMBiILHUH NIPOIeCYaTbHUH KogeKe YKpainu Biz 18.03.2004 p. Ne 1618-IV (3i 3MiH. Ta ZOIOB.).
URL: https://zakon.rada.gov.ua/laws/show/1618-15#Text (date accessed: 02.11.2023).
TocriozapChKuil MPOIeCyaIbHUH KogeKe Ykpainu Big 06.11.1991 p. Ne 1798-XII (3i 3miH. Ta go-
roB.). URL: https://zakon.rada.gov.ua/laws/show/1798-12#Text (date accessed: 02.11.2023).
Kozekc afMiHICTpaTHBHOIO CyZOIMHCTBA VKpaiHu Bij 06.07.2005 p. Ne 2747-IV (3i 3miH. Ta go-
rioB.). URL: https://zakon.rada.gov.ua/laws/show/2747-15 (date accessed: 02.11.2023).

J306ak K. M. BigmoBiganpHiCTh eKcIIepTa y rajysi mpasa: 4u repejbadeHa BOHA [IPOLieCyab-
HUM 3aKOHOZABCTBOM? TeopemuuHi numaHHs wopucnpyOeryii i npobiemi. npaso3acmocysants:
suxauxu XXI cmoaimms : Te3u fo1. ydacH. III Bceykp. Hayk.-ipakT. KOH. (Xapkis, 19.06.2020).
Xapkis, 2020. C. 9—12. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/e2172522-
77cc-48a2-bcb2-aa47fec76578/content (date accessed: 02.11.2023).

Ibidem.
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conclusions of the expert in the field of
law be considered reliable without prior
warning of the expert in the field of law
about criminal liability for a knowingly
false conclusion or for refusing without
valid reasons to perform one’s duties” 7 etc.

Article Purpose

Legal responsibility issue of forensic expert
in the field of law.

Research Methods

Methodological basis of the article is sepa-
rate scientific cognition methods, in partic-
ular: logical-semantic; system-functional;
comparative legal ones. Using the struc-
tural-logical method, the issue of legal re-
sponsibility of an expert in the field of law
is revealed. The methods of mathematical
statistics are used for quantitative compar-

7

ative assessment and qualitative analysis of
the obtained results.

Analysis of Recent Researches
and Publications

The analysis of legal literature “proved the
lack of scientific research on the above is-
sues. Scientists and practicing lawyers fo-
cused more attention on defining the legal
nature of the institute of an expert in the
field of law, on the legal personality of an
expert in the field of law as a participant in
civil, economic, administrative procedur-
al legal relations” 8, such as O. Bortman °,
N. Zozulia **, O. Karmaza ', H. Kebernyk 2.
The following outstanding domestic scien-
tists who deeply research the problems of
expertise in the field of law also presented
their research papers on the topic: L. Mam-
chur %, 1. Ozerskyi ¥, M. Shcherbakovskyi *
et al. “This is understandable, because the

Jzobak K. M. Op. cit. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/e2172522-

77cc-48a2-bch2-aa47fec76578/content (date accessed: 02.11.2023).

Ibidem.

BoprMman O. Ekcriept y ranysi npasa: cyazs Ha dpinanci? FOpucm i 3akon. 2017. Ne 47. URL: https://

vkp.ua/publication/ekspert_u_galuzi_prava_suddya_na_frilansi (date accessed: 05.11.2023).

10

11

12

13

14

15

3osyns H. ExcriepT 3 muTaHb paBa: IpobseMa IporecyajbHOro cTaTycy / YkpaiHcbKe IIpaBo.
14.12.2017. URL: https://ukrainepravo.com/scientific-thought/legal_analyst/ekspert-z-pitan-pra-
va-problema-protsesualnogo-statusu/ (date accessed: 05.11.2023).

Kapmasa O. ExkcriepT y raiysi mpaBa B CyZOBOMY IIPOIleCi: Teopis Ta CyzoBa IpakTuka. IIpago
i cycninecmego. 2019. Ne 5. C. 89—94. DOI: 10.32842/2078-3736-2019-5-1-14 (date accessed:
05.11.2023).

KebepHuk I. B. HaykoBa excriepTusa B aJMiHiCTPaTHBHO-IOPUCAUKIIMHIN AisIBHOCTI: OCHO-
BU OpraHi3aliliHO-IIPAaBOBOI'0 PETYIIOBAHHS B €BPOIENChKUX KpaiHax. Haykosuil eichux Misi-
HApOOH020 2ymanimapHoeo yHigepcumemny. Cepis: FOpucnpydenyis. 2014. Bum. 8. C. 87—92. URL:
http://nbuv.gov.ua/UJRN/Nvmgu_jur_2014_8_24 (date accessed: 05.11.2023).

Mawmuyp JI. B., MenpHikoB M O. BHCHOBOK K IpoljecyanbHa GpopMa BUKOPUCTAHHSA (PaxoBUX
3HAaHb €KCIIepTa 3 ITUTAHb IIPaBa B IIUBIIBHOMY Ipolieci Vkpainu. IIpukapnamcokuil opuduy-
Huil gicHuk. 2019. Bum. 4 (29). T. 2. C. 66—69. DOI: 10.32837/pyuv.v2i4(29).436 (date accessed:
05.11.2023).

Osepcbkuii . B. ExcriepTu3a B raiysi mpasa sk HoBa (popMa 3aCTOCYBaHHS CIIeljalbHUX 3HAHb
I0pUAUYIHOTO ricuxoiora. IOpuduunuil naykosuii enekmponnuil scyprana. 2019. Ne 5. C. 313—316.
DOI: 10.32782/2524-0374/2019-5/75 (date accessed: 11.11.2023).

lepbakoBchkuit M. I. PaxiBenp 3 MUTaHb [IpaBa: €KCIEPT YU KOHCYIBTAHT? AKMYAAbHI Npo-
bnemu KpumiHaaicmukyu ma cydoeoi ekcnepmonozii : MaT-Iu MDKBIZIOM. HayK.-IIPAaKT. KOHO.
(Kuis, 22.11.2018). Kuis, 2018. C. 479—482. URL: https://dspace.univd.edu.ua/server/api/core/
bitstreams/d8a68738-7911-4f10-b203-9al8b4aalc28/content (date accessed: 12.11.2023).
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judicial reform “engineered” overnight
to receive another tranche from the IMF
turned out to be unable to resolve the legal
conflicts of the already imperfect legisla-
tion of our country. On the contrary, each
further innovation, as it is fashionable to
say, “reform”, sinks the country into an ev-
er-widening institutional abyss. This time
she touched the institution of an expert in
the field of law” 6.

Main Content Presentation

“Scope and content of the rights and duties of
expert in the field of law are set out in three
clauses of the procedural codes. Yes, an expert
in the field of law has the right to:
know the purpose of summons to the
court;

« refuse to participate in the legal
process if he does not have the relevant
knowledge;

«  for payment of services and
compensation for expenses related to
a summons to court.

Among the duties of expert in the field of
law, it is determined that a legal expert must
appear before the court upon its summons,
answer the questions posed by the court, and
provide explanations. In default of objections
from the parties to the case, legal expert may
participate in the court session via video
conference.

The decision on admitting legal expert
to participate in the case and attaching his
conclusion to the case file is adopted by the
court.

The above norms are comprehensive in
terms of their consolidation by procedural
legislation that gives rise to various “flights
of fantasy” of law stakeholders and the
ambiguity of the interpretation of the status
of an expert in the field of law during his
participation in the legal process. If we turn to
the same legislation, namely Art. 115 of Civil
Procedural Code of Ukraine, it turns out that
the opinion of an expert in the field of law is
not evidence, has an auxiliary (advisory)
nature and is not binding on the court; the
court may refer in the decision to the opinion
of an expert in the field of law as a source of
the information contained therein, and shall
make independent conclusions on the relevant
iSsues.

This gives us grounds to draw an analogy
between the conclusion of an expert in the
field of law and the conclusion of forensic
research. The content of the concept of
“forensic research conclusion” is fixed in clause
1.3 of the Instructions on the Appointment
and Conduct of Forensic Examinations and
Expert Investigations, approved by the Order
of the Ministry of Justice of Ukraine Ne 53/5
dated on 08.10.1998 (hereinafter referred to
as Instructions on Forensic Examination)"’
which stipulates that “ in accordance with
the current legislation, for legal entities and
individuals on a contractual basis, expert
studies are conducted by experts, which require
special knowledge and the use of criminology
and forensic methods.” The basis for expert
research is a written statement (letter) from
the customer (a legal entity or an individual)
with a list of issues to be resolved, as well as
objects provided for research. The conclusion of
an expert study is not considered by the court

16 Jizrobak K. M. Op. cit. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/e2172522-
77cc-48a2-bcbh2-aa47fec76578/content (date accessed: 02.11.2023).

17 IIpo 3aTBep/pKeHHS IHCTPYKIIT Ipo MpHU3HAYEHHS Ta IIPOBeJeHHs CyA0BUX eKcnepTu3 Ta Hay-
KOBO-METOANYHUX PEKOMEH/aIli} 3 IUTaHb IiZITOTOBKY Ta IIPU3HAYEHHs CYZOBUX €KCIIePTH3
Ta eKCIePTHUX JOCIi/KeHb : Haka3 Min'focty Vkpainu Big 08.10.1998 p. Ne 53/5 (3i 3miH. Ta
poros.). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed: 01.11.2023).
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as evidence, since the legislator did not grant
this document legal recognition.” 8.

Moreover, in clause 4.21, Ch. IV of
Instructions on forensic examination it is
stated that “expert studies are performed
in the order provided for conducting
examinations”. Forensic expert conclusion
is based on the structure and content of
the expert’s conclusion, with the following
exceptions:

+ inintroductory part of the conclusion,
it is indicated who and when applied
to the institution or directly to the
expert with the order to conduct the
research;

«  the entry concerning responsibility of
the person conducting the research for
providing a known false conclusion is
omitted.

It should be noted that criminal liability
of expert for providing a knowingly false
conclusionisdefined in Art. 384 of the Criminal
Code of Ukraine®. In other words, in the case
of drawing up a conclusion of an expert study,
the expert is not warned of criminal liability.
Under such conditions, an expert in the field of
law is exempted from criminal liability®.

“However, <...>if we consider the figure
of an expert in the field of law as an expert
who possesses special knowledge, namely
legal knowledge, it is likely that in this case
heis covered by sectoral Law of Ukraine: On
Judicial Examination Ne 4038-X1II ! dated on
25.02.1994. Article 7 of this Law establishes
that forensic expert activity is carried out
by state specialized institutions, as well as

forensic experts who are not employees
of the specified institutions, and other
specialists (experts) from the relevant fields
of knowledge in the manner and under
the conditions determined by this Law.”
This Law, in particular Article 14, provides
for the possibility of a forensic expert to
be held legally liable on the grounds and
in the manner prescribed by law. Until
October 3, 2017, this article provided for
the possibility of bringing a forensic expert
to disciplinary, material, administrative or
criminal liability.?.

In addition, among the requirements
for forensic expert conclusion opinion,
there is a provision on warning (awareness)
of expert about criminal liability for
providing a knowingly false conclusion
under Article 384 of Criminal Code of
Ukraine or for refusing to provide an
opinion under Article 385 of the Criminal
Code of Ukraine.

Based on the approach proposed by
legislator to determine the legal status of
an expert in the field of law, we consider
it necessary and justified to include in the
opinion of an expert in the field of law
a record of the knowledge of the expert
in the field of law about criminal liability
under Article 384 of the Criminal Code
of Ukraine and in cases of impossibility
of providing answers to the question is
under Article 385 of the Criminal Code of
Ukraine” %.

Our opinion about whether forensic
examination in the field of law should be

18 [Jizrobax K. M. Op. cit. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/e2172522-
77cc-48a2-bch2-aa47fec76578/content (date accessed: 02.11.2023).

19 KpuminanbHHUI KogeKc Ykpainu Biz 05.04.2001 p. Ne 2341-III (3i 3miH. Ta gonos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 01.11.2023).

20 J3wbax K. M. Op. cit. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/e2172522-
77cc-48a2-bcbh2-aa47fec76578/content (date accessed: 02.11.2023).

21 IIpo cynoBy eKcIiepTu3y : 3aKOH YKpaiHu Bizi 25.02.1994 p. Ne 4038-XII (3i 3miH. Ta fomoB.). URL:
https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 01.11.2023).

22 Ibidem.

23 Jzwbak K. M. Op. cit. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/e2172522-
77cc-48a2-bcbh2-aa47fec76578/content (date accessed: 02.11.2023).
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considered scientific and legal (discussed
in previous publications by the author of
this article) was supported by the legislator
in Part 10 of Art. 21 of the Law of Ukraine:
On Scientific and Scientific and Technical
Expertise No 51/95-BP dated on 10.02.1995
(hereinafter referred to as Law Ne 51/95-
BP): “The expert of scientific and scientific
and technical expertise is responsible for
untimely, low-quality and illegal conduct
of scientific and scientific-technical ex-
pertise, non-fulfillment of the terms of the
contract for its conduct” ?*. In Art. 35 of Law
Ne 51/95-BP lists offenses in the field of sci-
entific and scientific and technical exper-
tise. For a more convenient perception of
information, we investigated the possible
types of offenses of forensic expert in the
field of law and systematized them accord-
ing to three groups, that is discussed below.

The first group is civil law containing
possible offenses related to performance
by forensic expert in the field of law of
the duties of conducting an examination,
agreed between him and the client of
forensic examination under the terms of
the contract.

The second group is managerial, it lists
the types of offenses caused by improper
involvement of forensic expert in the field
of law in the conduct of scientific and legal
examination.

The third groupis procedural, it contains
types of offenses that may arise as a result
of external interference in workflow of
forensic expert in the field of law or the
bias and bias of his conclusions.

Visual information on groups of
possible types of offenses of forensic expert
in the field of law is provided in the table 1.

Table 1

Possible types of offenses by forensic expert in the field of law

Group of offenses

Types of offenses

Civil law one

Non-fulfillment of requirements of normative legal acts on

forensic science and the terms of agreement on scientific and legal

examination

conducting a scientific and legal examination contrary to its
main purpose, defined in the contract for conducting forensic

examination

non-fulfillment of the contract terms or mandate to conduct
a scientific and legal examination

Managerial one

Making decisions without conducting a scientific and legal

examination in the case when legislation stipulates mandatory
conducting such examination

taking actions that hinder management and conducting scientific
and legal examination, or illegal refusal to provide forensic science
institutions, organizations and temporary expert teams with
necessary information and content

provision of paid services in the field of scientific and legal
examination by enterprises, institutions, organizations, temporary
expert teams, which statutes do not provide for such activity

24 TIpo HayKOBY i HAYKOBO-TEXHIYHY eKCIepTH3y : 3aKoH YVkpainu Biz 10.02.1995 p. Ne 51/95-BP
(3i 3miH. Ta momos.). URL: https://zakon.rada.gov.ua/laws/show/51/95-Bp#Text (date accessed:

15.11.2023).
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Group of offenses

Types of offenses

Procedural one

Involvement of officials and specialists who are their authors

or directly interested persons in conducting scientific and legal
examination of R&D and scientific and technical pilot projects

deliberate coercion or creation of circumstances for experts and
expert commissions that lead to the illegal or biased conduct of

scientific and legal examination or preparation of unfounded or
deliberately unreliable conclusions

discrediting or persecuting forensic experts based on their prepared
conclusions unfavorable to the person or institution discrediting or

persecuting them

violation by the examination subject of copyright and rights to
industrial property objects in relation to the examination object,
examination results, violation of conditions of information
confidentiality obtained by forensic expert while expert work

falsification of conclusions of scientific and legal examination

As stated earlier, disciplinary, civil,
administrative and criminal liability is
possible for experts in the field of law
mentioned in the table of offenses in the
field of scientific and legal examination.

Let us consider in detail such type of
legal responsibility of forensic expert in the
field of law as disciplinary. We will try to
find out mechanism and terms of bringing
the expert to such responsibility and
which subjects the legislator has foreseen
application of disciplinary sanctions.

Disciplinary responsibility is a violation
of labor discipline by an employee with ap-
plication of reprimand or dismissal. We em-
phasize that this issue is clearly formulated
in the current labor legislation, providing
for two types of disciplinary responsibili-
ty: general and special ones. Each of these
types has its own characteristic features
concerning the types, procedure of appli-
cation and appeal of disciplinary sanctions.
Visually, main types of disciplinary respon-
sibility are given in the table 2.

Table 2

Types of disciplinary responsibility of employees

General one

Special one

1. Provided by the Code of Labor Laws and
internal regulations.

2. The ground is a disciplinary fault traditionally
containing subject, subjective side, object, and
objective side.

3. The subject is always a person who has an
employment relationship with the owner or
a body authorized by him

1. It is carried out:

a) in order of subordination;

b) according to the statutes on discipline;

¢) according to separate normative acts.

2. Penalties may be applied by bodies that have
the right to hire (select, approve and appoint an
employee).

3. The subject is always a person who has an
employment relationship with the owner or
a body authorized by.
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General disciplinary responsibility
is applied in accordance with the
requirements of the Labor Code of
Ukraine® and the rules of the internal labor
procedure. In addition, the Labor Code of
Ukraine and the rules of the Labor Code are
provided for all categories of employees,
except for those whose labor activities are
regulated by special legislation of Ukraine
or departmental acts (statutes, regulations,
disciplinary orders). It should be noted that
reprimand and dismissal as punishment for
violation of labor discipline are applied to
the employee according to the general rule
within the scope of general disciplinary
responsibility.

Special  disciplinary responsibility
provides for possibility of applying to the
violator of labor discipline other measures
of disciplinary sanctions and influence,
such as: “demotion in class rank, demotion
in position, badge deprivation , dismissal
with deprivation of class rank, warning
of incomplete official compliance, delay
to one year in the assignment of another
rank or in appointment to higher position,
verbal remark, remark, severe reprimand,
demotion in a special rank by one degree”
etc.

Therefore, bringing specific violator
of labor discipline to disciplinary
responsibility involves taking into account
his legal status. The fact that, in accordance
with Part 1 of Art. 1471 of the Labor Code of
Ukraine, “disciplinary sanctions are applied
by the body that has been granted the right
to hire (elect, approve and appoint) a given

employee” ¥. It is worth emphasizing that
disciplinary sanctions have the right to be
imposed by higher authorities as well, if
employees bear disciplinary responsibility
according to statutes, regulations and other
acts of legislation on discipline.

For example, according to Art. 13 of
the Disciplinary Statute of the Internal
Affairs Bodies of Ukraine “The Minister
of Internal Affairs of Ukraine has the right
to impose disciplinary sanctions provided
for in this Statute on all rank-and-file and
senior officers” 2. Example of the dismissal
of employees holding elected positions is
interesting. The legislation stipulates that
such employees can be dismissed only by
the decision of the body that elected them,
and only on the grounds stipulated by
legislation.

As for the legal basis for the application
of disciplinary responsibility of forensic
expert in the field of law, current labor
legislation does mnot provide specific
definitions, does not define a clear
composition of offenses due to which the
employee (forensic expertinthe field of law)
is subject to disciplinary responsibility. The
question immediately arises: is an expert
in the field of law always an employee and
who is his employer? After all, in many
cases, by forensic expert in the field of
law, we understand a person who works
independently, more precisely, we refer
to a specific scientist who may not work
in State institution, but be an individual
entrepreneur, or a private entrepreneur,
or have another status. Or, on the contrary,

25 Kogzekc 3aKOHIB IIpo npanio Ykpainu Big 10.12.1971 p. Ne 322-VIII (3i 3MiH. Ta fgomos.). URL:
https://zakon.rada.gov.ua/laws/show/322-08#Text (date accessed: 12.11.2023).

26 Bupy, mifcTaBu Ta NMOPSZOK HAKJIAJeHHS JUCLHUIUTIHAPHUX CTArHeHb /| MiH'IocT VKpaiHu :
odir. caiT. URL: https://minjust.gov.ua/m/str_23358 (date accessed: 12.11.2023).

27 KojeKc 3aKOHIB IPO IIpaIjio ...
accessed: 12.11.2023).

. URL: https://zakon.rada.gov.ua/laws/show/322-08#Text (date

28 IIpo [lucuMILUTiHAPHUKM CTATyT OpTaHiB BHYTPIIIHIX crpaB VkpaiHu : 3akoH VKpaiHU Bif
22.02.2006 p. Ne 3460-IV (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/3460-

15#Text (date accessed: 14.11.2023).
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forensic expert in the field of law may
have an employment relationship with
the relevant body, but his performance of
his official duties does not concern expert
activity. Then provision of a scientific
and legal expert opinion will be outside
the scope of employment relationship
between. In this case, who is the subject
of applying disciplinary sanctions, if
disciplinary sanctions can be applied to
an employee only by the body that has
disciplinary power over the latter? There
are many questions, to none of which the
legislator does not give answers.

In particular, Art. 35 of Law Ne 51/95-
BP # contains only one reference to the
laws, which deal with prosecution of
persons guilty of committing offenses
specified in the table 1, offenses in the field
of scientific and scientific and technical
expertise. There is no other information
that would contain the specified types of
disciplinary liability, disciplinary offenses,
disciplinary penalties, etc., in Law Ne 51/95-
BP. Analysis of Art. 14 of the branch Law
% defining legal, managerial and financial
foundations of forensic expert activity,
as well as the Regulation on the Central
Expert Qualification Commission under
the Ministry of Justice of Ukraine and the
attestation of forensic experts hereinafter
referred to as the Regulation on CEQC),
which in Sec. VI defines, in particular,
the procedure for consideration of issues
of disciplinary responsibility of forensic
experts, indicates that “certified forensic

29 IIpo HAyKOBy i HAyKOBO-TEXHIYHYy €KCIIEPTH3Y ... .

experts may be subject to disciplinary
liability for violating the requirements of the
legislation of Ukraine on forensic expertise
and/or methodological requirements
during the conduct of research” *.

In clause 12 of the chapter VI of
the Provisions on CEQC stipulates that
“following disciplinary sanctions may be
applied to forensic experts:

1) warning;

2) temporary (up to one year) suspension
of validity of the Certificate for relevant
expert specialization;

3) qualification deprivation of forensic
expert in the relevant expert
specialization” *.

Among those listed in the table 1 types
of disciplinary sanctions cannot be applied
to forensic expert in the field of law as
follows:

« suspension of certificate validity,
since the scientific and expert
activity does not require mandatory
condition of having a certificate or
other permit document (we noted
this above);

« qualification deprivation of
forensic expert due to the fact that
expert in the field of law is not
a forensic expert;

« lowering the qualification class of
forensic expert due to the fact that
experts in the field of law are not
forensic experts of forensic science
institutes of the Ministry of Justice
of Ukraine.

URL: https://zakon.rada.gov.ua/laws/

show/51/95-Bp#Text (date accessed: 15.11.2023).

30 IIpo cymoBy eKcHnepTusy ... .
accessed: 14.11.2023).

URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date

31 IlosnoxkeHH: po LleHTpaipHy eKCIepTHO-KBalTi(ikalifiHy KoMiciio mpu MiHicTepcTBi IoCcTHIIIT
VkpaiHu Ta aTecTallilo CyZ0BUX eKCIIEPTIB : 3aTB. Haka3oM Min'tocty Ykpainu Biz 03.03.2015 p.
Ne 301/5 (3i 3miH. Ta momoB.). URL: https://zakon.rada.gov.ua/laws/show/z0249-15#Text (date

accessed: 15.11.2023).

32 IlonoxeHHS PO LleHTpaNIbHy eKCIepTHO-KBaTi(iKamiliHy KOMICiio ...

. URL: https://zakon.

rada.gov.ua/laws/show/z0249-15#Text (date accessed: 15.11.2023).
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As for the warning, we believe that this
type of disciplinary sanction can be applied
to the expert in the field of law, but on
the condition that he has an employment
relationship, that s, there are relevant rules
of labor discipline that should be followed
by him and this type of disciplinary liability
is provided for in normative documents
regulating labor relations.

In addition to criminal and disciplinary
liability, an expert in the field of law can
bear tort liability “in case of causing
property damage by his actions during the
examination” *. We draw attention to the
fact that in this case the expert must have
a working relationship with the institution
of higher education, which, in fact, has
been harmed as a result of the violation
of the labor duties assigned to him. Such
damage and its amount should be proven
in a court of law and a corresponding court
decision should be issued to hold forensic
expert financially liable.

The conditions for imposing material
liability on forensic expert in the field of
law are as follows:

+ direct actual damage;

+ illegal employee behavior;

« causal connection between illegal
actions or inaction and caused
damage;

« fault of the employee in caused
damage (under agreement
on  assuming material
responsibility, failed

full
employee

33 ExcriepT y KpHUMiHajibHOMY IPOBa/KEHHI:
KOHCYJIBT.

JoBix.-ind. mmard.  mpasoB.

to ensure integrity of valuables
transferred to him for safekeeping);

« property or other valuables
received by employee under a one-
time power of attorney or other
one-time documents;

+ damage was caused by actions
that have characteristics of those
that are prosecuted in a criminal

procedure;

+ employee caused damage while
intoxicated,

+ damage was caused outside

performance of working duties;

« official illegally dismissed the
employee or transferred him to
another position;

« damage caused by shortage,
intentional destruction or damage
to materials, products, devices,
etc., issued to the employee by the
enterprise, institution for use.

Separately in Art. 185* of Code of
Ukraine on Administrative Offenses 3¢
provides for administrative responsibility
of forensic expert for evading appearance
of a pre-trial investigation body or court,
that in our opinion, can be applied to
activity of forensic expert in the field of
law. In addition, the legislation of Ukraine
stipulates obligation of forensic expert
in the field of law to appear before the
court upon summons, answer the raised
questions provide explanations.

000B’13KM, BiAMOBiZANTBHICTD [/
https://wiki.legalaid.gov.ua/index.

pasa,
URL:

php/%D0%95%D0%BA%D1%81%D0%BF%D0%B5%D1%80%D1%82_%D1%83_%D0%-
BA%D1%80%D0%B8%D0%BC%D1%96%D0%BD%D0%B0%D0%BB%D1%8C%D0%B-
D%D0%BE%D0%BC%D1%83_%D0%BF%D1%80%D0%BE%D0%B2%D0%B0%D0%B4%D
0%B6%D0%B5%D0%BD%D0%BD%D1%96:_%D0%BF%D1%80%D0%B0%D0%B2%D0%
B0,_%D0%BE%D0%B1%D0%BE%D0%B2%27%D1%8F%D0%B7%D0%BA%D0%B8,_%D
0%B2%D1%96%D0%B4%D0%BF%D0%BE%D0%B2%D1%96%D0%B4%D0%B0%D0%B-
B%D1%8C%D0%BD%D1%96%D1%81%D1%82%D1%8C (date accessed: 15.11.2023).

34 Kopexc YkpaiHU ITpO aAMiHICTpaTHBHI IpaBonopymeHHd Big 07.12.1984 p. Ne 8073-X (3i 3MiH. Ta
poros.). URL: https://zakon.rada.gov.ua/laws/show/80731-10#Text (date accessed: 15.11.2023).
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Conclusions

Performed research makes it possible to
reach the following conclusions. Legal ex-
pert can be held liable: disciplinary, civil,
administrative and criminal ones. While
raising the issue of responsibility of foren-
sic expert in the field of law, we based our
reasoning on current industry legislation
related to expert activity.

Note that such uncertainty in the
activity of forensic expert in the field
of law exists due to the lack of valid
regulatory document that would regulate
expert activity. Thereby further research
should be directed to the development of
a legislative and regulatory framework on
activities of experts in the field of law for
comprehensive and objective clarification
of the truth during case consideration.

I[MuTaHHSA IOPUSUYHOIL BiANIOBiZATbHOCTI
eKCIepTa B rajuysi mpaBa

Kamepuna J[3100ax

3MiHL 00 npouecyanvHozo 3axkoHo0as-
cmea Yxpainu 2017 poky dodaaw 108020
yuacHuxka cy0ogozo npoyecy — ekcnepma
3 numanv npasa. TaKUM eKCTepmom Modice
6ymu ocoba, ka mae HAYKOBUIL CyniHb ma
€ gaxisuem y zanysi npasa. Inwux sumoe 0o
H08020 y1acHuka cy0o8oz0 npoyecy 3aKoHO-
dageysb He BUCYHYS, WO CMPUHUHUAO HBABL
Ouckycii, 30kpema 3 NUMAHHI, YU Hece eKc-
nepm y eany3i npasa wopuduumy 8ionosidans-
HICMb y3azani ma Ky came. 3 02420y HA 3a-
3HaYeHe, MeMOI0 Uil Cmammi € 6U3HAYeHHS
NUMAHHA 10pUOUYHOL 81010810aNbHOCTI eKC-
nepma 8 2any3i npaga. MemodonoziuHum nio-
SPYHMAM CIMAMMmi € 0Kpemi HAYKo8i memodu
NI3HAHHS, 30Kpemd: /02iKO-CeMAHMUUHULL
CUCTeMHO-QYHKUIOHANLHULTL, NOpi6HANb-
HO-Npagosutl, cmpykmypHo-a0eiuHuil (po3-
Kpusae numaxHsa puduumoi 8idnosidans-
HOCM eKcnepma 68 2aays3i npasa) i memoou
MmamemamudHoi cmamucmuku (048 KiAbKic-

HO20 NOPIBHAALHO20 OYIHIOBAHHS MA AKICHO-
20 AMANI3Y8aHH 3006yMuUX pe3ynbmamis).
YV cmammi Hasedeno npasa il 0608’a3Ku exc-
niepma 8 2anysi npasa, nepedbavueri npouyecy-
anvHum 3saxorodascmeom Ykpainu. IIpose-
0eHO NOPIBHAHHA NPOLECYANbHO20 CATYCY
BUCHOBKY eKCnepma 8 2dy3i npasa i3 GUCHO8-
KOM eKcnepmHoz0 0ocaidxceHHs. Moxrcausi
8udu NpasonopyuLeHs eKCnepma 6 2any3i npa-
8a 3AnpoOnOHO8AHO CUCMeMAMU3Y8amu 3a
MpboMa 2pynamuL: YUBLAbHO-NPABO8I, Op2aHi-
3ayiiini, npouecyanvhi. Cxapaxmepuzos8ano
yomupu eudu 10pudu4Hoi 8i0nogidasvHocmi
excnepma 8 2any3i npaea: OUCYUNAIHAPHUL,
YUBLAbHO-NPABOSUL,  AOMIHICMPAMUBHULL
1 KPUMIHAABHUIL.

Katouosi caoga: excnepm y eanysi npa-
8a; wpuduuHa 6i0n08idanvHICMy; BUCHO-
80K eKcnepma 8 2aay3l npaed; Npagonopy-
WeHHs eKkcnepma 8 2any3i npasa; 00608’a3ku
excnepma 8 eanysi npaea; Ilonoscenms npo
Llenmpanvhy  ekcnepmmo-keanigikauyiiiny
KOMICI10; YHACHUK NPOUECYaAbHUX NPaBosio-
HOCUH.
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This paper intends to determine and systematize the basis, pro-
cedure, and conditions for accrual and financial compensation, as
well as extra compensation for military personnel during martial
law. The methodological basis of the research is a system of general
scientific and special methods of scientific knowledge, namely: dialec-
tical, formal-logical, systemic-structural, and formal-dogmatic. The
legal regulation of financial support and extra compensation for mil-
itary personnel in Ukraine contains numerous legislative and by-law
norms. The lasting changes in the legislation, the development of sci-
entific opinion regarding financial support, and the escalation of the
war in Ukraine require the systematization of the grounds, procedure,
and conditions for accrual and financial compensation, as well as ex-
tra compensation for military personnel during martial law. The au-
thor’s own definition of the concept of financial support for military
personnel is given. The main grounds, procedure, and conditions for
accrual and financial compensation, as well as extra compensation
for military personnel during martial law, have been established and
systematized. A circle of controversial issues related to financial sup-
port and extra compensation, for the resolution of which the military
personnel turns to the court, has been highlighted. The conclusions of
the scientific research are based on an in-depth analysis of the current
Ukrainian legislation, court practice and scientific literature, that re-
veal the issue on financial support and extra compensation for the
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military personnel. The results of the study can be used in the future
for law-making, research activities of forensic institutions, practical
activities, and other purposes.

Keywords: martial law; military personnel;, military service;
financial support; base salary; allowances; bonuses; extra compen-

sation.

Research Problem Formulation

The issue concerning financial support for
military personnel becomes especially rel-
evant during martial law. The armed con-
flict, which began with the armed aggres-
sion of the Russian Federation in the east
of our country back in 2014 and escalated
into a full-scale invasion of Ukraine’s terri-
tory since 2022, has led to the imposition of
martial law and, in turn, an increase in the
number of military personnel.

By Presidential Decree No. 64/2022, dat-
ed February 24, 2022, martial law was im-
posed in Ukraine starting from 5:30 a.m.,
for a duration of 30 days. Martial Law in
Ukraine has been extended in accordance
with Presidential Decrees No. 133/2022,
dated March 14, 2022, No. 259/2022 dat-
ed April 18, 2022, No. 341/2022 dated
May 17, 2022, No. 573/2022 dated August
12, 2022, No. 757/2022 dated November
07, 2022, No. 58/2023 dated February 06,
2023, No. 254/2023 dated May 01, 2023,
No. 451/2023 dated July 26, 2023 !, approved
by the Law of Ukraine On the approval of De-

1 IIpo BBeZeHHsI BOEHHOI'O CTaHy B VKpaiHi :

cree of the President of Ukraine “On the intro-
duction of martial law in Ukraine” .

Let us define the terms “martial law”
and “military personnel”.

The Law of Ukraine “On the Legal Re-
gime of Martial Law” defines “martial law
as a special legal regime introduced in Ukraine
or in its certain areas in the event of armed
aggression or threat of attack, threat to the
state independence of Ukraine, its territorial
integrity and provides for the granting of pow-
ers to the relevant state authorities, military
command, military administrations and local
self-government bodies necessary to avert the
threat, repel armed aggression and ensure na-
tional security, eliminate threats to the state
independence of Ukraine, its territorial integ-
rity, as well as temporary restrictions on con-
stitutional rights and freedoms of man and cit-
izen and the rights and legitimate interests of
legal entities, caused by the threat, with an in-
dication of the duration of these restrictions” °.

The concept “military personnel” is de-
fined in the Regulation on military service
by citizens of Ukraine in the Armed Forces
of Ukraine: “citizens who undergo military

Vka3 IlpesuzsenTa Ykpainu Biz 24.02.2022 p.

No 64/2022 (3i 3amiH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/64/2022#Text (date

accessed: 13.09.2023).

2 TIIpo 3aTBepmxeHHs Yka3y IIpesuzsenTa Ykpainu «IIpo BBeZileHHS BOEHHOTO CTAaHY B VKpaiHi» :
3akoH VkpaiHm Bif 24.02.2022 p. Ne 2102-IX. URL: https://zakon.rada.gov.ua/laws/show/2102-

20#Text (date accessed: 13.09.2023).

3 IIpo mpaBOBUI PeXXUM BOEHHOTO CTaHY : 3aKOH YKpaiHU Bif 12.05.2015 p. Ne 389-VIII (3i 3miH.
Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/389-194#Text (date accessed: 13.09.2023).
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service are military personnel of the Armed
Forces of Ukraine” *. The Law of Ukraine On
Military Duty and Military Service” defines
military personnel “as citizens of Ukraine,
foreigners and stateless persons undergoing
military service”°.

Military personnel include:

“a) officers, ensigns and midshipmen, mi-
litary personnel of overtime service and mili-
tary service under contract;

b) senior and rank-and-file members of
internal affairs bodies of Ukraine, senior and
rank-and-file members of the tax police, senior
and rank-and-file members of the State Crim-
inal-Executive Service of Ukraine, senior and
rank-and-file members of civil defense agencies
and units;

¢) persons from among the military per-
sonnel of the Armed Forces, other military
transformation, state security and internal
affairs bodies of the former Soviet Union of the
SSR, National Guard of Ukraine, State Border
Guard Service of Ukraine, Civil Defense Forces
of Ukraine;

d) senior and rank-and-file members of
the State Fire Guard, senior and rank-and-file
members of the State Service for Special Com-
munications and Information Protection of
Ukraine;

e) citizens of other states from the num-
ber of military personnel of the armed forces
and other military formations formed in ac-
cordance with the legislation of these states,
who permanently reside in Ukraine, and in
accordance with international agreements,

the binding consent of which has been given by
the Verkhovna Rada of Ukraine, their pension
provision is carried out in accordance with the
legislation the state in whose territory they
live;

f) persons from the number of conscript
military personnel and family members of of-
ficers, ensigns and midshipmen, conscript mil-
itary personnel and military personnel under
contract and some other persons”®.

According to the analytical portal “Slo-
vo i Dilo” (“Word and Deed”), “in 2013 there
were only 166 thousand people in the ranks
of the Armed Forces of Ukraine. After the an-
nexation of Crimea and the start of hostilities
in Donbas, the number of the Armed Forces
of Ukraine increased to 250 thousand, and it
remained so until 2018. In 2019, the num-
ber of the Ukrainian army decreased to 246
thousand. But already the following year, the
Armed Forces of Ukraine once again numbered
250 thousand soldiers. In 2021, the number
of the Armed Forces was again 246 thousand
people. In 2022, after the start of a full-scale
invasion and taking into account the mobili-
zation in the ranks of the Armed Forces, ap-
proximately 700 thousand people. Thus, com-
pared to 2014—2021, the size of the Ukrainian
army has almost tripled””’.

The legislation defines the military ser-
vice as a state service of a special nature,
in which citizens of Ukraine, foreigners,
and stateless persons who are fit in terms
of health and age are professionally en-
gaged in activities related to the defense of

4 TIpo ITonoxeHHs IIPO NPOXO/KEHHS IpoMasisHaMy VKpaiHu BiCHKOBOI CIy)x6u y 30poHHUX
Cuax Vipainm : Vka3 IIpesuzsenTta Vkpainu Big 10.12.2008 p. Ne 1153/2008 (3i 3MiH. Ta Z0TIOB.).
URL: https://zakon.rada.gov.ua/laws/show/1153/2008#Text (date accessed: 14.09.2023).

5 Ilpo BilficbKkOBUIT 060B’I30K 1 BifiCbKOBY Ciy:k0y : 3akoH Vipaiuu Biz 25.03.1992 p. Ne 2232-XII
(3i 3min. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/2232-12#Text (date accessed:

13.09.2023).

6 BiiiceroBocay:xboBens / Bikinmeais. URL: https://uk.wikipedia.org/wiki/BificbkoBocty:x60Bens

(date accessed: 25.09.2023).

7 Ik 3MiHIOBasIacs YUCeNbHICTh 30poiHUX cui Yipainu / AHamiTuaHuil noprai «CioBso i Jlino».
URL: https://www.slovoidilo.ua/2022/10/14/infografika/bezpeka/yak-zminyuvalasya-chyselnist-
zbrojnyx-syl-ukrayiny (date accessed: 22.09.2023).
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Ukraine, its independence and territorial
integrity . The time of military service is
taken into account for citizens of Ukraine
in their insurance and work experience, ex-
perience in a specialty and civil service ex-
perience. The law-defined feature of mili-
tary service emphasizes its difference from
civilian work.

Therefore, military service is not con-
sidered as an employment relationship in
the usual sense, military personnel are not
employees in the traditional sense of the
term, since they do not receive wages but
financial support.

The financial support is awarded to
military personnel based on their military
rank, length of service and other factors,
and is a payment that covers their expenses
and provides some social security. The fi-
nancial support is determined by the legis-
lation of Ukraine, it may vary depending on
the specific conditions of service, the de-
gree of risk and the scope of military tasks.

The size of military personnel’s finan-
cial support is important when calculating
the one-time financial support to military
personnel, which is provided in the event
of their release from service. In addition,
it also affects the protection of the further
right of military personnel to adequate so-
cial security, in particular pension.

Therefore, the question of the proce-
dure for calculating financial support and
extra compensation for military personnel
during martial law remains relevant today
and indicates the need for further scientific
research in this field.

Analysis of Recent Researches
and Publications

Publications of Ukrainian scientists P. Y. At-
amas, D. R. Vichavskyi, O. H. Vodchytsia,

M. V. Liapin, D. O. Marusevych, O. Marchu-
kova, O. M. Muzychuk, M. M. Posternak,
0. V. Udovenko, S. M. Chimyshenko, and
others are devoted to the separate issues of
financial support. Their publications are gen-
eral reviews and comparisons of the finan-
cial support system for military personnel.

A number of normative acts are de-
voted to the normalization of the financial
support of military personnel during mar-
tial law (in particular, the calculation pro-
cedure, the mechanism and conditions of
its payment).

The lasting changes in legislation and
the development of scientific opinion re-
garding financial support (in particular,
extra compensation), the escalation of the
war in Ukraine require further research
into the issues of financial support of mil-
itary personnel during martial law.

Article Purpose

Establishment and systematizing the
grounds, procedure, and conditions for ac-
crual and payment of financial support and
extra compensation for military personnel
during martial law.

Research Methods

The research is based on the system of
general and special methods of scientif-
ic research. The dialectical method con-
tributed to the research and analysis of
the legal nature and economic content of
financial support for military personnel.
A formal-logical method made it possible
to formulate its own vision of the concept
of “financial support for military personnel”.
System-structural and format-dogmat-
ic methods made it possible to conduct
a comprehensive study of the system of the

8 IIpo BilicbKOBUII 060B’5I30K 1 BificbKOBY Ciy:k0y : 3akoH Vipaiuu Biz 25.03.1992 p. Ne 2232-X11
(31 3miH. Ta momos.). URL: https://zakon.rada.gov.ua/laws/show/2232-12#Text (date accessed:

13.09.2023).
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regulatory and legal basis of the financial
support for military personnel in Ukraine
during martial law.

Main Content Presentation

The issue of financial support for military
personnel has become up-to-date since
2014, starting from mobilization associat-
ed with the anti-terrorist operation in the
east of our country. With the onset of the
full-scale invasion of the Russian Federa-
tion into the territories of Ukraine in Feb-
ruary 2022 and the subsequent imposition
of martial law, its significance has gained
new prominence.

Scientists distinguish two aspects of
money security: economic and legal. The
economic aspect involves the cost or price
of labor, expressed in a monetary amount.
The legal aspect of financial support, on
the one hand, consists in the legally de-
fined amounts and payment procedure, in
the normatively established obligation of
the state to pay military personnel a decent
remuneration for their service, on the oth-
er hand, in the subjective right of military
personnel to receive this remuneration for
prior established norms.

The majority of researchers consider
financial support as a special type of remu-
neration for military personnel and per-
sons equated to them.

In particular, O. M. Muzychuk provides
the following definition of financial sup-

port: “remuneration paid for the performance
by them (military personnel - Ed.) of the ser-
vice-labor function stipulated by the employ-
ment agreement (contract) and consists of
both basic payments, which are made regard-
less of the possibilities of budget financing,
and other additional types of it, which heads
of bodies and units of internal affairs have the
right to establish within the framework of the
wage fund”°.

M. M. Posternak believes that financial
support is a payment that military person-
nel receive for their service °.

0. V. Udovenko interprets financial sup-
port “as sufficient remuneration guaranteed
by the state, calculated in monetary terms,
which a military personnel receives within
the allocations provided for in the budget for
financial support, taking into account the con-
ditions of military service, position, military
rank, qualifications, academic degree and aca-
demic rank of a military personnel” . Also, in
his opinion, the financial support for mil-
itary personnel is “the main source of their
income, with the help of which they are able to
meet their needs in their non-work (personal)
life, and therefore, to fully realize their labor
potential in military service” '2.

M. V. Liapin and S. M. Chimyshen-
ko consider that financial support is “the
share of the national income received in cash
by military personnel to meet their materi-
al and cultural needs, taking into account
the peculiarities of military service and the
procedure for its performance by different

9 Mysuuyk O. M. CyTHicTh Ta 0co6aMBOCTI rpomoBoro 3abesmnedeHHs mepconany OBC. Bic-
Hux XHYBC. 2007. Ne 37. C. 384—389. URL: https://dspace.univd.edu.ua/server/api/core/
bitstreams/85eee26e-cd60-4a5d-82ab-29baale1481c/content (date accessed: 13.09.2023)

10 ITocrepuak M. M. 'pouroBe 3a6e3edeHHs BiliCbKOBOCIYXOOBIIIB: SIK 06YLCIIIOBATH Ta Ha/[aBa-
tu. ['01086yx: Brodscem. 2019. Ne 22 (360). URL : https://ebudget.mcfr.ua/736888 (date accessed:

13.09.2023).

11 Vzosenko O. B. IIpuHIMIIH IPOIIOBOro 3abe3nedeHHs BificbKOBOCIyX60BIIiB. FOpuduuna Hayxa.
2020. Ne 3 (105). C. 500—506. DOI: 10.32844/2222-5374-2020-105-3.62 (date accessed: 13.09.2023).
12 Idem. IIpaBoBe peryJarBaHHS IPOIIOBOrO 3abe3redeHHs BiliChKOBOCIYK0O0BIIiB : HC. ... KAHJ.
opug. Hayk. XapkiB. 2021. 227 c. URL: https://openarchive.nure.ua/handle/document/18628

(date accessed: 13.09.2023).
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categories of military personnel” 3. D. R. Vi-
chavskyi explains the essence of financial
support in a similar way “A system of finan-
cial incentives guaranteed by the state, which
military personnel receive to meet their mate-
rial and cultural needs in accordance with the
quantity and quality of work, taking into ac-
count the peculiarities of military service and
the procedure for its performance by different
categories of military personnel” 4.

According to D. O. Marusevych, such
terms as “wages”, “remuneration”, and
“financial support”, are synonymous and
mean remuneration, usually calculated in
monetary terms, paid to an employee for
performed work %5,

Since military personnel have a special
legal status, V. I. Aleshchenko notes that fi-
nancial support is a guarantee of social se-
curity. After all, for military personnel it is
the main source of income with which they
can meet their needs **. The same opinion
is shared by V. M. Tsyganok .

Thus, financial support for military
personnel is financial compensation and
remuneration received by persons per-
forming military service and having the

status of military personnel in the armed
forces or other military formations.

The regulatory framework for financial
support includes international legal acts
with norms related to remuneration (hu-
man rights acts and ILO international legal
acts), national legal acts on remuneration
and on financial support for military per-
sonnel (legislative and by-laws).

During the period of martial law on the
territory of Ukraine, the procedure for cal-
culating, the mechanism and conditions
for paying financial support and additional
remuneration to military personnel of var-
ious structures are set out in the relevant
regulations, among other things:

« the mechanism and terms for the
payment of financial support for
military personnel of the Armed
Forces of Ukraine, State Transport
Special Service of Ukraine, and
certain other persons are regulated
by the “Procedure for the Payment of
Remuneration to Servicemen of the
Armed Forces of Ukraine and Certain
Other Persons” approved by Order of
the Ministry of Defense of Ukraine

13 JIamin M. B., Yimurmenko C. M. Posib rpoIioBoro 3abesnedeHHsI B CUCTEMI MaTepiajlbHOTO 3a-
GesmeuyeHHs BiiCbKOBOCIYX60BLiB. CyuacHi npobaemu posdydosu 36poiinux Cua Ykpainu : Mat-
JIV BCEYKP. HayK.-IpakT. KoHd. (Kuis, 26.04.2013). Kuis, 2013. C. 197—198.

14 BiwaBcbkuii /I. P. Posib rpoIIoBoro 3abesnedyeHHs y CTUMYJIIOBAHHI 10 BiHCBKOBOI ca1y»k0u. Bis-
Hec, Yugposi iHHo8ayil ma NiONPUEMHUYMBO: CMAH, AHAAL3 eHJeHUill MA HAYKOB0-eKOHOMIYHUILL
PO38UMOK : MaT-T1 MDXKHAp. HayK.-IPakT. KOHD. (JIbBiB, 22.12.2018). JIbBiB, 2018. 4. 2. C. 67—69.

15 Mapycesud [I. O. TeopeTudHi 3acagy aAMiHICTPaTUBHO-IIPABOBOTO PETYIIOBAHHS TPOIIOBOTO
3a0e3meueHHs MOJeHChKUX. AOMIHICMpamugHe npago i npoueci; ¢ginancose npago. Ingopma-
yiiine npaso. 2017. Bum. 3. C. 123—128. URL: http://www.nvppp.in.ua/vip/2017/3/26.pdf (date

accessed: 13.09.2023).

16 Anemenko B. I. Ciayx6a y BilicbKy ITOBMHHA CTaTH IPUBAOIMBOIO Ta MPECTIDKHOIO. Bilicbko
Vkpainu. 2007. Ne 11 (89). C. 14—17. URL: https://shron3.chtyvo.org.ua/Viisko_Ukrainy/2007_
N11_89.pdf?PHPSESSID=rp5jmjnmsjlqumeéavjjavvsjg0 (date accessed: 13.09.2023).

17 IuraHok B. I'pouroBe 3abe3medeHHsT BiICHKOBOCTYKOOBIIIB — OJUH i3 HAaWBaKJIUBIIINX eJle-
MEHTIB iX MaTepiaJbHOTO CTAHOBUIIA Ta MOTHBAIi1 Ha caIy)k6i. Haykosuil 8icHUK Y#20p0o0cbK020
HAayioHaavHozo yHigepcumemy. Cepia: IIpaso. 2023. Bum. 78. 4. 1. C. 333—337. DOI: 10.24144/2307-

3322.2023.78.1.54 (date accessed: 13.09.2023).
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No. 260 dated 07.06.2018 (hereinaf-
ter — Procedure No. 260) 5,

tariff grids of ranks and coefficients
of official salaries of military per-
sonnel, extra compensation and
the amounts of seniority allowanc-
es are determined by the Resolu-
tion of the Cabinet of Ministers of
Ukraine “On the financial support
for military personnel, members
of the rank and file and some other
persons” dated August 30, 2017 No.
704 (hereinafter — Resolution No.

These regulations determine the terms of
payment of financial support and extra com-
pensation for military personnel during mar-
tial law and ensure compliance of their rights
and obligations with Ukrainian legislation.

The financial support for military per-
sonnel, members of the rank-and-file, and
officers includes: base salary, salary for a mil-
itary (special) rank, monthly (increase in
base salary, allowances, extra compensation,
rewards of a permanent nature, bonuses)
and one-time additional types of financial
support ». In more detail, the components of

704) 2. financial support are shown in fig. 1.
| FINANCIAL SUPPORT |
\d \ \d
Monthly main Monthly additional types of One-time additional types of
types of financial financial support financial support
support

* base salary;

« salary .
according to
military rank;

* seniority
allowance

base salary increase;
allowances;
copayments;

related to the direct

» bonuses

compensation for military
personnel holding positions

performance of cybersecurity
and cyber defense tasks

+ compensations (except for kpim
military personnel holding
positions related to the direct
performance of cybersecurity
and cyber defense tasks), as well
as extra compensation for the
period of martial law;

assistance

Fig. 1. Components of financial support for military personnel

18 TlopsiIOK BUILIATH IPOLIOBOTO 3abe3IedeHHs BifiCbKOBOCIyK00BIsIM 36poiiHux Cuit YKpaiHu
Ta AesKUM iHmKM ocobaMm : Haka3 MiHoGoponu Vkpainu Biz 07.06.2018 p. Ne 260 (3i smiH. Ta
pomnos.). URL: https://zakon.rada.gov.ua/laws/show/z0745-18#Text (date accessed: 13.09.2023).

19 IIpo rporuose 3a6e3redeHHs BiiCbKOBOCIYK00BI[iB, 0Ci0 PsIZIOBOTO i HAYATBHUI[BKOTO CKIAZY
Ta JesKux iHmwmx ocib : mocranoBa KMV Big 30.08.2017 p. Ne 704 (3i amin. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/704-2017-n#Text (date accessed: 13.09.2023).

20 Ibidem.
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The basis for calculating financial
support for military personnel is their base
salary. Most allowances, copayments, and
compensations are calculated on the basis
of the base salary.

Base salaries of military personnel
are determined on the basis of the tariff
coefficients set out in Annexes 1, 12, 13,
and 14 to Resolution No. 704. The tariff
coefficient corresponds to the tariff
category assigned to each military position.

Considering account the provisions of
Resolution No. 704, the calculation of the
base salary for military personnel (BS) can
be presented in the following formula:

BS = 1762.00 UAH x TC, (1)
where TC — the relevant tariff coefficient

in accordance with Annexes 1, 12, 13,

and 14 to Resolution No. 704.

The amount of the long-service
allowance is calculated as a percentage
of the sum of the military rank salary and
the base salary, depending on the period
of calendar and preferential service of the
military personnel .

The Resolution No. 704 states that
“to pay allowances for the length of service
to military personnel (except for military
personnel in regular military service and
military personnel of intelligence services),
rank and file and commanders in the amounts
according to Annex 16, and to military
personnel of intelligence agencies (except
for military personnel in regular military
service) — in the amount of 3 percent of the
base salary for each calendar year of service,
but not more than 50 percent of the base
salary” .

In addition, according to Procedure
No. 260, “I. Military personnel (except for
military personnel in regular military service)
are paid a monthly allowance for length of
service in military service as a percentage of
their base salary (for the main or temporarily
held position), taking into account the salary
for military rank, in the following amounts:

from 1 to 5 years — 25 percent;

from 5 to 10 years — 30 percent;

from 10 to 15 years — 35 percent;

from 15 to 20 years — 40 percent;

from 20 to 25 years — 45 percent;

from 25 and more years — 50 percent.

2. The length of service for allowance is
calculated from the date of commencement to
the date of completion of military service” %.

The calculation of the longevity allow-
ances (LA) is represented by the following
formula:

LA = (BS + SFR) x %, ()
where SMR — salary for military (special)
rank (UAH);

% — the percentage of the base salary

taking into account the salary for mil-

itary (special) rank, determined in ac-

cordance with Annex 16 to Resolution

No. 704 and p. 1 sect. IV of Procedure

No. 260.

In addition, military personnel (except
for those in regular military service) are
paid a monthly allowance for the peculiar-
ities of their service, the amount of which
depends on the complexity and importance
of their duties. This allowance is taken into
account from the date of the military per-
sonnel’s entry into the position, as well as

21 Aramac II. 1., Ceprienxo I. B., Tapan O. B. YI0CKOHaNeHHs CUCTeMU HapaxyBaHHS Ta 06Ji-
Ky I'POILIOBOrO 3a0e3reYeHHs BiFIChKOBOCIYKOOBIiB-KOHTPAKTHUKIB. EKOHOMIKA 1 CYCNiAbCME0.
2018. Ne 19. C. 1219—1226. DOI: 10.32782/2524-0072/2018-19-182 (date accessed: 13.09.2023).

22 IIpo rpomoBe 3abe3nedyeHHS ...
(date accessed: 13.09.2023).

23 TIopsiiOK BUILIATH I'POIIOBOTO 3a6Ee3[1eYeHHS ...

z0745-184#Text (date accessed: 13.09.2023).

. URL: https://zakon.rada.gov.ua/laws/show/704-2017-ni#Text

. URL: https://zakon.rada.gov.ua/laws/show/
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in the case of temporary performance of
duties at a position that provides for such
an allowance. It is paid during the entire
period of performance of duties in the
relevant position and is added to the mili-
tary personnel’s financial support.

In accordance with Resolution No. 704,
“allowance for the peculiarities of service
for military personnel (except for military
personnel in regular military service) and
persons holding the rank of private or com-
mander in the amount of up to 100 percent
of the base salary, taking into account the
base salary for the military (special) rank
and allowances longevity allowance” 2.

Thus, the amount of this allowance is
a percentage of the sum of the military
rank salary, base salary and longevity al-
lowances ». The calculation of the amount
of the allowance for the peculiarities of ser-
vice depending on the complexity and im-
portance of duties performed (APS) can be
summarized as follows:

APS=(BS+SMR+LA) x % (3).

Military personnel, excluding military
personnel in regular military service, as
well as enlisted personnel and officers,
receive bonuses from the bonus fund based
on their individual contributions to overall
service performance. The bonus fund
comprises at least 10 % of base salaries and
cash support fund savings. For military
personnel of intelligence agencies, this
fund is not less than 30% of their base

24 TIpo rpoiuoBe 3a0e3rev4eHHS ...
(date accessed: 13.09.2023).

salaries and savings of the payroll fund.
The amount of the bonus is determined in
accordance with the personal contribution
and results of the military personnel, but
within this fund *.
The calculation of the bonus can be
represented by the following formula:
Bonus = BS x %, 4
where % is set in accordance with
Resolution No. 704 within the bonus
fund depending on the personal
contribution of the military personnel
to the overall performance of the
service.

Taking into account the above, the
amount of financial support for military
personnel can be presented in the form of
such a formula:

FS=BS+SMR + LA + APS + Bonus. (5)

According to the Law of Ukraine “On
Indexation of Monetary Incomes of the Pop-
ulation” ¥, financial support is subject to
indexation. It should be taken into account
that Clause 3 of the Final Provisions of
the Law of Ukraine “On the State Budget of
Ukraine for 2023” %, the effect of the Law of
Ukraine “On Indexation of Monetary Incomes
of the Population” has been suspended for
2023.

The basis for determining the base
month of indexation is the increase in
base salaries. That is, the beginning of the
countdown for calculating the consumer

. URL: https://zakon.rada.gov.ua/laws/show/704-2017-n#Text

25 Aramac II. H., Ceprienxo L. B., Tapan O. B. Op. cit. DOI: 10.32782/2524-0072/2018-19-182 (date

accessed: 13.09.2023).
26 IIpo rpoiioBe 3abe3rev4eHHS ...
(date accessed: 13.09.2023).

. URL: https://zakon.rada.gov.ua/laws/show/704-2017-n#Text

27 IlIpo iHAeKcaIlilo IpOIIOBUX JOXOAIB HaceleHH : 3aKOH YKpaiuu Big 03.07.1991 p. Ne 1282-XII
(31 3min. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/1282-12#Text (date accessed:

21.09.2023).

28 IIpo JepxaBHui O1o/pkeT VKpainm Ha 2023 pik : 3akoH Vkpainm Big 03.11.2022 p. Ne 2710-IX
(3i 3min. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/2710-204#Text (date accessed:

21.09.2023).
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price index is the month of salary increase.
From this month, the value of the consum-
er price index is taken as 1 or 100 percent,
and the increase of the index is calculated
from the next month. At the same time, in-
dexation is calculated in the month follow-
ing the month in which the inflation index
was officially published.

Extra compensation is a temporary
payment provided during martial law. It is
essential to note that the extra compensa-
tion is a component of the monthly finan-
cial support for military personnel and is
not taken into account when determining
the amount of one-time additional types
of financial support. It is intended to com-
pensate for special conditions of service
during martial law and can be paid sepa-
rately from the basic financial support for
military personnel.

The procedure for accrual and the
amount of this compensation is deter-
mined by the Resolution of the Cabinet
of Ministers of Ukraine “Issue of certain
payments to military personnel, rank and
file officers, police officers and their families
during martial law” dated February 28,
2022 No. 168 (hereinafter — Resolution
No. 168) #. It should be noted that the
amount and terms of accrual of extra com-
pensation often change. In accordance
with the Resolutions of the Cabinet of Min-
isters of Ukraine dated 07.03.2022 No. 217,
dated 22.03.2022 No. 350, dated 01.04.2022
No. 400, dated 01.07.2022 No. 754, dat-
ed 07.07.2022 No. 793, dated 27.09.2022
No. 1066, dated 08.10.2022 No. 1146, dat-
ed 20.01.2023, No. 43, dated 09.08.2023,
No. 836, dated 15.09.2023, No. 1001, dated
20.09.2023 No. 1001-2023-r.

According to the latest changes in Res-
olution No. 168 (depending on the tasks

performed during martial law), the follow-
ing amounts of extra compensation are
provided:

“Military personnel of Armed Forces,
Security  Service, Foreign Intelligence
Service, Main Directorate of Intelligence
of the Ministry of Defence of Ukraine,
National Guard, State Border Guard
Service, State Security Administration,
State Special Communications Service, State
Transport Special Service (hereinafter —
military personnel), who take a direct part
in hostilities or the implementation of
measures necessary to ensure the defense of
Ukraine, protect the safety of the population
and the interests of the state in connection
with the military aggression of the Russian
Federation against Ukraine, being directly
in the areas of their implementation, on the
territory of Ukraine temporarily occupied
by the Russian Federation, on territories
between the positions of the defense forces
and the positions of the troops of the
aggressor state, extra compensation of UAH
100,000 is paid monthly in proportion to the
time of participation in such actions and
activities;

Military personnel who perform combat
(special) tasks as part of a military command
body, the headquarters of a group of troops
(forces) or the headquarters of a tactical
group up to and including the control
point of an operational-strategic group of
troops, as well as part of the command and
headquarters of a military unit (combined
unit) (in including outside the areas of
combat (military) operations), which
carries out operational (combat) control
of military units and units conducting
military (combat) operations on the combat
contact line at the distance of the execution
of combat (special) tasks by a military

29 TluTaHHS JeSKUX BUILIAT BIFICBKOBOCIY:KOOBIISIM, 0cObaM PsSIZOBOTO i HAYaJIbHUIIBKOIO CKJIa-
2y, IOJIITe IChKUM Ta 1X ciM'sIM IiJ] Jac Aif BOEHHOTO cTaHy : mocraHoBa KMV Bizg 28.02.2022 p.
Ne 168 (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/168-2022-ni#Text (date

accessed: 13.09.2023).
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unit (a unit, in particular, a combined)
of the first echelon of defense or offensive
(counteroffensive, counterattack), an
additional remuneration in the amount of
UAH 50,000 is paid per month in proportion
to the time of completion of such tasks in
accordance with the conditions determined
by the Ministry of Defense;

military personnel who carry out
combat (special) tasks during the period of
implementation of measures necessary to
ensure the defense of Ukraine, protect the
safety of the population and the interests
of the state in connection with the military
aggression of the Russian Federation against
Ukraine, extra compensation of UAH 30,000
is paid every month, calculated on a month
in proportion to the time it takes to complete
such tasks.

Military personnel who hold positions of
management and instructor-teaching staff
in training military units (training centers,
training units) are paid an extra monthly
compensation in the amount of UAH 15,000
to UAH 30,000, taking into account their
level of training (qualification) in proportion
to the time of training and training personnel
per month in accordance with the list of
positions of management and instructor-
teaching staff in training military units
(training centers, training units), approved
by the heads of relevant ministries and state
bodies” .

“UAH 6,000 — for military personnel
calculated per month in proportion to the
time of service (in proportion to the time of
service);

UAH 2,350 — to cadets of higher military
educational institutions, higher education
institutions with specific conditions of study,
as well as higher education institutions that

include military institutes, military training
faculties, military training departments,
military training departments, institutions
of professional pre-higher military education,
which before enrolling in training, were not
in military service or were in military service
(in proportion to the time of service (stay in
training)).

Military personnel who, in connection
with an injury (contusion, trauma or
mutilation) related to the defense of the
Motherland, are recognized by the military
medical commission as limited fit for military
service or unfit for military service with
a review after 6—12 months and included
in the disposition the relevant commanders,
within two months from the day of enlistment
(without taking into account the time spent
on vacation and treatment), the financial
support (without taking into account the
extra compensation) for the last position held
in full is paid. After being at the disposal for
more than two months and until the end of the
stay at the disposal, such military personnel
are paid a monthly salary according to their
military rank, a longevity allowance and an
extra compensation in the amount of UAH
20,100 (calculated per month in proportion to
the time spent at the disposal).

Military personnel who, in accordance
with the procedure established by law, are
seconded to carry out tasks in the interests
of the defense of the state and its security,
while remaining in military service as part
of rural (village), city, district and regional
military administrations, in the territory (or
part of this territory), exercising their powers
military (combat) operations are conducted,
and combat (special) tasks are performed, the
payment of an extra compensation is carried
out in the amount of UAH 30,000” 3.

30 IImraHHA feakux BUILIAT ... . URL: https://zakon.rada.gov.ua/laws/show/168-2022-ni#Text (date

accessed: 13.10.2023).

31 3wminu o [lopsKy BUILIATH IPOIIOBOTO 3a0e3IeYeHHs BilIChKOBOCIYK00BIsIM 30poiiHux Cuit
VkpalHu Ta fesIKUM iHITUM ocobaM : Hakas MiHo6opoHu VKpainu Bif 26.09.2023 p. Ne 566. URL:
https://zakon.rada.gov.ua/laws/show/z1705-23#Text (date accessed: 13.10.2023).
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Orders for the
extra compensation are
commanders or superiors.

Funds received by military personnel
as extra compensation are also subject
to taxation in accordance with current

payment  of
issued by

legislation.
“According to the Orders to pay
an extra compensation in amount of

UAH 100,000, such Orders include persons,
<...>who:

In connection with an injury (contusion,
trauma, mutilation) related to the protection
of the Motherland, and for police officers
and members of the rank and file of the
civil defense service — with participation in
hostilities or ensuring the implementation
of national security and defense measures,
repulse and deterring armed aggression,
being directly in the areas of their conduct
(implementation), in particular in the
territory of Ukraine temporarily occupied
by the Russian Federation, in the territory
between the positions of the defense forces and
the positions of the troops of the aggressor
state, during the implementation of the
specified measures, are undergoing inpatient
treatment in security institutions health
(including foreign ones), including the time
of transfer from one health care hospital to
another, or are on leave for treatment after
an injury (contusion, trauma or mutilation)
in connection with receiving a serious injury
according to the conclusion (by Resolution)
of the military-medical (medical-expert,
medical) commission;

captured (except for those who voluntarily
surrendered) or are hostages, as well as
interned in neutral states or missing (in the
case when the specified events occurred both
before and after the introduction of martial
law);

died as a result of an injury (contusion,
trauma or mutilation) received after the
introduction of martial law, related to the
defense of the Motherland (payment is made
for the entire month in which the person
died)” *.

“The grounds for calculating and paying
the main and additional types of financial
support are:

the state of the military unit (institution,
organization);

orders on appointment to a position and
enrollment in the lists of personnel of a military
unit, on entry into the performance of duties
for the position, including temporarily, on
enrollment in the disposition;

orders on the establishment and payment
of basic and additional types of financial
support;

orders on the assignment of military
ranks;

cash certificate or certificate of cash
payments (with the exception of persons
conscripted (accepted) for military service
under a contract, including during military
service)” %,

It should be noted that there are certain
situations in which financial support can
be paid to military personnel without sub-
mitting a monetary certificate. According
to the Order of the Ministry of Defense of
Ukraine dated April 22, 2021 No. 104 (here-
inafter - Order No. 104), these include pay-
ments:

“to conscript military personnel from the
1¢* day of the month following their arrival
based on the salary for the position to which
they are appointed. In this case, the copayment
of financial support for the current and previ-
ous months is made after obtaining the certif-
icate or its duplicate from the previous place
of service;

32 IlmTaHHA Aesakux BuIaT ... . URL: https://zakon.rada.gov.ua/laws/show/168-2022-ni#Text (date

accessed: 13.10.2023).

33 TlopsiiOK BUILIATU T'POIIOBOTO 3a0e3leYeHHs ...

z0745-18#Text (date accessed: 13.09.2023).

. URL: https://zakon.rada.gov.ua/laws/show/
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to other military personnel - from the day
of their entry into the performance of their
duties at the new place of service. In this case,
the copayment of financial support before the
day of taking up the duties of the position at
the new place of service is carried out after
receiving the certificate or its duplicate (in
case of loss of the monetary certificate) from
the previous place of service” *.

The financial support for military
personnel is paid within the allocated
funds provided for in the budget of the
military unit for the financial support for
military personnel. This means that the
funds allocated for financial support are
fixed and limited by the budget volumes
given for these purposes.

The financial support is made at the
place of staff service.

The listed financial support
(copayment) in case of a change in the
service status of personnel (assignment of
a military rank, appointment to another
position, etc.) is paid together with the
financial support for the month in which
the relevant changes occurred.

Financial support is paid in cash
according to payment documents,
disbursement cash orders or by crediting
funds to card accounts in the order and
amounts provided by law.

After payment is paid, the military unit
prints registers of crediting funds to card
(checking) accounts. A copy of the printed
register of crediting funds to card accounts
is signed by the commander of the military
unit and the head of the financial authority.
Each page of the signed register of crediting
funds to card accounts is certified by the
signatures of the heads of the financial and
military (personnel) bodies.

One-time additional types of financial
support are paid after the right to receive

them arises (issuance of the relevant
payment order).

Excerpts from orders, certificates and
other documents confirming the right of
military personnel to receive financial
support which are submitted to the Head
of the financial authority, are signed
(certified) by the official responsible for
the accounting of the unit’s personnel and
sealed with the imprint of the stamp (seal
for orders) of the military unit.

According to Order No. 104, “financial
support confirmation (including through card
accounts) is a payroll statement (register of
crediting funds to card accounts), a cash receipt
signed by the person receiving the funds.

In payroll records, positions of military
personnel, except for vacant ones, are
recorded in the same sequence as they are
indicated in the staffing table or staffing
list.

The grounds
statement are:

« the staff of the military unit
and staffing lists approved in
accordance with the established
procedure;

« standards of financial support and
other payments established by law;

« orders and other documents on
the appointment and service of
personnel, setting base salaries,
allowances, copayments, bonuses,
etc;

« financial certificates of military
personnel enrolled for financial
support;

« timesheets of working hours;

« other documents required by law.

Military personnel who receive financial
support in cash, shall sign the payroll sheets
(cash vouchers) acknowledging their receipt.
Cash shall be issued from the cash desk of the

for compiling the

34 Tlpo BHeceHHs 3MiH 0 Haka3y MiHicTepcTBa 060poHu Vkpainu Biz 22.05.2017 Ne 104 : Hakas Mi-
HoGoponu Vkpainu Biz 22.04.2021 p. Ne 104. URL: https://www.mil.gov.ua/content/mou_orders/
mou_2021/mou_104.pdf (date accessed: 13.09.2023).
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military unit only to the person specified in the
expenditure document” *.

It should be noted that “military
personnel captured as prisoners or hostages, as
well as interned in neutral states or missing,
shall retain payments in the amount of their
base salary at the last place of service, salary
by military rank, longevity allowance, other
monthly additional types of permanent
financial support and other types of financial
support, taking into account changes in length
of service and norms of financial support.
The families of these military personnel shall
be paid monthly financial support, including
additional and other types of financial
support, in accordance with the procedure and
in the amounts established by the Cabinet of
Ministers of Ukraine” .

“The payment of financial support to
these family members is carried out until
the circumstances of the capture of military
personnel or hostages, internment of
military personnel or their release, or their
recognition as missing or dead in accordance
with the procedure established by law are
fully clarified” ¥. This means that family
members are paid financial support for
the period until the status of the military
personnel is determined or until reliable
information about their condition is
received.

In the above cases, financial support is
paid no more than until the day the military
personnel is removed from the military
unit’s personnel lists. This is important to
ensure control over financial payments

and to avoid possible abuse or unlawful
payments.

The peculiarities, rules, and procedure
for documenting the payment of military
personnel’s allowances are set forth in
Order No. 104 *:

“if military personnel is unable to receive
financial support while participating in
combat actions and operations, upon their
report, financial support is paid to family
members” ®.

Financial support to family members of
military personnel is paid “in the following
ways:

in cash (through the cash desk of the
military unit);

by postal transfer (with payment for these
services at the expense of the military unit);

by crediting to a card account” *.

The choice of payment method depends
on the conditions and convenience of both
the military unit and the recipients of
financial support.

“In their reports, military personnel must
indicate the recipient of financial support,
the method of receipt and, if necessary, their
postal address (card (bank) account details).

Upon the expiration of the established
terms for the payment of financial support,
the cashier shall duly execute justifying
documents, namely:

in the settlement and payment statement
opposite the names of persons to whom the
payment of financial security has not been
made, stamps or makes a handwritten note
“Deposited”;

35 IIpo BHeceHHs 3MiH 10 Haka3y ... . URL: https://www.mil.gov.ua/content/mou_orders/mou_2021/

mou_104.pdf (date accessed: 13.09.2023).

36 IIpo corjjanpHUI i MPABOBUI 3aXKCT BIHICHKOBOCIY:KOOBIB Ta WieHIB ix cimell : 3akoH Vkpa-
fHM Big 20.12.1991 p. Ne 2011-XII (3i 3miH. Ta momoB.). URL: https://zakon.rada.gov.ua/laws/

show/2011-12#Text (date accessed: 14.09.2023).

37 Ibidem.

38 IIpoBHeceHHs 3MiH 10 HakKa3y ... . URL: https://www.mil.gov.ua/content/mou_orders/mou_2021/

mou_104.pdf (date accessed: 13.09.2023).
39 Ibidem.
40 Ibidem.
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makes a register of deposited sums;

at the end of the statement, make a record
of the amount actually paid in writing and
the amount of payments not received that are
subject to deposit, reconcile these amounts with
the total amount on the payroll and certify
the record with their signature. If the money
was given out by another person other than
the cashier, such as a dispenser, an additional
entry is made on the statement “Money issued
by (signature)”;

records the amount actually paid in the
cash book and stamps the statement “Expense
cash order No. ___""*.

The Head of the financial department
checks the records made by cashiers
in the payroll sheets and the amounts
issued and deposited in these sheets. The
deposited amounts are then transferred
to the registration account, and on their
basis, one general cash expenditure order
is drawn up.

The formation and preparation of
payrolls for the payment of financial
support is carried out in the established
form set out in Annex 13 to Order
No. 104. This statement is signed by the
commander of the military unit, the Head
of the financial body, and the person who
prepared it. In addition, by the decision of
the commander, they form and draw up
a statement for each unit of the military
unit separately “.

If the financial support is not paid for
a full month, or if it is recalculated, or
if one-time additional types of financial
support are paid, the accountant (or other
contractor) shall prepare a calculation in an
arbitrary form. This calculation is attached

to the payslip and signed by the accountant
or contractor responsible for this process.

Each payslip receives the next
sequential number, which is assigned from
the beginning of the year to the end of the
year.

The total amount to be transferred to
card accounts or handed over is indicated
in words on the payroll statement.

The following deductions are made
from the salaries of military personnel:

“personal income tax;

executive documents in accordance with
applicable laws and regulations;

according to written reports of military
personnel on voluntary agreement to pay
alimony, for living in departmental housing,
including for consumed housing and
communal services;

accrued amounts of material damage
caused or voluntary compensation for damage
caused;

other deductions (contributions, fees, etc.)
provided by law” .

Despite  sufficiently unambiguous
legal regulation and a well-established
mechanism for paying military personnel
financial support (including additional
remuneration), according to the Unified
State Register of Court Decisions *, the
number of appeals by military personnel
to courts has increased to resolve disputes
over:

« accrual and payment of “unfair”
amount of financial support to
military personnel;

« failure (or refusal to carry out) the
indexation of financial support for
military personnel;

41 IIpo BHeceHHd 3MiH 10 HaKaay ... . URL: https:/www.mil.gov.ua/content/mou_orders/mou_2021/

mou_104.pdf (date accessed: 13.09.2023).
42 Ibidem.
43 Ibidem.

44 €puHMY fepXaBHUH peecTp cyzoBux pimensb. URL: https://reyestr.court.gov.ua/ (date accessed:

26.09.2023).
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« unpaid average salary (financial
support) for the period of forced
absence from work, etc.

Given the peculiarities and complexity
of the process of calculating financial
support and the volume of documents, it is
impossible to investigate the documentary
evidence and correctness of such accruals
and payments without special knowledge.

Such studies are conducted by certified
forensic economists of forensic research
institutions, whose results in the form of
conclusions are evidence in such cases.

Conclusions

The author analyzes the current legislation
of Ukraine regulating financial support
and systematizes the grounds, procedure,
and conditions for accrual and payment of
financial support and extra compensation
for military personnel during martial law.

The results of the analysis can be fur-

ther used:

« in lawmaking — for the develop-
ment of new amendments to exist-
ing legal acts;

+ in the research activities of foren-
sic institutions — to develop and
amend the methods of conducting
forensic economic examinations
on the calculation and payment of
financial support and extra com-
pensation to military personnel;

+  in practical activities — to optimize
the working time of forensic econ-
omists, etc.

0c006/11BOCTi rPOIIOBOro 3a6e3meYeH s
BilfiICbKOBOCJIY;KOOBIIiB i 501aTKOBOL
BUHATrOPOJHY B epioz Aii
BOEHHOIO CTaHy B YKpaiHi
Ipuna Oxkynesuu

Mema docaidsenHs noaseae y 6USHAUEH-
Hi ma cucmemamusayii nidcmasg, nopsoky,

YMO8 HAPAXYSAHHA | BUNAAIM 2POULOBO2O 3d-
be3nevenns ma dodamkogoi suHazopodu 8iii-
CHK0BOCAYHO0BYAM Y Tepiod BOEHH020 cma-
HY. Memodoao02iuHo0 0CH08010 J0CAI0NHCeHHS
€ CUCTeMA 3a2aNbHOHAYKO8UX MA Cneyidb-
Hux Memodieé HAYK08020 MISHAHMA, 4 came:
dianekmuuHnuil, GopmanvHo-A02IUHUL, CU-
CMeMHO-CmpyKmypHuil ma ¢opmanvio-doe-
mamuyHuii. IIpagose pezynio8anHs 2pouL08o-
20 3abesneuerHHs ma 0o0amkoeoi euHazopodu
81IlCbKOB0CAYNHCO06YI8 8 YKpaini Mmicmumb
YUCAeHHI 3aKoH00asui ma Ni03aKOHHI HOp-
mu. ITocmiilHi 3MIHU 8 3aKOHOOA8cmaei, po-
38UMOK HAYKOB0L OYMKU U000 2pouL08oz0
3abe3neueHHs ma eckaaayis 6itinu 8 YKpaiui
suMmazaroms  cucmemamusayii  nidcmas,
nopsadky, YMO8 HAPAXY8AHHA 1 6UNAAM 2pO-
108020 3abesnevweHns ma 0o0amkosoi suHa-
20po0u BIILCLKOBOCAYHO08UAM Y Nepiod OEH-
Ho20 cmany. Y pesynvmami 00cAiOxneHHA
HaeedeHo 6aacHe baveHHA U000 BUSHAYEHHS
NOHAMMS 2pouL08o20 3abe3nevweHHs BLilCb-
K080CAY21C608Y18. YemaroseaeHo i cucmema-
Mu308am10 0CHOBHI nidcmasu, nopsadox, ymo-
8U HAPAXYBAMHS MA SUNAAMU 2POULO6020
3abe3neuenns 1 000amkoeoi eUHAZOPOOU
BILLCLKOBOCAYHCOOBUAM Y Tepiod BOEHHO20
cmany. BuokpemaeHo Koo CipHUX NUMAHD,
106’A3AHUX 13 2pouLosuUM 3abe3neweHHAM ma
dodamxogoio eunazopodoto, 04 po3e’a3aw-
HSL SKUX 8iLiCbKO8OCAYHOO0BUL 36epMAtOMbCs
0o cydy. BUCHOBKL HAYK08020 0OCAIONCEHHS
basyromucs Ha 2AUOOKOMY AHAAI3L YUHHO-
20 BIMHYU3HAH020 3aKoHOOagcmed, cyJdo8oi
NpaKmMuKu ma HAyKoeoi Aimepamypu, y AKux
PO3KpUMO NUMAHHA 2pOUL0B020 3abe3nedet-
HA ma dodamxoeoi eunazopodu 04s 8iilcb-
kogocynbosyis. Pesyrvmamu 0ocaidnceH-
Hi 8 MN00AAbULOMY MOXMCHA BUKOPUCTAMU
8 Npasomeopuocmi, HAYKo80-00CAIOHUULKIL
dignvHOCMi CY0080-eKCepmHUX ma IHULUX
yCcmanos, npakmu4Hiil disLAbHOCMI Moio0.

Karouoei caoea: 8oeHHUIl cmam; 81ilce-
K080CAYNHC606eUb; B0EHHA CAYHCOA; epouLose
3abe3neuenns; nocadosuil okaad; HadbasxiL;
npemii; dodamxkoea 8unazopoda.
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The article is devoted to problematic issues faced by forensic
experts during evaluation of civil buildings with premises of various
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Research Problem Formulation

In criminal proceedings and other types
of legal proceedings, assessment and
forensic structural engineering is carried
out as necessary to determine the amount
of damage caused by offense; restoration
cost determination of immovable property
objectsthathavesufferedsignificantdamage
and destruction, etc. Analysis of forensic
expert practice indicates that number of
real estate objects including premises of
various functional purposes is constantly
increasing. In practice of carrying out
this type of forensic examinations and
researches, forensic experts quite often
face the issue of selecting similar objects
for valuation of such buildings. Existence
of gaps in theoretical and methodological
developments in this type of valuation
and forensic structural engineering
necessitates the need to study this issue
in order to develop a unified approach to
determining market value of civil objects
including premises of various functional
purposes.

Analysis of recent researches and
publications

Theoretical and methodological provisions
of valuation and forensic structural

engineering and evaluation activities in
Ukraine are reflected in research papers
of domestic scientists. For example, in
his dissertation, Yu. O. Chechil ! outlined
normative and theoretical principles of
determining value of real estate at while
criminal offense commission in criminal
proceedings; determined peculiarities of
initial data formation, identification and
establishment of technical condition of
immovable property while determination
in criminal proceedings of its value
while criminal offense commission and
highlighted the basics of its determination
methods.

H. B. Bashkirov and P. Yu. Baranov *
considered peculiarities of conducting
forensic structural engineering
(evaluation) researches related to review
of reports on value evaluation of real
estate objects. They note that in order to
carry out a high-quality and thorough
review of the real estate appraisal report,
itis necessary to perform a decomposition
into an exhaustive list of issues reflecting
regulatory review requirements. It is
emphasized that in order to make forensic
expert conclusion about the fact of
undervaluation or overvaluation of the
object, it is necessary to investigate the
impact of identified shortcomings on the
object value for each of the questions.

1 Yeuins 0. 0. BusHaueHHsI BAPTOCTi HEPYyXOMOT'0 MalHa Ha YaC BYMHEHHS 3JI09MHY Y KPUMiHAIb-
HOMY IIPOBa/KEHHI : Auc. ... A-pa dinocodii. Kuis, 2021. 261 c.

2 Baukipos I. B., Baparos II. }0. Oco6inBOCTi IPOBeEHHS CYJOBUX €KCIePTU3 3 OI[iHIOBaH-
Hs1 00'eKTiB HepyxoMmocTi. Teopist Ta MpakTUKa CyZ0BOI €KCIIepTH3n i KpuMiHamicTuku. 2013.

Bumn. 13. C. 374—379.
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In the article by V. V. Solska, main
normative legal acts that regulate
evaluating property of enterprises in
Ukraine are analyzed; concept essence
of appraisal of enterprise property
is revealed; the cases when property
appraisalis mandatory are summarized; as
well as property valuation cases are given
that make possible to more objectively
draw conclusion about the volume and
condition of property of enterprises. At the
same time, the main and secondary legal
documents, on which basis of property of
enterprises in Ukraine are assessed, have
been systematized °.

Despite availability of a certain
amount of scientific research in this area,
the results of the analysis of current state
of development of researched problems
make it possible to note that the issue
related to selection of analogue objects
for wvaluation of buildings including
premises of various functional purposes.
This circumstance largely determines the
need to analyze the current legislative
acts, building codes and regulations and
other normative documents to determine
a unified approach during this type of
examinations.

Article Purpose

Essence determination, content, general
methodological principles and features
of a unified approach while determining
market value of civil objects including
premises of various functional purposes.

Research Methods

During research, both general research
methods (dialectical, observation,
description, analysis, synthesis, induction,
deduction, modeling, etc.) special forensic
and criminalistic methods were used.

Main Content Presentation

According to the Law of Ukraine: On
Judicial Examination, forensic examination
is a research based on specific expertise in
the field of science, technology, art, crafts,
etc., of objects, phenomena and processes
with the aim of providing conclusion on
issues that are or will be the topic of legal
proceedings * In other words, valuation
and forensic structural engineering
based on specific expertise in the field of
construction determines factual data and
circumstances of the case (proceedings)
that have evidentiary value for any type of
legal proceedings. Valuation and forensic
structural engineering in accordance
with Instruction on appointment and
conducting forensic examinations and
researches ° is a separate type of forensic
engineering.

The tasks of evaluation and forensic
structural engineering are determination of
various cost types of improvements to land
plots (buildings and their parts, structures,
objects of unfinished construction,
transmission devices, etc.) and compliance
of the performed evaluation of real estate
with the requirements of normative legal

3 Conbcbka B. B. HopMaTuBHO-IPaBOBe PEryIIOBAHHS OL[iHKM MaiHa HmiAnpueMcTs. [Ipobremu
cucmemnoeo nidxody @ exonomiyi. 2018. Bum. 1 (63). C. 112—116. URL: http://nbuv.gov.ua/UJRN/
PSPE_print_2018_1_20 (date accessed: 02.10.2023).

4 TIpo cyzoBy eKcriepTu3y : 3akoH VKpainu Biz 25.02.1994 p. Ne 4038-X1I (3i 3miH. Ta omoB.). URL:
https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 02.10.2023).

5 IIpo 3aTBep/keHHS [HCTPYKII PO IpH3HAYEHHS Ta MPOBEJEHHs CYZOBUX €KCIIepPTU3 Ta
€KCIIepPTHUX JOCTiKeHb Ta HayKoBO-MeTOAMYHUX PeKOMeHZAIiN 3 IUTaHb IiATOTOBKU Ta

NIpU3HAYEeHHS CYZOBUX €KCIIEPTU3 Ta eKCIEePTHUX HOCHi/KEHb :

Haka3 MiH'IocTy YkpaiHu

BiZ 08.10.1998 p. Ne 53/5 (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/z0705-

98#Text (date accessed: 02.10.2023).
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acts on property evaluation, methodology,
methods, valuation procedures.

The objects of valuation and forensic
structural engineering are tangible
(materialized) objects or formations
that are examined by forensic expert
using certain methods and means in
order to solve tasks (questions) based on
specific expertise application within the
scope of forensic research subject (i.e.,
buildings and structures). Buildings are
structures containing load-bearing and
enclosing or combined (load-bearing
and enclosing) structures that form
above-ground or underground premises
intended for residence or stay of people,
equipment location , animals, plants and
objects. Buildings include residential
buildings, dormitories, hotels, restaurants,
commercial or industrial buildings, railway
stations, buildings for public performances,
medical and educational institutions, et. °.

All buildings are classified by functional
purpose, according to which they are
grouped into three groups: civil, industrial,
and agricultural ones.

Civil buildings are buildings necessary
to serve the general cultural and everyday
needs of people (residential buildings,
hospitals, shops, theaters, stations, offices,
etc.). They can be residential or public
(non-residential) ones, their classification
is given in the Tab. 1.

Recently, the number of multifunctional
buildings and complexes has been
increasing connected with urbanization
and the expansion of functional
connections between residential and
public elements of urban environment.
They can include premises of various

functions (administrative, credit and
financial, catering, retail, entertainment,
sports, etc.).

During its existence, functions and
typology of building can change that
leads to appearance of a typologically new
building (for example, a typical residential
five-story building may include not only
residential premises, but offices, bank
branch premises, shops, beauty salons,
sports halls, hotel rooms, apartments,
premises for working with children, etc.).
Such buildings are gaining popularity as
they try to combine several areas of use in
one structure, including residential, hotel,
commercial, cultural, entertainment,
transport and parking ones.

Valuation and forensic structural
engineeringbelongto procedural source of
evidence in criminal proceedings and is an
effective means of proof in civil, economic
and administrative proceedings. Currently
its objects are increasingly multi-purpose
buildings. While conducting valuation and
forensic structural engineering, forensic
experts can determine market and non-
market types of values. Market value is the
value for which the appraised object can
be sold in the market of similar property
on the date of valuation according to
the agreement concluded between the
buyer and the seller, after conducting
appropriate marketing, provided that
each party acted with knowledge of the
matter, judiciously and without coercion
’. Non-market types include reproduction

value, residual replacement value
(reproduction), value in use, consumer
value, liquidation value, investment

value, special value, liquidation value,

6 JlepxaBHuil kiacudikarop 6yzisenp ta cnopys JK 018-2000 : 3aTB. i BBeA. B Zi0 HAKA30M
JepxcTanaapTy Ykpainu Big 17.08.2000 p. Ne 507. URL: https://zakon.rada.gov.ua/rada/show/

va507565-00#Text (date accessed: 02.10.2023).

7 HaujonanpHuil crapgapt Ne 1 «3araibHi 3acazy OLiHKY MalHa | MAaHOBUX IIpaB» : 3aTB. I10-
craHoBoio Kabminy Ykpainu Big 10.09.2003 p. Nel440 (3i 3min. Ta gomos.). URL: https://zakon.
rada.gov.ua/laws/show/1440-2003-%D0%BF#Text (date accessed: 02.10.2023).
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net realizable value, appraised value, etc., valuation procedures based on the results
procedure for determining established by of analysis or purpose of the valuation
separate national standards. Non-market object, as well as the study of the influence
types of value as the basis of valuation of use conditions or the alienation method

are determined using methods

and of valuation object ®.

Table 1

Classification of civil buildings

Residential buildings

Public (non-residential) buildings

Apartments, cottages, country and garden Commercial buildings (shopping centers, shops,
houses, dormitories, boarding houses, department stores, covered markets, kiosks, etc.)

shelters, etc.

Public catering buildings (restaurants, bars, snack
bars, cafes, buffets, canteens, etc.)

Hotel type buildings (hotels, motels, holiday
homes, apartments, other buildings for temporary
accommodation)

Buildings of State and local government bodies
(financial service buildings, court bodies,
administrative and household premises, etc.)

Transport and communication facilities (stations,
airports, electric transport depots, hangars,
lighthouses, garages, parking lots, parking lots,
bicycle sheds, etc.)

Buildings for public performances (theaters,
cinemas, circuses, museums, art galleries, concert
halls, etc.)

Buildings of research institutions (preschool
education buildings, institutions of general
secondary  education, higher  educational
institutions, research institutes, etc.)

Buildings of hospitals and health care institutions
(hospitals, polyclinics, medical service points,
dispensaries, boarding houses for the elderly and
disabled, etc.)

Buildings for cult and religious activities (churches,
cathedrals, mosques, synagogues, funeral
buildings, ritual halls, etc.)

Multifunctional  buildings and  complexes
containing premises of various purposes

8 Harionanpaui cragzapt Ne 1.... URL: https://zakon.rada.gov.ua/laws/show/1440-2003-%D0%B-

F#Text (date accessed: 02.10.2023)..
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Real estate value (as well as the
value of any product) has two forms of
manifestation: consumer and exchange.
Consumer value is determined by a set of
natural and social properties of a real estate
object from the point of view of specific
consumer. In his reasoning, he proceeds
from the option of using real estate that
has developed, as well as its natural and
social properties, determined by the level
of technical development and social needs.
Location of the land plot, quantitative and
qualitative characteristics of buildings and
structures, their uniqueness and durability,
tastes and preferences of owner and many
other factors form the consumer value of
real estate. For example, architecturally
and engineering obsolete residential
building can have a high consumer
value for a family due to historical or
genealogical factors, but its exchange value
can be insignificant. Exchange value arises
in the process of exchanging real estate
objects, whereas in commodity economy,
the general equivalent of measurement is
money. In a competitive market, price as
a monetary expression of value is a factor
that balances supply and demand. The
form of exchange value manifestation is
a price that reflects the combined effect of
all market factors on a specific date of sale,
based on the option of its best use.

Depending on valuation purpose and
completeness of the rights to the appraised
real estate, various types of value can be
combined into two groups:

« value in exchange as an expression

of exchange value;

« value in use as an expression of

consumer value °.

Value manifestation forms in exchange:

«  market value reflecting object value

for a specific owner; this value
is objective, independent of the

wishes of individual co-owners and
reflects real economic conditions
prevailing in this market;

« liquidation value is the value under
condition of a forced sale; the
amount of money from the sale
of the object in terms that are too
short for adequate marketing;

« collateral value is the value of
objects that creditor hopes to
receive during a forced sale in the
event of the borrower’s insolvency;

« insurance value is a type of value
based on the reconstruction cost or
the cost of replacing the object; on
its basis, insurance sums, interest
and payments are determined;

« rental value is the rental value with
determination of starting rent, it
is the balance sheet value on the
last day of the month preceding
the date of determination of the
starting rent;

+ utilization is the cost of processing
using waste to obtain a useful
product.

Value manifestation forms in use:

« investment value is the value of
a real estate object for a specific
investor, based on his investment
requirements and preferences;

«  book value is the value reflected
on balance sheet of organizations
and enterprises (the original
value of real estate at the time of
commissioning, adjusted during
the revaluation of fixed assets
taking into account accounting
depreciation, as well as deducting
the cost of improvements during
operation period);

«  wvalue for tax purposes is the value
determined on the basis of real
estate tax regulations (in countries

9 [lepxaBHuU kiacudikarop OyziBesb Ta Cropyx ... . URL: https://zakon.rada.gov.ua/rada/show/

va507565-00#Text (date accessed: 02.10.2023).
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with economies in transition,
this value corresponds to market
value).

Each type of value has its limitations
and field of application.

Nowadays, there are four national
property valuation standards in force in
Ukraine *:

« National Standard Ne 1 General
Principles of Valuation of Property
and Property Rights that is
mandatory during valuation of
property and property rights by
subjects of valuation activity,
as well as for persons who, in
accordance with the law, review
property valuation reports;

« National Standard Ne 2 Real Estate
valuation that is mandatory during
appraisal of immovable property
(real estate) by subjects of appraisal
activity, as well as for persons
who, in accordance with the law,
review property appraisal reports
and conduct state examination
of reports from expert monetary
evaluation of land plots of state
and communal property in case of
their sale %

« National Standard Ne 3 Evaluation
of integral property complexes which
is mandatory during evaluation
of integral property complex of

a business entity by subjects of
evaluation activity, as well as for
persons who review reports on
valuation of an integral property
complex %

« National standard Ne 4 Evaluation
of property rights of intellectual
property that is mandatory for
subjects of evaluation activity
during evaluation of property
rights of intellectual property, as
well as persons who, in accordance
with the law, review valuation
reports. The standard can be
used to determine the amount of
damages incurred in connection
with the improper use of objects of
intellectual property rights **.

National standards contain definitions
of concepts, valuation principles,
methodological approaches and specifics
of valuation of the relevant property
depending on its purpose, requirements
for the report content on valuation of the
property and procedure for its review;
cases of application and limitations
regarding application of methodological
approaches to determining non-market
types of property value *.

Provisions (national standards) of
property valuation are mandatory for
the subjects of valuation activities during
their valuation of property of all forms

10 Conbcpka B. B. Op. cit. URL: http://nbuv.gov.ua/UJRN/PSPE_print_2018_1_20 (date accessed:

02.10.2023).

11 HarjonanpHuii craHzapt Ne 2 «OijiHKa HEPyXOMOro MaiblHa» :

3aTB. IOCTaHOBOIO KabGmiHy

Vkpainu Bizg 28.10.2004 p. Nel442 (3i amin. Ta momos.). URL: https://zakon.rada.gov.ua/laws/
show/1442-2004-%D0%BF#Text (date accessed: 02.10.2023).

12 HanioHanpHuII cTaHzapT Ne 3 «OriHKa IiMiCHUX MAWHOBUX KOMILIEKCIB» :

3aTB. IIOCTa-

HoBolo Kabminy Vkpainm Big 29.11.2006 p. Nel655. URL: https://zakon.rada.gov.ua/laws/
show/1655-2006-%D0%BF#Text (date accessed: 02.10.2023).

13 HanioHanbHUI cTaHZapT Ne 4 «OmiHKa MalHOBUX IIPaB iHTEJIEKTYaJIbHOI BIACHOCTI» :

3aTB.

nocraHoBoio Kabminy Vkpaiuu Biz 03.10.2007 p. Ne1185. URL: https://zakon.rada.gov.ua/laws/
show/1185-2007-%D0%BF#Tex (date accessed: 02.10.2023).
14 Conbcpka B. B. Op. cit. URL: http://nbuv.gov.ua/UJRN/PSPE_print_2018_1_20 (date accessed:

02.10.2023).

135



Theory and Practice of Forensic Science and Criminalistics. 2023. Issue 4 (33)
ISSN 1993-0917 e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

of ownership and in any cases of its
performance ».
The following basic methodological

The general structure of the SC BS
digital code corresponds to the following
scheme:

approaches are wused for property
appraisal: cost, income, comparative
or a combination of several of them
(depending on valuation purpose).

The main elements in the case of
applying comparative approach are
characteristics of similar property
in terms of its location, physical and
functional specifics, terms of sale, etc.,
and comparison objects are similar
properties selected for the application of
the comparative approach .

Using a comparative approach to real
estate valuation, it is necessary to take
into account the results of analysis of
sales prices and offers of such property
with adjustments for differences between
the comparison objects and the valuation
object.

Forensic expert looks for sales offers
of similar property, analyzes them and
reaches certain conclusions. Information
about property should meet real estate
market requirements. Quite often it
happens that it is extremely difficult
to pick up analogues of property sales,
especially if the buildings contain
premises with three or more types of
functional purpose.

In order to determine classification
of buildings by functional purpose in
Ukraine, they use State Classifier of
Buildings and Structures (hereinafter
referred to as SC BS).

X section (for example, buildings
or engineering structures);

XX  subsection (for example,
residential buildings, non-
residential buildings,
transport facilities, pipelines,
communications and power lines,
complex industrial facilities, other
engineering facilities);

XXX group (for example, buildings
with one, two or more apartments;
hotels, restaurants and similar
buildings; dormitories; office or
commercial buildings; buildings
of transportation and means
of communication; industrial
buildings and  warehouses;
buildings for public performances;
institutions of education, medical
and  recreational  purposes;
other non-residential buildings;
highways, streets and roads;
main pipelines, communications
and power lines; local pipelines
and communications; sports
and entertainment buildings;
other engineering structures, not
previously classified) *;

XXXX class (for example, single-

apartment houses (detached
residential houses; villas,
dachas; houses for forestry

personnel; blocked houses with
separate apartments with their

15 HanioHasbHuE cTangapT Ne2.... URL: https://zakon.rada.gov.ua/laws/show/1442-2004-%D0%B-

F#Text (date accessed: 02.10.2023).

16 Hanionasbuui cranzgapt Nel.... URL: https://zakon.rada.gov.ua/laws/show/1440-2003-%D0%B-

F#Text (date accessed: 02.10.2023).

17 OcHOBU CyZ0BOI eKCIIepTU3H : HaBY. [10cib. st GaxiBIliB, AKi MalOTh HaMip OTpUMAaTH abo Mmij-
TBepAUTH KBaidikaliio cyzoBoro excrepra / aBT.-ykuaaz.: JI. M. TonoBuenko, A. I. Jlo3oBuii,
E. B. CimakoBa-€bpeMsH Ta iH. Xapkis, 2016. C. 161—163.

18 Jep:xaBHUH KinacudikaTop 6yziBens Ta ciopyz ... . URL: https://zakon.rada.gov.ua/rada/show/

va507565-00#Text (date accessed: 02.10.2023).
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own entrance from the street);
houses with two apartments;
dormitories (in particular,
houses for elderly and disabled
people; buildings for collective
accommodation of  students,
children, workers and other social
groups); hotel buildings (hotels,
motels, campsites, boarding
houses, individual restaurants
and bars); other buildings for
temporary accommodation
(tourist bases, mountain shelters,
children’s and family holiday
camps); office buildings (which
are used as premises for office
and administrative purposes,
in particular, for industrial
enterprises, banks, post offices,
local governments, government
and departmental departments,
convention and  conference
centers, government buildings
justice, parliamentary buildings);
commercial buildings (shopping
centers, arcades, department
stores, specialized stores
and pavilions; halls for fairs,
auctions, exhibitions; covered
markets; car service stations;
enterprises and institutions of
public catering: canteens, cafes,
snack bars, etc.); train stations,
air terminals, buildings of means
of communication and related
buildings (civil and military
airports; urban electric transport;
railway or bus stations; sea and
river stations; funiculars; airplane
hangars;  telephone  booths;
lighthouses; air traffic control
buildings ); garages (ground or
underground; covered car parks;
sheds for bicycles); industrial
buildings  (covered industrial

137

buildings; factories, workshops,
slaughterhouses; breweries;
assembly plants), tanks, silos
and warehouses (for oil, gas,
grain, cement, etc.; refrigerators
and special warehouses; storage
areas); buildings for public
performances (cinemas, concert
buildings, theaters; meeting
halls and multi-purpose halls;
casinos; circuses, music or
dance halls and discotheques);
museums and libraries, buildings
of educational and research
institutions (preschool, primary,
secondary, professional, higher,
inclusive education; music and
sports schools for children and
youth; research  institutions,
laboratories, etc.); buildings of
hospitals and health facilities
(facilities for providing medical
assistance to sick and injured
patients; sanatoriums, preventive
clinics, specialized hospitals;
psychiatric dispensaries;
maternity homes; buildings used
for thermal and salt treatment,
functional rehabilitation; blood
transfusion points, etc.); sports
halls (for indoor sports games;
courts, arenas, swimming pools,
gymnasiums, ice rinks, etc.);
agricultural, forestry and fishery
buildings (cowsheds, piggeries,
horse studs); buildings for cult
and religious activities (churches,
chapels, mosques, synagogues,
cemeteries and funeral facilities,
ritual  halls, crematoriums);
historical monuments and those
protected by the state (ancient
ruins; archaeological excavations;
memorial, artistic and decorative
buildings; statues); other buildings
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not previously classified (bus stops,
public toilets, laundries, baths,
etc.); freeways (motorways and
highways; traffic interchanges;
lighting, signaling, security and
parking devices); streets and
roads (urban and rural streets;
suburban roads; avenues; alleys;
alleys; bypass and approach roads;
squares; sidewalks and pedestrian
zones; lighting, signaling, security
and parking devices)) %

XXXXX subclass (for example,
single-apartment houses of mass
construction; one-apartment
cottages and houses of increased
comfort; manor-type houses;
country and garden houses;
two-apartment houses of mass

construction, two-apartment
cottages and houses, multi-
apartment houses of mass

construction; apartment houses
of increased comfort; individual
residential houses hotel-type;
dormitories for workers and
employees, students of higher
education institutions; boarding
houses for the elderly and
disabled, children’s  homes
and orphanages; homes for
refugees;  shelters for the
homeless; houses for collective
living; hangars for airplanes,
locomotives, wagons, tram and
trolleybus depots; buildings of
enterprises of machine-building

and metalworking industry,
ferrous metallurgy, chemical
and petrochemical industry,
light industry, food industry,

medical and microbiological
industry; forestry, woodworking
and pulp and paper industry;
construction industry, building
materials; buildings for livestock,

poultry, grain storage, silage
and hay buildings; buildings
for  horticulture, viticulture

and winemaking, greenhouses,
fisheries, forestry and animal
husbandry) 2.

Digital codes of SC BS, covering
the classification grouping: section -
class, fully correspond to the Eurostat
Classification of Types of Constructions
according to which the main purpose
of multifunctional buildings should be
determined according to the algorithm:

calculating percentage ratio of the
areas of different purposes of the
premises in the total area, with the
ratio of these areas according to
their purpose and use;

classifying (systematizing, group)
by the top-to-bottom method
(determining compliance of the
building first to the section (one
class of the code) covering all
or most of its total area, then
to subdivision (two classes of
the code, residential or non-
residential buildings) by the
largest specific gravity of the area;
determining the group (three
digits of the code) by the largest
part in the total area within the
subdivision;

determining the belonging of the
building to the class (four digits of
the code) by the largest part in the
total area within the group 2.

19 [JepxaBHuil kaacudikatop OyzAiBess Ta cropys ... . URL: https://zakon.rada.gov.ua/rada/show/
va507565-00#Text (date accessed: 02.10.2023).

20 JepxaBHUM KiacudikaTop OyziBesnb Ta CIOPYE ....

21 [epxaBHuii knacudikarop 6yziBesns Ta criopyx ... . URL: https://zakon.rada.gov.ua/rada/show/
va507565-00#Text (date accessed: 02.10.2023).
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For example, research object is
a four-storey building with a total area of
1,200 m?, which first floor there is a cafe
(150 m?), hairdresser (50 m?) and a dental
office (100 m?), on the second floor there is
a center for preschool education and child
development (300 m?), on the third there is
dormitory for employees (300 m?), on the
fourth there is a hostel (300 m?).

At the first stage, we determine
the percentage ratio of areas: the cafe
premises occupy 12.5%, hairdresser: 4 %,
dentist’s office: 8.5%, preschool center:
25%, dormitory: 25 %, hostel: 25% of the
total building area.

At the level of two levels of the code,
the building belongs to the non-residential
category, since the premises of the cafe,
hairdresser, dentist’s office, preschool
education center and hostel occupy 75%
of its total area.

Atthelevel of three categories, research
object belongs to buildings for public
performances, educational, medical and
recreational facilities, since the dental
office and the preschool education center
have the largest percentage (33.5%).
Finally, at the level of four categories, the
building belongs to the class of buildings
of preschool and after-school educational
institutions, since the preschool education
center has the largest percentage (25%)
within this group.

Therefore, object research should be
classified as a non-residential building,
class of preschool and extracurricular
educational institutions.

After determining the main purpose
of the building, it is necessary to analyze
possible use of premises with a lower
specific weight relative to the main
purpose of the building, and then look
for offers for the sale of similar property.
At the same time, it is necessary to take

into account all or the main principles
of evaluation in order to obtain the most
reliable and accurate valuation of research
object value.

Conclusions

In default of single approach to solving
issues related to the identification of
similar objects during the evaluation and
construction examination to determine
the market value of civil buildings with
premises of various functional purposes,
it is proposed to choose an analogous
object using the building identification
method according to the State Classifier
of Buildings and Structures: K 018-
2000. An algorithm of actions of forensic
experts for carrying out examinations of
this type is proposed. Essence, content
and approach to selecting similar objects
when determining the market value of
civil buildings including premises of
various functional purposes are proposed.
Provisions of legislative acts, building
codes and rules regarding market value
determination of civil real estate objects
including premises of various functional
purposes, as well as the proposed
algorithm for selecting similar objects
during valuation and forensic structural
engineering are given in the article can
be wused during conducting forensic
examinations in this direction.

Jo0upaHHs 00’ €KTiB-aHAIOTIB
i/ Yac npoBeleHHA
OLiHOYHO-0yAiBe/IbHOT eKCIIePTU3H
3 BU3HAYEHHS PUHKOBOI BAPTOCTi
IUBLIBHUX OyAiBeIb

Kamepuna Ocunenxo

Cmammio npuceaueHo npobaeMHUM
NUMAHHAM, 3 AKUMU CMUKAIOMbCSL cYydosi
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excnepmu nid uac nposedeHHS OUIHOY-
HO-6Y0i8e/bHOT ekcnepmuslL 3 OUIHIO8AH-
Ha yueinvHux 0ydieeav 13 npumiljeHHA-
MU pi3H020 QPYHKUIIIHO020 NPUHAUEHHS.
Mema cmammi — 8u3Ha4eHHL CYMHOCM,
amicmy,  3azanvHo-memodudHux —3acad
i ocobausocmeil €durozo nidxody nid uac
BU3HAUEHHS PUHKOB0L 8apmocmi UuU8ilb-
HuX 06’ckmig, 00 ckaady AKuX Halexamb
NpuminjeHHs pisHoz0 QYHKYilHO20 npu-
3HaueHHA. AKUYEHMO8AHO Y8azy HA MOMY,
Wo 3a3euyail excnepmu MOXCYMb 3AcCmo-
cogygamu PUHKO8L mMa HepPUHKO8l 8udu
gapmocmeti. Hadano xapakmepucmuxy
cnoxcueuitl i MIHO8IIL gopmam npossy
gapmocmi Hepyxomocmi. HagedeHo 4uHHI
HauioHanvHi cmandapmu OYiHKU Maii-
Ha, Akl € 0608’a3k08UMU 00 GUKOHAHMHA
cyb’exkmamu oyinnol disavHocmi nid uac
npoeedeHHs OYIHIOBAHHS 00°€kmig Hepy-
xomocmi ycix ¢popm eaacHocmi ma 8 6ydv-
akux eunadkax. Hadano nepeaik 0CHO8HUX
gudie gapmocmeil ma MemoduuHi nid-
X00u 3 OYIHIOBAHHA UUBIAbHUX Oydigend
i3 NpUMILeHHAMU pPI3H020 PYHKUIlHO20
npusHavenus. Jlo mozo % OKpecaeHO OcC-
HOBHI mMunu okpemo cmosuux 6ydigeav
i ocobausocmi Odobupanus auanozig 0y-
digeav 014 npodadxcy, 0o ckaady sKux Ha-
AeHamev NPUMIUEHHS Pi3H020 QYHKUYLIL-
H020 NpU3HAYeHHA, Ni0 4aC BU3HAYUEHHS
IXHbOl pUHKO80i eapmocmi. Buokpemse-
HO 0C06AUBOCTL 3ACTNOCY8AHHSL Memody
idenmucpikayii 6ydieai 3eidHo 3 Odepicas-
HUM kaacugikamopom 6ydieens i cnopyd
JK 018-2000 ma aneopumm 0iil cydosux
excnepmie 0as JobupanHsa 06’ckmig-ana-
10218 13 HA0YHUM npukaadom 1iozo 3acmo-
CYBAHHA.

Kaouoei caoea: OGazamodynkuiiina
6ydiens; 06’ckm NOpPIBHAHHA; KAAC; NPUMI-
wWerHs; nodibHe MAtlHo.
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The present article aims to systematically examine the Rus-
sian-Chechen wars from diverse perspectives, with the goal of cultivat-
ing a comprehensive understanding of issues pertaining to the behav-
ioral dynamics of involved actors. The primary objectives encompass
an in-depth analysis of the wars’ repercussions on regional stability,
dissemination of awareness regarding the subject matter, and the
formulation of discernible behavioral patterns within the Russian
Federation. This article critically examines the influence of the Rus-
sian-Chechen wars that occurred in the 1990s and lasted for almost
a decade. The conflicts between the Russian Federation and Chech-
en rebellions had a significant influence on regional stability during
that period. Moreover, they have caused great disruptions and pivot-
al political disagreements. The wars can be perceived as a foundation
of Russia’s disregard for international law and explain the country’s
actions in the modern political realm. Efficient realization of the
influence that the conflicts had on the region is crucial in order to
understand Russia’s modern political orientation, analyze the coun-
try’s actions after the Chechen Wars, and predict its future activity in
regard to conflicts. In pursuit of exhaustive analyses delineating the
intricacies of the conflict and its ramifications on political stability,
the research method includes the adoption of a qualitative approach.
This involves meticulous scrutiny of pertinent journal articles, re-
search papers, scholarly publications, and examination of legal and
historical documents. The article observes wars from various perspec-
tives and tries to bring a comprehensive understanding of the results.

Keywords: war; conflict; international law; independence; ter-
rorism; human rights.
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Research Problem Formulation

The Chechen Republic of Ichkeria and
the Russian Federation engaged in several
military encounters known as Russian-
Chechen Wars !. The period 1994—1996
saw the First Chechen War, and the
Second Chechen War occurred from
1999 to 2000. Long-standing ethnic and
territorial conflicts, as well as more general
geopolitical issues like the fall of the Soviet
Union and Russia’s desire to preserve
control over its borders, were the key
causes and historical elements that sparked
the commencement of these wars. The
wars continued for several years and were
highlighted by many pivotal moments and
significant occurrences, such as the siege
of Grozny (1994—1955), the withdrawal of
Russian forces from Chechnya (1996), and
the outbreak of the Second Chechen War
(1999). The Russian Federation and the
Chechen Republic of Ichkeria were the
main participants in the conflicts, and each
had ambitions and drivers. Itis important to
examine the various aspects and outcomes
of conflicts to understand their influence
on regional stability.

The North Caucasian region has been
the subject of Russian imperialism for many
centuries % The local geographical situation
made it attractive for Russia to create a nat-
ural buffer zone. Each attack from the Rus-
sian side was causing more and more local
hatred towards the aggressor country. The
locals were forced to fight for their freedom
throughout the centuries, and Chechens

were not an exception. Russia started its
first military campaigns in the region in the
18th century, and it was the beginning of the
“Caucasian Wars”. One of the most famous
leaders of Caucasian rebellions was the
Imam Shamil who united the Caucasian re-
sistance. Chechnya fell under Russian rule
in 1859 but never stopped resisting.

During Soviet times, in 1944, Chechen
and Ingush people were deported from
their homelands to Central Asia and Sibe-
ria 3. Joseph Stalin stated that the reason for
exile was Chechen and Ingush’s support for
Germany during the Second World War, but
there is no evidence for that. Many Chech-
ens believe that the deportation was a form
of ethnic cleansing, and it was intended to
punish the Chechen and Ingush peoples
and break their resistance to Soviet rule.
The deportation ended in 1957, and locals
could return home.

The situation became tense after the
collapse of the Soviet Union. The environ-
ment created after the collapse allowed
the development of various political move-
ments and parties, and more indepen-
dence-minded people started to gain power
in Chechnya *. Chechnya declared indepen-
dence in 1991, which was not recognized by
the Russian government. The Russian gov-
ernment wanted to keep its status as hege-
mon. However, internal political problems
caused various conflicts between central
power and regions, including Chechnya, as
it was viewed as a threat to Russian territo-
rial integrity. This disagreement led to the
First War in Chechnya.

1 Nation R. C. Russia and the Caucasus. Connections. 2015. Vol. 14. No. 2. Pp. 1— 12. URL: https://
www.jstor.org/stable/10.2307/26326394 (date accessed: 10.10.2023).

2 Ibidem.

3 Williams G. B. Commemorating “The Deportation” in Post-Soviet Chechnya. The Role of Memo-
rialization and Collective Memory in the 1994—96 and 1999—2000 Russo-Chechen Wars. History
and Memory. Studies in Representation of the Past. 2000. Vol. 12. No. 1. URL: https://www.brian-
glynwilliams.com/deportation%?20article.pdf (date accessed: 10.10.2023).

4 Oliker O. Russia’s Chechen Wars 1994—2000: Lessons from Urban Combat. Santa Monica, CA:
RAND Corporation, 2001. 121 p. DOI: 10.7249/MR1289 (date accessed: 10.10.2023).
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The initial outbreak of hostility came
in 1994 when the Russian government de-
clared the invasion of Chechnya, the First
Chechen War °. The Russian military start-
ed a large-scale December with the main
goal of capturing Grozny, the capital city of
Chechnya. Marvelous Chechen resilience
caused heavy casualties for the invaders.
The Russian attack was incompetent and
poorly planned, with a lack of intelligence
and reconnaissance. After the cease-fire in
1996, and the Russian military left the state,
and Chechnya de facto independent °. The
region was engulfed by violence, insecurity,
and Islamic extremism. In addition, Chech-
en fighters who returned from Afghanistan
were inclined to jihadist ideology.

The Second Chechen War (1999—2000)
was much more forceful 7. The first Rus-
sian campaign called “Anti-Terrorist Opera-
tion” started in October 1999 after Chechen
fighters attacked Dagestan. Russians used
heavy firepower, bombardment, and ar-
tillery to retake the territory. The second
campaign was called the “Winter cam-
paign”, with the main objective of retaking
Grozny. The conflicts were extremely tense
and caused significant casualties on both
sides, but eventually, Russians captured
the city. Subsequently, the mountainous re-
gions of Chechnya stayed under the control
of local authorities. In the spring of 2000,
Russia started its third campaign in the
mountains to pacify the regions. Russians
defeated local militants in September, and
the whole region was under the control
of the central government. The Russian

strategy during the Second Chechen War
combined military might with political and
economic initiatives. Russian government
aimed to split Chechen resistance while
conducting military operations against
militant groups. Russian government’s
military operations were characterized by
indiscriminate killings, which led to wide-
spread hostility and mistrust among the
Chechen populace.

During the wars, the independence
movement also underwent changes °.
Throughout the first war, Chechens’ main
goal and mindset were political indepen-
dence and sovereignty. In contrast, during
the Second Chechen War, various political
factions tried to capture power. A more
severe and extremist Chechen resistance
that aimed to create an Islamic state in the
North Caucasus and wage terrorist activi-
ties against Russia was a defining feature of
the Second Chechen War.

In the period between the two wars, the
Russian government signed an agreement
with the Chechen rebels in a town called
Khasavyurt, but it was never implement-
ed °. The agreement included a ceasefire
and recognition of the independence of
Chechnya. More international mediation
attempts by organizations like the OSCE
and Council of Europe were made during
the Wars. In 2003, the Russian government
signed an agreement with Chechen lead-
er Akhmad Kadyrov and recognized the
Chechen government. However, militants
assassinated Akhmad in 2004 and the con-
flict continued.

5 Dash P. L. Russia’s War of Attrition in Chechnya. Economic and Political Weekly. 1995. Vol. 30.
No. 7/8. Pp. 369—373. URL: http://www.jstor.org/stable/4402405_(date accessed: 10.10.2023).

6 Oliker O. Op. cit. DOI: 10.7249/MR1289 (date accessed: 10.10.2023).

7 Tsatsos A. Second Chechen War: Causes, Dynamics and Termination - A Civil War between Risk
and Opportunity? (November 3, 2014). URL: https://ssrn.com/abstract=2518687 (date accessed:

10.10.2023).

8 Shah S. A. A. Genesis of the chechen resistance movement. Strategic Studies. 2004. Vol. 24. No 4.
Pp. 84—110. URL: http://www.jstor.org/stable/45242553 (date accessed: 10.10.2023).

9 Findley M. Path Dependence and Bargaining in Civil War Resolution (August 24, 2010). URL:
https://ssrn.com/abstract=1676556 (date accessed: 10.10.2023).
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The active war phase ended after the
Russians took full control of Chechnya in
2000, but the partisan fights continued even
after the assassination of Akhmad Kadyrov
0. Chechnya remains a politically unstable
territory, with continued worries about hu-
man rights violations and political persecu-
tion.

The forensic examination of the North
Caucasus conflict reveals historical resis-
tance against Russian imperialism. The
analysis scrutinizes legal aspects, highlight-
ing potential self-determination rights for
Chechens and questioning the legality of
Russian military interventions. The exam-
ination underscores widespread violations
of humanitarian and human rights laws
by both sides, resulting in war crimes and
crimes against humanity. Despite condem-
nation from the European Court, Russia’s
denial of accountability remains, empha-
sizing the urgent need for legal resolution
to establish lasting peace in the politically
unstable region.

Article Purpose

The present article aims to systematically
examine the Russian-Chechen wars from
diverse perspectives, with the goal of
cultivating a comprehensive understanding
of issues pertaining to the behavioral
dynamics of involved actors. The primary
objectives encompass an in-depth analysis
of the wars’ repercussions on regional
stability, dissemination of awareness
regarding the subject matter, and the

formulation of discernible behavioral
patterns within the Russian Federation.

Research Methods

In pursuit of exhaustive analyses
delineating the intricacies of the conflict
and its ramifications on political stability,
the research method includes the adoption
of a qualitative approach. This involves
meticulous scrutiny of pertinent journal
articles, research papers, scholarly
publications, and examination of legal and
historical documents.

Analysis of Essential Researches and
Publications

Numerous issues concerning different
areas of international law were raised
during the Russian-Chechen conflicts due
to a lack of established legal frameworks
1. Many infractions raised tensions
between Russia and the international
community, which approached Russia’s
conduct critically. Wars can be analyzed
from various branches of international
law like self-determination, use of force,
humanitarian and human rights law,
refugee law, and international criminal law.

In international law, the notion of self-
determination has a dual significance:
internal and external 2. The internal
component indicates the right of the
people of a state to decide on their form of
government, which is already recognized
by international law. The exterior aspect

10 Roberson C. D. A small war: the development of the Russian-Chechen conflict 1994-2010 / United
States Marine Corps Command and Staff College Marine Corps University. URL: https://apps.
dtic.mil/sti/tr/pdf/ADA600545.pdf (date accessed: 10.10.2023).

11 Committee on Legal Affairs and Human Rights. Opinion on the conflict in Chechnya / Parlia-
mentary Assembly of the Council of Europe. Doc. 8631. 2000. URL: https://assembly.coe.int/nw/
xml/XRef/X2H-Xref-ViewHTML.asp?FileID=8857&lang=EN (date accessed: 10.10.2023).

12 Mustafa Z. The Principle of Self-Determination in International Law. The International Law-
yer. 1971. Vol. 5. No 3. Pp. 479—487. URL: http://www.jstor.org/stable/40704674 (date accessed:

10.10.2023).
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concerns people’s right to decide their
nationality and statehood.

AsZ.Mustafa ® explains, with respect to
the second connotation (external), people
of distinctive ethnic, religious, linguistic,
and cultural backgrounds have the right
to determine their political status, choice
of government, and economic, cultural,
and social development within a state in
case if it does not disrupt state’s national
unity. This law is contradictory and works
differently from case to case.

The main objective of Chechens during
both wars was to claim independence
1 They justified their aspirations with
the right to self-determination under
international law. While they met all
criteria needed to determine their political
wishes, the international community still
did not show unilateral support for the
uprising.

As mentioned before, the territory of
Chechnya was annexed by the Russian
Empire in 1859 after a long and severe war.
After that, many uprisings were happening
in the territory, and local people were not
happy to be under Russian rule. After the
Russian Revolution in 1917, the North
Caucasus region became independent of
the central government, and only in 1920,
the Soviet Army returned to the region and
took control *°.

According to the author, the topic is
doubtful, but Chechens fit every criterion

that is needed for a group to have the right
to determine their political goals. Even
though its aspirations greatly weakened
regional stability and interfered with
Russia’s territorial integrity, a declaration
of independence from the Chechen
authorities may have been justified
under international law based on self-
determination.

Anotherlawthrough which the wars will
be analyzed is the use of force. Generally,
any action that includes the use of force
is considered illegal under international
law, except in rare cases . Such cases are
self-defense if the action was authorized
by the UN Security Council under Chapter
VII of the UN Charter. Chapter VII of the
UN Charter provides for action by the UN
Security Council concerning threats to
international peace, breaches of the peace,
and acts of aggression. If the council decides
that there are any of the above-mentioned
threats, it might allow the use of force to
regulate the situation. In international law,
states have the right to act in self-defense
against armed attacks.

In 1994, Russia entered the territory of
Chechnya with the main goal of capturing
the city V. This military campaign was not
authorized by the UN Security Council
and resulted in many doubts about the
justice of this event. Similarly, the second
interference in the territory of Chechnya in
1999 was not authorized.

13 Mustafa Z. Op. cit. URL: http://www.]jstor.org/stable/40704674 (date accessed: 10.10.2023).
14 Garvie B. A. Chechnya and Russia: conflict and self-determination. Monterey, CA : Naval Post-
graduate School, 2002. P. 75. URL: https://apps.dtic.mil/sti/pdfs/ADA411370.pdf (date accessed:

10.10.2023).

15 Reynolds M. A. Native Sons: Post-Imperial Politics, Islam, and Identity in the North Caucasus,
1917-1918. Jahrbiicher Fiir Geschichte Osteuropas. 2008. Bd. 56. H. 2. Pp. 221—247. URL: http://
www.jstor.org/stable/41052053 (date accessed: 10.10.2023).

16 Wood M. International law and the use of force: what happens in practice? Indian Journal of
International Law. 2013. Vol. 53. Pp. 345—367. URL: https://legal.un.org/avl/pdf/ls/Wood _article.

pdf (date accessed: 10.10.2023).

17 Hollis D. B. Accountability in Chechnya - Addressing Internal Matters With Legal and Political
International Norms. Boston College Law Review. 1995. Vol. 36. Pp. 793—846. URL: https://lira.
bc.edu/files/pdf?fileid=b22bcd59-4ca5-44c4-978-f3e0c4c45c0e (date accessed: 10.10.2023).

146



Teodore Giorgobiani. Assessing the Russian-Chechen Wars
and Their Impact on Regional Stability. DOI: 10.32353/khrife.4.2023.10

Furthermore, it may seem that
Chechen’s actions can be justified by self-
defense as Russia invaded Chechnya in
1994. For a state, using force when another
actor starts an armed campaign is justified,
but Chechnya was not recognized as
a state. Whether military actions taken by
rebels can be justified with self-defense is
a doubtful topic. Russia justified its actions
as a counterterrorist mission. However,
according to international law, they were
only allowed to take armed action if they
had authorization from the UN, which they
did not.

Moreover, the most violated laws during
the Chechen Wars were humanitarian and
human rights laws. Humanitarian law
regulates states’ actions during armed
conflicts while human rights grant human
beings certain expected treatment 5.

The Committee on Legal Affairs
and Human Rights " stated that during
the Chechen wars, there were constant
violations of international humanitarian
law and human rights. The main reason
for this was the lack of a legal framework.
According to the committee, Russian
intervention cannot be called an anti-
terrorist operation due to its huge scale.

There were reports of Russian violations
such as indiscriminate bombardments,
some of which targeted the civil population
and villages; various acts of terror towards
the civil population; displacement without
adequate conditions; and the prevention of
humanitarian assistance to the population.
There have been several incidents
where civilian convoys carrying fugitives
from the conflict were subjected to air
strikes or artillery shelling, particularly
those traveling on the main route out of
Chechnya towards Ingushetia, known
as the “Rostov-Baku highway”. Another
flagrant violation of international law was
the Russian government’s ultimatum to
Grozny’s civilian population on December
6, 1999, according to which, anyone still in
Grozny on December 11 would be deemed
a terrorist and get destroyed. Freedom
of movement was also violated. Russian
government restricted internally displaced
people (IDP) from staying in safe places
and pushed them to return to their homes
despite all instabilities ®. This is a violation
of international refugee law which is
designed to protect displaced people 2.
Furthermore, Medecins Sans Frontieres 2
explains that after taking control of the

18 International Humanitarian Law (2016) / Inter-Parliamentary Union and International Com-
mittee of the Red Cross. URL: https://www.ipu.org/resources/publications/handbooks/2016-10/
international-humanitarian-law (date accessed: 10.10.2023) ; The International Bill of Human
Rights (1948) / Office of the High Commissioner for Human Rights. URL: https://www.ohchr.org/
sites/default/files/Documents/Publications/Compilationl.len.pdf (date accessed: 10.10.2023) ;
International Human Rights Law - RAIO Lesson Plan (2019) / U.S. Citizenship and Immigration
Services. URL: https://www.uscis.gov/sites/default/files/document/foia/International_Human_
Rights_Law_RAIO_Lesson_Plan.pdf (date accessed: 10.10.2023).

19 The conflict in Chechnya / Committee on Legal Affairs and Human Rights. Parliamentary As-
sembly of the Council of Europe. 25.01.2000. Doc. 8631. URL: https://assembly.coe.int/nw/xml/
XRef/X2H-Xref-ViewHTML.asp?FileID=8857&lang=EN (date accessed: 10.10.2023).

20 War crimes and politics of terror in Chechnya, 1994-2004. Medecins Sans Frontieres. 2014. URL:
https://www.msf.org/sites/default/files/2019-04/MSF%20Speaking%200ut%20Chechnya%20

1994-2004.pdf (date accessed: 10.10.2023).

21 Hathaway ]J. C. International Refugee Law: The Michigan Guidelines on the Internal Protection
Alternative. Mich. J. Int'l L. 1999. Vol. 21. No. 1. Pp. 131—133. URL: https://repository.law.umich.

edu/articles/299/ (date accessed: 10.10.2023).
. URL: https://www.msf.org/sites/default/files/2019-04/

22 War crimes and politics of terror ...

MSF%20Speaking%200ut%20Chechnya%201994-2004.pdf (date accessed: 10.10.2023).
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territory, Russians reportedly tortured and
sometimes killed the male population of
some villages to find ones who participated
in armed actions. Also, according to the
Committee on Legal Affairs and Human
Rights %, the Office of the Secretary-
General of the United Nations expressed
concern about the intense military
operation in Chechnya as it caused high
casualties among civilians, including the
elderly, women, and children, and urged
the Russian leadership to take immediate
action to protect the civilian population
from further suffering, stop all violations
of international law, and seek long-term
resolution to the conflict through a political
process.

Additionally, Chechen militants have
violated various laws, notably by putting
civilian lives in jeopardy by inciting Russian
counterattacks on residential areas and by
abusing and threatening those who tried to
protect their towns from Russian bombing.
There were also incidents of Chechen
fighters torturing captured Russian
soldiers. Furthermore, the Chechens
captured some villages in Dagestan and
announced an Islamic regime where they
violated the rights of locals *.

Such violations of IHL and IHRL are
also violating two branches of international
criminal law, which are war crimes and
crimes against humanity. These abuses
were made by both conflicting sides.

The civilian population went through
incredible struggles during the two
Chechen wars, but unfortunately, most of
the criminals stayed without punishment.
The European Court condemned Russia for

researchingall cases of violationsand acting
according to the law #. For many years,
the Russian side denied humanitarian and
human rights violations. Even now, tens of
thousands of victims continue to be denied
access to justice. On the Chechen side,
most people who committed war crimes
and crimes against humanity were either
already dead or had received jail sentences.
The Russian Federation has consistently
disregarded its legal commitment to hold
such individuals accountable.

Main Content Presentation

Influence of Wars on the Political Balance
of Power in the Region

The massive conflict that lasted almost
a decade between Russia and Chechn-
ya was one of the important political events
that occurred in the 1990s’. The dissolution
of a great world power like the USSR left
a lot of unsolved cases, and the situation in
Chechnya was one of them. After the disso-
lution, many new countries emerged, and
Russia aspired to hold the status of a great
world power. On the other hand, ex-Soviet
republics faced the harsh realities of the
political world. Some republics wished to
seek full independence from Moscow and
find partners in the Western world, while
others saw Russia as their main support-
er. The Chechen people wanted to declare
their independence and be free from Rus-
sian influence, but Moscow did not agree to
lose its political power in the region. The
wars caused shifts in the balance of power
and political influence in the region.

23 The conflict in Chechnya ... . URL: https://assembly.coe.int/nw/xml/XRef/X2H-Xref-ViewHTML.
asp?FileID=8857&lang=EN (date accessed: 10.10.2023).

24 War crimes and politics of terror ...

. URL: https://www.msf.org/sites/default/files/2019-04/

MSF%20Speaking%200ut%20Chechnya%201994-2004.pdf (date accessed: 10.10.2023).
25 Justice for Chechnya: The European Court of Human Rights Rules against Russia / Human Rights
Watch. 2007. URL: https://www.hrw.org/sites/default/files/related_material/justice_for_chechn-

ya_2_0.pdf (date accessed: 10.10.2023).
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During and after the wars, the political
course of the region drastically shifted *.
The first president of the “Chechen
Republic of Ichkeria,” Dzhokhar Dudaeyv,
won the 1991 elections with 80% of the
population voting for him. Dudaev was
more nationalist- and tradition-oriented
than religious. But later, he shifted his
politicstowardsIslamtogethelp fromother
Muslim countries. He was assassinated in
1996 ¥. During the second Chechen war,
the government of Chechnya was shifting
towards sharia laws and supporting Islam.
However, they did not have the support
of the whole populations, and those
shifts caused disputes in the region. One
of the opponents of the Islamic regime
was Akhmad Kadyrov . The Russian
side supported him. After Russia took
control of the region in 2003, Akhmad was
chosen as the leader of the region under
suspicious circumstances. Akhmad died
in 2004, and his son, Ramzan, took the
position. Ramzan Kadyrov is also pro-
Russian, and he fought against many small
military formations of Chechnya’s old
authorities who were trying to sabotage
Ramzan’s rule and gain influence in the
region. Eventually, Ramzan became the
authoritarian leader of the region. Nearly
all types of independent journalism were
suppressed in Chechnya by Kadyrov. In
addition, he instituted a religious code
and a police force to uphold it, even
though doing so plainly violates federal
law . Some of the rules in his religious

code oppose the Koran, but he justifies
them with local traditions. Kadyrov
implemented religious codes based on his
perception of Islam. He continues to be
a leader of the region.

Chechen wars involved and influenced
various regional or international actors *.
Some of these actors had their interests in
the conflict, while others feared the spread
of instabilities in their regions. Countries
like Georgia and Azerbaijan were highly
affected by the war. Georgia became one
of the places where refugees found the
peace. Russia accused Georgia of letting
Muslim militants go through the country,
which was denied. These accusations
raised doubts in the Georgian government
about the possibility of the spread of the
war in the country. One of the biggest
threats to Russian political and cultural
power over the region was the appearance
of various Islamic and extremist militants.
Muslim states saw the opportunity to
spread their influence. Also, international
organizations like the UN, OSCE, and
European Council tried to interfere as
mediators.

Russia is a multiethnic country and
consists of many regions with their own
culture, language, and traditions. If
Russia lost control over Chechnya, other
regions and ethnic minorities would see
this as an opportunity to fight for their
own freedom. For this reason, Russia used
the most reckless methods to bring
Chechnya under its rule at any cost.

26 Hughes J. Chechnya: the causes of a protracted post-soviet conflict. LSE Research Online. 2001.
Vol. 4. No. 4. Pp. 11—48. URL: https://eprints.Ise.ac.uk/641/1/Hughes.Chechnya.Civil Wars.pdf

(date accessed: 10.10.2023).

27 ChechnyaAfterDudayev. StrategicComments.1996.Vol.2.1s.4.Pp.1—2.D01:10.1080/1356788960242

(date accessed: 10.10.2023).

28 Tomas A. S. Legitimacy, Success and Rebellion in Chechnya: The Rise and Fall of Chechen Inde-
pendence. Chapel Hill. 2017. 92 p. DOI: 10.17615/n59%¢-6v23 (date accessed: 10.10.2023).

29 Tier 1. USCIRF-recommended countries of particular concern (CPC). Russia. USCIRF Annual
Report. 2018. URL: https://www.uscirf.gov/sites/default/files/Tierl1_RUSSIA.pdf (date accessed:

10.10.2023).

30 Oliker O. Op. cit. DOI: 10.7249/MR1289 (date accessed: 10.10.2023).
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International efforts to bring peace
to the region were constantly made and
influenced the direction of the war 5.
Mostly, they brought platforms for
negotiation. Diplomatic efforts frequently
led to brief cessations of hostilities and
intervals of reduced violence. These breaks
in the fighting gave time for negotiations
and consultations, as well as the delivery of
humanitarian aid to the impacted districts.
In post-war periods, various international
organizations attempted to bring justice
and peace to the region, but without
significant results. Chechnya remains the
region with one of the highest rates of
human rights violations.

Terrorism Cases
Extremist  groups had  significant
participation  during the  Chechen

wars *. The idea of fighting against the
oppression of Western Christian countries
was popular in terrorist organizations of
that period throughout the world, and
Chechnya became one of the battlefields
for extremist fighters *.

V. A. Klimentov further explains that
foreign fighters were attracted to fight in
Chechnya due to the presence of prominent
fighters like Shamil Basayev and Ibn al-
Khattab, who fought in the Soviet-Afghan
war. The opportunity to fight alongside
such leaders as a part of the global jihadist
movement made it fascinating for many
extremists to participate in the Chechen

Wars. It is important to note that terrorism
during the wars was used as a method
of fighting and achieving independence
rather than a final goal.

Russian  brutal actions played
a significant role in the development of
extremism among the local population 3.
A sense of revenge and grievance for all the
human rights abuses that were happening
on the Russian side fueled local people to
use extreme methods of fighting. This was
well used by Chechen rulers to promote
their  political objectives, primarily
centered around Chechen separatism and
retaliating against abuses by pro-Moscow
security forces.

According to V. A. Klimentov *, during
andafterthebattles, extremistorganizations
in the North Caucasus used a variety of
methods and strategies. Guerrilla warfare,
terrorist assaults, and suicide bombings
were among the strategies used. The
terrorists chose high-profile civilian targets
like Moscow and Stavropol Krai. Radical
Islamists’ explanations for suicide strikes
went beyond logic, adding conceptions of
martyrdom and fears about the afterlife.

The Author explains that extremist
assaults contributed to the Chechen victory
in the first war and resulted in a political
settlement. This arrangement provided
Chechnya with some sovereignty while
also reducing the intensity of the fighting.
Terrorism, as a strategy, did not, however,
result in a total resolution of the disputes.

31 Freire M. R. Matching words with actions: Russia, Chechnya and the OSCE - a relationship em-
bedded in ambiguity. UNISCI Discussion papers. 2005. N° 9. Pp. 159—171. URL: https://www.
ucm.es/data/cont/media/www/pag-72532/UNISCI9Freire.pdf (date accessed: 10.10.2023).

32 Trenin D. V. The Forgotten War: Chechnya and Russia’s Future. Carnegie Endowment for Interna-
tional Peace. 2003. Pp. 1—8. URL: https://carnegieendowment.org/files/Policybrief28.pdf (date

accessed: 10.10.2023).

33 KlimentovV. A. Bringingthe war home: the strategiclogic of ‘North Caucasian terrorism’in Russia.
Small Wars & Insurgencies. 2021. Vol. 32. Is. 2. Pp. 374—408. DOI: 10.1080/09592318.2020.1788749

(date accessed: 10.10.2023).

34 Alonso S. Islamic extremism in the North Caucasus: What kind of threat for regional security?
URL: http://iugm.es/uploads/tx_iugm/sonia-euroeste.pdf (date accessed: 10.10.2023).
35 Klimentov V. A. Op. cit. DOI: 10.1080/09592318.2020.1788749 (date accessed: 10.10.2023).
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Negotiations with extreme Islamists were
never approved by Russian authorities, and
the extremist organizations’ strategic goals
were not completely realized.

Economic Influence on the Region

The wars in Chechnya had significant
effects on the regional economy. Massive
bombardments, which destroyed most of
the region, ruined infrastructure, including
factories, businesses, and agricultural
land *. The wars led to a rapid decline of
the region’s economy and an increased
struggle for the population to bear the
environment.

Various aspects of Chechnya’s economy
suffered. Due to the destruction, industries
and businesses in the region stopped
working. This caused increasing rates of
unemployment, which went up to 90% *'.
Constant violence and a threatening
environment damaged investments
and economic growth; therefore, GDP
drastically dropped. She further explains
that the conflicts also had a significant
influence on transportation networks.
Infrastructure disruptions, such as roads,
trains, and pipelines, hampered commerce
and transit networks. Many Chechen roads
were destroyed, and the rail network was
severely damaged.

Chechnya’s oil production has crucial
importance for the economic situation

of the region. The federal Ministry had
control over Chechen oil resources, which
limited the local population’s revenue *.
Massive oil resources might be one of the
motivating factors for Russia to carry out
massive wars. President of Chechnya Aslan
Maskhadov tried to put oil resources under
his control in 1997 but without success.
Later, during the early 2000s, conflicts over
oil were showcased better. The Russian-
Chechen war turned into an internal
conflict between the former authorities of
Chechnya in the 1990s, which was won by
Ramzan Kadyrov with Russian support. In
the conditions of modern globalization,
Russian aggression has once again entered
a new stage of development. Russia’s
aggression in Ukraine and Georgia has
triggered the greatest security crisis in
Europe since the Cold War. In nearly three
decades of independence, Ukraine and
Georgia have sought to forge their paths
as sovereign states while looking to align
more closely with Western institutions,
including the European Union and the
North Atlantic Treaty Organization. The
aspiration of Georgia and Ukraine for
Euro-Atlantic integration and adherence to
Western values has been a serious reason
for discontent for Russia. As a result,
Russia occupied 20 percent of Georgia’s
territory, and in 2021 an unprovoked war
of aggression began against Ukraine’s
peaceful neighbor ¥.

36 Elbuzdukayeva, T. U. Economic Recovery in Chechnya: History and Modernity. Chechen Schol-
ars on Chechnya / eds. J. Wilhelmsen & E. Fatland. Norwegian Institute of International Af-
fairs (NUPI), 2010. Pp. 41—62. URL: http://www.jstor.org/stable/resrep08066.5 (date accessed:

10.10.2023).

37 Ibidem ; Walker E. W. (1998). Chechnya and the Economic Consequences of Secession. Contemn-
porary Caucasus Newsletter. 1998-1999. Is. 7. URL: https://iseees.berkeley.edu/sites/default/files/
walker_1998-econ.pdf (date accessed: 10.10.2023).

38 Vendina O., Belozerov V. S., Gustafson A. The wars in Chechnya and their effects on neighboring
regions. Eurasian Geography and Economics. 2007. Vol. 48(2). Pp. 178—201. DOI: 10.2747/1538-

7216.48.2.178 (date accessed: 10.10.2023).

39 Abuseridze G., Grasis J. Legal and Economic Consequences of Russia’s Expansionary Policy /
Handbook of Research on Ethnic, Racial, and Religious Conflicts and Their Impact on State and

Social Security. IGI Global, 2022. Pp. 243—256.
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Additionally, the wars caused a loss of
human capital. O. Vendina et al. “* explained
that a tremendous amount of the Chechen
population left the republic and migrated
to other regions of Russia. Moreover,
ideological leaders, commanders, and
other educated and developed members
of society died, emigrated, or were
captured by Russians. All skilled citizens
stayed out of the region, which caused the
downfall of the local economy and limited
future possibilities for quality restoration
of the economy. Massive migrations
also affected the situation in bordering
regions of the republic. As demand for
housing, healthcare, and social services
increased, local governments were put
under pressure. Furthermore, the arrival
of migrants boosted job competitiveness
and lowered employment opportunities for
locals.

After the wars in 2001, the Russian
government implemented a plan for the
restoration of Chechen infrastructure
and economy *. The Russians started
restoring all aspects of infrastructure, like
schools, hospitals, roads, and others. In
the academic year 2000/2001, 357 schools
and three higher education institutes were
in operation in Chechnya. The main focus
was on the restoration of oil production.
Even though big efforts were made to
restore the region’s economy, businesses
and investments are not developing well

because of the unstable situation and the
autocratic rule of Ramzan Kadyrov.

World Feedback

The Russian-Chechen war had
a considerable influence on world
perceptions of the central Russian
government’s attitude toward dealing
with separatist groups and territorial
disputes *>. The Russian army’s cruel and
indiscriminate acts during the Chechen
conflict drew worldwide criticism and
created major doubts about Russia’s
adherence to international law.

Russia’s heavy military attack with
disregard for international law displaced
the country’s preference for military force
over diplomacy *. After the collapse of the
Soviet Union, the Western world hoped to
build a partnership with Russia. Yeltsin’s
attitude towards the West was positive,
but this war became the root of the
disagreement *. The author concludes that
Russia’s unwillingness to cooperate and
disregard of international laws showcased
its realistic approach to international
relations, which completely opposes
Western countries’ liberal values.

The responses of other states around
the world to the conflict varied. At the
beginning of the conflict, some Western
countries, like the US, were supporting
Russia and its desire to restore territorial

40 Vendina O., Belozerov V. S., Gustafson A. Op. cit. DOI: 10.2747/1538-7216.48.2.178 (date accessed:

10.10.2023).

41 Elbuzdukayeva, T. U. Op. cit. URL: http://www.jstor.org/stable/resrep08066.5 (date accessed:

10.10.2023).
42 War crimes and politics of terror ...

. URL: https://www.msf.org/sites/default/files/2019-04/

MSF%20Speaking%200ut%20Chechnya%201994-2004.pdf (date accessed: 10.10.2023).

43 Cornell S. E. International Reactions to Massive Human Rights Violations: The Case of Chechn-
ya. Europe-Asia Studies. 1999. Vol. 51. No. 1. Pp. 85—100. URL: https://www.jstor.org/stable/
pdf/153547.pdfrrefreqid=excelsior%3Aad890aaac925518e0248368271c37ee6&ab_segments=&-
origin=&initiator=&acceptTC=1 (date accessed: 10.10.2023).

44 Relations with Russia / North Atlantic Treaty Organization. 03.08.2023. URL: https://www.nato.
int/cps/en/natolive/topics_50090.htm (date accessed: 10.10.2023).
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integrity “. As the conflict went on and
violations of human rights became obvious,
the US government felt the need to criticize
Russia’s actions “. Criticism stayed weak,
and they did not impose any sanctions.
Unlike the US, European countries
were stricter on Russia. Alain Juppe,
France’s foreign minister, recommended
using economic pressure to persuade
Russia to uphold human rights norms.
Some European nations, notably those in
Scandinavia and the Baltic states, have even
called for sanctions against Russia. It should
be noted that in modern times, sanctions
have played a crucial role in Russia’s
response to the invasion of Ukraine. Taken
together, the full sanctions package against
Russia is a very effective and efficient
means of preventing Russia from providing
operational logistics and sustaining its
military aggression against Ukraine <.
S. E. Cornell * further explains that Eastern
European nations, mainly Poland, and
free republics of the former Soviet Union,
including Estonia, Latvia, Lithuania,
and Ukraine, have condemned Russia’s
activities in Chechnya. They regarded
Russia’s invasion of Chechnya as part of
a wider trend of imperialist policies and
involvement in neighboring governments’
affairs. Poland enthusiastically backed
Chechnya’s liberation fight and urged
for acknowledgment of its right to self-

determination. The Baltic countries
demonstrated solidarity with Chechnya,
while Ukraine was a major opponent of
Russia during the conflict. As S. E. Cornell
states, the response of the Muslim world
was varied. Some of the largest Muslim
countries, like Turkey and Iran, did not
criticize Russia. Turkey was concerned that
their criticism of Russia’s actions would
cause problems with Kurdish aspirations
for independence in its territory. Iran
views Russia as one of its biggest partners
in the international community. There
were rumors about Saudi Arabia’s military
support for the Chechen population,
but they were not proven. Additionally,
there were efforts from international
organizations like Human Rights Watch
to document violations committed during
the wars.

Overall, itis clearthe world’s response to
the conflict and violations of international
law was present, but it was not enough to
have a factual effect on Russia. European
countries were using terms like “abuse”
instead of calling violations “war crimes”.
They should have insisted on making
Russia accountable for its crimes and
seeking a ceasefire as soon as possible.

Action Analysis and Future Threats

The actions taken by the Russian
Federation during the Chechen wars were

45 War Crimes In Chechnya and the Response of the West: Testimony before the Senate Com-
mittee on Foreign Relations / Human Rights Watch. 29.02.2000. URL: https://www.hrw.org/
news/2000/02/29/war-crimes-chechnya-and-response-west (date accessed: 10.10.2023).

46 Cornell S. E. Op. cit.
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(date accessed: 10.10.2023).

47 Abuseridze, G., Agapova, O. The Effect of Sanctions Against the Background of the Russian
Occupation of Ukraine. Integrated Computer Technologies in Mechanical Engineering-2022 (ICTM
2022). Lecture Notes in Networks and Systems. 2023. Vol. 657. Pp. 475—481. DOI: 10.1007/978-3-031-

36201-9_41 (date accessed: 10.10.2023).
48 Cornell S. E. Op. cit.

URL: https://www.jstor.org/stable/pdf/153547.pdf?refreqid=excelsi-
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(date accessed: 10.10.2023).
49 Ibidem.

153



Theory and Practice of Forensic Science and Criminalistics. 2023. Issue 4 (33)

ISSN 1993-0917 e-ISSN 2708-5171

https://khrife-journal.org/index.php/journal

keystones for the country’s future political
action. These wars could have been
used as a prediction for Russia’s political
orientation and interest.

Firstly, the Chechen wars were an open
disregard for various branches of inter-
national law from the Russian side. Even
though Chechen rebels used various tactics
including some terroristic attacks during the
wars, Russia, as a member of the European
Council state should have obeyed obliga-
tions that it holds for the international com-
munity. Russian violations of international
laws are indicators of the country’s political
direction. Such actions showcase that Rus-
sia is ready to use every method possible to
achieve its self-interests. Russia has proved
its narcissistic nature in various political
actions after the Chechen wars. Various ex-
amples include Russia’s trade embargo on
Georgia in order to push the last-mentioned
to agreement regarding Russia’s accession
to the World Trade Organization, expanding
trade with Iran, and situations in Ukraine,
Syria, and others . As experience shows, it
is reasonable to think that Russia will con-
tinue pursuing its self-interests at any cost
and disregard any international norms.

Moreover, the Chechen wars had
a serious influence on the face of Russia as
anewborn superpower state. Since the early
days of the Russian Empire, the political
orientation of the Russian government has
always been directed towards the expansion
of territories and influence on bordering
regions. The same thing was expected after
the dissolution of the Soviet Union. Even
though, in the first years of its existence,
Russia was trying to have friendly relations
with the West, the Chechen wars should
have been a strong indicator for future
shifts in attitudes. Russia proved its power
over the region during these wars as it

was necessary to keep the country. In case
Chechnya gained independence, it could
have caused a snowball effect and spilled
over the other ethnically distinct regions of
Russia. Moreover, other actors like Islamic
countries, saw Chechnya as an opportunity
to spread their influence over the majorly
Muslim north Caucasus region and create
insecure, extremist states in Eastern Europe
(EE). Such a state would give them more
access and influence over other EE states
or Russia. Also, unsuccessful attempts of
international actors to bring peace and
justice to the victims of these wars tarnish
their names and create an image that they
do not have actual influence and power.
This is used well for anti-western and anti-
globalization propaganda.

Chechen Wars should have been a red
flag for the Western countries towards
Russia. Instead, critics and punishments
for violations were not harsh enough. This
should become a lesson that it is important
to take seriously the actions of the states,
predict their future steps, and do everything
to prevent unpleasant outcomes.

Conclusion

In conclusion, the Russian-Chechen wars
were disastrous events that sacrificed po-
litical relations, economy, reputation, and
most importantly, thousands of lives. The
conflicts in the Caucasian region between
Russians and local populations have been
present for hundreds of years and some
of them, are still blowing up. Such conflict
exists between Chechens and Russians,
which resulted in two Chechen Wars a cou-
ple of decades ago. The war had various in-
terpretations, and some legal frameworks
like the use of force in international law
and self-determination in international

50 Abuseridze G. Trade War: Georgia vs. Russia. Socrates: Riga Stradin$ University Faculty of Law
Electronic Scientific Journal of Law. 2020. No. 3 (18). P. 150. DOI: 10.25143/socr.18.2020.3.147-154

(date accessed: 10.10.2023).
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law could not explain it clearly. On the
other hand, violations of other laws like
humanitarian law, international human
rights law, international refugee, and inter-
national criminal law were present from
both sides. Such violations caused massive
negative feedback towards the Russian
Federation and destroyed the country’s
reputation in the eyes of the West. Howev-
er, by keeping Chechnya, Russia proved its
position as a regional hegemonic power. In
addition, various terrorism cases from the
Chechen side disrupted the rebels’ possibil-
ity of obtaining strong support from other
countries. Economic destruction that was
caused by the wars became disastrous for
the Chechen population as they were not
able to completely recover. Moreover, al-
though international criticism was present
towards Russian violations of various inter-
national laws, some countries held on to be
very harsh due to their political situations.

The wars were one of the first and
loudest cases of Russian disregard for
international law and stability, for the
country’s self-interest. The Chechen Wars
are a good explanation for the actions
that Russia has been pursuing in the
international system for the last decades
including the war in Georgia and Ukraine,
and an efficient depiction of the country’s
main international interests. Actions
taken by Russia during the Chechen Wars
should have resulted in drastic steps from
the international community to prevent
further expansion of Russian ignorance.
This case should become a valuable lesson
for the world.

O1iHKA POCifiChKO-4e4eHChKUX BiliH
1 ixHiil BILINB
Ha perioHaJbHY CTa0LIbHICTD
Teodop [icopdacobiani
ILla cmamma mae Ha Memi CUCTIEMHO
Nnpoananidysamil pociticbko-4eueHcobki 8ili-

HU 3 PI3HUX NO3UYIl 13 Memoio pPo3ensiH)-
mu npobaemu, mnog’a3aHi 3 108ediHKO80H0
JuHamikoio yuacHukie koHngaikmy. OCHO8-
Hi 3a80aHHs HAYK0B8OL pobOmMuU N0AsL2aAl0Mb
Y eAUOUHHOMY AHANI3Y8AHHT HACAIOKI8 BiliH
0415 pecioHAAbHOL CMAbIALHOCTI, NOULUPEH-
Hi noingopmosanocmi wodo yiel memu ma
Gopmynioganni nisHasanux modeneil noge-
dinku Pociiicvkoi ®Pedepayii. I[a cmamms
KPUMUYHO AHAAI3YE 8NAUB POCIILCHKO-HereH-
cokux 8iiiH, Akl 8106ysaaucs y 1990-x pokax
i mpusaau maiixe decamv pokig. Kongaik-
mu midxc Pociticvkoio @edepauyicto ma ueuen-
COKUMU NOBCTNAHYAMU 3HAYHO 6NAUBAAU
HA pezloHAAbHY CMAOLALHICMbL NPOMAZOM
mozo nepiody. Cydogi exkcnepmu3u y cnpa-
8ax, MN06’A3aHuUX 13 NI6HIUHOKABKAZbKUM
KOHGAIKMOM, CNpUAIOMb  BCMAHOBAEHHIO
icmunu. Jlokaadno po3enfdaiodi npagosi
acnexkmu, nidKpecA0EMO NOMeHUIlHI npa-
8a ueueHyi6 HA CAMOBUSHAUEHHS, CTNABUMO
nid CYMHI8 3aKOHHICMb POCIliCLKO20 8MPY-
uanHs. BucHosku cydosux ekcnepmis ¢ik-
CYIOMe 4acmi NOpPYUleHHs 2YMAHIMApHUX
3aKOHig 1 Npas M0OUHUL 060Ma CTIOPOHAMU,
wo npusgeau 00 8iilCbKOBUX 3/104UHIB I 3/10-
4uHig npomu AwdaHocmi. I3 memoro suuepn-
HO20 AHAN13Y, U0 POIKPUBAE CKAAOHOULL KOH-
¢aikmy ma tioeo Hacaidku 048 NOAIMUYHOL
cmabinvHocmi, memodu 00CAIONHeHHA No-
mpebysanu akicHo20 nidxody, wo noaseas y
pemenvHomy 00cAi0xHceHHT 810n0810HUX JHCYD-
HAALHUX cmamell, HAYKo8UX Npays, HAyKo-
8ux 8udanb i aHAAI3Y8AHHI IOPUOUUHUX MaA
icmopuurux dokymenmis. Y cmammi pos-
2NAHYMO BLUHU 3 PISHUX NO3UULLL 13 MeMmot0
Te8HOI0 MIpOI0 OCAeHymU iXHI HAcAiOKU.

Kawuoei caosa: siiina; KoHpaikm; MidHc-
HapoOHe Mpaso; He3aneNCHICMb; MepopusM;
npasa A00UHU.
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formation of evidence in investigative and operational practice).
The ethical aspect of the impact on the accused individual (suspect)
during pre-trial investigation and crime prevention is elucidated in
this research paper. The boundaries and principles of admissibility of
psychological influence on the criminal’s consciousness are expound-
ed, with morality outlined as a tactical approach to such influence.
The classification and typology of criminals into groups and catego-
ries are highlighted. Information regarding the understanding of the
criminal personality in criminology, achieved through the study of
their individual qualities and traits, is presented and reflected in the
traces of crimes. It is proved that properly analyzed biographical data
about the suspect provides the investigator with the opportunity to
effectively influence the criminal’s value system.

Keywords: criminal; suspect; investigative and operational
practice; investigative actions; behaviorism; experimental method;

forensic psychological examination; profiling; lie detector.

Research Problem Formulation

The unstable situation in any country is
a powerful source of crimes and offenses.
This is especially true if there are hostilities
on its territory, as is the case in Ukraine to-
day. In such circumstances, law enforce-
ment officials face new challenges with the
use of innovative approaches to preventing
and solving offenses. Forensics and psy-
chology are called upon to develop modern
methods and techniques aimed at com-
bating criminal offenses. Modern realities
require the formation of new evidentiary
information that will allow us to accurately
determine the circumstances of the crime
and the reasons for its commission.

One of the main tasks of forensics
is, in particular, to use psychological
and  socio-psychological information
about the personality of a suspect, which
investigators and law enforcement agencies
find out using a set of methods borrowed
by forensics from psychology.

In the context of martial law in Ukraine,
the instrumental method of lie detection
(polygraphy) has gained wide practical
application, which allows experts to
identify a person’s illegal intentions based
on the analysis of psychophysiological
reactions.

The range of methods used by law
enforcement officials is quite extensive:
depending on the specific situation
(circumstances of the crime, identity of the
suspects, etc.), the methods and directions
of their application change. The methods
mentioned in this article are chosen by
investigators and operatives each time in
accordance with specific life realities.

Article Purpose

Explore the forensic structure of the crimi-
nal personality in the light of psychological
methods during the detection and solving
of crimes.
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Research Methods

To achieve the set goal, general scientific
(including observation and comparison,
analysis and synthesis, induction and de-
duction, theoretical generalization, etc.)
and specialized methods (such as grouping
and systemic-structural approaches) of sci-
entific research have been employed.

Analysis of Recent Research
and Publications

The criminalistic characteristics of a crime
and one of its structural elements, informa-
tion about the identity of the perpetrator,
have been studied by several national scien-
tists, including L. Vyhotskyi !, H. Kostiuk %,
M. Saltevskyi 3, V. Shepitko 4, O. Polozenko
with co-authors °, etc.

Main Content Presentation

The identity of the perpetrator is one of
the structural elements of the crime. The

identity of the suspect in forensic science
is studied within the framework of both
forensic methods of crime investigation
and forensic tactics °. The issue of forensic
study of the suspect’s identity, techniques,
tactics and methods of collecting and using
information about the person constantly
arises in investigative and operational prac-
tice.

The general characteristics of per-
sonality and the individual (including the
criminal) are given in many dictionaries,
scientific papers, and even Internet posts,
for example:

«  “a particular person in terms of their
culture, character, behavior, etc.; in-
dividual, personality” 7 and “1. An
individual; an individuum. <...>.
2. Human individuality, personality;
a person as an embodiment of the in-
dividual principle in society” %,

«  “the system of features of the crimi-
nal’s personality includes demograph-
ic data, some moral properties and
psychological characteristics. The

1

IMcuxomnoristaroguun:JI.C. BurorcpkuiitacygacHaHayka:36.ct./3apes. M. B. [Tanyqi. Hixxnx, 2018.
Bur. 1. 127 ¢. URL: http://www.ndu.edu.ua/storage/2021/zahal_psy_lib/%D0%92%D0%B8%D0%
B3%D0%BE%D1%82%D1%81%D1%8C%D0%BA%D0%B8%D0%B9%20%D1%82%D0%B0%20
%D1%81%D1%83%D1%87%20%D0%BD%D0%B0%D1%83%D0%BA%D0%B0%20%D0%97%D0-
%B1%D1%96%D1%80%D0%BD%D0%B8%D0%BA%201.pdf (date accessed: 25.11.2023).
Kocriok I. C. 3araypHi 3aKOHOMIpPHOCTI OHTOTe€He3y JIIOACHKOI IICUXiKY / BiKkoBa IICUXOJIOTIA :
migpyunuk / 3a pea. mpod. I. C. Koctioka. Kuis, 1976. C. 28—52 ; Moro . Hap4anbHO-BUXOBHUE
rpotec i ICUXiYHUHI po3BUTOK ocobucTocTi / miz pez. JI. M. IIpokosienko. Kuis, 1989. 608 c.
CanreBcpkuii M. B. KpuminanicTuka (y cydacHOMY BUKIaZL) : migpydHuK. Kuis, 2005. 586 c.
IlemniTeko B. 0. Ilcuxosoris cyZ0Boi AisIBHOCTI : HaBY. 10ci6. Xapkis, 2006. 160 c. URL: https://
library.nlu.edu.ua/POLN_TEXT/KNIGI/PRAVO/Shepitko_Psixolog_2006.pdf (date accessed:
25.11.2023).

OCHOBU 3arajibHOI IICUXOJIOTi] : HaBd. rocib. V 2 1. / ykiagadi: O. B. Ilonosenko, JI. M. OMens-
yeHKo, C. B. lmHuk, B. I. CBuctyH, B. I. Craxaesud, I. A. MapTuHIOK, JI. M. JXykoBcpka. Kuis,
2009.T.I.322 c. T. II. 256 c.

Byp6eno B. A. Oco6aMBOCTI KPUMIHATICTUYHOTO BUBYEHHS 0COGUCTOCTI I1iZI03pIOBAHOr0. AK-
MyanvHi npobaemu KpUMIHAABHO20 NPAasd, Npoecy, KPUMIHAAICTNUKL Td ONepamueHo-po3uLyKo8oi
disnvhocmi : Te3u Beeykp. HayK.-IpakT. KoHG. (XMenpHUIBKUH, 03.03.2017). XMeJTbHULIBKUH,
2017. C. 717—719.

Ocobucticts / AkaZileMiYHUI TIyMadyHUH CIOBHUK yKpaiHCbkoi moBu. B 11 1. // 3a pen.
I. K. Binoziza. Kuis, 1970—1980. T. 5 : H—O ; pez. Tomy: B. O. Bunnuk, JI. A. Opuyk. 1974.
C. 778. URL: https://sum.in.ua/s/Osobystistj (date accessed: 25.11.2023).

Ocoba / Tam camo. C. 777. URL: https://sum.in.ua/s/osoba (date accessed: 25.11.2023).
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criminal personality is a concept that
expresses the essence of a person who
has committed a crime. In this regard,
we can talk about the typical features
of a person prone to commit certain
types of crimes (this applies primarily
to professional and organized crime).
Generalized data on the most common
motives for a crime make it possible to
determine the range of needs of the
offender that pushed them to commit
the crime, and thus establish the main
directions of the investigation.”;

« “a person can be defined as a stable
set of qualities, properties that are ac-
quired under the influence of the rele-
vant culture of society and specific so-
cial groups to which he or she belongs,
in whose life he or she is included” %;

«  “the formation of these qualities and
properties is largely mediated by the
biological characteristics of the in-
dividual. However, social influence
plays a decisive role in the process of
personality formation” 1.

Personality (person) as a concept is the

object of study of many sciences, not only
legal ones. The complexity and versatility
of the personality (person) actually makes
it impossible for representatives of any
science or branch of science to study it fully
and comprehensively. The forensic aspect
of studying the personality (person) of
a criminal involves taking into account not
all mental states, properties and qualities.
The most important are the complex
mental properties of a personality that

reflect his or her activities, motives, goals,
needs, interests, views, character, and will.
It is worth remembering that even the most
negative psychological qualities cannot
lead to the commission of an unlawful act.

The effective use of psychological meth-
ods by an investigator directly depends on
his or her professional qualities and skill
in their application: broad outlook, socia-
bility, emotionality, attentiveness, ability
to psychologically influence (inform, per-
suade, suggest) and developed intuition.

Investigative actions are divided into
verbal and non-verbal.

Most verbal actions are performed tak-
ing into account the investigator’s ability
to influence the suspect: “Influence on the
criminal is observed in almost all investigative
actions, but in some investigative actions its
potential is extremely high (interrogation); in
others, it is extremely difficult to conduct them
if such influence was not observed at the initial
stage of this investigative action (influence in
the form of optimizing the psychological state
of the person, its adaptation to the conditions
of the investigative action - presentation of the
person for identification, investigative experi-
ment)” 12,

Other aspects of investigative actions
such as examination of the scene and ex-
amination form a group of non-verbal
investigative actions. For example, exam-
ination of the scene creates numerous
opportunities for forensic analysis of the
suspect’s personality. At the same time, this
analysis is not aimed at influencing: it is
carried out in the process of reconstructing

9 Ilemiteko B. 0., Konosanosa B. O., JKypasesb B. A. Ta iH. KpumiHaymicTuka : MiAPyIHUK / 32
pez. npod. B. I0. IllemiTeKa. 4-Te BUA., Tepepod. i fonos. Xapkis, 2008. C. 278—279. URL: https://
law.sspu.edu.ua/files/documents/books/library/17/shepitko.pdf (date accessed: 25.11.2023).

10 Termanuesa f. B. [IoHATTS Ta CTPYKTypa 0COOU 3JIOYUHI. 3AKAPNAMCLKL NPAB0si YUMAHHS
Mar-n1u II Beceykp. HayK.-IIPakKT. KOHQ. MOJOZ. BU€H. Ta CTyZeHT. (Yxropoz, 29—30.04.2010).
V 2T. Viropog, 2010. T. 2. C. 222—225. URL: https://dspace.uzhnu.edu.ua/jspui/handle/lib/22942

(date accessed: 25.11.2023).

11 sIxyba E. A. Conmosorus : yue6. mocob. aus cryzeHt. Xapbkos, 1996. C. 86—87. URL: http://
univer.nuczu.edu.ua/tmp_metod/715/yakuba.pdf (date accessed: 25.11.2023).

12 Byp6eno B. A. Op. Cit
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the components of the suspect’s personal-
ity, taking into account the actual traces of
the crime.

Crime scene investigation provides
information about numerous physical
features of the suspect’s personality: for
instance, the scene investigation can give
an idea of their height, build, physical
strength, and health. The traces left at the
scene are the initial data for drawing up
a forensic portrait of the suspect’s per-
sonality, which in turn is one of the ways
to understand the events of the crime. Ap-
pearance features, group-specific blood
properties, papillary patterns, discharge;
age features, tissues, hair, functional state
of the human biocomplex and its com-
ponents (health status); Anatomical and
neurotypological aspects that affect the de-
velopment of functional and motor skills;
features of the anatomy and function of the
vocal apparatus.

Information about a person’s biological
characteristics is obtained through the use
of specialized knowledge: such information
is obtained mainly through expert exam-
inations. Expert studies use various meth-
ods of relevant sciences, such as anatomy,
biology, physiology, physics, chemistry,
etc. To identify, record, and seize objects
containing information about a person’s
biological characteristics, the investiga-
tor may, if necessary, engage a specialist
(a doctor, a forensic expert, a psychologist).

A forensic portrait of a suspect’s per-
sonality requires the use of all available
data that is important for investigating
a crime and finding out why it was commit-
ted. The products of the suspect’s life, such
as documents, personal records, drawings,
and marks in books, magazines, and news-
papers, play a special role in studying the
suspect’s personality. In the modern world,

the most common trace of a suspect is his
or her activity on the Internet.

Today, during the investigation of
crimes, in many cases, law enforcement
officials can use materials obtained from
technical video surveillance systems that
recorded the suspect, elements of the
crime mechanism, etc. The video record-
ing materials contain a wide variety of in-
formation (evidentiary, orientation) relat-
ed to the functional features of a person’s
appearance (body structure, gait, gestures,
articulation, facial expressions, etc.) These
features can only be studied in dynamics
since static images of a person’s appear-
ance do not convey these characteristics
or convey them to a very limited extent.
Modern video recording equipment helps
to record, store and reproduce such infor-
mation for further forensic investigation **.

In forensic science, the identity of
a criminal is determined by studying their
individual qualities and properties reflect-
ed in the traces of crimes. During the in-
vestigation of criminal proceedings, this
knowledge is used as a source of influence
on the subject of the crime. Carefully an-
alyzed biographical data of the suspect
allows the investigator to effectively influ-
ence the level of values of the criminal’s
personality.

The largest group of forensically signif-
icant characteristics of a person are those
that belong to their psychological portrait.
Without taking them into account, it is im-
possible to determine the actual picture
of the crime or to implement the tactical
aspects of the investigation. Given that all
elements of personality psychology are
interconnected and interdependent, it is
possible to distinguish those that are of
the greatest forensic importance. In this
way, the investigator finds out information

13 Vaschuk. /luHamiuHi 03HAKM JIOAVHU: KpUMiHamicTUYHe gociimkenHs / [IpaBga mpo Gpex-
Hio. Haykosa gisspaicTs [I. 18.10.2023. URL: http://psylib.onua.edu.ua/?p=68 (date accessed:

25.11.2023).
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about the person using a variety of meth-
ods derived from forensic science and psy-
chology: observation, interview, biographi-
cal method, generalization of independent
characteristics and analysis of perfor-
mance, the method of experimentation,
and forensic psychological examination.
Among the less traditional methods that
help to find out information that character-
izes a person are the instrumental method
of lie detection (polygraphy) and the meth-
od of behaviorism. The latter methods
require the involvement of well-trained
specialists: psychologists, physiognomists,
psychiatrists, and profilers.

Consequently, we’ll start with a con-
versation, which is a method of obtaining
information and understanding psycholog-
ical phenomena through oral communica-
tion. During such communication, you can
study various aspects of the interlocutor’s
personality (in particular, the level of their
intelligence, professional knowledge, atti-
tude to events and persons, worldview, un-
derstanding of legal and moral norms, as
well as personality traits for further diagno-
sis). The main requirements for conducting
an interview are purposefulness, planning
and an individual approach. The format,
duration, place and time of the interview,
as well as its purpose and subject matter,
are determined by taking into account the
information available to the investigator
about the person being interviewed and
the current investigative situation. The in-
vestigator must have perfect skills of effec-
tive listening and clear questioning. Initial
questions should be chosen from a series
of contact questions, i.e., those that are
easy to answer. The tone of the conversa-
tion should be both even and rather formal,
and the interrogation environment should
be free of any extraneous stimuli. Investi-
gative practice provides many examples of
detecting and exposing the lie of an inter-
rogated person during one interrogation.

To achieve the desired result, the investi-
gator must carefully prepare for the inter-
rogation, because the more nuances of the
case they investigate before the interroga-
tion, the more likely it is that the suspect
will finally tell the truth after false testimo-
ny. Various tactics are used to obtain full
and reliable testimony from interrogated
persons.

In order to obtain reliable information
from interrogated persons, investigators
often use techniques and principles of
a logical and psychological nature, for ex-
ample:

« creating favorable conditions for
the effective identification of the
mental abilities of persons provid-
ing information (for example, by
activating memories during inter-
rogation of a person based on tem-
poral, spatial, event, subject, and
figurative associations, conducting
interrogation at the scene of the
event or presenting photographs
from the scene);

« using the psychological reaction of
the person with the information to
the actions of the investigator (such
as the presentation of the instru-
ment of crime during interroga-
tion);

« use by the investigator of reliable
knowledge or assumptions about
actions that, given the psycholog-
ical and other characteristics of
the person with the information,
the person could have taken in the
past, with the demonstration of this
knowledge and the results of their
implementation in the presence of
this person (in particular, by identi-
fying traces of staging a crime);

« intentionally inducing the suspect
to behave in a certain way (for ex-
ample, by using the psychological
characteristics of the person and
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his or her expected natural reac-
tion to the investigator’s actions).

In practice, it is not uncommon for an
investigator and an offender to have a diffi-
cult, insincere, and sometimes conflicting
relationship. In order to achieve a positive
result, the information conveyed to the
offender must give him the impression
that the investigator is fully or at least suf-
ficiently aware of the situation. Then the
offender will recognize the previously cho-
sen course of action as unacceptable, and
either confess or create a new model of
behavior towards the law enforcement of-
ficer. It is important to remember that the
need to immediately change one’s behav-
ior increases the likelihood of mistakes in
the criminal’s actions, and therefore makes
it easier to expose lies in their verbal and
non-verbal forms of communication.

It is worth noting that the expediency
of having several investigators participate
in the interrogation may be dictated by the
need to study the personality of the inter-
rogated person by observing his or her be-
havior: this task is usually assigned to one
of the investigators. At least two investiga-
tors, or an investigator and an operative,
should observe the behavior of the interro-
gated person and verbally and non-verbal-
ly influence him/her. We emphasize that
the wide possibilities of speech influence
in the form of a trilogy make it possible to
suddenly change the topic of conversation,
create a kind of “coalition” and continue
communication, which is important in
a conflict situation. The behavioral aspects
of the interrogated person are determined
by analyzing the information obtained
during the interview by the officials partici-
pating in the investigative action. Thus, the
tactical provisions for studying the person-
ality of the accused should be considered
from two perspectives. The first is related
to the fulfillment of forensic tasks of the
investigative action: it is realized in the pro-

cedural recording of evidence about the
identity of the suspect. The second is the
perception and evaluation of information
about the suspect’s identity, which cannot
be recorded in the protocol of the investiga-
tive action due to the design of the action it-
self: it is determined by cognitive methods.

During the conversation, law enforce-
ment officials often use the method of per-
suasion as a lever of influence aimed at
awakening remorse and shame in the in-
terrogated person, while helping to cre-
ate a new worldview and changing his or
her attitude to life, work, and people. This
method is usually implemented in indi-
vidual interviews with the suspect, during
which the process of studying their person-
ality and its impact is carried out concur-
rently. In a conversation with the suspect, it
is necessary to explain to them the essence
and ultimate goal of the actions of law en-
forcement officials, as well as to consider
possible ways for the suspect to mitigate
the sentence, facilitate the serving of the
sentence, and prepare them for their re-
turn to freedom. Using the method of per-
suasion, you can simultaneously influence
the intellectual, emotional and volitional
spheres of the suspect’s psyche.

During the interview, the investigator
can also actively use such a method of psy-
chological study of the personality as obser-
vation. In this context, the object of obser-
vation is the appearance of a person and his
or her external behavioral manifestations
(purposeful, direct and systematic percep-
tion). The method of observation allows us
to get an idea of the temperament, volition-
al and emotional properties of a person. At
the same time, the essence of observation
as a method of personality study is not only
non-passive observation and recording of
the above manifestations but also their in-
depth analysis from the standpoint of dis-
tinguishing between the natural and the
accidental, the main and the secondary.
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The following types of observation are
distinguished: cross-sectional (short-term
observation); longitudinal (long-term ob-
servation); third-party, selective, included
(the observer becomes a member of the
study group); free, external (observation
from the outside); and standardized. One
of the types of observation is considered
to be self-observation, either immediate
or delayed (in a person’s memoirs, diaries,
and memoirs, you can see what they were
analyzing, what they were thinking, what
they were feeling, what they were going
through). The investigator’s analysis of
the suspect’s self-observation information
allows them to conclude how and what
mental processes occurred with that per-
son. The use of the observation method in
a scientific and practical context allows for
high results, prompt formulation of specif-
ic recommendations and monitoring of the
effectiveness of their impact.

The essence of the method of generaliz-
ing independent characteristics is to collect,
summarize and analyze information about
a person received from different observers
who witnessed the manifestations of men-
tal and other personality traits in different
settings and at different times. Instead,
a characterization is understood as any
(official and unofficial, oral and written)
information about a person, which can be
used to conclude his or her personal qual-
ities and behavior. The application of the
method of generalizing independent char-
acteristics allows the investigator to obtain
rich material about the psychological and
socio-psychological manifestations of the
person under investigation in different
conditions (domestic, industrial, etc.). It is
clear that any characteristics from different
sources (testimonies of persons, written
characteristics from the place of work and
residence and other similar documents)
are subject to careful analysis and evalua-
tion.

The biographical method is used for
a deeper study of a person. It involves
collecting information about events
and circumstances in a person’s life in
chronological order or by individual
life stages. Biographical data allow us
to conclude the process of forming life
principles and positions, about the system
of relationships, value orientations, and
peculiarities of the mental state. There are
many sources for obtaining biographical
information, as well as for generalized
independent characteristics, but they also
include the person being studied. The
main source in the biographical method is
personal documents: life stories obtained
during unstructured in-depth interviews,
written autobiographies, diaries, letters,
family archives, photographs, social media
pages, etc. An important role here is also
played by the environment, which treats
the individual well or badly. This makes
it possible to identify character traits,
and abilities, understand the causes of
events, and study the psychological state of
a person.

Analysis of activity results as a method
of personality study is most often used to
study the personality of the accused. The
main object of knowledge in this case is
their criminal activity in all its diversity.
However, one cannot limit oneself to it,
especially when criminal activity occurs in
parallel with other professional activities,
and even more so when they are closely
overlapping. The personal qualities of the
subject are reflected in any kind of human
activity.

The analysis of activity result should
also include the procedural type of
information collection, and clarification
of the mandatory characteristics of the
subject, in particular:

« belonging to individuals (citizen

of Ukraine, stateless person,
foreigner);
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+ sanity (mental state of a person,
which consists in his/her ability to
realize and control his/her actions
(inaction) due to the state of mental
health);

« the suspect (accused) reaches the
legal age for criminal prosecution.

The method of experimentation consists

in the active participation of the researcher
in the activities of the subject to create
conditions under which a psychological
fact is revealed. By its nature and types,
it is considered a natural and laboratory
experiment. In a natural experiment,
the individuals being tested have no
information about the purpose and
conditions of the experiment and treat
the experiment as a real event in which
they are participating. Even if natural
experiments provide more reliable
information, they cannot be repeated
because they lose their naturalness and
confidentiality to the participants. For
example, the use of hidden equipment
(cameras, video cameras, voice recorders)
is considered unethical and unacceptable,
since recording equipment can only be
used with the consent of the test subject.
This, of course, limits the breadth of the
study, but it reduces the risk of causing
undoubted trauma to the subjects. Such
an experiment is usually not conducted
in order to investigate the patterns that
emerge in forensic investigative activities.
Instead, a laboratory experiment is
conducted in special conditions, with
the use of special equipment and the
actions of the subject stipulated by the
instructions (the subject knows that an
experiment is being conducted with his
or her participation, although the final

14 Byp6eno B. A. Op. cit.

true content of the experiment may not be
disclosed to him or her). The experiment
is conducted many times with a significant
number of subjects, which makes it
possible to find out general statistically
reliable patterns of the development of
mental phenomena. In legal psychology,
the laboratory experiment is of limited
use: this is because the study of the mental
characteristics of a person within the
framework of legal proceedings excludes
the possibility of conducting experiments
(except studies conducted during forensic
psychological examination). Ultimately,
the necessary material can be collected
using other methods, in particular, by
summarizing judicial and investigative
practice, to obtain scientific conclusions.

“The ethical aspect of influencing the
personality of a suspect in the course of
investigating crimes is extremely complex.
Of course, investigative activity is regulated
mainly by the norms of professional ethics,
which provides for any psychological influence
on the person of a suspect, depending on the
situation, if it does not directly contradict the
criminal procedure law”**. Part 2 of Article 11
of the Criminal Procedure Code of Ukraine
(hereinafter - the CPC of Ukraine) states that
“itis prohibited during criminal proceedings to
subject a person to torture, cruel, inhuman or
degrading treatment or punishment, to resort
to threats of such treatment, to keep a person
in humiliating conditions, to force him or
her to perform acts that degrade his or her
dignity” . Article 373 of the Criminal Code
of Ukraine (hereinafter - the CCU) provides
for liability for coercion to testify '°. During
communication, psychological influence
can be exerted by means of language:
informing, persuading, and suggesting.

15 KpuMiHaNBHUI IpollecyarbHUN KofleKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3MmiH. Ta go-
roB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 25.11.2023).

16 KpuminanbHHUI KofeKC Ykpainu Biz 05.04.2001 p. Ne 2341-III (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 25.11.2023).
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Psychological influence is the regulation
of the process of information exchange
in the course of communication. The
choice of tactical techniques for individual
procedural actions depends on the
investigator’s way of thinking, professional
and general educational level. The process
of using tactical techniques involves the
possibility of changing the mental state of
the subject of communication, for example:

« has a positive effect on the process
of communication and helps to
eliminate an undesirable state of
mind,

« does not change the mental state of
the subject;

+ does not cause undesirable mental
states (emotional stress, fear, frus-
tration, etc.).

Psychological influence will have an
effect only when the necessary conditions
are created for its use or a situation is cho-
sen in which the investigative action will
be effective. Such conditions include the
person’s state of mind, the degree of infor-
mation awareness, the ability to perceive
the influence in a particular situation, and
the most favorable moment of influence. It
is important to diagnose the temperament
of the suspect and choose methods of in-
fluence that have the characteristics of an
emotional stimulus on the one hand and
a logical one on the other. The influence
can be as follows: sudden announcement
or presentation of evidence; concealment
of information about evidence; asking a set
of questions that indicate the investigator’s
awareness; providing neutral information
to give the suspect the impression that
the crime is irreversible; asking questions
aimed at detailing the message in order to
cause a slander.

The admissibility of psychological in-
fluence means that it should not degrade
the dignity of a person or distort the pros-
pect of achieving objective truth. The

influence must be moral. Psychological
influence, transformed into a tactical tech-
nique, is a means of obtaining evidentiary
information. The search for evidentiary
information takes place during a criminal
procedural inquiry. Knowledge of the truth
in the field of justice must be moral.

A forensic psychological examination is
aprocedural action provided for by the CPC
of Ukraine, which is carried out to obtain
an expert opinion on issues of evidentia-
ry value in a case and requires a thorough
knowledge of psychology.

A forensic psychological examination
is called for:

“  establishment whether the accused
with an intellectual disability is
capable of fully realizing and con-
trolling his/her actions;

«  [whether] the victim (minor, juve-
nile) who has been raped is able to
correctly understand the nature and
significance of the actions committed
against him or her and to resist;

«  establishment the ability of the ac-
cused, victims and witnesses to ade-
quately perceive the circumstances of
the case and give correct testimony;

«  whether the person who committed
suicide had mental conditions leading
to suicide before his or her death, and
to establish the possible causes of these
conditions;

«  establishment the presence or absence
of a state of affect or other non-patho-
logical conditions (fear, depression,
stress, frustration) in the subject at
the time of the crime that significantly
affected his or her consciousness and
activities;

«  determine the leading motives in hu-
man behavior and the motivation of
individual actions that characterize
his or her personality;

«  establishment of individual psycho-
logical characteristics of the expert,
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[which] significantly influenced his
behavior and the formation of the in-
tention to commit a crime;

«  establishment of the structure of the
criminal group based on the available
data on the psychological character-
istics of its members, to identify the
leader, etc.;

+  the presence or absence of a mental
condition in the person operating the
technical mechanism [that] signifi-
cantly affected its management (in
transport, at work) and caused an ac-
cident or emergency.

Based on these tasks solved by forensic
psychological examination, methods for solv-
ing them are selected. The information ob-
tained in the course of forensic psychological
examination is used for scientific purposes to
develop theoretical problems of criminal psy-
chology” V.

Given that forensic psychology has no
boundaries and is aimed at detecting and
solving crimes, it is possible to use such
a technique as profiling. From the very
beginning of this method, the term “pro-
filing” was used in the context of drawing
up a search psychological portrait of an
unknown person based on traces left at
a crime scene. Recently, the term “profil-
ing” has been used to refer to a number
of applied socio-psychological techniques
aimed at assessing the reliability of infor-
mation provided by a person based on his

or her nonverbal behavior (non-instru-
mental lie detection) 2.

Today, investigators and operatives
actively use in their practice both the
classic polygraph (lie detector) and new
developments: remote detectors of the psy-
cho-emotional state of biological objects **.

A lie detector is a type of psycho-
physiological equipment that registers
certain physiological changes in a person
who lies during testimony. These include
changes in respiratory and cardiovascular
activity, skin galvanic resistance, and pupil
response.

However, apart from the draft law on
supplementing the Criminal Procedure
Code of Ukraine with provisions on the use
of a polygraph (lie detector) %, submitted in
early 2013 and withdrawn on November 27,
2014, there have been no other precedents
for legislative initiatives on the use of
a polygraph in criminal proceedings.

Regrettably, it is impossible to clearly
determine the appropriateness of using
a polygraph in criminal proceedings, as
its indicators provide only physiological
data about a person at a particular time.
These physiological indicators arise as
a result of psychological reactions that
a polygraph examiner is not able to fully
track. In addition, the polygraph examiner
may make a mistake in interpreting the
results of the examination and challenging
these results is difficult, if not impossible,

17 KOHCHeKT JIeKLil 3 AUCHUILUIIHY «KpuMiHaIpHA IICHXOJIOTiA» 3a cherjanbHicTio 053 «Ilcu-
xosorisg» / yknazadi: 0. ITogkomnaesa, K. Topgienko. Kuis, 2021. C. 9—10. URL: https://er.nau.
edu.ua/bitstream/NAU/54400/2/02_%D0%9A%D0%9F_%D0%9A%D0%9B.pdf (date accessed:

25.11.2023).

18 HopMmaTHBHI aKTy, B SIKUX IepeAbadeHo 3acTOCyBaHHs moiirpada ta 060B’sI3KOBICTh ZOTPU-
manHa JICTY 8692:2016 / BceykpaiHcbka aconiamnig mosirpadostoris : odim. caiit. URL: https://
polygraph.ua/zakonodavstvo/ (date accessed: 25.11.2023).

19 Ibidem.

20 IIpoeKT 3aKOHY IIPO ZOIOBHEHHS KpHMiHAJIBHOIO MPOIECYaTbHOTO KOZEKCY YKpaiH! I10JI0-
JKeHHSIMH 11010 BUKOPUCTAaHHS monirpada (gerekropa 6pexHi) Bizg 12.03.2013 p. Ne 2521. URL:
http://wl.cl.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=46058 (date accessed: 25.11.2023).
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since the provisions of the Constitution
of Ukraine (Article 28) # and the Criminal
Code of Ukraine (Article 385) 2 are still
subject to dispute.

Given the tendency to increase the
use of polygraphs, it is likely that in the
near future the data obtained with this
device will become a source of evidence in
criminal investigations more often.

In the forensic study of personality,
an alternative method should be used —
the behaviorism method. “Behaviorism
(behavior) is a direction in psychology that
reduces the psyche to behavior, which is thought
of as a mechanical response to environmental
triggers” . Behaviorists believe that “it is
impossible to know the inner world of a person
and therefore we must limit ourselves to
external observations. <...> For behaviorists,
predicting and controlling behavior depends
on an accurate determination of the external
conditions that support behavior”?. According
to this direction, consciousness as a subject of
scientific research is denied, and the psyche is
limited to various forms of behavior.

The founder of behaviorismis an American
psychologist John Broadus Watson (1878—
1958), who developed the concept of a new
direction in psychology, where the subject
of study is not consciousness but behavior.
According to his views, all manifestations
of human behavior can be described
using the “stimulus-response” relationship
(stimulus is a change in the environment,

and reaction is the body’s response to
this stimulus). Burrhus Frederic Skinner
(1904—1990), a compatriot of J. B. Watson,
contributed to the development of the
classical theory of conditioned reflexes. He
significantly expanded it by distinguishing
among conditioned reflexes the category
of “operant” reflexes, which the body
forms spontaneously. These reactions can
be modified by punishment or reward.
Skinner highlighted the asymmetry
between positive and negative stimulus
reinforcement: negative reinforcement
often leads to unpredictable, surprising,
and undesirable consequences, while
positive reinforcement promotes desired
changes, shapes behavior, and increases
self-esteem. A  German-born British
psychologist Hans Jiirgen Eysenck (1916—
1997), trying to find out how a person
subordinates his or her internal impulses
to the requirements of society, formulated
a hypothesis that moral consciousness
is a response to typical situations. This
response is based on the same principle as
J. B. Watson’s theory: “stimulus-reaction”.
The relationship between stimulus and
response is strengthened by the presence
of reinforcement, which can be either
negative (punishment, pain, etc.) or
positive. Behaviorists believe that the task
of psychology is “to recognize a possible
stimulus from a reaction, and to imagine
a certain reaction from a stimulus” .

21 Koncrurynig Ykpainu : 3akoH VKpaiHu Biz 28.06.1996 p. Ne 254k/96-BP (3i 3MiH. Ta JJOTIOB.).
URL: https://zakon.rada.gov.ua/laws/show/254x/96-Bp#Text (date accessed: 25.11.2023).

22 KpuMiHajnpHUH KOZEeKC VKpaiHU ...
(date accessed: 25.11.2023).

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

23 Ilupor I. B. BixeBiopusMm / Benuka ykpaincbka ennurionesis. URL: https://vue.gov.ua/BixeBio-

pusM (date accessed: 25.11.2023).

24 Manxko JI. A., IIpumaxk M. /1., Toanescbka B. F0. OcHOBU IICHX0JI0Tr1 Ta MeJaroriky (AJis CTyzAeH-
TiB 3204HOI popMU HaBYaHHS) : HaB4. n0cib. [EnexTponHuit pecypc] / HaBuanphi nocibHuku
BiHHUIIPKOT'O HAI[IOHAJIBPHOTO TEXHIYHOTO YHiBepcuTeTy. MepexxHi enekTpoHHI BuzanHA. URL:
https://web.posibnyky.vntu.edu.ua/icgn/8prishak_osnovy_psiholog_pedagogiki/r213.htm (date

accessed: 25.11.2023).

25 Marnxko JI. A., ITpumax M. [I., ToaneBcbka B. FO. Op. cit. URL: https://web.posibnyky.vntu.edu.ua/
icgn/8prishak_osnovy_psiholog_pedagogiki/r213.htm (date accessed: 25.11.2023).
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Thus, it is possible to influence
a suspect’s behavior by shaping or
reinforcing certain patterns in his or
her perception and response to stimuli.
For example, positive reinforcement or
punishment can influence a suspect’s
choice between offending and lawful
behavior. Additionally, behavioral
concepts may consider the formation of
criminal behavior through learning and
modeling. For example, if a suspect has
studied or observed the actions of others
who have committed crimes, this may
influence his or her own behavior through
learning and imitation. It is important
to remember that a suspect’s behavior
reflects many factors, and behaviorism
does not cover all aspects of this complex
phenomenon.

In general, obtaining complete
information about a person equips the
investigator and operative with knowledge
that contributes to the effectiveness of the
investigation.

Sinceitisimportant to take into account
the diversity of crimes and criminals in
the fight against crime, it is advisable to
classify criminals into separate groups and
categories.

The classification does not study an
individual with all his or her complex
characteristics, but a group of criminals.
In criminology, the most commonly used
classification grouping is based on the
following criteria:

“ by socio-demographic data
(gender, age, place of residence).
Criminal justice statistics
distinguish between minors aged
14 to 18, young adults (18 to 29),
and mature adults (30 and older);

- by socio-economic indicators
(education, profession, availability

or unavailability of work, financial
situation, etc.);

+ by citizenship (Ukrainian citizens,
foreigners and stateless persons);

« by the state of the person at the
time of the crime (alcohol or drug
intoxication, being a member of
a criminal group, in prison, etc.” %.

An alternative classification based on
other grounds is possible: by motivation
(e.g., crimes for profit, crimes for emotional
reasons), social status, weapons used,
and methods of committing the crime.
This approach allows for more attention
to be paid to the personal characteristics
of suspects, examining their motivation,
social environment, and methods of
committing crimes.

Criminal law also classifies criminals
according to the level of their social
danger. This includes persons who have
committed crimes of particularly grave,
grave, medium or minor gravity, as well as
those who have previously been sentenced
to imprisonment.

The classification of criminals is the
systematic division of them into different
categories depending on the characteristics
that are genetically linked to their criminal
behavior. The scientific literature states
that classification helps to achieve a higher
level of understanding of the phenomenon.
At the same time, a distinction is made
between  manifestation and cause
characteristics, which determine the
meaningful nature of such a division.
The basis for classification is always the
essential features of the phenomena under

study.
Manifestation and cause signs
within the same type should show

homogeneous characteristics that reflect
specific functional and deterministic

26 Jlekuist no Temu «Ocoba 37m04nHIT» /| po3pobHUK A. B. Boponmos. Ogeca, 2018. C. 10. URL:
https://oduvs.edu.ua/wp-content/uploads/2016/09/1ek-2018-d_z-2_3-kriminologia_ta_profilakt_

zloginiv-3.pdf (date accessed: 25.11.2023).
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relationships. For example, committing
theft as a manifestation is based on the
signs-causes — a person’s persistent focus
on illegal ways to ensure their well-being,
impunity after committing previous
crimes, criminal experience, etc. The
complex of these signs indicates the type of
professional criminal.

In order to typify criminals, it is
necessary to find out the inner essence of
the grouped persons, their deep anti-social
orientation and define them as persons
focused on a specific type of criminal
activity. The type of offender reflects the
qualitative unity of essential features of
many offenders.

The criminological classification of
criminals (offenders) is most often based
on two main principles: the presence
of an anti-social orientation of a person
and the depth and persistence of his/her
antisociality. Taking into account the first
criterion, the following types of criminals
(offenders) can be distinguished:

“  with aggressive and disrespectful
attitude to a person and his/her
most important goods (life, health,
honor, dignity, etc.);

«  with selfish and selfish motivation
associated with ignoring the principle
of social justice and honest work;

+ individualistic and anarchic attitude
to various social institutions, their
social, official, family and other
duties;

«  with a frivolous and indifferent
attitude to the observance of safety
rules, which is manifested in the
commission of careless crimes” .

“Among criminals, we can also distinguish
such types as consistent criminogenic,

situational criminogenic and situational. The
criterion for their distinction is the nature of
the interaction between the social situation
and the individual <...>.

The consistently criminogenic type
is formed in a microenvironment where
norms of morality and law are systematically
violated; the crime stems from a habitual
style of behavior and is determined by the
subject’s persistent anti-social views, attitudes
and orientations. As a rule, the situation
conducive to the commission of a crime is
actively created by the individuals themselves.
Their criminal behavior is autonomous from
external circumstances.

The situational-criminogenic type is
characterized by the violation of moral norms
and commission of non-criminal offenses,
is formed and operates in a contradictory
microenvironment; the crime is largely due to
an unfavorable <...> situation. Such a person is
driven to crime by his or her microenvironment
and the entire previous anti-social lifestyle.

Situational type: immoral elements in
the behavior of such a person and in his or
her microenvironment are, if any, weakly
expressed. Representatives of this type commit
a crime under the decisive influence of
a situation that arose through no fault of their
own. At the same time, such a person (unlike
an accidental criminal) may justify his or her
own and other people’s criminal behavior in
these situations or not know the legitimate
ways to resolve conflicts. Thus, among this
type of embezzlers <...> there are people who
take what is ‘badly lying’ ” .

For the forensic study of personality,
it is necessary to take into account social-
ization defects that affect the personality
of the offender from birth and through-
out life. The most dangerous defects arise

27 Tewma 3. Kpuminosnoriuauii aHasi3 ocobu 3m0unHIst / KOHCIIEKT JIeK1Iil 3 HaBYaIbHOI AU CIIUILII-
HU «AHaJIi3 Ta IPOTHO3 3JI04MHHOCTI». KuiB, 2015 / Studies by Magistr.ua. URL: https://studies.

in.ua/analiz-ta-prognoz-zlochynnosti/3935-krimnologchniy-analz-osobi-zlochincya.html

accessed: 25.11.2023).
28 Ibidem.

(date
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in childhood and adolescence when the
foundations of personality are laid. There
are also other social deformations: poverty
and unemployment; negative environmen-
tal influences (individuals who grow up in
an environment where crime and violence
are normalized may learn these patterns of
behavior and imitate them); lack of educa-
tion; drug and alcohol abuse; social exclu-
sion (individuals who feel socially excluded
or discriminated against may feel resent-
ment and anger, which can trigger antiso-
cial behavior); family problems.

A person is not endowed with a person-
ality as soon as he or she is born: they are
formed and developed through interaction
with the social environment and awareness
of ideas, views, moral norms and behavior-
al standards that are characteristic of the
society to which he or she belongs.

Thus, “the formation of a personality
occurs in the process of assimilating the ex-
perience and value orientations of a given
society, which is called socialization. a per-
son learns to fulfill special social roles, i.e.,
learns to behave in accordance with the role
of a child, student, husband, etc.; all of them
have a distinct cultural context and, in par-
ticular, are significantly influenced by the
stereotype of thinking. If there are no severe
congenital defects in brain development, con-
sequences of birth or trauma, the formation
of a personality is the result of the interaction
between a person and society. In the course
of life, a person can lose personality traits to
varying degrees as a result of the development
of chronic alcoholism, drug addiction, severe
central nervous system diseases, etc., in prin-

ciple, personality can “die” in a person who is
still alive, which indicates a complex internal
structure of this phenomenon” ».

The defect of socialization gradually
affects the criminal’s personality, which de-
grades. No one is born with the destiny to
commit crimes; they are turned into crim-
inals as a result of a wrong socialization
process.

Let us consider in more detail the con-
cept of “criminal personality”. Since it has
a “socio-legal character and combines the
general social concept of “person” and the le-
gal concept of “criminal”, the commission of
a crime reveals in a person only his/her an-
ti-social orientation, but does not fully reveal
his/her social essence. a correct judgment of
a person as a whole is possible only based on
all his or her attributes and manifestations
as a person. That is why the combination and
correlation of socially positive and socially
negative qualities give a complete picture of
the perpetrators of crimes”: in any case, the
personality of the offender (offender) is char-
acterized by deformation of moral beliefs,
life attitudes, intellectual and emotional-will
qualities *. “The moral and psychological
characteristics of a criminal’s personality are
in a dialectical relationship with his or her so-
cial properties, and therefore should be consid-
ered in their unity” *2.

Human personalities are very different.
“Some of them actively contribute to social
progress, while others, on the contrary, impede
it: they evade useful work, become violators of
public order, or take some other anti-social po-
sition. The value of a person depends primari-
ly on his or her real contribution to the overall

29 Oco6HUCTICTh: TOHSTTS, BiITOBIJAIBHICTB, COIiaTbHe [TOBO/KEHHS, poaboBa Teopis / OCBITA.
UA. 23.11.2010. URL: https://osvita.ua/vnz/reports/sociology/12368/ (date accessed: 25.11.2023).

30 Jlekuist o Temu «Ocoba 3nounHIs» / po3pobHuk JI. M. Kynuk. Ozeca, 2018. 17 c. URL: https://
oduvs.edu.ua/wp-content/uploads/2016/09/Lektsiya-4-10.pdf (date accessed: 25.11.2023).

31 OpnoslIl. L., Bono6yes A. @., Ocuka I. M. Ta in. [IpoTHAist eKOHOMIYHI 37I0YMHHOCT] : MOHOT'Pa-

is. Xapkis, 2004. 567 c.

32 Jlekuis ... / pospobuuk JI. M. Kynuk. URL: https://oduvs.edu.ua/wp-content/uploads/2016/09/

Lektsiya-4-10.pdf (date accessed: 25.11.2023).
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social progress. Personality traits can be both
positive and negative” ®.

Thus, the concept of “criminal personal-
ity” refers to a social being who has com-
mitted a crime, i.e. violated the standards
of criminal law. The study of the criminal’s
personality aims to identify the mecha-
nisms of criminal behavior, find out its de-
terminants and develop reasonable recom-
mendations for crime prevention on this
basis.

Social deformation plays a key role in
shaping the behavior of individuals who
may later become involved in criminal
activity. At the same time, not every person
who has experienced social deformation
becomes a criminal. Socialization defects
do not always lead to the commission of
an unlawful act, which should be borne in
mind in investigative practice.

Conclusions

Innovative means of studying the person-
ality of a criminal from the standpoint of
criminal psychology, a detailed study of
the origins of criminal activity and social-
ization defects will help law enforcement
agencies to:

+ identify measures of educational
influence in the formation of a law-
abiding citizen;

+ make the right decisions of
a criminal law and criminal
procedure nature;

« select tactical techniques and
methods of influence appropriate
for each specific investigative
situation;

« find out in detail the motives for
the crime and the circumstances
characterizing the personality of
the accused;

+ investigate the causes of the crimes
committed,

« put forward correct investigative
versions and clarify all the episodes
in the case;

« determine the circle of all
accomplices in the crime.

The identity of the perpetrator as an
element of the forensic characterization of
a crime has been studied by many scholars
in such scientific fields as criminalistics,
criminology, psychology, criminal law, and
criminal procedure. Obtaining generalized
information about the subject of the crime
during the pre-trial investigation and its
proper use is an important condition for
determining the mechanism of the crime
and identifying the persons involved, as
well as clarifying the role functions of
accomplices to the crime. a typical line of
behavior ofasubjectduringthe commission
of a crime allows an investigator and an
operative to identify persons prone to
illegal behavior, narrow down the circle of
suspectsinthe commission of acrime, build
versions, plan tactical operations, and, after
identifying the criminals, determine the
line of behavior for investigative actions.

OcobauBocTi
KPUMiHATiCTUYHOIO BUBYE€HHS
0COOMCTOCTI 3/I0YMHIIA
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MUYHO20 BUBYEHHS OCOOUCTIOCTI 3/A04UHY
3a 0OnOMO2010 PISHUX KPUMIHAAICMUYHUX
Memodis I MAKMuUK KpUMIHAAICTMUYHOL HaY-
Ku. Aemopu maau Ha memi docaidumu Kpu-
MIHAAICMUYHY CmpYKmypy —0cobucmocmi
3104UHYA Ni0 4AC 8UABAEHHS MA PO3KpUM-
Ms 3104UHI8 KPi3b MPUSMY NCUXOA02IHHUX

33 Tema Ne 4 «KpumiHoIOTiuHE BYEHHS IIPO 0COOY 3IOYMHINI» : KOHCIEKT JeKii [EjexTpoHHu
pecypc]. Kuis : HABC, 2015. C. 3. URL: https://www.naiau.kiev.ua/files/kafedru/kkvp/lectures/

kruminolog/4.docx (date accessed: 25.11.2023).
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memodie. Jas OocsieHeHHS TNOCMA8/1eHOL
Memu 3aCMOCo8AHO 3A2AAbHOHAYKOBL (30Kpe-
Ma, Cnocmepescerts i NOPIBHAHHA, AHANI3 1
cunmes, iHOyKUilo i JedyKyito, meopemuyHe
Y3a2anbHeHHS MOW0) ma cneyidavHi (Ha-
npukaad, epynyeanHs 1 CUCTEMHO-CMPYK-
mypHuilL. ma iH.) Memodu HAYK08020 00-
cnidncenna. Haegedeno ingopmayio npo
TICUX0M02T4HT MemodU, AKUMU MAE TLOCAY20-
gysamucs caiduuil, i npo npogeciiini axocmi,
Kl mawome Oymu Npumamaui caiduomy
025 be3nocepedHbo20 8uUBUeHHs 0cobucmocmi
3nouunys. JocaioneHo NUManHs eu3Ha4deH-
HS 0COOUCMOCMI 310YUHYS 8 2d/LY3] KPUMI-
HANICMUKU WAAXOM 6U84eHHA nid 4ac 0o-
numy i THWuUX cAid4wo-po3uLykosux 0iil tioeo
iHdugidyanvHux skocmell i gaacmugocmetl,
gidobpanceHux y caidax 3404uHie (30kpemd,
po3Kpumms.  0COOUCIMUX — XAPaKMePUCcmuK
3104UHYSL 3a 00TMOMO20I0 NCUXOA0IUHUX
npuiiomie i popmysanus dokasis y caiouuil
ma onepamueHiii npakmuuyi). Buceimaeno
eMuYHULL acnekm enaugy Ha 0coby o068umy-
sauysanozo (nidosprosanoeo) nid wac npoge-
Jenna docydosozo po3caidysanns i npoginax-
MUKU CKOEHHSA 3104 UHY. Bukaaderno mesci ma
NPUHYUNL OONYCMUMOCTL NCUX0A02IYHO20
8NAUBY HA C8I00MICMb 3A0HUHUSL, OKPeC/1eHO
MOPANLHICTb K MAKMUYHUL nPUilom maxo-
20 enausy. Buokpemaeno kaacugikayiio ma
MUno/a02ilo 3104UHYI8 3a epynamu il kame-
2opiamu. Hagedeno ingopmauyiio npo nisHaw-
HS 0COOUCMOCMI 3104 UHYS, Ke 8 KPUMIHAAL-
cmuuyi 30iticHIOI0Mb WAAXOM 8UBHUeHHS 11020
iHdugidyanvHux sikocmell i eaacmugocmetl,
gidobpancerux y caidax 3nouunis. JJogedero,
WO NpasuavHO NPOAHAAI308AHA IHpOpMa-
yisg npo 6ioepagiuni dani nidosproeanozo dae
3mozy caiduomy egekmueHo enausamu HA
yiHHOCMI 0cobucmocmi.

Katouosi caosa: 3104uneyn; nidospiosa-
HUil; caidua il onepamueHa Npakmuxd; caio-
ui 0ii; bixesiopusm; memod eKcnepumMeHmny;
€y0080-ncuUX0102I4HA eKcnepmu3a; npogaii-
NiHe; JemeKmop OpexHi.
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The purpose of this article is to establish a scientific foundation
for the significance of studying the formation and expansion of the
subject matter in expert road technical research. This is aimed at en-
hancing the efficiency of specific expertise utilization in investigating
criminal offenses related to the construction and repair of roads. Ad-
ditionally, it focuses on determining damages resulting from the de-
struction of road infrastructure due to hostilities and other negative
factors affecting the state of road infrastructure. The methodological
basis of the study is grounded in the principles of the theory of cog-
nition, enabling an exploration of the essence of the subject matter of
road technical research. It involves the identification of factual data
and circumstances related to criminal proceedings (formulating the
concept of the subject matter of road technical examination depend-
ing on the tasks to be addressed) and the determination of objects,
subjects, and research methods. A set of methods of scientific cogni-
tion is applied, including general scientific, individual, and special
methodologies. The author outlines and scientifically substantiates
the directions for forming the subject areas of forensic road techni-
cal examination. Based on the analysis of statistical data from ex-
pert practice, the author demonstrates an increase in both the num-
ber and complexity of road technical examinations performed. The
genesis of changes in the boundaries of the subject matter of forensic
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road and technical research is clarified. Attention is focused on the
close connection of the subject of forensic research with the tasks to
be solved in connection with qualitative changes in crime and the
challenges of war. The author proves the need for the development
and implementation of the latest forensic research methods for use by
an authorized person in the investigation of criminal offenses in the
field of road infrastructure. The factors influencing the results of ex-
pert research are outlined. The author formulates proposals aimed at
the more efficient use of specific expertise to ensure the detection and
investigation of crimes, as well as to improve the results of the work of
forensic experts. This is discussed in the context of developing a scien-
tific and methodological framework for enhancing the primary form
of application of specific expertise - forensic examination.
Keywords: specific expertise, expert, knowledgeable person, fo-
rensic methodology, expert opinion, pre-trial investigation, statisti-
cal data, forensic road technical examination, road infrastructure.

Research Problem Formulation

One of the ways to increase the efficiency
of forensic activities is the timely and pur-
poseful use of modern capabilities of spe-
cific expertise through the involvement of
knowledgeable people and the use of the
latest material and technical tools. The
detection and investigation of criminal
offenses in the field of road infrastruc-
ture largely depend on the involvement
of knowledgeable people in the form of
forensic examination to research and use
evidence in criminal proceedings. Chang-
es in the vectors of urgent tasks faced by
forensic experts during the full-scale inva-
sion of Ukraine by the russian federation
give rise to the need for their urgent solu-
tion. If, before the war, the determinants
of the illegal use of budget funds in the
road sector were most often attributed to

deficiencies in state policy, delayed decen-
tralization management reforms, outdated
and ineffective measures of financial con-
trol over the legality of budgetary funds
usage, etc.!, then at the present stage, new
challenges face forensic experts — to de-
termine the extent of damage caused by
the destruction of road infrastructure due
to artillery shelling, aviation bombings,
and missile strikes on objects of Ukraine’s
road infrastructure. These circumstances
motivate researchers to develop new the-
oretical and methodological provisions
in this area of forensic expert activity
based on the analysis of expert practice
and encourage further discussion on the
problems of application of specific exper-
tise in criminal proceedings in general
and during the investigation and trial of
crimes in the field of road infrastructure
in particular.

1 Dxescekuii P. II. OCHOBHI ZieTepMiHAHTH HE3aKOHHOTO BUKOPHCTAHHS OIO/PKETHUX KOIITIB
y cthepi OyaiBHHIITBA aBTOMOOINBHUX JOpir. Akmyanvui npobaemu Jepycasu i npasa. 2019.
Bui. 83. C. 44—50. URL: https://hdl.handle.net/11300/13111 (zaTa 3BepHeHH:: 10.12.2023).
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Analysis of Recent Research
and Publications

The use of specific expertise in the inves-
tigation of crimes has received consid-
erable attention, in particular, in the sci-
entific works of Ukrainian researchers:
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V. Yu. Shepitko ¥, M. V. Shepitko ¥,
M. H. Shcherbakovskyi ? and others. The
above-mentioned scientists and practi-
tioners have pointed out the problematic
aspects of defining the concept of specific
expertise, the nature, structure, purpos-
es, forms of its use in court proceedings,
the principles of forensic expert activity,
the legal regulation of the use of specific
expertise, skills and abilities in criminal
proceedings, the shortcomings of the le-
gal regulation of the use of specific exper-
tise; the problem of defining the general
concept and functional purpose of experts
in court proceedings for solving technical
and forensic tasks of pre-trial investiga-
tion of a crime.

However, there is a lack of thorough
research on improving the efficiency
of the use of specific expertise in the
investigation of criminal offenses related
to the repair and construction of road
infrastructure and road construction,
as well as, what is now urgent, the
determination of damages from the
actions of the russian aggressor as a result
of the destruction of road infrastructure
facilities, which determines the relevance
of the chosen topic of this research paper,
guiding our further research.

Article Purpose

To develop and scientifically substantiate
the areas of road technical research us-
ing specific expertise in the investigation
of criminal offenses in the field of road
infrastructure, and to formulate relevant
proposals.

Research Objectives

In order to achieve this goal, it is neces-
sary to perform the following tasks:

+ to analyze the practice of
conducting forensic road technical
examinations, and based on this to
find out the genesis of changes in
the forms and methods of using
specific expertise in the course of
road technical research;

+ tooutline the factors that influence
the results of expert research and
to identify areas for improving the
effectiveness of the use of specific

expertise in the investigation
of criminal offenses of road
infrastructure;

+ to formulate proposals aimed
at more effective use of specific
expertise in ensuring the detection

18 IlemitTbko B. }0. TeHzeHIii i TepCIEKTHUBY PO3BUTKY KPUMIHAJIICTUKU (KOHIIENITYaJbHICTDH
MiZXOAIB 1 JUCKYCIHHICTD MOMIAZAIB). AKMYaAbHi Npobaemu KPUMIHAAICMUKY @ MAT-TH MDKHAp.
HayK.-IIpakT. KoHD. (XapkiB, 25—26.09.2003). Xapkis, 2003. C. 5—8. URL: https://dspace.nlu.
edu.ua//jspui/handle/123456789/13888 (mata 3BepHeHHs: 10.12.2023) ; IlemiTeko B. 0., XKypa-
Beisb B. A., ABzeeBa I. K. IHHOBaIIii B KpUMIiHaIICTHII Ta 1X BIPOBa)KEeHHS B AisJIBHICTD Opra-
HiB ZI0CyZ0BOTO CiificTBa. [Tumanus 6opomubu 3i 3nouunnicmio. 2011. Bum. 21. C. 39—45. URL:
https://dspace.nlu.edu.ua//jspui/handle/123456789/5481 (zaTa 3BepHeHH:: 10.12.2023) ; IllemiTs-
ko B. 0. [IpoGieMu BUKOPUCTAHHS CIIEI[iaTbHUX 3HAHb KPi3b IIPU3MY CY4aCHOTO KPHUMiHaJb-
HOTO CyAOYMHCTBA B YKpaiHi. Cydosa excnepmusa. 2014. Ne 1. C. 11—18.

19 lemitpko M. B. 3acobu mpotuzii HaZJaHHIO CYZOBUM €KCIIEPTOM 3aBi/[OMO HEIIPABAMBOIO BUC-
HOBKy. Teopis ma npaxmuka cy0o8oi excnepmu3u i Kpuminasicmuxu. 2015. Bum. 15. C. 180—188.
URL: http://nbuv.gov.ua/UJRN/Tpsek_2015_15_25 (zaTa 3BepHeHH:: 10.12.2023).

20 Illep6akoscekuil M. I. IIpoBeieHHS Ta BUKOPUCTAHHS CYZOBUX €KCIIEPTU3 Y KPUMiHAIBHOMY
npoBaxeHH] : MoHOrpadis. Xapkis, 2015. 560 c.
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and investigation of crimes and
improving the results of work in
forensic science.

Research Methods

To achieve this goal, general, individual
and special methods of forensic examina-
tion are used. Much attention is given to
the methods of statistical analysis, general-
ization of the data obtained (synthesis) and
justification of the need to develop a special
method — a methodology for solving the
problems of road technical examination.

Main Content Presentation

The processes of changes in the forms and
methods of application of specific exper-
tise, particularly, during forensic exam-
inations, indicate that the subject matter
of forensic research depends primarily on
the tasks that forensic experts face today.
In this regard, let’s consider the practice of
appointing forensic road technical exam-
inations in the system of forensic institu-
tions of the Ministry of Justice of Ukraine.
The results of the analysis of statistical data
are presented in the following table.

Table

Information on conducting forensic road technical examinations
for 2015—2022

Completed examinations and expert research Pending resolution
On request by Unresolved due to a lack
of
2, e E
. 8 g 2
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2015 16 36 | 1250 | 2 33 1 14 182 2 10 162 19
2016 36 38 5,6 2 24 7 1 4 5 116 2 S 29 55: 20
2017 38 61 60,5 9 26 8 4 14 16 399 4 18 108 23 | 246 27
2018 61 89 45,9 9 28 51 1 35 176 5 5 15 151 35
2019 89 | 102 | I4,6 | 41 15 42 4 37 500 429 21
2020 102 | 168 | 64,7 | 72 80 7 6 3 58 669 99 29 | 540 91
2021 168 | 246 | 46,4 | 201 | 33 3 9 16 701 25 8 36 | 622 64
2022 246 | 188 | =236 | 7 173 8 55 524 16 4 45 | 459 28
Intotal | 756 | 928 | 22,8 | 343 | 412 | 115 6 4 3 23 22 | 236 | 3267 | 49 | 127 | 164 | 148 | 2664 | 305
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The table shows an increase in the
number of forensic technical road ex-
aminations: from 36 in 2015 to 188 in
2022. It should be noted that in 2022
a full-scale invasion of Ukraine began,
so a certain decrease in the number of
road technical examinations in compari-
son with the previous year (2021) (246 ex-
aminations) is explained by this factor.
However, it should be noted that accord-
ing to the Ministry of Justice of Ukraine,

175

2015 2016
= Courts 2 2
= Law enforcement agencies 33 31
— Other organizations, notaries, 1 5

citizens, lawyers

an increase in the number of forensic ex-
aminations in 2023 compared to the pre-
vious year occurred in road technical re-
search — by 170.3 %. Thus, this indicates
the relevance of the development of this
area of road engineering research. Let’s
illustrate these indicators with the cor-
responding graphs, which clearly show
the growth by customer: courts, law en-
forcement, and other customers (see Fig-
ure 1).

uuog

2019
41
57

4

wgNB

Fig. 1. The number of completed forensic examinations and expert research
commissioned by courts, law enforcement agencies, and other organizations
from 2015 to 2022
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= Courts
MIA, National Police
Citizens, lawyers

Fig. 2. Completed examinations and ex-
pert research in 2015 on request by

The diagram (see Fig. 2) shows that
in 2015, 92% of the following were
completed: for the National Police
(33 forensic examinations), 5% for courts
(2 forensic examinations), and 3% for
other customers (1 forensic examination).
Compared to the previous year, the increase
is 1259%.

The analysis of statistics for the year
2016 is shown in Fig. 3.

“ Courts

= MIA, National Police

« Prosecutors’ Office
Other organizations,
notaries

" Citizens, lawyers

4
Fig. 3. Completed examinations and ex-
pert research in 2016 on request by

According to the analysis, the largest
number of road technical examinations
was conducted for the Ministry of Internal
Affairs and the National Police — 63 % (24
examinations); 18% (7 examinations) —
for the Prosecutor’s Office; 11% (4
examinations) — for citizens, lawyers;
5% (2 examinations) — for courts; 3% (1
examination) — for notaries and other
customers. Compared to 2015, the increase

was 5.6%. The composition of customers
has changed: forensic examinations
commissioned by the Prosecutor’s Office,
citizens and lawyers have appeared.

See Fig. 4 for the statistical analysis for
the year 2017.

+ Courts
" MIA, National Police
Prosecutors’ Office

Fiscal authorities

© Other organizations,
notaries

Fig. 4. Completed examinations and
expert research in 2017 on request by

As can be seen from the diagram, the
Ministry of Internal Affairs and the Na-
tional Police are the leaders in terms of the
number of examinations ordered — 43%
(26 examinations), the number of studies
ordered by other organizations and no-
taries has increased — 23% (14 examina-
tions); the percentage of examinations or-
dered by courts has also increased — 15%
(9 examinations), prosecutors — 13 % (8 ex-
aminations), and fiscal authorities — 6 % (4
examinations). In total, the number of ex-
aminations performed increased by 60.5 %.

See Fig. 5 for the statistical analysis for
the year 2018.

= Courts

* MIA, National Police
Prosecutors’ Office
Citizens, lawyers

Fig. 5. Completed examinations and
expert research in 2018 on request by
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In 2018, there was a sharp increase
in forensic road technical examinations
ordered by prosecutors — 57% (51
examinations); a significant number were
also ordered by the Ministry of Internal
Affairs and the National Police — 32%
(28 examinations) and courts — 10%
(9 examinations). In general, in 2018,
the number of forensic road technical
examinations increased by 45.9 %.

See Fig. 6 for the statistical analysis for

the year 2019.
:Courts
MIA, National Police
Prosecutors’ Office
Citizens, lawyers

Fig. 6. Completed examinations and
expert research in 2019 on request by
In 2019, the percentage of forensic ex-
aminations appointed by prosecutors and
courts was almost the same — 41 % (42 exam-
inations) and 40 % (41 examinations), respec-
tively; 15% (15 examinations) were appoint-
ed by the police and 4% by citizens (lawyers).
In total, in 2019, the number of forensic road
technical examinations increased by 14.6 %
(102 examinations were conducted).
See Fig. 7 for the statistical analysis for
the year 2020.

+ Courts
MIA, National Police
Prosecutors’ Office
SSU

« Citizens, lawyers

Fig. 7. Completed examinations and
expert research in 2020 on request by

In 2020, the MIA (National Police)
was again the leader in the appointment

of road technical examinations — 48%
(80 examinations); 43% — courts (72
examinations); significantly fewer

examinations were conducted onrequest by
the Prosecutor’s Office, the Security Service
of Ukraine, and citizens or lawyers — 4 %,
3%, and 2 %, respectively. The total number
of road technical examinations increased
by 64.7 % (168 examinations).

See Fig. 8 for the statistical analysis for
the year 2021.

« Courts
MIA, National Police
Prosecutors’ Office
SBI

Citizens, lawyers

Fig. 8. Completed examinations and
expert research in 2021 on request by

In 2021, the courts received the larg-
est number of results of road technical
examinations (82 % of the total number of
examinations conducted, which amount-
ed to 201 examinations); 13% of the total
number were conducted by the Ministry of
Internal Affairs and the National Police (33
examinations); 4% of examinations were
conducted for citizens (lawyers) — 9 exam-
inations and 1% — for the State Bureau of
Investigation (3 examinations). The total
number of forensic road technical exam-
inations increased by 46.4 % and amounted
to 246 examinations — the largest number
for the entire period of existence of this
type of examination.

The year 2022 was marked by changes
in priorities in forensic research. Fig. 9
summarizes the quantitative indicators
of forensic road technical examinations
conducted in 2022.
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- Courts
MIA, National Police
Other organization,

notaries

Fig. 9. Completed examinations and
expert research in 2022 on request by

The diagram shows that the largest
number of road technical examinations
were conducted for the Ministry of Internal
Affairs and the National Police, account-
ing for 92% (173 examinations). Forensic
road technical examinations conducted for
courts and other organizations each account
for 4%. The decrease in the number of ex-
aminations conducted by 23%, as we have
already noted — is due to the Russian ag-
gression against Ukraine, which prevented
many forensic institutions from operating
as usual. At the same time, 188 forensic road
technical examinations were conducted,
and information from the Ministry of Jus-
tice indicates a significant increase in 2023.

Of interest to our scientific research
is the analysis of the reasons for
returning materials without conducting
examinations. Figure 10 presents a diagram
that reflects the number of materials
returned without being examined.

Fig. 10. Returned materials without being
examined from 2015 to 2023

The diagram illustrates that, in 2015,
19 materials were returned without
examination. In 2016, the number
increased to 20, followed by 27 in 2017, 35
in 2018, 21 in 2019, and a significant peak of
91 in 2020 — the highest recorded. In 2021,
the count decreased to 64, and in 2022, it
was 28. The primary reason for returning
materials without forensic examination
was their inadequacy in addressing the
raised issues. This highlights the imperative
to formulate scientific and methodological
recommendations for preparing materials
for the forensic road technical examination
process.

Let’s continue the analysis of statistical
data on issues related to forensic road
technical examination. It concerns the
number of questions posed to forensic
experts during the period from 2015 to
2022, as presented in Figure 11.

Fig. 11. Number of questions posed to
experts from 2015 to 2022

The indicators provided in the diagram
indicate a consistent trend of continuous
growthinthe number of questions posed for
resolution by forensic experts in the field of
road-technical examination. Specifically,
in 2015, there were 182 questions, in 2016 —
116, in 2017 — 399, in 2018 — 176, in 2019 —
500, in 2020 — 659, in 2021 — 701, and in
2022 — 504. It is clear that the reduction
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in the number of questions posed for
resolution in 2022 reflects a decrease in the
number of appointed examinations due to
the war.

700
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300
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200
150

100

2015 2016 2017 2018

Let us conclude the analysis of the
statistical data on the number of issues
by their implementation by the form of
resolution (see Fig. 12).

2019 2020 2021 2022

==Not resolved for objective reasons™== Categorical conclusions== Probable conclusions®= Issues raised for resolution

Fig. 12. Number of issues by resolution form from 2015 to 2022

As we can see, regarding the form of
solving problems in forensic road technical
examination, there is an increase in the
number of problems solved in a categorical
form. At the same time, there is also
a considerable number of unresolved
issues due to various factors, among which
the need to develop a general methodology
for forensic road technical examination is
obvious.

Thus, based on the results of
statistical analysis, the author outlines
and scientifically substantiates the areas
for improving the efficiency of the use
of specific expertise in the investigation
of criminal offenses in the field of road
infrastructure.

Conclusions

Based on the above study, the author sci-
entifically substantiates the relevance of

studying the areas of formation and ex-
pansion of the subject matter of expert
road-technical research to increase the effi-
ciency of the use of specific expertise in the
investigation of criminal offenses related to
the construction, repair of roads and de-
termining the amount of damage from the
destruction of road infrastructure as a re-
sult of hostilities and other negative factors
affecting the state of road infrastructure.
The directions for the formation of the
fields of the subject of forensic road-tech-
nical expertise are defined and scientifi-
cally substantiated. Based on the analysis
of statistical data from expert practice, an
increase in the quantity and complexity of
performed road-technical examinations
is demonstrated. The genesis of changes
within the subject of forensic road-techni-
cal examinations is clarified. Emphasis is
placed on the close connection between
the subject of forensic expert research and
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tasks that require resolution in connec-
tion with qualitative changes in criminal-
ity and the challenges of war. The need
for the development and implementation
of the latest forensic research methods
is proved. The factors influencing the re-
sults of expert research are outlined. The
author formulates proposals aimed at
more efficient use of specific expertise in
ensuring the detection and investigation
of crimes and improving the results of
work of forensic experts in the context of
developing a scientific and methodolog-
ical framework for improving the main
form of application of specific exper-
tise — forensic examination.

CyZ0BO-eKCIepTHE JOPO:KHbO-TEeXHIYHe
JOCJIi/I3KeHHA: CTaH i 3MiHHM BiZANOBiAHO
10 HOBHIX 3aB/JIaHb €KCIIEPTHOI0
3a0e3ne4eHHs IPABOCYAA

€ezen ITienvos

Mema cmammi — Haykogo 0bspyHmyea-
MU aKMyaavHicme 00CALOHCEHHS HANPAMIB
gopmysanHs ma poswupeHHs npedmema
eKCnepmHo20 O0OpPOHCHBLO-MEXHIUH020 00CAL-
OscenHa 3 Memow nidsuwumu epekmue-
HICMb BUKOPUCTIAHHA CNeyldAbHUX 3HAHDL
Yy po3cAidy8aHHI KPUMIHAALHUX Npasono-
pYeHb, nog’a3anux i3 6ydigHuymeom, pe-
MoOHmoMm 0opie T SUHAUEHHAM 30umKig 810
pytinyeanHs 00poxcHbOi IHPpacmpykmypu
8HACAI00K B0€HHUX Oili Ma THWUX Heedmug-
HUX YUHHUKIB, WO 8NAUBAIONMb HA CMAH 00-
podAcHBOL iHPpacmpykmypu. Memodonoziu-
HUM Ni0rpyHmMam 00CAL0HCeHHS € NOAOHCEHHS
meopii Ni3HAHHA, Wo daau 3mozy docaioumu
cymuicme npedmema O0OPOHCHLO-TNEXHIUHUX
docnidxncers, BUOKpeMUMU PakmuuHi Oawi
il 06cMaguUHLL KPUMIHAALHOZ20 NPOBADHCEHHS
(Ona ¢opmyarosanus nousmms npedmema
0OpOICHBLO-MeXHIHUHOL  eKCnepmusu  3aned-
HO 810 8UPIULYBAHLLX 3a80AHb) 1 BUSHAUUMU
06’exmu, cy6’ekmu it memodu 0ocaidHeHH .
3acmocosano Komnaekc memooig HayKo8ozo

NI3HAHHS, 30KpeMa: 3d2aNbHO-HAYKOBUX, OK-
pemux i cneyianvrux. OkpecaeHo il HAYKo8o
0bspyHmosano Hanpamu Gopmysanms no-
nie npeomema cydosoi 0OpOHHLO-MeXHILHOL
excnepmu3u. Ha nidcmasi ananizy cmamuc-
MUYHUX 0aHUX 3 eKCNePMHOL NPAKMUKU npo-
0eMOHCMPOBAHO 3POCMAHHA KIALKOCMI ma
CKAAOHOCTML BUKOHAHUX OOPONHCHLO-MEXHId-
Hux docnidxneHy. 3’AC0BAHO 2eHe3UC SMIH MEHC
npeomema cy0osux OOPOHCHLO-MEXHIUHUX
docnidicers. 30cepeddiceHo yeazy HA MICHOMY
38’a3ky npedmema cydoeo-ekcnepmmozo 0o-
CI0JCeHHS 13 3a80aHHAMU, WO Ni0Af2alOMmb
PO36’I3AHHI0 Y 36°43KY 13 AKICHUMU SMIHAMU
3/104UHHOCMI T BUKAUKAMU BLLLHU. JJ08edero
nompe0y 8 po3pobAeHHI Ma 6npo8adHeHHI
HOBIMHIX Memooux cy0o8o-ekcnepmmuozo 0o-
CNi0MceHHA 01 BUKOPUCTIAHHS YNOBHO8ANe-
HO10 0c06010 nid 4wac po3caidy8aHHs Kpumi-
HAALHUX Npasonopyulend y cgepi doposHbol
ingpacmpykmypu. OkpecieHO YUHHUKL, U0
NO3HAYAIOMBCSL HA Pe3yAbIamax ekcnepm-
Hux docaidxncens. Chopmosano npono3uuii,
CNpAMOBAHl HA Oiavll eekmueHe BUKOPU-
CTMAHHS CNeyiaabHUX 3HAHbL Y 3abe3nede-
HI po3Kpumms ma po3cAi0y8aHHs 3/104UHI8
i NoAINULeHHA pe3ynvmamis pobomu cydosux
excnepmie y KOHMeKcmi po3pobieHHs Hay-
K080-MmemoduuHoi 6asu 0. 800CKOHANEHHSA
OCHOBHOL (pOpMU 3ACMOCYBAHHA CNEUIANbHUX
3HaHb — cyd0601 eKcnepmu3u.

Kawuoei caoga: cneyiaivHi 3HAHHA
excnepm; obi3Hana ocoba; cydogo-excnepm-
Ha Memodukd, 8UCHO80K ekcnepma, docydoge
PO3CAI0YBAHHA, CMATMUCTMUYHT OdAHHI, cydosa
JOpOodHLO-MexXHIYHA eKcnepmu3d, JOpoXcHA
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Assistance to Ukrainian forensic experts in documenting
Russian war crimes from foreign partners

The last quarter of 2023 is marked by jubilant scientific
events. On November 9, Kyiv hosted a celebration on the
occasion of the 100th anniversary of the founding of the
National Scientific Center «Hon. Prof. M. S. Bokarius Forensic
Science Institute». Many guests, partners, and colleagues,
both Ukrainian and foreign, came to congratulate the
Institution’s staff. In the welcoming speech, Andrii Haichenko,
the Deputy Minister of Justice of Ukraine, focused on the
achievements of the Center’s employees and their resilience
and perseverance in addressing issues during forensic and
expert activity. Congratulations were extended by Nataliia
Tkachenko, Director of the Department of Expert Support of
Justice of the Ministry of Justice of Ukraine, representatives
of other state authorities, including the National Police,
State Bureau of Investigation, prosecutors, and other law
enforcement agencies, judicial authorities, heads of expert
institutions within the Ministry of Justice system, Ministry of
Internal Affairs, and the Security Service of Ukraine, as well
as institutions and higher education establishments in the
country.

On the occasion of this significant date, a commemorative
coin of the National Bank of Ukraine, a postage stamp, and
an envelope marking the 100th anniversary of NSC FSI were
presented at the event. Additionally, printed periodicals and
other publications of the
institution were showcased. ®

Video greetings have been
received from foreign friends
and partners of the Center:
descendants of the Institu-
tion’s founder, Mykola Serhiio-
vych Bokarius, who actively
participate in the life of NSC
FSI, including Serhii Bokar-
ius, Semen Sahaidachnyi,
and Antonina Sahaidachna,
Latvian Minister of Justice,
Inese Libina-Egnere; Board
Chairman of ENFSI: European
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Network of Forensic Science Institutes, Dorijan Kerzan. The
event was attended by Ivar Prits, Director of Estonian Foren-
sic Science Institute; Janis Grasis, Dean of the Law Faculty at
Riga Stradins University, etc.

The 100th anniversary testifies to the exceptional
significance, competence, and reliability of the Center’s
activities over the century. During this time, the Scientific
and Forensic Science Cabinet in Kharkiv has grown into the
National Scientific Center, occupying a position as one of the
leading expert institutions in Ukraine. Throughout the entire
century, it has purposefully and devotedly ensured fair justice
in our state through independent and objective examination,
demonstrating to the world its commitment to the motto:
“Conscientious serving the truth”.

One of the main scientific events in November was the
International Scientific and Practical Conference “Relevant
Issues in Forensic Science and Criminalistics” on the occasion
of the 100th anniversary of the National Scientific Center
«Hon. Prof. M. S. Bokarius Forensic Science Institute». The
conference was attended by over 200 participants from
Ukraine and other countries, including partners from Estonia,
Georgia, Lithuania, Latvia, Spain, Germany, Scotland, Israel,
Moldova, Turkey, Slovakia, Poland, and others.

The scientific event took place in hybrid mode at NSC
FSI in Kharkiv and in the Kyiv Branch of the Center. The
conference opening was joined by Andrii Haichenko, the
Deputy Minister of Justice of Ukraine; Nataliia Tkachenko,
Director of the Department of Expert Support of Justice of the
Ministry of Justice of Ukraine, and other leaders of ministries
and agencies of Ukraine, as well as foreign states, including
Gabrielé Juodkaite-
Granskiené, Doctor of
Law, Docent, Member of
the Supreme Court of the
Republic of Lithuania;
Olga Cataraga, Doctor
of Law, Director of the
National Center for
Forensic Expertise at the
Ministry of Justice of the
Republic of Moldova;
Dariusz Zuba, Doctor
‘ of Chemical Sciences,
- ! o Professor, Director of



Professor Jan Sehn Institute of Forensic Research in Krakdw,
Ministry of Justice of the Republic of Poland; Snieguolé
Matuliené, Doctor of Law, Professor, Dean of Public Security
Academy at Mykolas Romeris University; Zuzana Nemethova,
Director of Institute of Forensic Science, Slovakia, etc.

The participants of the event discussed urgent issues
in criminalistics and forensic examination, paying special
attention to issues arising from the state of war. These
included the peculiarities of documenting the losses
inflicted by the russian aggressor on our state and its
citizens, contemporary normative-legal regulation of
forensic activities, countering organized crime, challenges in
conducting expert investigations in conditions of martial law,
and the need for modernizing methods and technologies in
forensic examination and criminalistics.

The attention of the participants was drawn to the
presentations of foreign colleagues. Simon Berney-Edwards,
Executive Director of the Expert Witness Institute of the United
Kingdom, emphasized in his presentation the development
and regulation of the main competencies of forensic experts.

The Chief National Expert of EU Project Pravo Justice,
Oleh Mykhaliuk, reported on international experience and
standards in ensuring the professional ethics of forensic
experts.

Some observations on the principles of activity in the
field of forensic science were expressed by Olga Cataraga,
Doctor of Law, Director of the National Center for Forensic
Expertise at the Ministry of Justice of the Republic of Moldova
together with Viktoria Prisakaru, Forensic Expert of the
National Anticorruption Centre of the Republic of Moldova,
and Peter Petkovich, : :
Forensic Expert,
Deputy Director of the
National Center for
Forensic Expertise at
the Ministry of Justice
of the Republic of
Moldova.

Another represen-
tative of Great Britain,
Maria Alejandra Per-
otti, a licensee, PhD,
Associate  Professor,
Principal Investigator
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and Head of the Laboratory School of Biological Sciences at
the University of Reading, captivated the audience with a re-
port on mass graves, which today serve as a unique niche for
forensic biological evidence.

Nicolas Tsatis, Ph.D., a representative of the Department
of Ballistic Wound Research, Forensic Medicine and Trace
Science at the National and Kapodistrian University of Athens,
in his abstracts, examined ballistic injuries in the aspect of
characterizing injuries on the human body after a gunshot.
He also provided examples of practical testing on relevant
materials that simulate human tissues.

Pavel Giverts, Doctor of Philosophy in Law, Criminalistics
and Forensics of the Ballistics Laboratory of Israel Police,
dedicated his presentation (written in collaboration with
colleagues from the National Scientific Center «Hon. Prof. M.
S. Bokarius Forensic Science Institute»: Vitalii Nikitiuk, Doctor
of Economics, Sector Head, and Oleksandr Kolomiitsev, PhD
in Technical Sciences, Leading Research) to the man-made
aspects that arise during the identification and diagnosis of
firearms.

Ukrainian experts in the field of forensic science and
criminalistics discussed current issues in forensic judicial
activities in their reports. In particular, Valerii Shepitko,
Dr. of Law, Professor, Professor of the Department of Crim-
inalistics at Yaroslav Mudryi National Law University, Labo-
ratory Head at Academician Stashis Scientific Research In-
stitute for the Study of Crime Problems, Honored Worker of
Science and Technology of Ukraine and Mykhailo Shepitko,
Dr. of Law, Professor, Professor of the Department of Crimi-
nal Law at Yaroslav Mudryi National Law University, Leading
Researcher at Acade-
mician Stashis Scien-
tific Research Institute
for the Study of Crime
Problems, considered
the role of interna-
tional cooperation in
criminal investigation
and forensic activities
in the light of informa-
tional support and the
corresponding toolkit
for its implementa-
tion.
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Viktor Shevchuk, Dr. of Law, Professor, Interim Head at
the Department of Criminalistics of Yaroslav Mudryi National
Law University expressed his thoughts on changing the
priorities of criminalistics tasks in the modern conditions of
military threats and the transformation of crime.

In her report, Prof. Oksana Kaplina, Dr. of Law, Professor,
Head of the Department of Criminal Procedure at Yaroslav
Mudryi National Law University, Corresponding Member of
the National Academy of Legal Sciences of Ukraine, Honored
Worker of Science and Technology of Ukraine, discussed the
criminal procedural issues of forensic science.

Prof. Yuliia Chornous, Dr. of Law, Professor of the
Department of Criminology and Forensic Medicine of the
National Academy of Internal Affairs spoke about current
issues related to the conduct of forensic examinations in
criminal proceedings.

The urgent issues of forensic ethics, including the
experience of the EU in this area, were discussed in their
report by Yurii Chechil, Doctor of Philosophy in Law, Director
of the Ukrainian Research Institute of Special Equipment
and Forensic Science of the Security Service of Ukraine and
Viktoriia Bila, Doctor of Law, Associate Professor, Head
of Scientific Laboratory of Ukrainian Research Institute of
Special Equipment and Forensic Science of the Security
Service of Ukraine.

Prof. Vasyl Stratonov, Doctor of Law, Professor of
the Department of National, International Law and Law
Enforcement at Kherson State University reported on the
intricacies of conducting semantic-textual examination
to address the issue of taking measures to ensure the
independence of judges and the authority of justice.

Prof. Ruslan Stepaniuk, Doctor of Law, Professor of
the Department of Criminalistics, Forensic Science and
Paramedical Training at Kharkiv National University of
Internal Affairs, discussed the trends of the illegal drug
market in Ukraine during the war.

Prof. Valentyna Korzh, Doctor of Law, Professor of the
Department at Kharkiv National University of Internal Affairs,
Honored Prosecutor of Ukraine, prepared her abstracts on the
modern issues of forensic support for investigating corruption
crimes.

The staff of NSC «Hon. Prof. M. S. Bokarius Forensic
Science Institute» has prepared over 60 abstracts, including
works of doctoral students studying outside the NSC FSI’s
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Postgraduate Program. The materials presented addressed
the issues related to their dissertations.

The conference gathered and united a powerful
community of like-minded individuals concerned with
problems of forensic science and criminalistics in Ukraine.
The event contributed to the formation of a strong scientific
network of experts, lawyers, and criminologists who will
continue to share their scientific achievements and practical
developments with each other.

Information was prepared by Anatolii Tiapkin,

Head of Sector, Researcher at
NSC «Hon. Prof. M. S. Bokarius Forensic Science Institute»
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Scientific and educational activities of EU Missions

The cooperation of NSC FSI with foreign organizations does
not stop, but rather intensifies even in the conditions of war.
From November 13to 16,2023, in Bucharest, the European Union
Advisory Mission Ukraine (EUAM) in cooperation with General
Inspector of the Romanian Police organized training visits for
Ukrainian experts in countering the spread of firearms. The
training was attended by the Deputy Prosecutor General, Head
of the Department of Prosecutor General’s Office of Ukraine,
representatives of Security Service of Ukraine, State Bureau of
Investigation, the National Police and the Ministry of Justice of
Ukraine. The Ministry of Justice was represented by Oleksandr
Kolomiitsev, Leading Researcher at National Scientific Center
«Hon. Prof. M. S. Bokarius Forensic Science Institute», PhD in
Technical Sciences, and expert in ballistics.

The visit was aimed not only at familiarizing the participants
with the best modern practices for preventing the spread of
firearms for further implementation in Ukraine but also at
organizing the exchange of experience in forensic research. The
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participants discussed the specifics of ballistics, fingerprinting,
and handwriting research, as well as the particulars of
photographic portrait examination and technical examination
of documents. They also paid considerable attention to the
practice of using forensic examination in combating illicit arms
trafficking and cooperating with Romanian colleagues.

In his speech, Oleksandr Kolomiitsev outlined the issues of
expert support and technogenic aspects of measures to prevent
illicittrafficking in firearms and weapons based on other physical
principles of introducing destructive elements into the flight,
and also spoke about concealing the purpose of weapons on the
example of pistols of some models using modern technologies
and about the manufacture of weapons using 3D printing.

In addition, the Ukrainian delegation got acquainted with
the activities and peculiarities of the National Forensic Institute
(Romania).

In Lviv on November 27, 2023, a meeting took place between
representatives of the European Commission, Directorate-
General for Migration and Home Affairs DG HOME (Brussels),
and representatives of Ukrainian law enforcement agencies
regarding the current situation and further steps to control
firearms and combat illegal trafficking of light and small arms in
Ukraine. The staff of the National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute» joined the discussion
online: Ella Simakova-Yefremian, Deputy Director for Academic
Affairs, Doctor of Law, Professor, Honored Worker of Science
and Technology of Ukraine, and Oleksandr Kolomiitsev, Leading
Researcher of the Arms
Research Sector, Ph.D.
in Technical Sciences. In
her report, Ella Simakova-
Yefremyan emphasized
the importance of
conducting such events,
especially in terms of
cooperation with best
practices, and stressed
that russian aggression
has had an extremely
negative impact on the
criminal and political
situation not only in our
country.

The illegal traffick-
ing of firearms is a sig-
nificant challenge not
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only for the safety of Ukraine but also for our partners in
the European Union. Russian aggression has contributed
to a substantial number of firearms falling into the hands of
the population, which could have a negative impact on the
criminogenic and even political situation in certain regions
of the world. Additionally, in the near future, this could lead
to the activation of terrorist organizations. The concern of our
European partners on this issue is entirely justified, as their
countries may become either a transit corridor for the illegal
supply of weapons to areas of local conflicts or end-users. In
any case, this could provide grounds for the activation of local
and transnational criminal or terrorist groups.

Oleksandr Kolomiitsev reported on possible consequences
associated with the illegal circulation of small guns and firearms
in Ukraine, the role of forensic experts in improving regulatory
acts and methodological support in the regulation of weapons
circulation. He focused on the problems encountered by forensic
experts during investigations.

The role of the expert institutions of the Ministry of Justice,
the National Police and the Security Service of Ukraine in these
activities is crucial, since it is the experts in the field of weapons
research and explosive research who should provide timely
and substantiated analytical information on the technogenic
aspects of illicit arms trafficking (determine the intended
purpose of a particular weapon or product structurally similar to
a weapon; assess the likely threats from new trends in weapons
and ammunition production technology; find out the degree of

danger of the latest weapons
and ammunition). With the
help of experts, informa-
tion databases can be cre-
ated for law enforcement
agencies that contain all
the necessary information
about weapons samples,
their tactical and technical
data, Dballistic character-
istics, and manufacturing
methods: this will facilitate
not only the timely detec-
tion of weapons but also the
identification of channels
of supply and manufacture,
which is of priority in cas-
es of detection of weapons
manufactured illegally.
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It is worth noting that the professional knowledge of experts
regarding the peculiarities of the technology for manufacturing
weapons and ammunition is of paramount importance for
determining the origin of both the weapon itself and its parts,
details, and mechanisms, as well as for identifying places of
weapon assembly from individual components or processing
deactivated weapons. Inaddition, experts conducting operational
measures to detect illegal weapons can provide information
about the technological equipment used to manufacture
specific components and parts of weapons, as well as about the
professional knowledge of individuals engaged in this activity.
The role of experts in the process of creating regulatory acts is
also significant, as proposals and innovations related to weapons
are not always well-founded and reasonable: involving experts
in this process will contribute to preventing misunderstandings,
ambiguous interpretations, and complications.

Ukrainian experts have invaluable experience that they can
share with colleagues from other countries, enabling them to
effectively collaborate in addressing contemporary challenges
of crime and terrorism.

Information was prepared by Tetiana Kipusheva,

Researcher at NSC «Hon. Prof. M. S. Bokarius
Forensic Science Institute»
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International Scientific and Practical Conferences

On November 18 and 19, 2023, the XI International Scien-
tific and Practical Conference “Chemistry, Bio- and Pharmat-
echnologies, Ecology, and Economics in the Food, Cosmetic,
and Pharmaceutical Industries” took place, organized by the
National Technical University «Kharkiv Polytechnic Institute».
The conference aimed to discuss proposals for solving prob-
lems and prospects for the development of chemistry, bio- and
pharmaceutical technologies, ecology, and economics in the
food and cosmetic industries, as well as modern methods of
training specialists in these fields.

Representing National Scientific Center «Hon. Prof.
M. S. Bokarius Forensic Science Institute» at the conference
were Serhii Tiulieniev, Director of the Center, Ph.D. in Eco-
nomics, Hanna Spitsyna, First Deputy Director, Doctor of Law,
Professor, and Iryna Petrova, Principal Researcher at NSC FSI,
Doctor of Law, Professor (Iryna Petrova also became an Edito-
rial Board member of the Collection of Abstracts of this event).

In abstracts of the Center’s leadership on “Expert Study of
Environmental Labeling in Consumer Rights Protection Cases”
it is noted that during investigation of environmental labeling,
an expert should take into account the conditional classification
of all environmental labeling symbols into three types based on
the content of the message. It is explained that in consumer
rights protection cases, the expert should pay attention to:

1) in the case of purchasing fuel, electricity, and other energy
sources — to ensure compliance of the procurement subject
with the requirements for alternative fuel or energy sourc-
es;

2) when chemical products, plastic, rubber, sports goods, toys,
detergents, and cleaning agents — to ensure compliance of
the research subject with the requirements:

a) environmental characteristics of the product and its
packaging according to DSTU ISO 14021 (biodegrad-
able; suitable for reuse, refill; percentage of recycled
material, etc.);

b) environmental standards and criteria for life cycle as-
sessment according to DSTU ISO 14024 (environmental
protection measures may also include restrictions on
the production composition concerning the content of
chemicals and mixtures that have a significant impact
on the environment and human health based on haz-
ard classes and categories);
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3) inthe case of catering services, hotel and restaurant services,
recreation services, retail services, and cleaning services —
for compliance of the subject matter with the requirements
of the criteria of DSTU ISO 14024. As an alternative, the
customer may specify requirements for the environmental
management system at the service provision facility accord-
ing to DSTU ISO 14001; for the labeling with environmental
markings of products used in service provision; regarding
the dosage of detergents and cleaning agents; safety proce-
dures; packaging and consumer packaging disposal, etc.

On December 21, 2023, scientists and practitioners from
National Scientific Center «Hon. Prof. M. S. Bokarius Forensic
Science Institute» had the opportunity to participate in another
International Scientific and Practical Conference «Current Is-
sues of Forensic Expertology, Criminalistics and Criminal Pro-
cedure», organized for the fifth time by Kyiv Scientific Research
Institute of Forensic Expertise.

The conference was opened by its moderator, Nataliia
Nestor, Deputy Director, Kyiv Scientific Research Institute of
Forensic Expertise, Doctor of Law, Senior Researcher, Honored
Lawyer of Ukraine. Welcoming marks were addressed to the
participants by Andrii Haichenko, Deputy Minister of Justice of
Ukraine, Doctor of Philosophy (PhD); Oleksandr Ruvin, Direc-
tor of Kyiv Scientific Research Institute of Forensic Expertise,
Doctor of Law, Senior Researcher, Honored Lawyer of Ukraine;
Nataliia Tkachenko, Director of the Department of Expert Sup-
port of Justice of the Ministry of Justice of Ukraine, Candidate
of Juridical Sciences, Honored Lawyer of Ukraine; Mykhaylo
Smokovych, Chairman of the Cassation Administrative Court
within the Supreme Court, Doctor of Law, Honored Lawyer of
Ukraine; Alla Basalayeva, Head
of the State Audit Service of
Ukraine, PhD in Law, Honored
Lawyer of Ukraine; as well as
the leadership of the scientific
research institutions of judicial
expertise within the Ministry
of Justice and the Ministry of
Internal Affairs of Ukraine, and
other distinguished guests.

The conference attracted
the attention of representa-
tives from the legal and expert
communities of Europe, the
United States, Africa, and Aus-
tralia, including Gregory Ducot,
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Director International Criminal Investigative Training Assis-
tance Program (Department of Justice, U.S.A.); Dorijan Kerzan,
Chairperson of the European Network of Forensic Science Insti-
tutes (ENFSI); Ken Williams, President of the American Acade-
my of Forensic Sciences (AAFS); Helena Trollding, Director of the
Swedish National Forensic Centre (NFC); Yanko Kolev, President
of the International Association of Forensic Sciences (IAFS);
Claude Roux, President of the International Association of Fo-
rensic Sciences (IAFS) (2017-2023, Australia), etc.

The staff of the Center are regular listeners and speakers at
many scientific events, as the exchange of views and experience
for the purpose of continuous professional development is an
integral part of expert work. Thus, in his abstract, Serhii Tiulie-
niev, Director of NSC FSI, Ph.D. in Economics, focused on the
current problem of raiding and revealed important aspects of
the application of specific expertise in the investigation of raid-
ing, in particular, typical forms and features of their implemen-
tation.

The focus deserves attention on the topics of presentations
by the staff of NSC FSI, as well as by third-level education seekers.
Indeed, experts in the field of weapon research, Vitalii Nikitiuk,
Sector Head, and Oleksandr Kolomiitsev, Leading Researcher,
presented abstracts on the classification of combat sickles. Ab-
stracts on “Features of training a forensic expert in conditions
of martial law” were prepared by Daria Davydenko, Head of the
Department of Postgraduate and Doctoral Studies, and Yuliia
Kostenko, Researcher. Current issues of forensic psychological
examination for group crimes were
discussed by Olha Herasymenko,
Sector Head, and Tetiana Kharina,
forensic expert. Postgraduate stu-
dents, Dmytro Tsyplitskyi and Volo-
dymyr Lezhnin, presented abstracts
on the status of a person for whom
bail has been deposited, and the
problems of judicial control over the
extension of the pre-trial investiga-
tion period in consolidated criminal
proceedings, respectively.

Ivan Yatsenko, Leading Re-
searcher, and Ella Simakova-Yefre-
mian, focused on the interdepen-
dence of scientific developments in
the field of veterinary examination
and the improvement of administra-
tive legislation in their abstracts.
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Nataliia Kysil, Senior Forensic Expert, dedicated her presen-
tation to specific aspects of conducting an examination in the
field of intellectual property, while Yuliia Brailko and Nataliia
Kysla, Leading Researchers, prepared a report on the pragmat-
ics of graphemes in semantic-textual examination.

Tetiana Yehorova, Leading Forensic Expert, paid attention
to discourse analysis in the context of conducting a compre-
hensive psycho-linguistic examination, while Kateryna Rudnie-
va, Sector Head, Alla Klimchuk, Senior Researcher, and Andrii
Bondarenko, Researcher, paid attention to the examination of
perfumes.

Olena Nazarova, a Forensic Expert, spoke about the pecu-
liarities of preparing materials for the appointment of forensic
examination of video and audio recordings in the conditions of
martial law in Ukraine. Olena Slipets, Sector Head, investigated
the problematic issues of appointing forensic psychological ex-
amination regarding children.

The conference participants raised numerous current issues
in the field of forensic expertise, criminology, and criminal pro-
cedure. This includes matters related to investigative tactics and
methods of crime investigation, peculiarities of conducting fo-
rensic activities and legal proceedings in conditions of a state of
war, types of forensic examinations, especially those concern-
ing compensation for damage caused by aggressive warfare, and
o on.

Information was prepared by Sofiia Karpova,
An employee at NSC «Hon. Prof. M. S. Bokarius
Forensic Science Institute»
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Requirements for content

According to the Edition subject matter,
content regarding coverage of criminalistic
current issues, relevant issues of performing
various types of forensic examinations
and specific expertise application in legal
proceedings is published on the pages of the
Scientific Edition.

Based on research, presentational,
evaluative and communicative functions of
the Scientific Edition, research papers (where
an author outlines main work outcomes);
research and methodological papers (where
an author analyses methods, processes, tools
helping to achieve certain scientific results);
research and theoretical papers (texts where
an author presents results of theoretical ways
for problem solution); research and practical
(articles where an author describes his
personal practical experience and performed

scientific experiments), review research
papers (dedicated to evaluation, conclusions,
overview, analysis of earlier published

information). The Editorial Board is also
interested in debatable articles, research ideas
or short reports: results of an experiment,
personal experience, etc. Scientific style of
the content presentation (accuracy, logic,
conciseness, clarity, connectivity, integrity,
completeness) and its high scientific level.
Article structural elements should include:

«  Article Title;

« Abstract and Keywords. Abstract
(summary) text should be not less than
1,800 characters (separately in article
language and English). Abstract should
include the following: outline of research
problem, purpose, main research results,
conclusions, keywords (7—10 words,
should match the content of the article
and display the publication topic). Titles
of annotation structural parts other except
the purpose should not be indicated;

« Formulation of research problem, its
connection with scientific and practical
interests (it is necessary to reveal essence
and state of the scientific problem,
theoretical and practical significance of
a research, connection with scientific
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and practical tasks, substantiation of the
research relevance);

«  Article purpose (itisnecessarytoformulate
the publication main thesis differing
from previously considered research
on the chosen topic in accordance with
outlined problem and analysis of current
researches);

«  Research methods applied (are presented
individually if they contain novelty and are
notable, given the article subject matter);

« Analysis of essential researches and
publications on the selected article topic,
outlining the problematic field of the
research that article is devoted; with
obligatory reference to authors and their
scientific papers;

+ Main content presentation with obtained
results (to reveal important theoretical
positions and research results, analyze
scientific ~ facts, ideas, thoughts,
regularities, concepts, as well as trends of
further topic development, emphasizing
personal contribution of the research
author(s));

+ Conclusions (main research results in
a clear, consistent, logically presented
form in compliance with set goal);

+ References (the list of used sources
transliterated according to the Roman
alphabet, for example, on the site of
Vernadsky National Library of Ukraine:
http://nbuv.gov.ua/node/929);

« Abstract in English, indicating the
author(s) surname, article title and
keywords.

Requirements for scope

Total scope of a scientific article (information
about the author, article title, abstract,
keywords, article text,  bibliographic
references, extended resume) should be not
less than 36,000 characters.

Requirements for design

Article is submitted for publication in
Ukrainian or English.

Text of the article should be printed using
the Microsoft Word processor; A4 paper size;
page orientation. Text should not contain
hyphens and macros.
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Article information should be presented
according to the following sequence.

Information about the publication author
(co-authors) The author’s full name, academ-
ic degree, academic rank, place of employ-
ment, locality, country, Researcher ID, ORCID
ID, official email address). One publication
permits no more than three co-authors. If
the article is prepared by a group of authors,
it is important to stress participation of each
according to the methodology: CRediT (Con-
tributor Roles Taxonomy, for more details:
https://credit.niso.org/).

Article title should be without acronyms
and abbreviations.

If a research is executed within the
framework of international projects (grants),
then it should be mentioned.

Analyzing main researches on the article
problematics, it is obligatory to consider the
status of the issue in foreign and Ukrainian
sources (not less than 20 publications, at the
same time the majority should be represented
by international indexed editions). References
to the author(s) personal scientific papers are
allowed only if they do not exceed 10% of all
references.

The article text should adhere to
requirements for content, general rules of
citation and references to used sources.
Each quotation should be accompanied by
a reference to the source which bibliographic
description should be completed depending
on its type (primary or secondary source)
according to the National Standard of
Ukraine [ZICTV 8302: 2015: Information and
documentation. Bibliographic reference. General
terms and conditions of compilation.

In bibliographic references, it is necessary
to use footnotes or endnotes involving separate
reference to each source. While numbering
references, authors should use continuous
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