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The rapid digitization of society has fundamentally altered the nature
of criminal activity, the sources of evidentiary information, and the
operational context of forensic experts. Contemporary traditional ap-
proaches to recording, investigating, and assessing data have become
inadequate for managing digital traces, extensive datasets, and their
recent variations and forms. This requires the identification of tradi-
tional trends in the development of forensic expert activity and the
re-evaluation of its normative, organizational, and methodological
foundations. The Article Purpose is a comprehensive analysis of trends
in the development of forensic expert activity within the context of glob-
al digitalization, as well as elucidation of the impact of contemporary
digital technologies on the organizational, procedural, and method-
ological foundations of expert support to justice. The author employs
the method of system analysis to identify general technological trends,
the structural and functional method for assessing the impact of dig-
italization on the content and tasks of forensic expert activity. It has
been proven that digital traces are being prioritized in expert research.
Artificial intelligence, 3D technologies and simulation platforms sig-
nificantly expand expert practice capabilities. A deficiency of method-
ological support is identified, attributable to the complexity of digital
data and the emergence of their novel forms and variations. Essential
changes in the training of specialized personnel are delineated, with
particular emphasis on the implementation of automated testing and
the advancement of digital competencies. The increasing significance
of international cooperation within the context of the transnational
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character of digital challenges is underscored. Digitization constitutes
a novel technological paradigm in forensic expert practice, necessitat-
ing the revision of methodologies, implementation of innovative tech-
nologies, enhancement of experts’ digital competencies, and standar-
dization of procedures for handling digital evidence. The sustainable
development of forensic expert practice is unattainable without inter-
national integration, modernization of education, and enhancement
of scientific and methodological support.

Keywords: forensic expert activity; digitization; digital trac-
es; artificial intelligence; 3D technologies; digital evidence; me-
thodological support; international cooperation; training of foren-

sic experts; forensic experts’ advanced training.

Research Problem
Formulation

The global societal digital transformation
has led to transformative changes in all
key activity sectors of legal entities and
natural persons and necessitated the ap-
propriate response from state institutions
to emerging challenges within the digital
domain. Such processes are also occuring
in the realm of justice, where traditional
approaches to the collection, research, and
evaluation of evidence are being constant-
ly updated. In this context, expert support
to justice in Ukraine is being imbued with
a new essence and relevance, which is im-
plemented trough the transformation of
it into a high-tech tool that plays a pivotal
role in establishing objective facts and cir-
cumstances in criminal, administrative,
civil, and economic proceedings, as well
as in the processes of applying specific ex-
pertise outside the judiciary.

Emergence of novel categories of
criminal offenses, on the one hand, and
advancement of artificial intelligence
(hereinafter referred to as AI) alongside
diverse contemporary technologies, on
the other hand, necessitate the refine-
ment of approaches to the structuring of
forensic expert activities. The available
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methodological support has proven to be
inadequate for working with digital trac-
es, complex information systems, thereby
requiring the introduction of new compe-
tencies, tools and technologies.

Digital environment development sig-
nificantly outpaces adaptation of expert
methodologies, statutory regulation and
technical capabilities of conducting ex-
pert research. This poses risks to both the
effectiveness of proof and the security of
the rights and freedoms of participants to
the proceedings (case). Therefore, there
is a clear necessity to single out current
trends in the development of forensic ex-
pert activity, in the formation of strategic
pathways for modernization, and in the
adherence of these processes to interna-
tional standards and best practices.

The issues of incorporating high tech-
nologies into forensic expert practice,
developing experts’ digital competences,
fostering international cooperation and
standardizing approaches to work with
digital evidence are of paramount impor-
tance. It is these aspects that determine
the relevance of research and lay the
groundwork for a comprehensive scientif-
ic analysis of trends in the development of
forensic expert activity amidst the digital
transformation.
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Analysis of Essential Researches
and Publications

Both researchers and practitioners place
an emphasis on the problems of expert
support to justice. Recently, the number
of scientific papers on the adaptation of

modern technologies in forensic expert ac-
tivity has also increased. These issues were
studied in research papers by P. Giverts
etal. !, Ye. Demydova et al. 2, O. Zadnichen-
ko et al. 3, D. Kishko # A. Kovalenko °,
K. Latysh ¢, Yu. Nizovtsev et al. 7, O. Posash-
kov 8, O. Samoilenko %, R. Stepaniuk et al. %,

10
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MiHAIICTUYHUX [OCTIPKeHb BOTHEIAJIbHOI 30poi. Teopis ma npakmuka cy0ogoi ekcnepmusu
i kpuminanicmuxu. 2024. Bum. 2 (35). C. 28—43. DOI: 10.32353/khrife.2.2024.03 (date accessed:
12.11.2025).

Shepitko V., Shepitko M., Latysh K., Kapustin M., Demidova E. Artificial intelligence in crime
counteraction: From legal regulation to implementation. Social & Legal Studios. 2024. Vol. 7.
No. 1. Pp. 135—144. DOI: 10.32518/sals1.2024.135 (date accessed: 10.11.2025).

3aguiveHko O. M., ITammHcbka 1. B. IIITYyYHNH iHTEJNEKT B CYyZOBO-eKCIIePTHIHN AiSITbHOCTI.
Cydosa excnepmu3a: nepcneKmuel po3sumxy ma okpemi éekmopu 3min : Mat-1u V Beeykp. do-
PyMy cya. excriept. (JIbBiB, 06.06.2025). Ozeca, 2025. C. 183—186. URL: https://ondise.minjust.
gov.ua/wp-content/uploads/2025/08/forum_ondise_law__2025.pdf (date accessed: 12.11.2025).
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accessed: 12.11.2025).
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STbHICTB. Kpuminanicmuka ma cydosa excnepmu3sa y XXI cmoaimmi : MaT-I1 BCEYKp. HAYK.-
npakT. ceminapy (Kuis, 30.05.2024). Kuis, 2024. C. 89—91. URL: http://repository.ukd.edu.
ua/bitstream/handle/123456789/1684/3D%20expert.pdf?sequence=1&isAllowed=y (date ac-
cessed: 12.11.2025).

Jatum K. B. BIUIMB TEXHOJIOTIH IITYYHOTO iHTEJNIEKTY Ha CYZ0BO-€KCIIEPTHY AiATbHICTD: MOX-
JIUBOCTI Ta 3arpo3u. Cy0oso-ekcnepmua OidAbHicMb: 30epedceHis HayKo8o2o ma Kadposozo NomeH-
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Hizogres 0., ITapduio O., [IraxoTHik O. VcTaHOBIEHHS 0cO0H, MiZJ03PIOBAHOI Y CKOEHHI Ki-
OepasiounHy 3 BUKOpUcTaHHAM WiFi-rexHosoriii. Teopia ma npakmuka cydogoi excnepmus3u
i kpuminanicmuxu. 2023. Bum. 4 (33). C. 23—38. DOI: 10.32353/khrife.4.2023.03 (date accessed:
12.11.2025).

IMTocamkoB O. O. /lo MUTaHHA BIPOBa/PKEHHS IITYYHOTO iHTENEKTY B CYZOBi €KCIIePTU3H IIif
Yac JIOCYZOBOTO PO3CIifyBaHHSI KPUMIHAJIBHUX IIPAaBOINOPYIIEHb. BicHuk KpuminonoeiuHoi
acoyiayii Ykpainu. 2025. T. 34. Ne 1. C. 728—735. DOI: 10.32631/vca.2025.1.58 (date accessed:
12.11.2025).

Camoiinenko O. A. OCHOBM MeTOZUKY PO3CIIi[yBaHHS 3/I0YMHIB, BIMHEHUX Y KibepIIpocTopi :
MoHorpadis / 3a 3ar. pes. A. @. Bomobyesa. Ozeca, 2020. 372 c. DOI: 10.32837/11300.13264
(date accessed: 12.11.2025).

Crenaniok P. JI., Kosecuuk B. I. CyzoBa KOMITIOTEPHO-TEXHIYHA €KCIIePTH3a: CTaH i ITepCIiek-
TUBU PO3BUTKY. BicHuk JIy2ancekoeo Oepacagrozo YHisepcumemy eHympilutix cnpag im. E. O. Jido-
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S. Chornyi et al. ', V. Shepitko et al. '
M. Shepitko et al. **, M. Shcherbakovskyi 4,
and others. Concurrently, notwithstand-
ing the increasing scholarly interest in the
technological transformation of forensic
expert activity, the majority of studies have
addressed only some aspects of this top-
ic. Research typically concentrates either
on the analysis of innovations within par-
ticular types of forensic science or on the
application of specific technical tools or
innovations during investigations; howev-
er, a comprehensive understanding of the
impact resulting from the integration of
contemporary digital technologies into fo-
rensic practice remains elusive.

Article Purpose

Comprehensively study current trends in
the development of forensic expert activ-
ities against the backdrop of global digi-
tal transformation, elucidate the impact
of digital technologies on organisational,
methodological and regulatory and legal
foundations of the functioning of expert
support to justice in Ukraine.

Research Methods
System analysis method was applied to

identify general technological trends.
Structural-functional method was em-

ployed to assess the impact of digitaliza-
tion on the content and tasks of forensic
expert activity.

Main Content Presentation

Use of modern information and commu-
nication technologies, digital devices and
tools, cloud services and large-scale data-
bases profoundly reshapes criminal activ-
ity and other types of unlawful behaviour.
There are new ways of committing illegal
actions and, accordingly, traces resulting
from such activities appear. The nature of
evidentiary information in criminal, civil,
economic and administrative proceedings
and outside proceedings also undergoes
changes.

Recently, forensic experts are increas-
ingly faced with the need to investigate
digital objects and traces resulting from
their use. Furthermore, active dissemina-
tion of digital technologies and Al leads to
the emergence of new forms and modifi-
cations of information (deepfake technolo-
gies, automated text generation, audio and
video materials). With the development
of digitization across all areas of human
life, forensic experts are faced with the
problems of investigating continuous se-
quential chain of blocks containing infor-
mation according to certain rules. Thus,
the cryptocurrency market is developing

11 Yopuuii C., Bpengens O., I'pariamsiii /. ABTeHTH(]iKaIlis 306paskeHb Ha OCHOBI IX ceMaH-
THUYHOI CerMeHTallil y HePOHHUX MepeXaX ITMO0KOTO HaBYaHHS 3 IX IOIepesHIM 00po-
6seHHIM 32 MeToZaMu Qinbrpanii. Teopis ma npakmuxka cy0ogoi ekcnepmusu i KpUMIHAAICTU-
ku. 2022. Bum. 1 (26). C. 128. DOI: 10.32353/khrife.1.2022.08 (date accessed: 10.11.2025).

12 IllemiThko B. 0., Apzeera I. K., KonoBaysosa B. O. Ta in. [HHOBaIIifiHI MeTOAM, 3aCO0U Ta
TEeXHOJIOTi1 B KPUMIHaIICTUI Ta CYZOBil eKCIIepTU3i : HayK.-IIPaKT. mocib. / 3a pex. B. 10. Ille-
miThKa. Xapkis, 2023. 116 c¢. URL: http://surl.li/zhtvre (date accessed: 12.11.2025).

13 MlemiTeko M., Jlatuur K. BUKopucTaHHS IITYYHOTO IHTENIEKTY B CYZOBO-eKCIEPTHIH Aisiab-
HocTi. Teopisa ma npakmuxka cydoseoi ekcnepmu3u i Kpuminaaicmuxu. 2024. Bum. 3 (36). C. 24—36.
DOI: 10.32353/khrife.3.2024.03 (date accessed: 12.11.2025).

14 IlepbaxoBcbkuil M. BizkpuTi mxepesna KibepIrpocTopy sk 06’€KTH CyL0BO-€KCIIEPTHOTO J0-
caimxenns. Tam camo. Bum. 2 (35). C. 10—27. DOI: 10.32353/khrife.2.2024.02 (date accessed:

12.11.2025).
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at a rapid pace all over the world. Conse-
quently, we come across concepts such
as blockchain transactions, blockchain sites,
blockchain cryptocurrency, blockchain ledger,
blockchain wallet, etc. Under such circum-
stances, forensic examination faces quali-
tatively new problems associated with the
need to perform identification, diagnostic
and situational tasks based on the results
of modern technology application. The
challenges of the war starter by the aggres-
sor country became especially relevant for
solving the problematic issues of forensic
examination in the field of blockchain. To
wage a war against Ukraine, the enemy
uses all the advantages that blockchain
provides in cyberspace: decentralization
and anonymity, speed and convenience.
This applies, for example, to the creation
of “cold wallets” for collecting money, to
phishing sites, crypto pyramids, smart
contacts and other fraudulent blockchain
projects. To confront the enemy in cyber-
space, forensic experts’ specific expertise
is required.

Sources of evidentiary and indicative
information are digital traces that can be
created with the help of personal com-
puters (PC) belonging to natural persons
and legal entities, mobile devices, tablets,
cameras and video cameras that are seized
from participants in criminal proceed-
ings, from servers and other information
storage devices in organizations and insti-
tutions, from network services that set up
voice and video calls between computers
via the Internet (ICQ, Skype, WhatsApp,
Viber, Telegram, etc.), from banking sys-
tems on corresponding digital media
(CD-disks, flash cards, etc.), from video
surveillance cameras of commercial and
government institutions and other elec-

tronic computing devices . Such traces
contributed to the expansion of capabili-
ties for establishing an evidentiary basis,
to the transformation of approaches in the
investigation of criminal offenses, to the
execution of forensic expert activities, and
to the adjudication of cases.

Since digital information is complex in
nature, highly susceptible to alterations,
may contain hidden data that are not avail-
able for immediate perception by a person
who does not possess specific expertise,
and can be easily modified or destroyed, it
necessitates further research, specifically,
with the use of specialized equipment and
software. Therefore, the study of such ob-
jects has become an essential constituent
of current forensic activities.

Examination of digital media is typ-
ical for various types of forensic exam-
inations: computer forensics, electronic
communications, video and audio record-
ing, portrait, photographic, etc. Howev-
er, with the development of information
technology, profound shifts are occurring
in the subject, object, tasks and methods
of these expert examinations. Digital me-
dia today are not only physical objects
containing files/records, but also complex
information systems integrated into cloud
platforms, virtual environments, hard-
ware and software complexes. Traditional
objects have been supplemented by log
files and event logs, metadata, copies in
cloud storage, messenger messages from
encrypted channels, etc. In addition, even
traditional forensic objects (e.g., photo,
video, audio files) are being studied in
evolving circumstances, as they can be
easily altered with the help of modern dig-
ital processing tools, in particular Al. Syn-
thesis and enhancement of speech, deep-

15 Konecnikosa I. A. ITudpoBi cIiAn: MOHATTSA Ta iX 3HAUEHHS NIPU PO3CIiJyBaHHI KPUMiHAb-
HUX IIpaBoIopyieHb. FOpuduunuil enekmponnuii Haykosuil scypran. 2023. Ne 10. C. 472. DOI:
10.32782/2524-0374/2023-10/114 (date accessed: 12.11.2025).
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fake and other manipulations with digital
data complicate the performance of tasks
addressed by forensic experts, requiring
the development of new expert research
methods as well as the acquisition of rel-
evant competencies by a forensic expert.
As scientists and practitioners note,
there is an acute shortage of scientific and
methodological support during forensic
examinations involving the study of elec-
tronic communications and digital data *.
Particularly, it concerns problems related
to the impossibility of creating specific
methodologies for the authentication of
digital video and audio recordings. This
is due to their diversity and the lack of
scientific publications on the character-
istics of such video and audio recordings.
Therefore, it is only possible to describe
directions for detection of certain signs to
solve the issue of digital records authenti-
cation V. Accordingly, the lack of methods
(methodological guidelines) in the field of
digital data examination requires targeted
R&D, incorporation of international stan-
dards into forensic expert activity and nov-
el approaches into expert practice, taking
into account relevant real-world needs.

Scientific literature has consistently
highlighted the substantial influence of
technology on the advancement of foren-
sic examination, both directly and indi-
rectly, as numerous technological innova-
tions originally developed for other fields
subsequently emerged as essential instru-
ments in forensic applications 8. Thus,
laser 3D scanning, originally developed
for industrial applications, architecture,
engineering, and medicine, is currently
extensively employed to document and
reconstruct crime scenes and other foren-
sic investigation subjects. This is not only
about the technical ability to visualize the
trajectory of a bullet, the position of bodies
and other objects in space, but also about
the ability to provide a more convincing
and understandable reconstruction of the
scene for a court. This is critical when tes-
timony is contradictory or fragmentary .

Modern technologies are increasingly
integrated into forensic expert activities.
Specifically, the use of artificial intelli-
gence by forensic experts from the Kyiv
Research Institute of Forensic Expertise
(hereinafter referred to as the KRIFE)
during the conduct of forensic portrait

16

17

18

19

IBaHOBHMY A., CimakoBa-EdpemsH E., IIiBHboB €. HayKkoBa JisJIBHICTD y ramysi CyZ0BOi eKc-
IIEPTU3N — OCHOBA METOZOJIOTII CyZ0BO-eKCIIEPTHUX OCJIi/PKEHb B YMOBAaX BOEHHOI'O CTa-
Hy. Teopisa ma npakmuka cydosoi ekcnepmu3u i kpuminasicmuxu. 2023. Bu. 3 (32). C. 25. DOI:
10.32353/khrife.3.2023.02 (date accessed: 10.11.2025) ; TasnymurHeBcbKa K. O. Komm'ioTepHO-Tex-
HIYHA eKCIIepPTH3a: MEePCIEKTUBU PO3BUTKY y cdepi Kibep3noduHiB. AKmydavHi npobremu
KPUMIHAALHO-NPAB0B020, KPUMIHAALHOZ0 NPOYECYANbHO20 A KPUMIHAAICMUUH020 3abesneyer-
HA npomudii 3104UHHOCTMI 8 CY4ACHUX YM08aX : MaT-11 MbKHap. HayK.-IIpakT. KoHD. (JHimpo,
20.12.2024). Iuinpo, 2024. C. 64. URL: https://surl.li/ievziq (date accessed: 12.11.2025).
Bpenzens O. [locaigKeHHs aBTeHTUYHOCTI U(PPOBUX BiZle0- Ta 3BYKO3aIINCiB. Bukopucman-
HS yugposux mexHonozill y Kpuminaicmuyi ma cyoosiil excnepmu3di : 306. MaT-JiB MDKHap.
HayK.-IIPaKT. «<KPYIJI. cTOIy» (XapkiB, 11.12.2023). XapkiB, 2024. C. 57—58. URL: https://surl.
lu/rrlwve (date accessed: 12.11.2025).

Arora A. Future of Forensic and Crime Scene Science Technologies. Chapter 18 / Technology
in Forensic Science: Sampling, Analysis, Data and Regulations ; Ed. D. Rawtani, Ch. M. Hus-
sain. Wiley : Hoboken, NJ, USA, 2020. Pp. 357—370. DOI: 10.1002/9783527827688.ch18 (date
accessed: 12.11.2025).

I'ycak A. II. EbexTuBHICTb BUKOPUCTAHHS 3D-MOzeI0BaHHs B GaTiCTUII /1JIs1 BiZIHOBJIEHHS 110~
ZiH1 Ipyu BUKOPUCTAaHHI BOrHEMAIbHOI 36poil. Ykpaitceka noaiyeicmuka: meopis, 3akoH00a6cmeo,
npakmuka. 2025. Ne 2 (14). C. 29. DOI: 10.32782/2709-9261-2025-2-14-6 (date accessed: 08.11.2025).
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examinations in the investigation of the
shooting of a Ukrainian serviceman by
Russian military personnel is widely rec-
ognised. As a result of this investigation,
the identity of Oleksandr Matsievskyi, the
deceased Hero of Ukraine, was confirmed.
This represents one of the earliest instanc-
es of employing artificial intelligence to
perform expert research in Ukraine. Fo-
rensic experts were faced with the task
of identifying the dead Ukrainian soldier
based on the images in the video and the
photographs provided for comparison.
KRIFE specialists obtained a video that
was uploaded to the network on 6 March
2023. Experts compared this video with
photographs of individuals supplied to in-
vestigators, who, according to law enforce-
ment authorities, might have been record-
ed on the video. Among the challenges
that forensic experts were required to ad-
dress was the low quality of the examined
video material and the inadequate (blur-
ry) quality of the photographs provided
for comparison, which received particular
attention from the experts. Based on the
research findings, KRIFE experts identi-
fied the Ukrainian serviceman in the video
as Oleksandr Matsievskyi, a sniper of the
163rd Battalion of the 119th Territorial De-
fense Brigade (Chernihiv region). The use
of Al in conjunction with other research
methods has demonstrated how effective
modern technologies are for personal
identification *. This case went beyond
being just an important precedent in the
practice of forensic examinations; it also
served as a striking example of how con-

temporary technologies are transforming
forensic expert activity, thereby creating
new opportunities.

Incorporating Al into forensic expert
activity is a promising avenue for enhanc-
ing the efficiency, accuracy and objectivity
of expert research. At the same time, the
introduction of such technologies poses
significant obstacles—from technical to
ethical and legal—that require compre-
hensive analysis and statutory regulation,
professional training and interdisciplinary
cooperation. Compilation of clear stan-
dards, creation of transparent account-
ability mechanisms, and implementation
of systemic monitoring are necessary con-
ditions for the safe and effective AI use in
forensic expert activity, which will ulti-
mately contribute to strengthening justice
and trust in the judiciary .

The practice of implementing AI pre-
vails in other countries as well. In foren-
sic examination, Al is predominately de-
ployed to analyse large volumes of data,
classify them into certain categories,
create databases, and identify objects. As
documented in the scholarly literature,
various Al models are combined with pho-
totechnical, microscopic methods and
spectroscopy during the study of blood
samples, fingerprints, petrol samples,
soil and micro-objects. Additionally, in all
cases, Al is used in tandem with tradition-
al expert methods #. This is because the
expert’s opinion must be comprehensive,
objective, well substantiated, and reliable:
qualities that cannot be guaranteed solely
through the application of Al algorithms

20 Shepitko V., Shepitko M., Latysh K., Kapustin M., & Demidova E. Op. cit. P. 141. DOI: 10.32518/

sals1.2024.135 (date accessed: 10.11.2025).

21 3aguigenko O. M., ITamunceka I. B. 3asHa4. TBip. C. 185—186. URL: https://ondise.minjust.
gov.ua/wp-content/uploads/2025/08/forum_ondise_law__2025.pdf (date accessed: 12.11.2025).

22 Javadova A. N. Using Artificial Intelligence in the Forensic Science for the Analysis of Micro-
particles: A Systematic Review. Futurity: Economics & Law. 2024. Vol. 4. No. 2. Pp. 229—246.
DOI: 10.57125/FEL.2024.06.25.13 (date accessed: 10.11.2025).
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without human oversight. Moreover, not-
withstanding the benefits of Al its imple-
mentation is accompanied by challenges
related to the opacity of intricate internal
mechanisms. The lack of transparency
further exacerbates the cybersecurity is-
sue, as delegating critical decision-making
to a system incapable of explaining its own
logic is an obvious danger *. Accordingly,
it can be concluded that the use of Al in fo-
rensic expert activities is gradually shap-
ing a new technological paradigm, while
its further implementation is impossible
without the development of standards that
will ensure the reliability, reproducibility
and admissibility of evidence sources in
procedural activities.

From the perspective of A. Kovalenko,
one of the areas of scientific and techno-
logical progress that may substantially
enhance the forensic toolkit in the near
future is 3D technology, which can be de-
fined as a set of scientific and technical
means for creating, editing, and using 3D
models of certain objects. The first area of
Ukrainian forensic activity where these
technologies are deployed quite extensive-
ly and successfully is ballistic accounting
(through the use of BalScan ballistic iden-
tification hardware and software systems).
At the same time, positive outcomes from
the deployment of these systems provide
a basis for forecasting how these tech-
nologies will function in forensic trace
evidence analyses. Direct objects of such
research may be scanned digital 3D mod-
els of volumetric traces and probable
trace-forming objects. “Moreover, the use

of 3D technologies in forensic portrait exam-
inations appears promising. Within the con-
text of such an expert examination, a forensic
specialist is capable of independently scaling
a three-dimensional model of an individual’s
face to the specified dimensions, orienting it
to the appropriate angle, measuring the di-
mensional attributes of distinct features, per-
forming comparative analyses, and effectively
presenting findings based on the expert exam-
ination outcomes. Additional research is also
needed into the possibility of using 3D tech-
nologies in forensic, engineering, military,
and other types of expert examinations” *.
That is, it can be argued that introduction
of 3D technologies organically aligns with
the global shift towards the digitalization
of forensic expert activities.

A significant avenue for the advance-
ment of forensic expert activity is the pro-
active fostering of international coopera-
tion. In the present-day context, this holds
strategic significance, as it facilitates not
only the integration of advanced technol-
ogies and innovations and the implemen-
tation of leading international practices,
but also the harmonization of approaches
to the examination of digital evidence and
the deployment of artificial intelligence,
alongside the standardization of method-
ological frameworks.

Arts. 22-24 of the Law of Ukraine:
On Judicial Examination stipulate various
types of international cooperation: 1) con-
duct of a forensic examination on behalf
of the relevant body or person of another
state; 2) involvement of specialists from
other states for joint forensic examina-

23 Tlocamkos O. O. 3asHad. TBip. C. 729. DOI: 10.32631/vca.2025.1.58 (date accessed: 12.11.2025) ;
Capuano N., Fenza G., Loia V., Stanzione C. Explainable Artificial Intelligence in CyberSecu-
rity: A Survey. IEEE Access. 2016. Vol. 4. No. 10. 26 p. DOI: 10.1109/ACCESS.2022.3204171 (date

accessed: 12.11.2025).

24 Kosamenko A. B. 3asmau. TBip. C. 91. URL: http://repository.ukd.edu.ua/bitstream/han-
dle/123456789/1684/3D%20expert.pdf?sequence=1&isAllowed=y (date accessed: 12.11.2025).

42


https://khrife-journal.org/index.php/journal
https://doi.org/10.32631/vca.2025.1.58
https://doi.org/10.1109/ACCESS.2022.3204171
http://repository.ukd.edu.ua/bitstream/handle/123456789/1684/3D%20expert.pdf?sequence=1&isAllowed=y
http://repository.ukd.edu.ua/bitstream/handle/123456789/1684/3D%20expert.pdf?sequence=1&isAllowed=y

Nataliia Tkachenko. Recent Advancements in Forensic Expert Activity
in the Context of Global Societal Digital Transformation. DOI: 10.32353/khrife.4.2025.03

tions; 3) international scientific coopera-
tion #. Thus, “State specialized institutions
performing forensic examinations enjoy the
right to forge international academic part-
nerships with institutions of forensic exam-
inations, criminalistics, etc., of other states,
to hold joint scientific conferences, symposia,
seminars, to exchange trainees, scientific in-
formation and printed editions, and to col-
laborate on joint publications in the field of
forensic examination and criminalistics” *.
For Ukraine, which is actively deepening
its integration into the European Research
Area, international cooperation is gaining
significance in the context of forensic sci-
ence development. Furthermore, given the
cross-border nature of digital challenges,
international cooperation is not only desir-
able, but critically necessary, as it enables
the pooling of best practices and directing
them towards solving global challenges.

Currently, the development of interna-
tional cooperation in the field of forensic
examination is inextricably linked to com-
prehensive globalization of human activ-
ities, rapid development of science and
technology, means of communication,
fostering of international scientific ties,
creation of novel technologies and AI, con-
stant and rapid migration of populations
across various countries and regions, as
well as to intensification of transnational
organized crime and international terror-
ism resulting from these processes .

Researchers and practitioners recog-
nize the critical significance of interna-
tional cooperation in forensic expert ac-
tivity. Thus, V. Shepitko surveyed forensic
experts and identified the most promising
areas of international cooperation in this
area: ensuring software and hardware
sustainability; conducting joint scientific
research and panel forensic examinations
with the participation of foreign experts;
organizing collaborative scientific events
on the problems of forensic examina-
tion; inviting foreign experts to conduct
forensic examinations for the purpose of
enhancing forensic analysis quality; pre-
paring joint scientific editions *. S. Yev-
dokimenko observes that the advance-
ment of forensic expert activity in Ukraine
is contingent upon the widespread in-
volvement of forensic expert institutions
in international organizations within the
domain of forensic expert activity, as well
as upon the access of Ukrainian experts to
international standards and their capacity
to implement them in practice. Members
of international forensic organizations
such as ENFSI benefit from streamlined
access to these standards #. P. Kipouras
and I. Ovsiannykova are also convinced
that it is impossible to ensure justice with
high-quality expert examination without
integration with the international com-
munity. Therefore, it is necessary to adopt
the best foreign practices and use them to

25 TIpo cyAoBy eKCIepTu3y : 3aKOH VKpaiHu Big 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta ZOIOB.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 12.11.2025).

26 Tam camo.

27 Baymniu O. B. TeHe3a i cy9acHUH cTaH HOPMATHBHO-IIPABOBOTO PETYIIOBAHHSI MIXXHAPOLHOTO
cIiBpobGITHHUIITBA YKpaiHU y rajysi cyZoBol ekcriepTusu. Kpuminasicmuka i cydosa excnepmu-
3a. 2023. Bur. 68. C. 30. DOI: 10.33994/kndise.2023.68.02 (date accessed: 12.11.2025).

28 IlemiTbKo B. Cyz0Ba eKCIIepTH3a Ta CYZ0BO-eKCIIePTHA JisIbHICTb: OIS/ KPi3h IPU3MY AY-
MOK eKcIepTiB. Teopis ma npakmuka cy0oeoi ekcnepmu3u i kpuminaaicmuku. 2023. Bum. 1 (30).
C. 20. DOI: 10.32353/khrife.1.2023.02 (date accessed: 2.11.2025).

29 €spokimenko C. B. HanpsaMu MDXHApOAHOIO CIIBPOOITHUIITBA Y Tajysi CyZ0BO-eKCIIEPTHOI
JIisIBHOCTI. €8poneiicvki nepcnekmusu. 2024. Ne 1. C. 147. DOI: 10.32782/ep.2024.1.20 (date

accessed: 12.11.2025).
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boost the efficiency of forensic expert ac-
tivity in our country .

The aforementioned positions align
closely with contemporary trends in the
advancement of forensic expert activi-
ties, as, amid rapid digitalization and the
emergence of novel forms of criminality,
an individual state cannot effectively ad-
dress all challenges independently. The
comprehensive advancement of forensic
expert activities is unattainable without
cooperation with international organiza-
tions and foreign expert institutions. Such
collaboration is of paramount importance
in the field of innovative technologies,
where developments are unfolding at an
accelerated rate. Therefore, international
cooperation constitutes not only a mech-
anism for the exchange of expertise but
also a prerequisite for sustainable, profes-
sional, and innovative development.

The conditions of digital transforma-
tion are re-shaping the requirements for
forensic experts’ professional competen-
cies. This is why improving the advanced
training and professional development of
expert staff is an essential component for
subsequent development of forensic ex-
pert activities. Forensic experts must both
be well versed in novel research methods
and be ready to adapt to emerging chal-
lenges. This requires, in particular, the
development of the following basic com-
petencies: understanding the principles of
cybersecurity, digital ethics, and working

with large data sets; enhancing the capac-
ity to critically evaluate obtained findings
with the use of AI; increasing awareness of
technical limitations and risks associated
with the use of such tools.

According to V. Khrystyian, high-quality
training of staff is one of crucial issues today,
since the quality of their work, and there-
fore the quality of expert research, depends
on the qualifications, professional level and
competence, as well as on personal and
moral-ethical qualities of forensic experts
(objectivity, impartiality, strong analytical
capabilities, attentiveness, perseverance).
Among the primary measures to enhance
the qualifications of expert practitioners,
the author identifies systematic completion
of internships and engagement of experts
in research activities, additionally empha-
sizing the efficacy of conducting scientific
and theoretical seminars and their signif-
icance in addressing contemporary issues
in expert theory and practice. Based on his
findings, the exchange of experience with
international experts through participation
in scientific events abroad, alongside on-
going self-directed learning to enhance the
professional competencies of experts, con-
stitutes an important factor *'.

In 2025, the rules for training expert
staff underwent significant revision: a new
procedure for certifying forensic experts
has been approved by the Central Expert
Qualification Commission under the Min-
istry of Justice of Ukraine 2. As set out in

30 Kinmoypac II., OBcsuHmMKOBa I. CyZ0BO-eKCIIepTHA JisIbHICTh B yMOBax ryobaiisanii. Teopis
ma npakmuxa cyooeoi excnepmu3du i kpuminaaicmuku. 2021. Bum. 3 (25). C. 169—184. DOI:
10.32353/khrife.3.2021.12 (date accessed: 10.11.2025).

31 Xpucrusas B. [lo nuTaHHS MiJTOTOBKY CYZA0BUX eKCIIEPTiB AJIs1 POOOTH B IIiZIPO3/iIaX eKCIIepT-
Hol ciyx6u MBC. Teopia ma npakmuxa cydoso-exkcnepmuoi disavHocmi : MaT-1u VIII MixBsi-
oM. HayK.-ipakT. koH®. (Kuis, 27.11.2019). Kuis, 2019. C. 433—435. URI: https://elar.navs.
edu.ua/jspui/handle/123456789/15434 (date accessed: 12.11.2025).

32 Tlopsgok npoBefeHHs LleHTpanbHOIO eKCIepTHO-KBaTi(iKaliliHOI KoMiciero mpu MiHic-
TepcTBi IocTril VKpalHu aTecTanii CyZ0BUX €KCIIEPTIB : 3aTB. Haka3. MiH'focTy VkpaiHu Biz
06.05.2025 p. Ne 1224/5 (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/z0694-

25#Text (date accessed: 12.11.2025).
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cl. 1 of Ch. 1 of Sec. II: Attestation for the pur-
pose of assigning the qualification of a forensic
expert in the relevant expert specialty of this
document, “Training of persons who aim to
obtain a qualification as a forensic expert in
the relevant expert specialty (hereinafier re-
ferred to as specialists) involves two stages:
theoretical training;

internship.

Theoretical training of experts is conduct-
ed in accordance with the training program
addressing theoretical, organizational, and
procedural aspects of forensic examination
by institutions that comply with the require-
ments set forth in paragraph 2 of this Chap-
ter and are included in the list of institutions
authorized to provide theoretical training for
forensic experts pursuant to this Procedure
<...>.

Internship of experts is carried out in con-
formity with internship programs in the rele-
vant expert specialty” *.

Simultaneously, it is stipulated that
certification for the purpose of conferring
the qualification of a forensic expert in the
relevant specialty is conducted through
a qualification examination utilizing an
electronic system for automated testing.
Automated testing encompasses three
stages and is administered concurrently to
all specialists participating in the qualify-
ing examination; this process comprises
the following:

1) test tasks for testing knowledge on
theoretical, organizational and pro-
cedural issues of forensic examina-
tion;

2) test tasks for testing knowledge on
issues within expert specialties;

33 IlopsaZoK TpPOBeAEHHA ...
accessed: 12.11.2025).

34 Tam camo.

35 Tam camo.

36 Tam camo.

37 Tam camo.

3) a situational task (clauses 1, 9, 14,
18-20, Chap. 2: Conferring the quali-
fication of a forensic expert in the rele-
vant expert specialty, Sec. II) 3.

This approach enhances the transpar-
ency and objectivity of the procedure for
conferring the qualification of a forensic
expert, and also helps align the Ukrainian
expert training model with international
standards.

An important amendment to the legis-
lation is the indefinite validity of the foren-
sic expert qualification certificate (cl. 28,
Chap. 2, Sec. II) and mandatory advanced
training (cl. 1, Chap. 1, Sec. III: Attestation
for confirmation of forensic expert qualifi-
cation in the relevant expert specialty) *.
Thus, within three years from the date of
the decision adopted by the Qualification
Chamber of the Central Expert Qualifica-
tion Commission to confer the qualifica-
tion of a forensic expert in the relevant
expert specialty, the expert must earn at
least 2 ECTS credits (para. 1, cl. 3, Chap. 1,
Sec. III) *. The types of advanced training
include: completion of training under the
advanced training program; participation
in conferences, seminars, workshops,
trainings, webinars, master classes, etc.,
on issues of forensic expert activity; in
scientific-pedagogical, other teaching, sci-
entific and scientific-technical activities in
the field of forensic examination ¥. Intro-
duction of a new procedure for certifying
forensic experts presupposes a systematic
update of approaches to training expert
staff in Ukraine. However, the quality of
such training is of paramount importance:
the depth of presented content and the

. URL: https://zakon.rada.gov.ua/laws/show/z0694-25#Text (date
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flexibility of acquired skills, the relevance
of provided information and the need to
consider challenges, etc. This necessitates
a rethinking of educational standards and
the sustainable and continuous profes-
sional development of forensic experts.
Updating teaching methods is also an
urgent issue. Specifically, the use of mod-
ern technologies yields significant results
not only during the conduct of forensic
examinations, but also during training
and advanced training of forensic experts.
Among the most promising are forensic
simulation platforms. They facilitate the
reproduction of complex expert situations
and the practice of running action algo-
rithms without the risk of losing or dam-
aging real objects (pieces of evidence).
For instance, VR is an environment
created using computer technology that
completely simulates reality and provides
a high-fidelity reconstructed environment
for learners. Specialised devices (VR head-
sets, glasses, controllers, etc.) are used to
create a full sensory immersion that sim-
ulates clinical scenarios. In this context,
augmented reality (AR) is essential, pro-
viding the overlay of digital information
(3D models, images, videos) onto the phys-
ical world *. Such technologies are cur-
rently deployed all over the world for the
training of pilots, healthcare workers, for
the study of foreign languages: they have
proven themselves as an efficient tool for
cultivating professional competences. As
S. Ostapov notes, VR technologies in the
training of forensic fire technicians (fire
investigators) are a modern global trend
and promising for Ukraine, as they allow

solving a number of problems related to
the quality of training, availability of re-
sources and adaptation to novel interna-
tional standards. However, certain factors
complicate their adoption in Ukrainian re-
alities. Firstly, high cost of technology due
to limited funding for state institutions and
educational institutions. Secondly, a lack of
proficiency among teachers and lack of
specialists who will develop scenarios and
adapt them to the real needs of forensic
experts. Thirdly, inadequate standards for
VR deployment in education, which com-
plicates the process of integrating such
technologies into educational programs.
Fourthly, infrastructural challenges, since
some educational institutions lack even
the basic technical infrastructure for VR
deployment: high-speed Internet or mod-
ern computers ¥.

Under present circumstances, the is-
sue of introducing VR technologies in the
training of forensic experts is becoming
particularly relevant. The increasing com-
plexity of forensic examinations, the ap-
pearance of new types of traces, the need
for prompt response to atypical situations
in conditions of martial law and post-war
reconstruction, necessitate in-depth prac-
tical skills from a forensic expert, which
cannot be developed exclusively by tra-
ditional teaching methods. Furthermore,
the significance is rooted in the fact that
such technologies ensure effective acqui-
sition of knowledge, repeated scenario
simulation, formation of action algo-
rithms and development of professional
thinking, which is crucial in a field where
the accuracy of decisions (in particular,

38 JlaBpuHoBuu O. A. IMepcuBHi TexHoJO0ri1 y npodeciiiniii miarorosui ¢axisuis. Collection of
Scientific Papers «A'OTOX». 2025. 4 Avr. P. 300. DOI: 10.36074/logos-04.04.2025.057 (date ac-

cessed: 10.11.2025).

39 Ocramnos C. IloTeHIlial TeXHOJOTiNl BipTyaJbHOI peaJbHOCTi y HaBYaHHI CyZOBUX €KC-
HePTiB-NIOKeXXOTeXHIiKIiB B Vkpaini. Kpuminaaicmuka i cydosa ekcnepmusa. 2025. Bum. 70.
C. 634. DOI: 10.33994/kndise.2025.70.48 (date accessed: 12.11.2025).
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those of a forensic expert) determines the
establishment of important circumstanc-
esin a case or proceedings.

Conclusions

To conclude, global digital transforma-
tion of society has given rise to significant
changes in the content, forms and meth-
ods of forensic expert activity. The emer-
gence of digital traces, the development
of Al the spread of large data sets, cloud
technologies, new means of communica-
tion and information manipulation tools
have formed a new technological environ-
ment in which traditional approaches to
conducting expert examinations no longer
provide the appropriate level of credibility
and efficiency. Under such circumstanc-
es, forensic expert activity faces qualita-
tively new tasks requiring the adaptation
of methods, modernization of technical
support, development of novel methodol-
ogies and introduction of innovative tech-
nologies.

Digital traces are now one of the prin-
cipal sources of evidentiary information
in criminal, civil, commercial and ad-
ministrative proceedings. Investigating
them necessitates specialised equipment,
software, new methods and advanced dig-
ital proficiency on the part of forensic ex-
perts. At the same time, the development
of AI has introduced a new set of possi-
bilities alongside emerging difficulties:
from automatic data analysis to the need
to develop standards for verifying findings
credibility, ensuring transparency of algo-
rithms and human oversight.

In light of the findings, we can sin-
gly out key trends in the development of
forensic expert activity amid society dig-
italisation: 1) digitalisation of research
objects (increase in the number of studies
involving digital media, cloud services,

metadata and other digital traces of vari-
ous origins); 2) incorporation of modern
technologies into forensic expert activity
(AI, 3D modelling, laser scanning); 3) es-
tablishment of more rigorous competence
requirements for a forensic expert (under-
standing of the principles of cybersecurity,
digital technologies, mastery of methods
for analysing large data sets); 4) enhance-
ment of the depth and quality of training
for forensic experts, particularly by intro-
ducing new methods (VR/AR technologies,
simulation platforms, interactive learning
environment); 5) pressing need to update
the methodological support for forensic
examinations; 6) growing role and signif-
icance of international cooperation.

TeHAeHLIii PO3BUTKY
CYZI0BO-eKCIIePTHOI AisUIbHOCTI
B YMOBax 7106aabH01 g poBoi

TpancdopMaIlii CycnijibcTBa

Hamaania Tkauenko

Cmpimka uugposizayis cycnisvcmea 3mi-
HUAA Xapakmep 3A04UHHOCTI, Odcepen 00-
Ka3080i iH@opmayii ma ymosu OiLAbHOCTL
cydosux excnepmig. Cb0200Hi mpaduyitinux
nidxodie do ikcauii, docaidicenHs il OyiH-
KU Oanux yxce HedocmamHvo 045 pobomu
3 yugposumu caidamu, eeAUKUMU MACU-
samu iHopmauii i ix HosimMHIMU popma-
mu ma modudikauyiamu. Ie 3ymoeare no-
mpeby V 6U3HAHEHHI CYYACHUX meHOeHuill
possumky cydogo-ekcnepmuoi  0OisAbHOCMI
il OHOBAEHHI 1i HOpMAMUBHUX, OpeaHi3d-
yitinux i memoduunux 3acad. Memoto npa-
Ui € KommnaekcHe 00CAiOHeHHSs MeHOeHYlll
po3sumky cydogo-ekcnepmuoi 0OisAbHOCMI
8 yMo8ax 2n0barvHol uudposizayii ma 3’acy-
BAHHS 8TLAUBY CYHACHUX UUDPOBUX MeXHOA0-
2ill Ha Op2aHi3ayiiini, NPoyecyanvHi 1 Memo-
00/10214HT OCHOBL eKCTIepMHO020 3a6e3neuerns
npagocydos. 3acmocogano memod cucmem-
HO020 AHAAI3Y 044 BUSABAEHHS 3A2A/NbHUX
TMeXHOA0IUHUX MeHOeHUYIl; CMpPYKIMYpHO-
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GyHkyionarvHuil memod 041 BU3HAUEHHS
enaugy yugposisayii Ha 3micm i 3a80aHHs
cydogo-excnepmuol OdisavHocmi. JlogedeHo,
1o yugposi caidu cmarwmv npiopumemHum
06’exmom excnepmuux 00cALOHe b, 4 ULMYY-
Huil inmenexm, 3D-mexHonoeii ma cumyas-
Yilini naame@opmu 3HAYHO PO3WUPIOIOMb
MOJCAUBOCTL eKCepmHol npakmuku. Buss-
neHo Jedpiyum memoduurozo 3abesneueHHs,
3yMO8AHUILL CKAAOHICTIO Yudposux OaHux
i noagot ix Hosux gopm ma modudikayiil.
Oxpecneno HeobXiOHI 3MIHU 6 nidzomosul
excnepmHux Kaopis, 30Kkpema 8nposaddceH-
HS A8MOMAmu3068aH020 MeCMysanHs ma
PO3BUMOK  YUPposuUx KOMNemeHmHocmell.
ITidkpecnerno 3pocmanHs 3HAYEHHS MIXNCHA-
podHol cnienpayi 6 ymoeax MpaHcHAUio-
HAABHO20 XAPAKMepy YU@posux SUKAUKIE.
Lugposizayis ¢opmye HO8Y mMexHON02IUHY
napaduemy cydogo-exkcnepmuoi OidAbHOCTI,
w0 nompebye oHo8AeHHA MemoJuK, ynposao-
HEeHHS THHOBAYIUHUX MexHOo102il, po36ydo-
8U YUPPosUX KOMNEMeHMHOCTell eKcnepmie
i cmawndapmu3sayii nidxodie do pobomu
3 yugposumu dokazamu. Cmaauil po3sumox
eKCNepmHOl NPAKMUKU € HeMONAUsuUM bOe3
MINCHAPOOHOL iHMmezpayii, ModepHi3auyii Has-
UAHHS Ma 3MIYHEHHS HAYKOB0-MeTOOU1HO020
3abesneuenns.

Katouogi caoga: cydogo-ekcnepmua
disavHicmy; uugposizayisa, uyugposi cai-
Ou; wmyunuil inmeaexkm; 3D-mexHonozii;
yugposi doxasu; memoduune 3abe3neueHHs;
MINCHApOOHa cnienpays; nideomoska cyodo-
8UX eKcnepmig; nidsuljeHHs K8aAiQikayil
cydosux excnepmis.
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