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Recently, artificial intelligence has become an ordinary phe-
nomenon in various spheres of human life, one of which is forensic
expertise. Certain areas of forensic activity have even become more
sensitive to the use of artificial intelligence elements, in particular:
identification of a person based on appearance, fingerprints and
DNA; document research; analysis of digital information, etc. Due
to the extremely rapid development of artificial intelligence systems,
the legal framework for its application is not sufficiently developed,
unfortunately, not only in Ukraine: legislators of even very advanced
countries clearly cannot keep up with its rapid evolution, although
they are trying very hard. For example, the legal basis for regulating
the use of artificial intelligence in the EU is the Artificial Intelligence
Act, and on the domestic territory, the Concept of the Development of
Artificial Intelligence in Ukraine. The authors of this research aimed
to outline possibilities, prospects and limits of artificial intelligence
use in forensic expert activity in Ukraine and other countries and to
develop a flexible legal framework for its application with mandato-
ry professional human control (forensic expert). In order to achieve
the goal, the authors used a complex of general scientific and special
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methods (comparative (comparative), historical and legal, system
analysis, generalization, forecasting). It is proposed to develop con-
trol algorithms and standardize the process of introducing artificial
intelligence before its practical application. Elements of artificial in-
telligence today can already be actively and unconditionally used in
the didactic (educational) sphere and scientific activity, while in the
forensic expert field it is first important to formulate high ethical, le-

gal and security standards for its use.
Keywords: digital technologies; artificial intelligence; forensic
science activities; standardization; ethical, legal and security stan-

dards.

Research Problem Formulation

Use of artificial intelligence (hereinafter
referred to as AI) makes it possible to au-
tomate certain production and research
processes in human activity. Sometimes
the result of this gradually becomes a par-
tial replacement of human participation
in these processes. Similar automation and
implementation of Al are taking place to-
day in forensic science, resulting in, in par-
ticular, assistance in identifying a person
by appearance and fingerprints, research-
ing documents, analyzing digital informa-
tion, etc.

Ukraine has not yet formed a sufficient
legal framework that would regulate the
scope of Al and its limits. The Concept for
the Development of Artificial Intelligence
in Ukraine ! (hereinafter referred to as the
Concept for the Development of AI), approved
in 2020, remains to this day the only strate-
gic regulatory legal act that at least some-
how regulates this area. At the same time,
the prospects for the Europeanization of
the current legislation, in particular in

1 KoHmenis pO3BUTKY IITYYHOTO iHTEeNEeKTy B VKpaiHi :

the forensic examination, need to outline
the possibilities and limits of the use of Al
in Ukraine. An example of such a regula-
tion is the Artificial Intelligence Act (AI Act) ?
adopted in the European Union regarding
Al Therefore, today it is necessary to iden-
tify not only the opportunities, but also the
limits of the use of Al and develop a new
legal framework for such use.

Digitization and automation of foren-
sic activity requires use of Al elements. At
the same time, these processes must be
under mandatory human control to pre-
vent the occurrence of errors and the for-
mation of false (wrong) forensic expert
conclusions. That is why the Al implemen-
tation process must be standardized and
controlled at all stages of forensic activi-
ty. Existing self-evolving algorithms need
to define usage boundaries based on high
ethical, legal, and security standards. In-
stead, already today, elements of Al can be
unconditionally applied in the didactic (ed-
ucational) sphere (during the training and
retraining of forensic experts), scientific
(research) activities, and also for obtaining

cxBajl. posnopamx. KMV Big

02.12.2020 p. Ne 1556-p (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/1556-
2020-%D1%80#Text (date accessed: 15.07.2024).
2 The EU Artificial Intelligence Act (Regulation (EU) 2024/1689). 2024. URL: https://artificialin-

telligenceact.eu (date accessed: 15.07.2024).
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orientational information. In addition, the
use of Al must be distinguished from auto-
mation processes without the participation
of AI. Nowadays, such systems are actively
used in forensic expert activities based on
proven algorithms.

Analysis of Essential Researches
and Publications

The use of AI in forensic science
was investigated by: B. Mbalanya 3
K. Mohsin 4, L. Tournois et al °., R. Ver-
ma®, T. D. Wankhadeet al.” All these stud-
ies relate to certain areas of forensic sci-
ence or are based on individual examples
from the forensic field, DNA, computer
engineering, digital research, etc. At the
same time, the goal stated by the authors
of this work involves Al research with an
emphasis on forensic examination and de-
termining the possibilities and limits of its
application.

Article Purpose
In order to outline opportunities, pros-

pects and limits of the use of Al in forensic
science in Ukraine and other countries.

Research Methods

For achieving this goal, the authors used a
set of general scientific and special meth-
ods, in particular:

+ comparative (comparative; made it pos-
sible to adapt the experience of using
Al to forensic activity, and experience
of legal regulation showed the need to
form the boundaries of AI application
in Ukraine);

+ historical and legal ones (became use-
ful for studying the problems of using
and legal definition of AI from the
middle of the twentieth century);

+ system analysis (contributed to the
analysis of primary sources);

« generalization (helped to collect
and unify information on the issues
under research);

« forecasting (identified prospects for
the use of Al in forensic activity both
in the short term and in the remote).

Main Content Presentation
Some scientists predict the inevitable

dominance of Al in all fields as the next in-
dustrial revolution ®. Of course, the revolu-

3

Mbalanya B. Is Artificial Intelligence a threat to the Forensic Science Community? / LinkedIn.
09.02.2024. URL: https://www.linkedin.com/pulse/artificial-intelligence-threat-forensic-sci-
ence-brendah-mbalanya-5ebof/ (date accessed: 15.07.2024).

Mohsin K. Artificial Intelligence in Forensic Science. International Journal of Forensic Research.
2023.Vol. 4. Is. 1. Pp. 172—173. DOI: 10.2139/ssrn.3910244 (date accessed: 15.07.2024).
Tournois L., Trousset V., Hatsch D., Delabarde T., Ludes B. & Lefévre Th. Artificial intelligence
in the practice of forensic medicine: a scoping review. International Journal of Legal Medicine.
2024. Vol. 138. Pp. 1023—1037. DOI: 10.1007/s00414-023-03140-9 (date accessed: 15.07.2024).
Verma R., Gard S., Kumar K., Gupta G., et al. New Approach of Artificial Intelligence in Digi-
tal Forensic Investigation: A Literature Review / Iwendi C., Boulouard Z., Kryvinska N. (eds).
Proceedings of ICACTCE’23 — The International Conference on Advances in Communication
Technology and Computer Engineering. Springer, 2023. Pp. 399—409. DOI: 10.1007/978-3-031-
37164-6_30 (date accessed: 15.07.2024).

Wankhade T. D., Ingale S. W., Mohite P. M., Bankar N. J. Artificial Intelligence in Forensic
Medicine and Toxicology: The Future of Forensic Medicine. Cureus. 2022. 14(8):e28376. DOI:
10.7759/cureus.28376 (date accessed: 15.07.2024).

Wankhade T. D., Ingale S. W., Mohite P. M., Bankar N. J. Op. cit. DOI: 10.7759/cureus.28376
(date accessed: 15.07.2024).
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tionary development of advanced technol-
ogies and the introduction of Al systems
have significantly affected various spheres
of human activity, in particular forensic
and law enforcement. One of the urgent
issues that needs to be resolved in the way
of using AI during forensic examinations
(forensic examinations) is the legal regula-
tion of the possibility of such use. Analysis
of the current legislation regulating foren-
sic examinations and forensic examina-
tions indicates the absence of an exhaus-
tive list of AI tools that a forensic expert
can use during forensic examinations.
Thus, paragraph 1 of clause 1.4 of
section I of the Instruction on the ap-
pointment and conduct of forensic ex-
aminations and expert studies ° provides
for the use of relevant research methods,
methods of conducting forensic examina-
tions, as well as regulations and normative
documents (international, national and
sectoral standards, technical conditions,
rules, norms, regulations, instructions,
recommendations, lists, guidelines of the
State Consumer Standard of Ukraine),
current republican standards of the for-
mer USSR and state classifiers, industry
standards and technical conditions of the
former USSR, scientific, technical and ref-
erence literature, software products, etc.
So, the question arises whether AI can be
considered a software product.

Even in the middle of the 20th centu-
ry. at the Dartmouth Conference (1956),
J. McCarthy first proposed the definition
of AI: “Artificial intelligence is the science
and technique of creating intelligent ma-
chines, especially intelligent computer
programs”. 1° Conceptually, Al is ability of
a machine to independently perceive and
respond to its environment and perform
tasks that would normally require human
intelligence and decision-making process-
es, but without direct human intervention.
However, it was not until 2024 that the Eu-
ropean Union adopted the world’s first doc-
ument to regulate the use of AI, which de-
fines Al as a machine system designed to
operate with varying degrees of autonomy
and capable of demonstrating adaptability
after deployment, which (with explicit or
implicit intent) draws conclusions based
on of acquired input data, generates output
data (forecasts, content, recommendations
or decisions, etc.) capable of influencing
the physical or virtual environment .

In the Concept of AI Development, Al
is understood as an organized set of “infor-
mation technologies, with the use of which
it is possible to perform complex tasks by
using a system of scientific research meth-
ods and algorithms for processing infor-
mation obtained or independently created
during work, as well as to create and use
their own knowledge bases, decision-mak-

9 THCTpPYKIiA PO IPU3HAYEHHS Ta IIPOBEIEHHS CYAOBUX €KCIIEPTU3 Ta eKCIIEPTHUX JOCIi-
JUKeHB : 3aTB. Haka3. MiH'focTy Vkpainu Biz 08.10.1998 p. Ne 53/5 (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed: 15.07.2024).

10 Rigano Ch. Using Artificial Intelligence to Address Criminal Justice Needs / National Institute
of Justice. Oct 8, 2018. URL: https://www.nij.gov/journals/280/Pages/using-artificial-intelli-
gence-to-address-criminal-justice-needs.aspx (date accessed: 15.07.2024) ; Pratik R. Artificial
Intelligence: A Rising Star of Mobile Technology / INTUZ. Publ 12 Nov 2021. Update 23 Aug
2023. URL: https://www.intuz.com/blog/artificial-intelligence-a-rising-star-of-mobile-technol-
ogy (date accessed: 15.07.2024) ; Bapanos O. A. BusHaueHHS TEPMiHY «IITYYHUN IHTETIEKT».
Ingopmayis i npaso. 2023. Ne 1 (44). C. 40. URL: https://ippi.org.ua/sites/default/files/5_28.pdf

(date accessed: 15.07.2024).

11 Article 3: Definitions / EU Artificial Intelligence Act (Regulation (EU) 2024/1689). 2024. URL:
https://artificialintelligenceact.eu/article/3/ (date accessed: 15.07.2024).
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ing models, algorithms for working with in-
formation and determine ways to achieve
the tasks set” 2. This is the only definition
of Al proposed in Ukraine at the state level
(by the Cabinet of Ministers). The remain-
ing definitions are doctrinal ones.

Thus, software products can be consid-
ered a component of various Al systems as
a certain digital technology trained to per-
form specific intellectual tasks, simulating
cognitive analytical functions to a certain
extent. For example, in National Scientific
Center «Hon. Prof. M. S. Bokarius Forensic
Science Institute» for the identification of
a person, the Artec Leo 3D scanner and the
Skeleton-ID program are used in a complex
manner. Al software can search missing
person databases or compare unidentified
human remains in mass graves °. A single
successful example of the implementation
of Al systems in forensic expert activity is
the identification of the person of the fall-
en Hero of Ukraine Oleksandr Matsievskyi
from the still images of the low-quality vid-
eo posted on the Internet on March 6, 2023
in the case of the shooting of a Ukrainian
serviceman by the Russians, during which
experts compared the recorded on video
recordings of persons with photographs
provided by law enforcement officers .

An additional argument in favor of the
use of Al in forensic science is the discre-
tionary power of a forensic expert to de-
termine the method of examination (se-
lect certain research methods).

Al capabilities can improve the effi-
ciency and accuracy of forensic research

(of course, subject to the integrity of the
methods and techniques used). At the
same time, Al cannot and should not re-
place a forensic expert as such, since the
accumulated experience and -creativity
of professional thinking are incorrect-
ly compared with artificially generated
algorithms, even exemplarily trained
and trained on a significant amount of in-
formation and examples. Personal expert
judgment and professional intuition are
unique properties of a person, especially
in the case of multidimensional research,
which AI algorithms are not yet able to
solve.

It is known that even the most leading
technological solutions and programs can-
not completely replace people in any of the
professions (for example, Google Translate
has not become a full-fledged replacement
for live translators, and accounting pro-
grams still require the participation of hu-
man accountants), especially in Ukrainian
realities, but able to significantly facilitate
professional activity by automating certain
routine processes. As for the specifics of
the work of forensic experts, the develop-
ment of technical solutions and the intro-
duction of Al into forensic expert activity
requires primary interaction between AI
developers and forensic experts. Al can be
trained to detect patterns in large volumes
of data that are not obvious to a forensic
expert using traditional research methods,
but the bias of the materials on which the
Al is trained can cause subjective, unrepre-
sentative results. For example, if the train-

12 KoHmemn1is po3BUTKY ... . URL: https://zakon.rada.gov.ua/laws/show/1556-2020- %D1 %80#Text

(date accessed: 15.07.2024).

13 Kimoes O. Cy4acHi JOCATHEHHS CYZOBO-€KCIepTHOI ranysi B Vkpaiui. Teopis ma npakmuka
cydosoi excnepmu3u i kpuminaaicmuku. 2023. Bum. 1 (30). C. 6. DOI: 10.32353/khrife.1.2023.01

(date accessed: 15.07.2024).

14 Shepitko V., Shepitko M., Latysh K., Kapustin, M., & Demidova E. Artificial intelligence in
crime counteraction: From legal regulation to implementation. Social and Legal Studios. 2024.
Vol. 7. No. 1. Pp. 135—144. DOI: 10.32518/sals1.2024.135 (date accessed: 15.07.2024).

28


https://zakon.rada.gov.ua/laws/show/1556-2020- %D1 %80#Text 
DOI: 10.32353/khrife.1.2023.01 
DOI: 10.32518/sals1.2024.135

Mykhaylo Shepitko, Kateryna Latysh. Use of artificial intelligence in forensic science.

DOI: 10.32353/khrife.3.2024.03

ing data for facial recognition algorithms
contains images of people predominantly
of one race, the algorithm may not identify
people of another race *°. At the same time,
such nuances should be discussed with AI
developers at the stage of ordering specific
algorithms.

Consequences of wartime realities,
shelling and bombing are dangerous for
the health and life of people and the in-
tegrity of the material and technical base
of enterprises, institutions and organiza-
tions, in particular for employees, equip-
ment and equipment of forensic institu-
tions and objects of forensic research. In
addition, since the beginning of the full-
scale invasion of the Russian Federation,
forced migration processes have provoked
a personnel shortage of forensic experts.
At the same time, the need for operation-
al forensic investigations of war and other
crimes committed by the Russian invaders
on the territory of Ukraine has increased
many times over. Automation of the work
of forensic experts and the introduction
of smart technologies for remote work
can help solve the mentioned problems,
which was done at the Odesa Research
Institute of Forensic Expertise of the Min-
istry of Justice of Ukraine: for electronic

document circulation and archiving, they
developed and implemented the “Plat-
form” web application, which contains
90% of conclusions made after the start of
the war. The “Platform” enables experts to
work remotely, sign conclusions electroni-
cally, and guarantees reliable data storage
even when the expert is physically absent
from the institution *. This expands the
possibilities for various types of forensic
examinations, including linguistic and
economic, protecting experts from shell-
ing and/or other emergency situations '’.

Significant increase in the burden on
forensic experts with the onset of full-
scale aggression of the Russian Federa-
tion is confirmed by statistical data, for
example: in 2022, forensic institutions of
the Security Service of Ukraine performed
11% more forensic examinations than
in 2021. In the first half of 2023, the num-
ber of forensic examinations increased
by 63% compared to the same period in
2022. Since the beginning of the war, the
following types and subspecies of forensic
examinations have become the most pop-
ular: linguistic, explosive, ballistic, com-
puter-technical, portrait, video and sound
recording, economic and commodity ex-
aminations 8.

15

16

17

18

Mbalanya B. Op. cit. URL: https:/www.linkedin.com/pulse/artificial-intelligence-threat-fo-
rensic-science-brendah-mbalanya-5ebof/ (date accessed: 15.07.2024).

Kimko /[. Iludposisaiis cyZoBo-eKCIIEPTHOI JiSJIBHOCTI B yMOBax BIiMHM SK IJIAX
3abesrneuenHst Oe3nepepBHOi pob6OTH eKCrepTHUX ycTaHoB. Jloceid i npobaemu cydogo-
eKcnepmHoi JiAAbHOCMI 8 YMO08AX B0EHHO020 CMAHY 8 YKpaiHi : MaT-IX BCEYKpP. HAYK.-IIPAKT.
koH®. (JIpBiB — KuiB — Ozeca; 28.09.2023). JIbBiB, 2023. C. 15. URL: http://ndekc.lviv.ua/pdf/
a05122023.pdf (date accessed: 15.07.2024).

Jatum K. B. BInB TeXHOJOTIHM HMITYYHOTO iHTEJIEKTy Ha CyZOBO-€KCIIEPTHY JisSIbHICTBH:
MOJKJIMBOCTI Ta 3arpos3u. Cydoso-excnepmua OifdnbHiCMb: 36epedcerHs HAYKOB020 ma Kadpo-
8020 MOMeEHYIANY 6 YMO08AX 80€HHO020 cmaHy : MaT-1u IV Bceykp. GopyMy CyZOB. eKCIepT.
(/IpBiB, 07.06.2024). Ogzeca, 2024. C. 216. URL: http://ndekc.lviv.ua/pdf/law.pdf (date accessed:
15.07.2024).

Yeuins 10. JlocBiz AiTBHOCTI eKCIIEPTHUX CIY:K0 B yMOBax BOEHHOTO cTaHy. Jocsid i npobae-
MU cy0080-eKcnepmHoi JisLAbHOCML 8 YMO08AX B0EHH020 CMAHY 6 YKpaiHi : MaT-Iu BCEYKp. Ha-
VK.-IIpakKT. KoH®. (JIbBiB — KuiB — Ogeca; 28.09.2023). JIpBiB, 2023. C. 13. URL: http://ndeke.
Iviv.ua/pdf/a05122023.pdf (date accessed: 15.07.2024).
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In view of the above, another advan-
tage of Al can be a decrease in the burden
on the forensic expert in quantitative in-
dicators with a simultaneous increase in
qualitative ones, because thanks to the au-
tomation of routine tasks, time is freed up
to perform more complex tasks and inter-
pret the research conducted. Thus, at one
time, the automation and digitalization of
fingerprint research during fingerprint ex-
amination around the world greatly sim-
plified the identification process, which
contributed to the effectiveness of law en-
forcement agencies and reduced the bur-
den on forensic experts (specialists) .

Due to the speed of data processing,
AT technologies make it possible to min-
imize the time and maximize the results
of forensic research, which is critical for
pre-trial investigation .

Al algorithms are able to identify
and analyze complex patterns, for exam-
ple, identify genetic markers in a signifi-
cant number of DNA samples at the same
time or isolate carriers in mixed sam-
ples 2.

It is proposed to use Al to compare
data obtained in an automated way and as
a result of direct expert research *.

Instead, according to the analysis of
foreign literature, forensic experts do not
use Al programs systematically because
of:

1) inconsistent results of AI models, not

reliable in real conditions. For exam-
ple, the model can work properly
in laboratory conditions, but demon-
strate low accuracy in situations that
differ from the conditions of its trai-
ning;

2) lack of representative datasets, as

training AI models requires a sig-
nificant amount of diverse data that
accurately reflects the different sce-
narios that forensic experts may en-
counter. However, such data is often
difficult to obtain because of their
confidentiality or because they have
not been collected in sufficient quan-
tities. Without adequate and diverse
datasets, AI models may not take into
account important variations or ex-
ceptions, which significantly limits
their effectiveness;

3) training of the Al model on non-rep-

resentative data or on incorrectly
selected parameters. For example,
trained on data that contains sys-
tematic errors, the model will repeat
these errors, which will cause dis-
torted results of forensic studies and,
as a result, incorrect conclusions,
and this is unacceptable for crimi-
nal proceedings, where objectivity
and accuracy are extremely impor-
tant %,

19 Moses K. R. Automated Fingerprint Identification System (AFIS). Ch. 6 / Office of Justice Pro-
grams. U. S. Department of Justice. 2021. P. 20. URL: https://www.ojp.gov/pdffiles1/nij/225326.

pdf (date accessed: 15.07.2024).

20 Verma R., Gard S., Kumar K., Gupta G., et al. Op. cit. DOI: 10.1007/978-3-031-37164-6_30 (date

accessed: 15.07.2024).

21 Mbalanya B. Op. cit. URL: https://www.linkedin.com/pulse/artificial-intelligence-threat-

22

23

forensic-science-brendah-mbalanya-5ebof/ (date accessed: 15.07.2024).

Wankhade T. D., Ingale S. W., Mohite P. M., Bankar N. J. Op. cit. DOI: 10.7759/cureus.28376
(date accessed: 15.07.2024) ; O’Sullivan Sh., Holzinger A., Zatloukal K., Saldiva P., Sajid M. L.,
Wichmann D. Machine learning enhanced virtual autopsy. Autopsy Case Reports. 2017. Vol. 7.
No. 4. Pp. 3—7. DOLI: 10.4322/acr.2017.037 (date accessed: 15.07.2024)

Tournois L., Trousset V., Hatsch D., Delabarde T., Ludes B. & Lefevre Th. Op. cit. DOI: 10.1007/
s00414-023-03140-9 (date accessed: 15.07.2024).
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4) incomprehensibility of ethical rules
and legal access to the data embedded
in the AI model, since they are still at
the stage of research and refinement.

It is advisable to use Al, for example,
to recognize human faces in video and
photo images of low quality, taken at a
non-ideal angle or darkened. One tech-
nique for identifying low-quality images is
to degrade sharp images of numbers and
letters to simulate lower-quality images,
with further use of degraded mathemat-
ical representations for identification *.
In addition, AI will be useful for detecting
data recorded in photos in a latent (implic-
it) form (in particular, determining the
size of objects in the photo, the location of
objects relative to each other, the shooting
point or the reproduction of the material
situation of the scene from the photo im-
ages). In forensic expert work, it is often
necessary to detect signs of editing, to find
out the identity and natural dimensions
of objects and the content of information
marks on photo images *. Thus, Unet Al
models with the EfficientNetB4 feature
classifier have shown high performance
for detecting features of photo editing *.

In forensic science, AI is most of-
ten used to process and generalize large
amounts of digital information and data
sets (for example, video and audio mate-

rials with testimonies of victims and wit-
nesses of criminal offenses), extract tex-
tual data from video and audio materials,
and also search by keywords. As we noted
earlier, Al algorithms are capable of an-
alyzing large volumes of data and using
linguistic (speech) models to “identify pat-
terns characteristic of propaganda mes-
sages” ¥. This is especially useful when the
volume of video and audio recordings of
interviews (interrogations) is so large that
it is impossible to physically review them.
AT will effectively process and categorize
large amounts of information according to
specified criteria, for example, based on
interviews with prisoners, it will create an
interactive map (matrix) of the placement
(concentration) of prisoners by specific
dates with the ability to track their move-
ment directions and conditions of deten-
tion.

It is also recommended to use Al to
study documents, analyze evidence and
determine the possible level of complexity
of the case, that is, to speed up the prepa-
ration of the necessary base for the second
stage of work (verification and drawing up
a conclusion) . Foreign scientists propose
to use Al to create an online repository
of all digital investigations, data and re-
sults #. We do not consider this proposal to
be correct, since the mechanisms for en-

24 Artificial Intelligence in Criminal Justice / Master’s in Al. March 20" 2024. URL: https://www.
mastersinai.org/industries/criminal-justice/ (date accessed: 15.07.2024).

25 Yopuuii C., Bpengens O., Ipariamsini /. ABrenTudikariis 3o6pakeHb Ha OCHOBI ix ceMaH-
TUYHOI CerMeHTallil y HeHPOHHUX Mepekax [MIMOOKOro HaBYaHHS 3 IX morepegHiM 06po-
6seHHsIM 32 MeTogaMu (inbrpanii. Teopis ma npakmuxka cyo0ogol ekchepmusu i KpUMIHAAICTUL-
ku. 2022. Bum. 1 (26). C. 128. DOI: 10.32353/khrife.1.2022.08 (date accessed: 15.07.2024).

26 Tam camo. C. 134.

27 Hlenitbko M., Jatum K. KpuMinanbHa noJiTuKa y cepi 1judpoBoi NpoTHAil IponaraHzi
iz gyac BiiHU. Teopis ma npakmuxka cy0ogoi ekcnepmu3u i Kpuminasicmuxu. 2023. But. 4 (33).
C. 87—98. DOI: 10.32353/khrife.4.2023.06 (date accessed: 15.07.2024).

28 TumyumuH A. M. CyzoBa eKCIIepTH3a SK IpoliecyaabHa GopMa BUKOPUCTAHHSA CIIeNialbHUX
3HAHb Y KPUMiHAJIbHOMY IPOBaKeHHI. [Tig0eHHOYKpaiHcukuil npagHuyuil yaconuc. 2023. Ne 1.
C. 228. DOI: 10.32850/sulj.2023.1.40 (date accessed: 15.07.2024).

29 Mohsin K. Op. cit. DOI: 10.2139/ssrn.3910244 (date accessed: 15.07.2024).
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suring the confidentiality of personal and
other data entering the Al system have not
yet been clearly defined: it is not known
who will have access to this data and what
are the limits of the use of this informa-
tion by third parties. The lack of proper
regulation of the mentioned aspects caus-
es serious concerns regarding the security
and privacy of this data. Therefore, regu-
lations must clearly and precisely stipulate
the rules of data collection, processing,
storage and use in Al systems, thereby pro-
tecting the rights of users and preventing
possible abuse. Another use of Al in these
circumstances is to upload non-personal-
ized data.

It is also necessary to remember the
reverse side of using Al to create false con-
tent or develop scripts for hacking or oth-
er unauthorized access to personal data
(when Al-generated elements are added
to the original content or, conversely, ex-
isting ones are removed). Therefore, Al
will be successful in creating high-qual-
ity fakes and deepfakes that are difficult
to distinguish with the naked eye (ear),
and as long as relevant forensics contin-
ue, the ultimate goal of developing these
fakes and deepfakes will be achieved, be-
cause such digital products are imprint-
ed in the human memory and able to
significantly influence the opinion of the
general public. Quite often, this Al tech-
nology is used with the goal of promoting
the desired narrative to the masses. For
example, when the communication of
the mayor of Kyiv created with the help
of digital technologies with the leaders

of five European capitals cast doubt on
his authenticity only after he asked ques-
tions in Russian, while the successfully
generated appearance, facial expres-
sions and gestures, etc., did not cause
such doubts **. Such cases discredit AI
and other advanced digital technologies,
so an important aspect of forensic work
is the investigation and identification of
modified digital content generated by Al,
especially in deepfake cases. Such digital
content (for example, with a synthesized
human image) is generated in such a
high quality that traditional methods and
tools are no longer able to detect them,
so there is an increasing need for the pro-
gressive application of special knowledge
for research and use of AI technologies.
The aforementioned deepfake is created
by combining and overlaying existing
media (images or videos) onto the source
media using a Generative Adversarial Net-
work (GAN). In the scientific literature,
there are many examples of training Al
models to determine the authenticity of
media content, one of the algorithms of
which has the following structure: selec-
tion of a set of data; dividing video into
frames and cropping faces; model devel-
opment using Convolutional Neural Net-
work (CNN) and Long Short-term Memory
(LSTM); training the model on a selected
data set and further testing it on a test
data set; prediction on any specific video;
calculating the accuracy of the model and
displaying the video classification results
and the accuracy of its results *. As noted
above, quality and quantity of materials

30 Kpacuomoserp II. Bytu Bitanmiem KinnukoMm. K 370BMUCHUKM CTBOpWIN delKoBOro mepa
Kuesa i mpoBesy po3MOBH 3 KepiBHIKAMU IT'SITH €BPOIEChKUX cToauIb / Forbes. 29.06.2022.
URL: https://forbes.ua/innovations/buti-vitaliem-klichkom-yak-zlovmisniki-stvorili-feykovogo-
mera-kieva-i-proveli-rozmovi-z-kerivnikami-chotirokh-evropeyskikh-stolits-29062022-6887

(date accessed: 15.07.2024).

31 VamsiV.V. V. N. S,, ShetS. S., Reddy S. S. M., Rose Sh. S., Shetty S. R., Sathvika S., Supriya M. S.,
Shankar S. P. Deepfake detection in digital media forensics. Global Transitions Proceedings.
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on which the model is trained are import-
ant. Thus, the accuracy of the proposed
model decreases for low-quality images,
and for medium-quality videos, the accu-
racy needs to be further improved by us-
ing combined models to train on tempo-
ral parameters. So, a better data set with
better quality leads to better learning *2.

Conclusions

Al can be used in forensic expert activi-
ties with the purpose of providing infor-
mation, analytical and reference support
for the activities of forensic experts, but
with mandatory compliance with ethical
and security standards. The creation of
specialized information and intellectual
educational systems will contribute to the
rapid exchange of experience between
experts. Automation and standardization
of certain processes of forensic expert
activity can significantly increase its effi-
ciency, reduce the burden on experts, al-
lowing you to focus on qualitative analy-
sis and interpretation of results. In order
to ensure objectivity and accuracy of re-
sults, Al should be applied in accordance
with ethical and security standards. Ef-
fective implementation of AI requires
close collaboration between technology
developers and forensic experts. This will
help create technical solutions that meet
the real needs and challenges of foren-
sic activity. The use of AI is associated
with risks of bias in results and data pri-
vacy concerns. Clear regulations need to
be developed to protect users’ rights and
prevent possible abuses. Digitization of
forensic activity makes it possible to en-

sure continuity of work even in emergen-
cy situations, such as military conflicts.
The use of web applications and remote
work today are important elements of
increasing the efficiency of the work of
expert institutions of Ukraine in the con-
ditions of martial law.

Introduction of Al into forensic sci-
ence has significant potential, but requires
careful regulation and control to ensure
ethics and efficiency.

BuxkopucraHHsa
IITYYHOTO iHTeJIeKTYy
B CyZ0BO-€KCIIePTHill AislIbHOCTI

Muxaiiao Illenimoko,
Kamepuna lamuw

OCMaHHimM 4acom WMy4HULL iHMeneKm
cmae opOuHApHUM S8uLeM Y Pi3HUX cdepax
100CvKO1 scummedianvHocmi, 00HIEI0 3 AKUX
€ cydoso-excnepmua. Okpemi HANpAMU CYOO-
80-ekcnepmmuoi OJiAAbHOCMI HABIMbL CMAAU
6invw yymaugumi 00 BUKOPUCTIAHHA ese-
MEHMI8 UWLMY4HO20 IHMeNAeKNY, 30Kpema:
i0enmudpixauis 0cobl 3a 03HAKAMU 308HIUL-
Hocmi, eidbumkamu naavyie i JHK; docai-
OstcerHs OOKyMeHmis; aHdAAi3Y8AHHL UUPpO-
801 iHgopmauii mowo. Yepes Haod3zsuuaiino
CMPIMKUIL PO3BUTMOK CUCTIEM ULMYYHOZO TH-
MeneKmy HOpMAMmuUeHo-npagody 6asy iz nu-
MAaMb 11020 3aCMOCY8AHHS HeOOCMATMHBO PO3-
pobaeno, Ha sianv, He MIALKU 8 YKpaini: 3a
11020 6YPXAUBOI0 €B0MIOYIEI0 SIBHO He 6cmu2a-
10Mb 3aKOH00A8YL HABIMb Jyitce NPOCYHYMUX
Jepoicas, xoua il dyxce Hamaearomocs. Hanpu-
K140, Npasosum NiOrpyHmam O0As pezynio-
BAHHS 3ACMOCY8AHHS WIMY1HO20 THIMeAKITY
8 €C ¢ Artificial Intelligence Act, a Ha 8imuus-
HaHux mepenax — Kowuyenuyis possumky
WmMy4Hoeo iHmenekmy 8 Ykpaini. Aemopu

2022.Vol. 3, Is. 1. Pp. 74—79. DOI: 10.1016/j.gltp.2022.04.017 (date accessed: 15.07.2024).

32 Karandikar A., Deshpande V., Singh S., Nagbhidkar S., Agrawal S. Deepfake Video Detection
Using Convolutional Neural Network. International Journal of Advanced Trends in Comput-
er Science and Engineering. 2020. March — Apr. Vol. 9. No. 2. Pp. 1311—1315. DOI: 10.30534/
ijatcse/2020/62922020 (date accessed: 15.07.2024).
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Y020 00CAIONHCeHHS MAAU HA Memi OKpec-
AUMU MONAUBOCTI, NEPCeKMUBU 1 Medxcl
BUKOPUCTIAHHS WIMY4HO20 THMeAeKMY 8 CY-
Jogo-excnepmuiil dianvHoCmi 8 YKpaiui i in-
wux Oepacasax i po3pooumu eHy4Ky npaeo-
8y 6a3y 1iozo 3acmocysanhs 3 0608’43K08UM
npogeciiiHum KOHmpoaem A100unu (cydosozo
excnepma). Jlns 0ocaeHeHHS NOCMABAeHOL
Memu asmopu MNOCAY208Y8ANUCE KOMTM/IEK-
COM 3A2a/NbHOHAYKOBUX | CNeyidAbHUX Me-
modig (nopigHAAbBHUM (KOMNAPATMUSHUM),
ICMOPUKO-NPABOSUM, CUCTEMH020 AHAAL3Y,
Y3A2anbHeHHs, NPOZHO3YBAHH). 3ATPONOHO-
8aHO po3pobUMU An20pUMMI KOHMPOAIO MA
cmandapmusysamu npoyec 8npogaddieHHs
WMy4Ho20 iHmeaekmy 00 11020 NpaxmMuU4Ho20
3acmocysanus. Enemenmu wmyunoeo inme-
/IeKTY Cb0200HI 8X4ce MOMCHA AKTUBHO 1i be3-
3acmepexcHo 3acmocogysamu 8 Judaxkmuu-
Hiil (oceimmiil) chepi 1l Haykogiil digavHoCmi,
modi ax y cydoeo-eKcnepmmiil 2any3i cnepuy
8AMCAUBO COPpMYNI0BAMI BUCOKL eMUYHI,
npagosi 1l besnexosi cmandapmu 11020 8UKO-
PUCTAHHA.

Kawwuoei caoga: yugposi mexnonozii;
wmyuHuil inmenekm; cydogo-ekcnepmua 0i-
ANBHICMY;, CMAHOAPMU3AYis; emuyHi, npa-
8061 ma besnexosi cmaHdapmu.
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