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OPEN (

This research paper purpose is to use modern general and special
methods of scientific knowledge to investigate the essence, form of elec-
tronic documents and their carriers, the specifics of the involvement
of specialists and experts in their search, recording and research. It
has been proven that the essence of the concepts “electronic (digital)
information”, “electronic data”, “electronic document” in the crimi-
nal procedural aspect should be considered identical. It is shown that
in the broadest sense an electronic document is any information pre-
sented in electronic form, in a narrow sense it is a document with
mandatory electronic details. It is argued that electronic documents
are placed on physical or electronic media in the form of files. Physical
media are digital devices on which electronic documents are stored,
and electronic media (electronic environment) are global or local net-
works, cloud storage, various electronic registers. It is substantiated
that in criminal proceedings physical media are physical evidence
(Article 98 of Criminal Procedural Code of Ukraine) or appendices to
the protocols of investigative actions in the form of carriers of copies
of electronic documents (Article 105 of this Code), and documents re-
moved from electronic media are evidence documents (Article 99 of
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this Code). For admissibility of electronic documents as evidence in
criminal proceedings during investigative actions for the search, de-
tection and recording of electronic documents with the participation
of an information technology specialist, it is recommended to neces-
sarily record (in writing in the protocol or with the help of a video
recording) all operations of the specialist with the carrier of electronic
documents or appoint an electronic communications examination or

a computer examination at the place of inspection (search).

Keywords: electronic documents; electronic (digital) informa-
tion; information carriers; electronic data; digital evidence; specific
expertise; specialist; forensic expert; forensic science.

Research
Problem Formulation

Currently, the latest information tech-
nologies are actively used in everyday
activities: they have become an integral
part of modern society. At the same time,
information technologies are used in ille-
gal activities for creation of malicious pro-
grams, forged documents, interference in
computers and computer networks, com-
mitting fraudulent actions, embezzlement
and other offenses as a component of the
method of committing crimes. Modern
criminals are especially active in using
the resources and capabilities of the In-
ternet, social networks, e-mail and instant
messaging services, means of anonymiza-
tion and remote access, technologies for
creating and disseminating unconfirmed
facts, etc. Consequently, many evidences
in criminal proceedings today have a dig-
ital (electronic) form requiring their col-
lection, storage, processing and analysis
during criminal proceedings. Information
in electronic (digital) form includes vir-
tual assets, websites, web pages, text and
graphic images, plans, photographs, vid-
eo and audio recordings, multimedia and
voice messages, databases and other com-
ponents that can be considered electronic
documents.

11

There is no need to prove the need for
innovations in the criminal procedural
field, in methods and instrumental meth-
ods of searching, reviewing, extracting
and researching electronic documents.
Despite the presence of separate legisla-
tive acts, numerous scientific publications
and methodological recommendations, in
the criminal process there remain a num-
ber of problems related to the interpre-
tation of the concepts of digital informa-
tion, electronic documents, electronic data,
digital evidence, which negatively affects
investigative and judicial practice. Taking
into account peculiarities of electronic
documents, issues of turning them into
evidence, developing rules for collecting,
preserving, researching and using digital
information in evidence based on specific
expertise are urgent.

The issues of collecting and research-
ing on electronic documents, created
directly in computer tools and their sys-
tems, on information carriers, in a virtual
environment are due primarily to the need
to apply specific expertise. During investi-
gation of criminal offenses, difficulties in
working with electronic documents are
caused by gaps in the legislation, insuf-
ficient knowledge of law enforcement
officers in the field of computer techno-
logies, the need to use complex licensed
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equipment, and mandatory involvement of
specialists of various profiles in conduct-
ing investigative (search) actions. In re-
cent years, electronic documents have be-
come objects of research in many types of
forensic examinations which has caused a
number of theoretical, legal and organiza-
tional problems, significantly influenced
the methodology and methodology of fo-
rensic expert research, competence of fo-
rensic experts.

Article
Purpose

Determine the essence, form of electronic
documents and their carriers, specifics of
involving specialists and experts in their
search, recording and research..

Research
Methods

During research, general and special
methods of scientific knowledge were
applied. Theoretical analysis and synthe-
sis (induction, deduction, comparison,
analogy, abstraction, classification) came
in handy for summarizing content from
literary sources, positions of authors on
certain issues related to the research sub-
ject; examination and substantiation of
the concept electronic documents, their
importance while proof procedure was
carried out by the system-structural meth-
od; the formal-legal method helped reveal
the specifics and criteria for involving
a specialist in investigative actions. The
mentioned methods were used as inter-
connected and complementary, which
contributed to research completeness and
validity of formulated scientific conclu-
sions and proposals.

Analysis of Essential Researches
and Publications

The concepts, types, methods of collect-
ing and researching electronic documents
and digital evidence in the criminal pro-
cess were analyzed by domestic scientists
H. Avdieieva, D. Alieksieieva-Protsiuk,
N. Akhtyrska, O. Bryskovska, O. Hara-
symiv, S. Honhalo, M. Hutsaliuk, I. H. Ka-
lancha, A. Kovalenko, I. Krytska, S. Mar-
ko, Yu. Orlov, L. Ostapchuk, A. Ratnova,
0. Riashko, O. Samoilenko, A. Skrypnyk,
I. Smal, A. Stolitnii, I. Kharaberiush,
V. Khakhanovskyi, A. Khytra, D. Tsekhan,
S. Cherniavskyi, H. Chyhryna et al. A num-
ber of research papers by these and oth-
er authors were devoted, in particular, to
the issues of involving expert witness in
collection and research on electronic doc-
uments. However, certain aspects of the
essence of electronic documents, specific
expertise use regarding their detection,
recording, extraction and research have
not been fully analyzed that necessitates a
more thorough analysis of outlined issues.

Main Content
Presentation

Given the lack in the doctrine of criminal
procedural law of Ukraine of a definition
of the concept of electronic documents in
the context of disclosing the purpose of
our research, it is important to find out
essence, specifics of these objects, rela-
tionship with other related categories of
information technology.

In modern legislation, the concept of
document is interpreted as “material object
that contains information, the main func-
tions of which are preserved and trans-
ferred to the world ” ! or “material form of

1 IIpo indopmarito : 3akoH Vkpainu Bix 02.10.1992 p. Ne 2657-XII (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/2657-12#Text (date accessed: 02.06.2024).
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possession, saving, editing and expanding
information recorded on the paper, mag-
netic, film, photo film, optical disk or oth-
er media” 2. Another important concept of
document in place of DSTU 2732:2004 (that
has foregone DSTU 2732:2023) is “infor-
mation recorded on a material basis, the
main function of any “Save and transmit
it in time and space” 3. However, at differ-
ent times, legislators gave different mean-
ings: on the one hand, the document was
perceived as material information, on
the other hand, as the information itself.
However, these concepts are not the same.

Information is defined as “any infor-
mation and/or data that can be stored on
tangible media or displayed electronical-
ly”. Electronic (digital) information (dig-
ital content) is “any information or data
in electronic (digital) form containing
objects of copyright and/or related rights
and can be stored and/or distributed in the
form of one or more files (parts of files),
records in a database on the storage devic-

es of computers, servers, etc. on the Inter-
net”.

The Criminal Procedural Code of
Ukraine does not have the concept of elec-
tronic digital information, but mentions
electronic data, the which review is carried
out by the investigator, prosecutor in ac-
cordance with Art. 237 ¢. The concept of
electronic data in the regulatory documents
is defined as “any representation of facts,
information or concepts in a form that is
suitable for processing in a computer sys-
tem, including a program that is suitable
for causing the execution of certain func-
tion by a computer system, data is defined
as information presented” ’, in a form suit-
able for processing by electronic means™,
and electronic data is defined as any in-
formation in electronic form °. It is worth
noting that, by its very nature, electronic
(digital) information is a binary code writ-
ten with zeros and ones and designed to be
read, processed and transmitted by infor-
mation technology. In its original form, it

2 TIpo o6OB’SI3KOBUIT IPUMIPHUK JZOKYMEHTIB : 3akoH Ykpainu Bij 09.04.1999 p. Ne 595-XIV

(31 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/595-14#Text (date accessed:
02.06.2024).

(date accessed:

3akoH VKpaiHU Bif

3 JICTV 2732:2004 [linoBoACTBO 1 apxiBHa cripaBa TepMiHM Ta BU3HAYeHH NOHATD [He YMHHUHN
Big 29.02.2024]. Kuie, 2005. C. 2. URL: http://old.loga.gov.ua/netcat_files/4895/4106/h_7d-
602cb292dd3a86478915757d0425f9 (date accessed: 20.08.2024).

4 Tlpo indopwmarmiio ... . URL: https://zakon.rada.gov.ua/laws/show/2657-12#Text (date accessed:
20.08.2024).

5 IIpo aBTOpPCBHKe IPaBoO i CyMiXHI IpaBa : 3akoH Vkpainu Biz 01.12.2022 p. Ne 2811-IX (3i
3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/2811-20#Text (date accessed:
02.06.2024).

6 KpumiHaibHUI IpollecyaJbHUIN KojeKc VKpainu Bif 13.04.2012 p. Ne 4651-VI (3i 3MiH.
Ta fgomoB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text
20.05.2024).

7 KouBeH1is npo kibep3nouynHHICTS : mpuitHaTa KoMm. minictp. Paau €sponu 08.11.2001 p. ; pa-
Tudik. 3akoHOM Vkpainu Biz 07.09.2005 p. Ne 2824-1V (3i 3miH. Ta gomos.). URL: https://zakon.
rada.gov.ua/laws/show/994_575#Text (date accessed: 02.06.2024).

8 IIpo eNeKTPOHHi [JOKYMEHTH Ta eJeKTPOHHUN [JOKYMeHTOODbir :

22.05.2003 p. Ne 851-IV (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/851-
15#Text (date accessed: 02.06.2024).
9 IIpo eleKTPOHHY ifieHTU(dIKALiI0 Ta €IeKTPOHHI AOBipdi IOCIYTH :

3akoH YKpaiHU Bij
05.10.2017 p. Ne 2155-VIII (3i 3miH. Ta gonoBs.). URL: https://zakon.rada.gov.ua/laws/show/2155-
19#Text (date accessed: 02.06.2024).
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is not suitable for human perception: only
computer tools make it understandable
for people.

Important characteristic of electronic
documents is the way they are stored in
a file format, which scientists propose to
consider as a criminal procedural form of
digital information °. There are various
file formats used for preparing, process-
ing, and storing electronic documents.
File formats are usually divided into text
ones (.txt, .rtf, .pdf, .doc (.docx), etc.),
graphic (vector ones: .dxf, .tps, .cgm, etc.;
raster ones: bmp, .tiff, .gif, .jpeg, etc.),
spreadsheets, databases, video and audio,
archival storage (.pdf, etc.) and so-called
markup languagesthat allow displaying
information about the document (.sgml,
.html, .xml).

Legislators define an electronic docu-
ment as “document where information is
recorded in the form of electronic data,
including mandatory document details '*.”
Scientists call an electronic document in-
formation in electronic (digital) form that
can be used “as evidence of a fact or cir-
cumstance established during criminal
proceedings” 2. The analysis of the given
wording gives reason to believe that in the
criminal procedural aspect, the concepts:
electronic (digital) information, electronic
data, electronic document can be used as
synonyms. However, from a practical and

procedural point of view, it is advisable to
distinguish the concept of electronic docu-
ments in a broad and narrow sense. In the
first sense, an electronic document should
be considered any information presented
in electronic form, which formation and
existence occurs thanks to special soft-
ware and technical means “. It is worth
noting that the concept of electronic doc-
ument in a broad sense covers many dif-
ferent categories, namely: accounting and
tax reporting documents, Internet pages,
websites, audio and video recordings that
are created, transmitted, received in elec-
tronic form, messenger pages, correspon-
dence through e-mail, etc. In the narrow
sense, an electronic document is a docu-
ment that has electronic details: mandato-
ry data (for example, an electronic signa-
ture or an electronic seal), without which
it cannot be the basis for its accounting
and will not have legal force. The visual
form of presentation of an electronic doc-
ument is a display of the data it contains
by electronic means or on paper in a form
suitable for human perception of its con-
tent .

Concept of electronic document is
inseparable from its carrier, material ob-
ject or environment capable of storing
the entered information in its structure.
A medium for storing electronic (digital)
data is defined as “material medium used

10 MeteseB O. II. ITudpoBi Aokasu y KpHMiHaJIbHOMY IIpolleci: BUJOBa XapaKTepUCTHKA.
BicHHMK KpUMiHAJIBHOIO CyZouuHCTBA. 2023. Ne 1—2. C. 50. DOI: 10.17721/2413-5372.2023.1-

2/42-53 (date accessed: 02.06.2024).

11 TIIpo eneKTpoOHHI fOKyMeHTH ... . URL: https://zakon.rada.gov.ua/laws/show/851-15#Text (date

accessed: 02.06.2024).

12 Ocramuyk JI. I., Cmansb I. A. [lo nUTaHHA IIPaBOBOI IPUPOJY €JeKTPOHHOIO JOKYMEHTY Ta
Yioro Micig y cucTeMmi ZOKasiB KpUMiHAJIBHOIO IIpoliecy. IIpuKapmaTCbKUM OpUANYHUHN
BicHMK. 2022. Bu. 2 (43). C. 124. DOI: 10.32837/pyuv.v0i2.1028 (date accessed: 02.06.2024).

13 XwxHAk €. C. OcobamBoCTi OIIAAY eJeKTPOHHUX JAOKYMEHTIB IIiJi 4ac pO3CIifyBaHHS
KpPUMiHQJIBHUX IIpaBOIOpyIIeHs. Jepiasa ma peeionu. Cepis: IIpaso. 2017. Ne 4 (58). C. 81.
URL: http://www.law.stateandregions.zp.ua/archive/4_2017/15.pdf (date accessed: 02.06.2024).

14 TIpo eNeKTPOHHI JOKyMeHTH ... . URL: https://zakon.rada.gov.ua/laws/show/851-15#Text (date

accessed: 02.06.2024).
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for recording, storing and reproducing in-
formation processed by computer equip-
ment” . With the aim of more effective
application of specific expertise for col-
lecting and researching electronic doc-
ument carriers and taking into account
their nature, it is advisable to combine
such carriers into two groups: material
and electronic. Physical media during in-
vestigation are important as objects that
directly contain forensically significant
information in the form of electronic doc-
ument files. Electronic documents in this
case have evidentiary value when they are
combined with a specific material medi-
um seized in a specified place from a spe-
cific person under certain circumstances
as evidence of a fact or circumstances that
are being investigated during criminal
proceedings. Tangible media can be: an
object for storing digital data used in stan-
dard computers (hard, flexible, optical,
magneto-optical disks; digital devices with
similar functions); mobile phones, per-
sonal digital assistants (PDAs), personal
electronic devices (PEDs), memory cards;
mobile navigation systems; digital photo
and video cameras (in particular, CCTV);
a standard computer with network con-
nections; networks based on TCP/IP and
other digital protocols, as well as devices
with functions similar to the above *.
Electronic carriers of documents are
the electronic environment: global and lo-

cal networks, cloud storage, various elec-
tronic registers (weapons, property rights
to real estate, ownership rights to real
estate, mortgages, prohibitions on alien-
ation of real estate objects, reimburse-
ment of value added tax, etc. .). Due only
to information they contain, electronic
documents have an independent eviden-
tiary value regardless of the physical me-
dium. The proposed division of electronic
document carriers correlates with the de-
cisions of the Supreme Court of Ukraine,
according to which the main feature of an
electronic document is the lack of a rigid
attachment to a specific material carrier
that is only a way of preserving informa-
tion and is relevant only when the elec-
tronic document is physical evidence.
The same electronic document can exist
on different media. All “copies of an elec-
tronic document that are identical in their
content can be considered as originals and
differ from each other only by the time
and date of creation”.

Summarizing the above, we come to
the conclusion that a certain material or
electronic medium can contain an elec-
tronic document (digital information) in
the form of corresponding file.

Electronic document acquires the
status of evidentiary information only
when it is found, and its content, special
features and characteristics, etc. are doc-
umented and transformed into a written

15 ZICTV 7448:2013 Iudopmania Ta gokyMmeHTanis. BibrioTeuHno-inbopmaniiiHa AisIbHICTS.
TepMiHU Ta BU3HAYeHHS MOHATH [YuHHMH Big 01.07.2014]. Kuis, 2014. 42 c. URL: https://lib.
nure.ua/storage/app/media/nmbk/doc/dstu.pdf (date accessed: 02.06.2024).

16 OCTY ISO/IEC 27037:2017 Indopwmariiini TexHosorii. Meroau saxucTy. HacraHoBu ans
inenTudikariii, 36upanss, 3400yTTs Ta 36epexenHs nubposux gokasis (ISO/IEC 27037:2012,
IDT) [Yuunnii Big 01.01.2019]. Kuig, 2018. 31 c. URL: http://online.budstandart.com/ua/catalog/
doc-page?id_doc=74978 (date accessed: 02.06.2024).

17 IlocraHoBa BepxoBH. Cyzy Vkpainu Biz 10.09.2020 p., cripaBa Ne 751/6069/19, mpoBazx.
Ne 51-1704xM20 / €IPCP : odim. cait. URL: https://reyestr.court.gov.ua/Review/91722819
(date accessed: 02.06.2024) ; I[TocranoBa BepxoBH. Cyay Ykpainu Big 26.01.2021 p., cripasa
Ne 236/4268/18, mpoBazx. Ne 51-3124xm20 / Tam camo. URL: https://reyestr.court.gov.ua/

Review/94905297 (date accessed: 02.06.2024).
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and visual document available for unam-
biguous perception by all participants
in the criminal proceedings. In order to
use electronic documents as evidence
during criminal proceedings, they should
be obtained in accordance with the pro-
cedure provided by the law . The need
to use electronic documents (computer
data, electronic (digital) information) in
evidence has led to a lively discussion
among scholars regarding identification
of a new type of source: digital evidence *°.
It is necessary to support the proposal to
legally enshrine the definition of electron-
ic (digital) evidence in the Criminal Pro-
cedural Code of Ukraine, as formulated
in Art.100 of the Civil Procedure Code of
Ukraine * or the International Standard

ISO/IEC 27037:2017 *. However, within
the limits of current criminal procedur-
al law, scholars and practitioners suggest
considering electronic documents as ev-
identiary documents **, as physical evi-
dence %, or as both of these categories *.
Our approach is based on the proposed
division of electronic document carri-
ers, according to which documents ex-
tracted from electronic carriers should
be considered evidence documents (Ar-
ticle 99 of Criminal Procedural Code of
Ukraine), and physical carriers should be
considered material evidence (Article 98
of Criminal Procedural Code of Ukraine)
or appendices to the protocols of inves-
tigators and secret investigative (search)
actions in the form of disks, flash drives

18

19
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21
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24

Appeena I. K. [IpobieMu BU3HAUYEHHS JOCTOBIPHOCTI ITU(POBUX J0KA3iB Y KPUMiHAJIBHOMY
MIPOBa/KeHHI. BicHuk JIyeancbkoeo HA84ANbHO-HAYK08020 iHcmumymy imeni E. O. Jidoperka.
2024. Bum. 1 (105). C. 33—48. DOI:10.33766/2786-9156.105.33-48 (date accessed: 02.06.2024).
I'yrauk A. B., Xurpa A. 1. KpumiHa/IbHI IIpolLlecyalbHi Ta KPUMiHATICTUIHI OCHOBH BHKO-
PUCTaHHS eJIeKTPOHHUX JOKYMEHTIB y IOKa3yBaHHi : Koj. MOHOTP. JIbBiB, 2022. C. 34. URL:
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%d0%93%d1%83%d1%82%d0%
bd%d0%hb8%d0%ba%2c%20%d0%a5%d0%b8%d1%82%d1%80%d0%b0_%d0%bc%d0%be
%d0%bd%d0%be%d0%b3%d1%80%d0%b0%d1%84%d1%96%d1%8f_21_06_2022.pdf (date
accessed: 02.06.2024) ; KoBanpuyk C. O. BueHHS PO pevoBi JOKA3U Yy KPUMiHAIBHOMY IIPO-
Ileci: TEOPETUKO-IIPABOBi Ta IIPAKTUYHI OCHOBU : AWC. ... A-pa opuz. Hayk. Ozmeca, 2018.
C. 154. URL: https://dspace.onua.edu.ua/bitstreams/94e3af63-a41b-4f31-8a68-07c2b8bc430b/
download (date accessed: 02.06.2024) ; Ckpunnuk A. B. BukopucranHs iHbopMmariii 3 enex-
TPOHHUX HOCiIB Y KpUMiHAJIBbHOMY IIpOliecyaJbHOMY JOKa3yBaHHi : JAUC. ... J-pa dijsoc. y ra-
sysi mpasa. Xapkis, 2021. C. 102.

LIMBiIILHUH IPOIeCYaTIbHUI KoZIeKC VKpainu Biz 18.03.2004 p. Ne 1618-1V (3i 3MiH. Ta J0TIOB.).
URL: https://zakon.rada.gov.ua/laws/show/1618-15#Text (date accessed: 02.06.2024).

JCTY ISO/IEC 27037:2017. URL: http://online.budstandart.com/ua/catalog/doc-page?id_
doc=74978 (date accessed: 02.06.2024).

Bigask I. C. BUKOpPUCTaHHS CIeljaJbHUX 3HAHb IIPHU PO3CIiyBaHHI IIAXPalCTB : JUC. ...
KaH7l. opu/. Hayk. JlHinpo, 2018. C. 142 ; Tonrano C. M. CyzoBa TexHiKo-KpUMiHaMiCTIY-
Ha eKCIIepTH3a JOKYMEHTIB: Cy4acHI MOXJINBOCTI JOCJIi/PKEHHS Ta IePCIIEKTUBHU PO3BUTKY :
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with copies of documents (Article 105 of
the Criminal Procedural Code of Ukraine
of Ukraine) ®. We emphasize that, ac-
cording to our concept, physical evidence
is the physical medium itself and not the
electronic document that is a peculiar
sign, a characteristic of the medium and
has no independent evidentiary value.
Despite the existing legal conflict, legis-
lators provided for a certain list of inves-
tigative actions aimed at forming sources
of evidence, which content are electronic
documents, taking into account the charac-
teristics of media and methods of working
with them. Thus, electronic documents in
the form of electronic data can be detected
in case of temporary access to electronic
information systems, computer systems or
their parts, mobile terminals of commu-
nication systems (Article 160 of Criminal
Procedural Code of Ukraine), search (Ar-
ticle 236 of the Criminal Procedural Code
of Ukraine ), inspection (Article 237 of the
Criminal Procedural Code of Ukraine),
removal of information from electronic
communication networks (Article 263 of
Criminal Procedural Code of Ukraine) or
electronic information systems (Article 264
of Criminal Procedural Code of Ukraine) %.
During procedural actions, complete copy-

ing of information from objects of inspec-
tion, search, access is allowed; if necessary,
to reveal criminally relevant information,
an examination is appointed under Art.242
of Criminal Procedural Code of Ukraine ¥
(in our case, a computer-technical exam-
ination of seized physical evidence or car-
riers of copied information).

Impossibility of direct perception of
an electronic document and the need to
use software and hardware for this is one
of the most important features of this ob-
ject, which distinguishes it from analog
documents (documents on paper) and re-
quires specific expertise use to provide
such an electronic document with a form
accessible to the participants in criminal
proceedings. Peculiarities of searching, re-
cording and copying computer data during
investigative actions are widely covered in
the forensic literature?. At the same time, a
number of problems regarding the applica-
tion of specific expertise for collection and
research on electronic documents during
criminal proceedings remain unresolved.

One of leading participants in investi-
gative actions related to detection and sei-
zure of electronic documents is a special-
ist (Article 71 of Criminal Procedural Code
of Ukraine) ¥, which is due to the need to

25 KpuminaiabHUH IpolecyaabHUH KogeKc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).
26 Tawm camo.
27 Tawm camo
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provide electronic documents with a form
visually accessible to procedure partici-
pants, apply specific methods and techni-
cal means to detect and store the necessary
information for the purpose of its further
expert research. Like any participant in
an investigative action, a specialist is en-
dowed with special rights and obligations
regarding specific expertise application.
Information technology specialist is in-
volved in the search, fixation and seizure
of electronic documents.

The first thing to pay attention to is
the situational nature of the involvement
of specialist affecting the need to apply
specific expertise, specialist choice, tools,
techniques for searching, recording and
saving electronic documents. The general
algorithm for the inspection of a separate
physical carrier includes the following
stages: 1) external inspection and identifi-
cation; 2) checking availability of cable or
wireless connections (cell adapters, con-
tactless communication, etc.), disconnect-
ing cables and external devices; 3) over-
view of computer information (installed
and used applications, file system, run-
ning processes) on the medium; 4) saving
(copying) information from the RAM; 5)
regular shutdown of the device and copy-
ing of permanent memory (hard media or
hard magnetic disk); 6) compilation of the
protocol and packaging of the removed,
taking into account the type of media and
the possibility of wireless control of it. Not
all investigative situations require the in-
volvement of an information technology
specialist. In simple situations where the
physical medium is in a disabled state and
should be removed as physical evidence;
when the medium is unlocked, the investi-
gator knows exactly the name of the docu-
ment (file, web page, etc.) and there is no
need to search for it, it is possible to dis-
pense with the involvement of a specialist.

18

Viewing and capturing an image of a docu-
ment is quite accessible to an investigator
with basic computer skills. For stages 1, 2
and 6, a camera, portable work comput-
er (laptop) of the investigator with a typ-
ical set of programs and a printed device
(printer), forceps and a protective wrap-
per with packaging are sufficient. A diffi-
cult, problematic situation arises due to
the lack of a password for access to work
on a computer device; the unknown pres-
ence and name of a document relevant to
the investigation; need to completely copy
the information content of the tangible
medium if it is impossible to remove the
information medium itself or stop (turn
off) automated systems. Implementation
of stages 3, 4 and 5 requires the use of ad-
ditional specific expertise and tools. In
this situation, involvement of information
technology specialist is mandatory.

The need for mandatory involvement
of specialist is due to difficulties associ-
ated with the search and identification of
electronic documents on media that are
important for the investigation, which
are especially relevant during the inspec-
tion (search) of large computer networks,
which operation cannot be suspended due
to their critical importance for production
processes that cannot be interrupted. In
addition, it is often technically impossi-
ble to remove them completely from the
crime scene, and even if it were possible,
large amount of information to be stud-
ied would make it impractical. In such a
situation, specific devices with necessary
information should be identified in the
network, located and investigated sepa-
rately. Computer system of even the sim-
plest corporate network includes employ-
ee workstations, servers, including mail
and proxy servers, domain controllers,
routers, switches, and cabling. Elements
of the network (cable and wireless, cor-
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porate or local network and its whole seg-
ments) can be located not only in different
premises of the building, but also in dif-
ferent geographical regions (for example,
if the technology of virtual (logical) chan-
nels, cross-border, cloud system is used to
organize the network , then processing of
information, which is the most difficult
during organization and conducting re-
view, requires mandatory use of tools and
methods). Similar situation can arise at
the site of inspection (search) in case of
detection of digital devices connected to
a remote information storage, in particu-
lar a cloud one, or during an inspection of
the premises of a hosting service provider
that rents out computing power, servers
that are physically located in different re-
gions of the country or encrypted. In the
relevant methodological recommenda-
tions, specialist was asked, for example,
search for documents in a remote com-
puter network resource, overcome com-
puter blocking and to perform other ma-
nipulations *. Under such circumstances,
role of a specialist, who no longer has to
perform routine actions, increases many
times over: now a long creative research
work awaits him. In such a situation, the
participation of a specialist in the field of
information technologies during investi-
gative actions consists in carrying out ma-
nipulations with computer means that are
inaccessible and mostly incomprehensi-
ble to the participants of the investigative
action: the investigator, witnesses, owners
of the means.

In the protocol of investigative action
(in accordance with Article 103 of Crim-
inal Procedural Code of Ukraine) it is
necessary to describe all operations and
transitions carried out during examina-
tion (search) of the computer tool *. At the
same time, as stated above, these actions
are not obvious to the rest of the partici-
pants, and can last longer than a reason-
able period of time for the investigative ac-
tion, in addition, specialist makes changes
in digital environment with his actions
that are not related to a criminal offense.

Two methods can be recommend-
ed to ensure admissibility of electronic
documents as evidence obtained during
investigative activities involving an infor-
mation technology specialist. The first is
the recording of each specialist’s action
(video recording, printing, screenshots of
web pages, etc.) so that, in case of doubts
about the correctness of receiving elec-
tronic documents, each specialist’s opera-
tion with physical or electronic media can
be reviewed and checked. The second way
(when the search for electronic documents
both in physical media and in cyberspace
requires complex manipulations with the
use of software and technical means) is the
appointment of a forensic examination at
the place of inspection (search) *. In this
case, the entire procedure of searching
and fixing electronic documents is de-
scribed in the research part of the expert’s
conclusion.

Another issue that has not received
sufficient attention is the determination of

30 T'ymamniox M. B., T'aByioBcbkui B. /I., XaxaHoBcbKUH B. I. Ta iH. BUKOPHCTAHHS eIeKTPOHHUX
(nndpoBUX) A0KA3IB Y KPUMIHAJIBPHUX NIPOBA/PKEHHIX : METOJ. peK. / 3a 3ar. peg. O. B. Kop-
Herika. Kuis, 2020. Buz. 2-re., fomnos. C. 23, 29. URL: https://elar.naiau.kiev.ua/server/api/core/
bitstreams/8e9e5637-7b62-475¢c-8¢41-9850e317bfc4/content (date accessed: 02.06.2024).

31 KpuMiHaThHUH IpollecyaabHUl Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

32 IllepbakoBchkuii M. I., ITanrHeB /I. B. PoscnifyBaHHA KOMITIOTEPHUX 3JI0YMHIB : HaBY. IOCI0.
XapkiB, 2010. 116 c. URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/2b0c8656-
bc78-4¢21-8ff0-3808403f00ca/content (date accessed: 02.06.2024).
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the competence of the specialist involved
in investigative actions. In the field of
knowledge “Information technologies” (in
accordance with the decree of the Cabinet
of Ministers of Ukraine), various special-
izations are acquired: Software engineering,
Computer science, Computer engineering,
System analysis *, Cyber security and infor-
mation protection, Information Systems and
Technology, each of which has a specific
subject related to software; software and
technical means; information technolo-
gies; telecommunication systems, collec-
tion, presentation, processing, storage,
transmission and access to information
in computer systems, etc. Thereby, at pre-
paratory stage of conducting investigative
actions, the investigator should outline the
purpose of the inspection (search), specif-
ics of the carrier of electronic documents,
their type and appearance, and determine
the specialist’s competence.

Forensic research on electronic doc-
uments is the main procedural form of
application of specific expertise. Materi-
al evidence, which consists of electron-
ic documents, as well as copies of these
documents, which are appendices to the
protocols of investigative actions, are pro-
cedural objects of research in such ex-
aminations: video and sound recording,
linguistic, photo-technical, portrait, eco-
nomic, technical documents. According
to the provisions of forensic expertology,
direct research objects of these examina-

tions are, respectively, images, physical
parameters of sound, oral speech, human
appearance, accounting and other docu-
ments, etc. Electronic documents subject
to expert examination in the said examina-
tions are known in advance to the investi-
gator, they are indicated in the questions
to expert. Another situation concerns the
forensic computer-technical examination,
the typical task of which is to search and
identify electronic documents (informa-
tion, software) unknown to the investi-
gator, contained in physical evidence,
computer tools or media-applications for
investigative actions **. We believe that
such tasks can be set within the limits of
examination of electronic communica-
tions to search for specific documents in
an electronic medium, cyberspace *. Di-
rect expert objects of these examinations
are the content and parameters (metada-
ta) of documents. Electronic documents
discovered in this way can become the
objects of further expert research on uni-
form or multidisciplinary examinations.

Conclusions

The concepts of electronic (digital) informa-
tion, electronic data, electronic document are
identical in their essence in the criminal
procedural aspect. In a broad sense, an
electronic document is any information
submitted in electronic form, in a narrow
sense; this is a document that has manda-
tory electronic details.

33 Tlepemnik rajyseil 3HaHb i CHEIiaTbHOCTEH, 32 IKUMU 3[iHCHIOETHCS IATOTOBKA 3700yBayiB
BUIIIOI OCBITH : 3aTB. TocTaHOB. KMV Biz 29.04.2015 p. Ne 266 (3i 3MmiH. Ta fomnoB.). URL: https://
zakon.rada.gov.ua/laws/show/266-2015-%D0%BF#n11 (date accessed: 02.06.2024).

34 HayxoBo-MeTOAMYHI peKOMeH/allii 3 MUTaHb MiITOTOBKY Ta IPU3HAYEHHS CYA0BUX €KCIIep-
THU3 Ta eKCIIePTHUX JOCIi/PKeHb : 3aTB. Haka3. MiH'foctTy Vkpainu Bij 08.10.1998 p. Ne 53/5
(31 3miH. Ta gomos..). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed:

15.08.2024).

35 IllepbakoBchkuii M. Bigkputi mxepesia KibeprpocTopy sik 06'€KTU CYA0BO-€KCIIEPTHOIO 0-
crimxenHs. Teopia ma npakmuka cydoeoi ekcnepmusu i kpuminasicmuku. 2024. Bum. 2 (35).
C. 10—27. DOI: 10.32353/khrife.2.2024.02 (date accessed: 02.07.2024).
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Physical or electronic media con-
tain electronic documents in the form of
files. Physical media are digital devices
which electronic documents are stored on
. Electronic media is an electronic envi-
ronment: global or local networks, cloud
storage, a variety of electronic registers.
In criminal proceedings, material carriers
are material evidence (Article 98 of Crimi-
nal Procedural Code of Ukraine) or annex-
es to protocols of investigative actions in
the form of carriers of copies of electronic
documents (Article 105 of Criminal Pro-
cedural Code of Ukraine), and documents
withdrawn from electronic carriers are
evidence documents (Article 99 Criminal
Procedural Code of Ukraine).

At the stage of preparation for the pro-
cedural action, depending on characteris-
tics of the carrier of electronic documents,
the investigator must determine the spe-
cialist competence in accordance with the
specializations belonging to the field of
knowledge: Information Technology.

For admissibility of electronic docu-
ments as evidence in criminal proceed-
ings during investigative actions to search,
detect and record electronic documents
with the participation of information tech-
nology specialist, it is recommended to
necessarily record (in writing in the proto-
col or by video recording) all operations of
the specialist with the carrier of electronic
documents or to appoint an examination
of electronic communications or digital
forensics examination at the place of in-
spection (search).

30upaHHA Ta JOCTiAKEeHH
€JICKTPOHHHX JOKYMEHTIB
i3 3aCTOCYBaHHAM CHElia/IbHUX 3HAHb

Muxaiiao Ifepoakoscokuii,
Bixmop Ce3onog

Mema pobomu — 3a donomoezoio cydac-
HUX 3d2dAbHUX 1 CneyiaavHux memodie Ha-

21

YK08020 Mi3HAHHMA Jocaidumu  CymHicmby,
Gopmy enekmpoHHUX OOKYMeHMi8 ma iXHIX
HOCLi8, 0COOAUBOCMI 3A/lYHeHHS CNeyiaaicmie
1 excnepmis 00 iXHb02O NOWLYKY, DIKCY8AHHS
ma docaidncenHs. JjogedeHo, w0 CYmHICMb
NOHAMb «eAeKMpoHHA (Yugposa) ingopma-
Yis», «KOMM'IomepHi O0aHi», «eneKmpOHHUIL
JOKyMeHM» Y KPUMIHAABHOMY Npouecyans-
HOMY acrnekmi ci0 po3easdamu K momoiCHI.
Ilokasano, wo y WUPOKOMY 3HAYEHHI efek-
MpOHHUM OoKyMeHmom € 6ydv-aka iHgop-
Mayis, npedcmaenena 8 eneKMpOHHIll ¢op-
Mi, Y 8Y3bKOMY PO3YMIHHI — Ue OOKYyMeHT,
1o Mae 0608’3K061 eNeKMPOHHL PeKBI3UML.
ApeyMeHmMOo6aHO, WO eAeKMPOHHL JOKyMeH-
MU 8MILEHO HA PeHosux abo eAeKMpPOHHUX
Hociax y ¢opmi ¢aiinis. Peuwogumu HOCIAMU
€ yugposi npucmpoi, Ha akux 3bepieaiomo
eNeKMpOHHL OOKYMeHMU, a4 e/leKMPOHHUMU
HOCIAMU  (eeKMPOHHUM  cepedoguiyem) —
2100a1vHl  abo 0KAABHI  Mepexci, xmap-
HI cXo8uld, pISHOMAHIMHI eAeKMPOHHI
peecmpu. ObfpYHMOBAHO, WO Y KPUMIHAAL-
HOMY Npo8adiceHHi peuosl HOCIL € peHosUMU
dokazamu (cm. 98 KpuminanvHozo npouecy-
anvhoeo kodekcy Ykpainu) abo dodamxamu
do npomokonie caiduux 0iil y eueandi HOCIi8
Koniil eneKmMpOHHUX OokyMeHmie (cm. 105
uyvozo Kodekcy), a eunyueni 3 eneKMpOHHUX
HOcii8 JoKyMeHmu — OOKyMeHmamu-0oka-
3amu (cm. 99 ywvoeo Kodekcy). Jas donycmu-
MOcmi eneKMpoHHUX JOKYMeHmig K 00Kasie
Y KpUMIHAAbHOMY npoeadicerHi nid wac npo-
gedeHHs caiduux Oill 3 NMOULYKY, BUABAEHHS
ma ikcy8aHHs eneKMpOHHUX OOKYMeHMi8
3a ywacmi cneyiaaicma 3 iHGOpMayiliHux
MexXHO0211l pekomMeHJ08aHO 0008°13k080 Pik-
cysamu (NucLM080 y npomoxoai abo 3a dono-
M02010 8i0e03anucy) yci onepauii cneyiasicma
3 HOCIEM eNeKMPOHHUX JOKYMeHMmig abo npu-
3Hauamu Ha micyi oensdy (0OULYKY) ekcnep-
U3y eAeKMpPOHHUX KOMYHIKAUill 41l KOMN10-
MepHO-MeXHIYHY eKCTiepmu3y.

Katouosi caoga: enekmponHi 0oKymeH-
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