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In the context of hybrid warfare and encroachment on Ukraine’s so
vereignty, the issue of regulatory and procedural support for pre-trial 
investigation of crimes against the foundations of national security, 
including high treason, is of paramount importance. Accordingly, the 
effective use of specific expertise in criminal proceedings, primarily 
in the form of forensic examinations, gains significance. The Arti-
cle Purpose is to comprehensively examine the specific peculiarities 
of appointing and conducting forensic examinations as one of the 
procedural forms of applying specific expertise in the investigation 
of criminal offenses that may be qualified as high treason. The me
thodological foundation of the study relies on general scientific and 
special scientific methods. The paper delves into the procedural forms 
of applying specific expertise and concludes that conducting forensic 
examinations with the help of a forensic expert is the most effective 
one. It further analyzes and substantiates the appropriateness of ap-
pointing forensic examinations that are essential in revealing the 
truth in criminal proceedings concerning high treason. In particu-
lar, the article outlines the most relevant and commonly applied types 
of forensic examinations, such as computer, video and sound recor
ding, linguistic (semantic-textual), forensic examinations involving 
state secrets, and forensic portrait examinations, which are typical-
ly appointed and conducted at the stage of pre-trial investigation of 
criminal offenses qualified as high treason. It is emphasized that this 
list of  the most in-demand forensic examinations conducted during 
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investigations of criminal offenses, outlined in Art. 111 of the Crimi-
nal Code of Ukraine, is not exhaustive.

Keywords: specific expertise; forensic examination; procedural 
forms of specific expertise application; forensic expert; high treason; 
crimes against national security; pre-trial investigation; expert’s 
opinion.

Research Problem Formulation

The Constitution of Ukraine establishes 
Ukraine as a  sovereign and independent 
state  1. However, since 2014, the Russian 
Federation has launched a direct and in-
direct armed aggression against Ukraine, 
encroaching on its sovereignty, territori-
al integrity, and political independence. 
Russia has violated international law by 
annexing the Autonomous Republic of 
Crimea and effectively establishing con-
trol over parts of the Donetsk and Luhansk 
regions through the use of pseudo-state 
entities and illegal armed groups.

The escalation of aggression reached 
its peak on February 24, 2022, when the 
Russian Federation armed forces, using 
aviation, artillery, missile armament, and 
armored vehicles, launched a full-scale 
invasion against Ukraine. This act was 
followed by an armed attack on strate-
gic state infrastructure, state authorities, 
Ukrainian Armed Forces units, and civi
lians, which resulted in massive casualties, 
destruction, and a humanitarian crisis. 

Beyond military intervention, the Rus-
sian Federation systematically employs po-
litical, economic, informational, and psy-
chological means to destabilize Ukraine’s 
1	 Конституція України : Закон України від 28.06.1996 р. № 254к/96-ВР (зі змін. та допов.). 

URL: https://zakon.rada.gov.ua/laws/show/254к/96-вр#Text (date accessed: 19.04.2025).
2	 Кримінальний кодекс України від 05.04.2001 р. № 2341-ІІІ (зі змін. та допов.). URL: https:// 

zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed:19.04.2025).
3	 Про зареєстровані кримінальні правопорушення та результати їх досудового розслі-

дування / Офіс Генерального прокурора України : офіц. сайт. URL: https://gp.gov.ua/ua/
posts/prozareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-rozslidu-
vannya-2 (date accessed: 21.04.2025).

internal political situation. In particular, 
it is about the manipulation of public opi
nion, the exertion of economic pressure, 
and energy blackmail, etc. The Russian 
special services pose a particular danger 
due to their intelligence and subversive 
activities. They aim to recruit Ukrainian 
citizens, infiltrate state authorities and the 
defense sector, and provoke and support 
separatist movements in different regions 
of the country. Moreover, as part of the 
so-called “hybrid warfare”, the aggressor 
country is actively recruiting organized 
criminal groups, marginalized segments 
of the population, and collaborators to en-
gage in sabotage activities and information 
attacks that undermine Ukraine’s state sov-
ereignty.

Pt. 1 of Art. 111 of the Criminal Code of 
Ukraine (hereinafter referred to as the CC 
of Ukraine) defines high treason as “an act 
willfully committed by a citizen of Ukraine to 
the detriment of sovereignty, territorial integ-
rity and inviolability, defense capability, and 
state, economic or information security of 
Ukraine” 2.

According to the statistical reports 
of the Prosecutor General’s Office of 
Ukraine  3, there has been a  steady in-
crease in the number of criminal proceed-
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ings initiated on grounds of high treason 
over the last five years. A notable rise in 
the number of such proceedings was 

recorded in  2022, following the Russian 
Federation’s full-scale armed aggression 
against Ukraine (see Table).

Table
Statistics on criminal offenses registered under Article 111  
of the Criminal Code of Ukraine along with the results  

of their pre-trial investigations

Indicators 2020 2021 2022 2023 2024
Criminal offenses recorded during the reporting 
period 145 208 1957 1169 1109

Criminal offenses for which individuals  
have received a notice of suspicion 45 64 609 469 588

Criminal offenses in proceedings where the pre- 
trial investigation has been suspended under Article 
280 of the Criminal Procedure Code of Ukraine

6 16 227 70 52

Criminal offenses where proceedings have been 
referred to court 39 46 309 328 441

Criminal offenses where proceedings have been 
terminated 14 9 89 37 21

Criminal offenses for which no decision to close  
or suspend proceedings had been made by the end 
of the reporting period

100 146 1409 770 614

These indicators demonstrate an in-
creasing number of proceedings, validate 
the need to strengthen the means of proof, 
particularly through the active application 
of specific expertise. The analysis of prac-
tices for investigating high treason has 
revealed that investigators and operatives 
of the Security Service of Ukraine (herein
after referred to as the SSU) frequently 
require specific expertise, specifically 
through forensic examinations, to solve 
and investigate this category of criminal 
offenses.

Article Purpose

Comprehensively study the peculiarities 
of appointing and conducting forensic 
examinations as one of the forms of spe-
cific expertise application in the course of 
investigation of criminal offenses falling 
under the high treason definition. 

Research Methods

To fulfill the goal, both general scientific 
(dialectical, analysis, synthesis, induc-
tion, deduction) and special scientific 
methods (in particular, formal-logical, 
logical-legal, and system-structural) have 
been employed. These have contributed 
to a thorough interpretation of the scien-
tific results and conclusions presented in 
the article.

Analysis of Essential Researches  
and Publications

The issue of using specific expertise in 
the course of criminal proceedings holds 
an important place in the legal scientific 
literature; research papers by L.  Arots
ker, V.  Honcharenko, A.  Ishchenko, 
N.  Klymenko, V.  Lysychenko, I.  Pyrih, 
M.  Shcherbakovskyi, as well as by many 
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other renowned researchers, discuss this 
issue. Today, both the national scienti
fic community and representatives from 
practical fields are actively exploring var-
ious areas of specific expertise application 
in criminal proceedings, specifically in 
the context of appointing and conducting 
forensic examinations during the  investi-
gation of crimes against national security.

The monograph by T. Budko addresses 
relevant issues of forensic-linguistic seman-
tic-textual examination in terms of the ac-
tual conduct of this forensic examination, 
its methodological support, and categorical 
and conceptual apparatus. The study also 
covers the appointment, evaluation, and 
use of its findings in the course of criminal 
proceedings, particularly those outlined in 
Section One of the Special Part of the CC of 
Ukraine 4.

The textbook by I. Hora and V. Koles
nyk  5 covers the  theoretical and practical 
aspects of forensic activities; among oth-
er details, it presents the classification of 
forensic examinations, information on 
research methods, and peculiarities of in-
teraction between investigators and foren-
sic experts. Moreover, these scholars con-
4	 Будко Т. В. Проблемні питання судово-лінгвістичної семантико-текстуальної експерти-

зи мовлення та рекомендації щодо їх вирішення (на матеріалах кримінальних прова-
джень) : монографія. Київ, 2017. 88 с. 

5	 Гора І. В., Колесник В. А. Криміналістичні експертизи та дослідження, що проводяться 
у системі правоохоронних органів України : наук.-практ. посіб. Київ, 1999. 80 с.

6	 Їх же. Актуальні питання криміналістичного забезпечення досудового розслідування 
злочинів проти інформаційної безпеки держави. Криміналістика і судова експертиза. 
2024. Вип. 69. С. 20–34. DOI: 10.33994/kndise.2024.69.02 (date accessed: 21.04.2025).

7	 Ходанович В. О. Роль судово-авторознавчої та психолінгвістичної експертизи в доказу-
ванні у кримінальних провадженнях про злочини екстремістської спрямованості. Ак-
туальні проблеми доказування у кримінальному провадженні : мат-ли Всеукр. наук.-практ. 
інт.-конф (Одеса, 27.11.2013). Одеса, 2013. С. 363–369.

8	 Герасимів О., Ряшко О. Проблеми розслідування державної зради в умовах воєнного 
стану. Omul, criminologia, ştiinţa : сonferința științifică internațională. Chişinău, 24.03.2023. 
Chişinău, 2023. Ed. Ediția a 2-a. Vol. 1. Рp. 382–384. URL: https://ibn.idsi.md/sites/default/
files/imag_file/382-384_0.pdf (date accessed: 21.04.2025). 

9	 Лугіна Н. А., Дем’яненко С. В. Особливості тактики слідчих (розшукових) дій у про-
вадженнях про державну зраду. Ірпінський юридичний часопис. 2023. Вип. 3 (12). С. 260–
268. DOI: 10.33244/2617-4154-3(12)-2023-260-268 (date accessed: 21.04.2025). 

sider the challenges of providing forensic 
support for the pre-trial investigation of 
crimes against the state’s information se-
curity 6.

Particular attention is paid to V.  Kho
danovych’s research paper which discusses 
the feasibility of conducting certain types of 
forensic examinations when investigating 
crimes against Ukraine’s national security 7.

O.  Herasymiv and O.  Riashko stress 
the need for forensic examinations in 
the course of investigating high treason  8. 
N.  Luhina and S.  Dem’ianenko provide 
a  representative list of forensic examina-
tions that are appointed during the investi-
gation of criminal offenses under Art. 111 of 
the CC of Ukraine (forensic linguistic, pho-
noscopic, and computer examinations)  9.

The Fundamentals of the Methodology 
for Investigating High Treason dissertation 
by Yu. Kononenko analyzed the provisions 
on the current opportunities for conduc
ting forensic examinations (specifically, 
computer, software examination, sound 
and video recording, telecommunications 
systems and means, semantic and textual 
examination) as a key procedural form of 
applying specific expertise in investigating 
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criminal offenses set forth in Art.  111 of 
the CC of Ukraine 10.

Yet, despite certain advancements, 
the issues surrounding expert support for 
pre-trial investigations in high treason ca
ses remain understudied. The scientific 
discourse lacks an integrated analysis of the 
specifics of the appointment and conduct of 
forensic examinations during the investiga-
tion of criminal offenses outlined in Art. 111 
of the CC of Ukraine. This makes the cho-
sen research topic relevant and under-
scores the need for further in-depth study.

Main Content  
Presentation

High treason is one of the gravest crimes 
that directly threatens the state’s national 
security, sovereignty, and territorial in-
tegrity. The legislation of Ukraine clearly 
defines high treason as a criminal act that 
carries serious consequences for the state 
and its people. The CC of Ukraine envisa
ges several forms of committing this 
criminal offense, each of which has speci
fic features.

The first form of high treason is swit
ching sides to join the enemy during martial 
law or an armed conflict. It encompasses 
two main types of actions: 1)  intellectu-
al transition that assists the aggressor or 
other hostile party with which Ukraine is 
at war by providing important information 
or other support; 2) physical transition to 
the side of the enemy means a  person who 
leaves Ukraine and supports the aggres-
sor’s actions has changed their loyalty.

10	 Кононенко Ю. С. Основи методики розслідування державної зради : дис. ... канд. філол. 
наук в галузі права. Одеса, 2024. 212 с.

11	 Слюсарчук І., Варенья Н. Сутність підривної діяльності. Підприємництво, господарство 
і право. 2019. № 9. С. 221–226. URL: http://nbuv.gov.ua/UJRN/Pgip_2019_9_38 (date accessed: 
21.04.2025).

12	 Александров Ю. В. Кримінальне право України. Особлива частина : підручник. Київ, 
2008. 894 с.

The second form of high treason is 
espionage. This involves providing in-
formation on state secrets or collecting 
such information in order to provide it to 
a foreign state, a foreign organization, or 
their representatives. Such information 
is defined in the Law of Ukraine: On State 
Secrets and covers a wide range of data on 
defense, foreign policy, economic securi-
ty, and other important aspects.

The third form of high treason is pro-
viding assistance to a foreign state, foreign 
organization, or their representatives in 
conducting subversive activities against 
Ukraine. This category is extensive and 
includes any assistance provided to these 
subjects in carrying out such activities. 
I.  Sliusarchuk and N.  Varenia 11 give par-
ticular attention to Yu. Aleksandrov’s opi
nion. Aleksandrov notes that subversive 
activities should be viewed as an attempt to 
illegally change the system of higher state 
authorities; interfere with foreign or do-
mestic policy; attempt to seize territory; or 
reduce Ukraine’s defense capability, etc. 12.

These acts inflict significant damage 
to the internal order and international 
reputation of the state, emphasizing the 
need for a full and comprehensive investi-
gation of such criminal offenses. An effec-
tive investigation of high treason requires 
investigative (search) and covert investi-
gative (search) actions, as well as modern 
methods and approaches. In this process, 
specific expertise plays a crucial role.

Many researchers have studied the 
specific expertise concept. In the view of 
Y. Komar, specific expertise is “professional 



Theory and Practice of Forensic Science and Criminalistics. 2025. Issue 2 (39)
ISSN 1993-0917 e-ISSN 2708-5171 https://khrife-journal.org/index.php/journal

138

expertise, skills, and abilities in science, technol-
ogy, art, craft, etc., that are necessary to resolve 
issues arising during the pre-trial investigation 
of criminal proceedings and the consideration of 
related materials in court  13. In addition, the 
author emphasizes that specific expertise 
cannot be widespread and generally known, 
and emphasizes that this knowledge can be 
acquired as a  result of professional training 
and practical experience. 

V.  Kuzmichov and I.  Pyrih point out 
that “specific expertise is a set of theoretical 
knowledge and practical skills in science, 
technology, art or craft, gained through spe-
cial theoretical training or professional expe-
rience and used for the purpose of detection, 
investigation, and prevention of crimes” 14.

M.  Shcherbakovskyi has provided an 
in-depth formulation for the specific exper-
tise concept, emphasizing the following: 
“Specific expertise is systematic information 
from various fields of theoretical and prac-
tical activity, excluding law. It is acquired 
through professional or independent learning 
and experience in a particular specialty. It is 
employed through skills and abilities mani-
fested in procedural or non-procedural forms 
to collect, form, research, and verify evidence. 
It establishes the grounds for authorized per-
sons to make procedural, organizational, and 
tactical decisions in court proceedings”  15. 
To support the above, we must highlight 
that specific expertise is knowledge and 

13	 Комар Ю. М. Визначення поняття “спеціальні знання” та їх використання у кримінально-
му провадженні. Теорія та практика судово-експертної діяльності : мат-ли VIII міжвідомч. 
наук.-практ. конф. (Київ, 27.11.2019 р.). Київ, 2019. С. 213–216. URI: https://elar.navs.edu.
ua/server/api/core/bitstreams/7d622e08-974f-42ed-8139-c273dbd99567/content (date accessed: 
21.04.2025).

14	 Кузьмічов В. С., Пиріг І. В. Використання спеціальних знань при розслідуванні розкра-
дань вантажів на залізничному транспорті: монографія. Дніпропетровськ, 2008. 168 с. 
URI: https://er.dduvs.edu.ua/handle/123456789/2359 (date accessed: 21.04.2025).

15	 Щербаковський М. Г. Сутність, структура та цілі використання спеціальних знань у  су-
дочинстві. Теорія та практика судової експертизи і криміналістики. 2018. Вип. 18. С. 184–
193. DOI: 10.32353/khrife.2018.20 (date accessed: 21.04.2025).

16	 Кузьмічов В.  С., Пиріг І.  В. Зазнач. твір. С. 27–28. URI: https://er.dduvs.edu.ua/
handle/123456789/2359 (date accessed: 21.04.2025).

skills gained in a particular field based 
on a combination of theory and practice. 
Such knowledge is not widely known. It 
requires professional training and an in-
depth understanding of a specific field of 
science.

Attempts to somehow structure the 
immensity of specific expertise that can 
be used in the investigation of criminal of-
fenses take various forms.

V. Kuzmichov and I. Pyrih support the 
position of grouping specific expertise 
forms into procedural and non-procedu
ral ones. The concept proposed by the au-
thors stipulates that “the main procedural 
forms of specific expertise application should 
include: direct use by the investigator, pro
secutor, court; participation of a specialist 
in conducting investigative actions; and con-
ducting forensic examinations”. According 
to the researchers, “Non-procedural forms 
of employing specific expertise are as follows: 
audits, consultations with specialists on mat-
ters requiring the use of specific expertise, 
reference assistance, departmental investi-
gations carried out by employees of various 
agencies and inspectorates (e.g., technical 
condition inspections), preliminary research 
of objects before the criminal case, providing 
qualified assistance in  preparing technical 
means, performing labor-intensive work, and 
using well-versed persons’ assistance in con-
ducting operative-search actions” 16.
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M.  Kryvonos and V.  Bondar identify 
procedural and auxiliary forms of spe-
cific expertise. The procedural ones en-
compass: “1) The use of specific expertise of 
a  person who is involved as a forensic expert 
to conduct a forensic examination <...>; 2) The 
use of specific expertise of a person who is in-
volved to provide advice and direct technical 
assistance as a specialist <...>”17. Researchers 
classify the following types of expertise as 
auxiliary forms: “1) participation of an  in-
terpreter (sign language interpreter) in inves-
tigative (search), covert investigative (search), 
and judicial actions <...>; 2) participation of 
a teacher in investigative (search) and judicial 
actions <...>; 3) participation of a psychologist 
in investigative (search) and judicial actions 
<...>; 4) participation of a doctor in investiga-
tive (search) and judicial actions <...>” 18. 

Certain researchers attempted to di-
rectly classify procedural forms of ap-
plying specific expertise based on the 
criterion of “subjects authorized for their 
application”. They identify three groups: 
1)  forms used by investigators; 2)  forms 
used by a specialist; 3)  forms used by fo-
rensic experts 19.

We share the opinion of L.  Medyns-
ka  20. She singles out only two procedur-
al forms of applying specific expertise: 

17	 Кривонос М. В., Бондар В. С. Теорія та практика використання спеціальних знань в роз-
слідуванні злочинів у сфері обігу наркотичних засобів, психотропних речовин, їх ана-
логів та прекурсорів: монографія. Сєвєродонецьк, 2017. С. 44–46. URL: https://rep.dnuvs.
ukr.education/server/api/core/bitstreams/5e9497a0-fbdf-4d12-95a9-72d3d1259735/content (date 
accessed: 21.04.2025).

18	 Там само.
19	 Гончаренко В., Курдюков В., Легких К. Спеціальні знання: генезис, предмет, рівні, фор-

ми використання в доказуванні. Вісник академії адвокатури України. 2007. Вип. 9. С. 22–
34. URL: http://nbuv.gov.ua/UJRN/vaau_2007_2_5 (date accessed: 21.04.2025).

20	 Мединська Л. В. Використання спеціальних знань у кримінальному провадженні Укра-
їни. Прикарпатський юридичний вісник. 2014. № 2 (5). С. 278–286. URL: http://www.pjv.nu-
oua.od.ua/v2_2014/27.pdf (date accessed: 21.04.2025).

21	 Кримінальний процесуальний кодекс України від 13.04.2012 р. № 4651-VІ (зі змін. та до-
пов.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 20.04.2025).

22	 Кримінальний кодекс  ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date 
accessed: 19.04.2025).

forensic examination and participation 
of a  specialist in investigative ( judicial) 
actions. We believe that involving a foren-
sic expert in forensic examinations is the 
most common and efficient form to ap-
ply specific expertise, compared to other 
forms used in high treason investigations.

That is why SSU investigators who, 
within the jurisdiction established by Arti-
cle 216 of the Criminal Procedure Code of 
Ukraine  21 (hereinafter referred to as the 
CPC of Ukraine), are authorized to conduct 
pre-trial investigations of criminal offenses 
set forth in Art. 111 of the CC of Ukraine 22, 
apply to forensic institutions to conduct 
forensic examinations. After all, only a fo-
rensic expert—a person possessing the cor-
responding education and qualifications—
can disclose information important to the 
investigation in disputed materials.

Interaction between the investigator 
and the forensic expert during forensic 
examinations may be either procedural 
or  organizational (non-procedural). The 
procedural form of such interaction is con-
solidated within the regulatory framework 
of criminal procedural legislation and is 
implemented through an official order for 
forensic examination (by issuing a resolu-
tion). Non-procedural interaction typically  
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occurs within the context of administrative 
or interdepartmental regulations and, so
metimes, based on law enforcement prac-
tices established by the relevant authori-
ties. In fact, the appointment and conduct 
of a forensic examination is a  common 
form of an expert’s procedural involvement 
in criminal proceedings.

In scientific literature, forensic exam-
ination is defined as “a procedural action 
that consists of physical evidence and other 
materials being studied by a forensic expert, 
upon instruction from an investigator or 
a  judge, in order for factual data and cir-
cumstances relevant to the correct resolution 
of a  case to be established” 23. 

The legislative definition of forensic 
examination is envisaged in Art.  1 of the 
Law of Ukraine: On Forensic Examination: 
“Research stemming from a particular ex-
pertise in science, technology, art, crafts, etc., 
on objects, phenomena, and processes for the 
purpose of providing a conclusion on issues 
that are or will be the subject of trial” 24. 

Analyzing investigative and judicial 
practices for investigating criminal offen
ses involving high treason helps identify 
the most common types of forensic exami
nations appointed in criminal proceedings 
initiated under Art. 111 of the CC of Ukraine.

Forensic computer examination

Computer forensics is an essential instru-
ment for collecting evidence during the 
investigation of high treason, as modern 
means of communication and electronic 
devices are often employed to transmit 

23	 Шепітько В. Ю., Коновалова В. О., Журавель В. А. та ін. Криміналістика : підручник. 
Вид. 4-е, перероб. І допов. / за ред. проф. В. Ю. Шепітька. Харків, 2008. 464 с. URL: https://
law.sspu.edu.ua/files/documents/books/library/17/shepitko.pdf (date accessed: 20.04.2025).

24	 Про судову експертизу : Закон України від 25.02.1994 р. № 4038-XІІ (зі змін. та допов.). 
URL: https://zakon.rada.gov.ua/laws/ show/4038-12 (date accessed: 20.04.2025).

25	 Стецик Б.  В., Марко С.  І. Методика проведення комп’ютерно-технічної експертизи. 
Юридичний науковий електронний журнал. 2022. № 1. С. 296–299. DOI: 10.32782/2524-
0374/2022-1/74 (date accessed: 20.04.2025).

and store information that may be of use 
to the investigation. Forensic computer 
examination assists in establishing facts 
important for the pre-trial investigation 
and in identifying digital evidence (com-
puter data) that confirms the unlawful acts 
revealed in the case of high treason.

B. Stetsyk and S. Marko pinpoint that 
forensic computer examination is “a sepa
rate, strictly regulated procedural action car-
ried out in the course of investigating crimi
nal offenses. It is the main procedural form of 
using specific expertise in computer techno
logy, and its results may constitute the most 
important part of evidentiary basis in a  par-
ticular criminal proceeding” 25.

The objects of forensic computer exa
mination encompass computer equip-
ment, peripheral devices, network hard-
ware, various storage media, software, 
as well as data stored on media or in the 
device memory. The objects also include 
organizers, pagers, mobile phones, and 
other devices that use personal computer 
technology, software, their components, 
as well as analytical reports, technical 
documentation, etc.

In the case of criminal proceedings 
involving high treason, forensic compu
ter examination is frequently appointed to 
search and examine user information on 
computer devices. As observed by I. Hora, 
in this case, “the forensic expert is asked to 
make a decision regarding the following: the 
presence of files (graphic, text, video, or audio) 
on the user’s computer device, including dele
ted files; the possibility of restoring them and 
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clarifying any modifications; installing files 
that contain certain keywords on the object 
under study; fulfillment of requests for Inter-
net access or network activity; clarification 
of the sites accessed from a particular device 
and the IP addresses used; analyzing browser 
history; resolving the issue related to downloa
ding or transferring files. Investigators might 
additionally address the following questions: 
whether the object submitted for a  forensic 
examination is operational; whether the ob-
ject has certain software, such as remote access 
programs; whether the object can be used for 
a  specific purpose (to access the Internet, use 
certain information systems or databases); 
what user data is contained on the object (ac-
counts, logins, passwords, etc.)” 26.

Within the scope of the investigation 
into high treason, forensic computer exa
mination is significant because it enables 
a forensic expert to identify the facts of in-
formation dissemination regarding the de-
ployment of Ukrainian Armed Forces units, 
build connections with foreign (particularly 
Russian ones) special services, and provide 
foreign states with assistance in conducting 
subversive activities against Ukraine (in-
cluding through Internet messengers and 
other communication platforms), etc.

Forensic examination of video  
and sound recording

Conducting a forensic examination of vi
deo and sound recordings is an essential 
step in the investigation of high treason. 
This forensic examination delves into 
acoustic and linguistic analysis of oral 
26	 Гора І. В. Використання спеціальних знань в галузі судової комп’ютерно-технічної екс-

пертизи в досудовому розслідуванні злочинів проти основ національної безпеки Украї-
ни. Інформаційна безпека людини, суспільства, держави. 2022. № 1–3 (31–33). С. 111–124. 
URL: https://journals.uran.ua/ispss/article/view/260272 (date accessed: 20.04.2025).

27	 Гора І. В., Колесник В. А., Попович І. І. Використання спеціальних знань при досліджен-
ні відеозаписів дорожньо-транспортних подій, які отримані за допомогою пристроїв 
цифрової фіксації. Науковий вісник Міжнародного гуманітарного університету. Серія: 
Юриспруденція. 2024. №  67. С.  62–66. DOI: 10.32782/2307-1745.2024.67.12 (date accessed: 
20.04.2025).

speech. The linguistic analysis is aimed 
at studying oral speech as a reflection of 
the individual’s personal characteristics, 
while the acoustic analysis evaluates the 
person’s characteristics shaped by ana-
tomical, physiological, and psychophys-
iological aspects. The purpose of video 
and sound recording examination is to 
identify a person by spoken language, as 
well as to verify the authenticity of audio 
or video. A  technical study of storage me-
dia and recording equipment is not the 
sole purpose of this forensic examination. 
Rather, it is a  means of assessing the ac-
curacy of the recording and identifying 
possible signs of installation, third-party 
intervention, or distortion of acoustic in-
formation.

When examining video and sound re-
cordings, we study research objects such 
as signal-flow graphs: “phonograms (record-
ing of sound signals), videograms (recording 
of image signals), videophonograms recorded 
on physical media, as well as physical media 
themselves, means of recording and reprodu
cing audio and video information” 27.

The central focus of this forensic 
examination is to determine whether 
a  voice recorded on a conversation pho-
nogram belongs to a particular person by 
comparing voices, identifying possible 
attempts to edit, trim, or assemble a re-
cording, decoding possible hidden mean-
ings, ciphers, or special expressions, and 
estimating the number of people who 
participated in the conversation recorded 
on the phonogram.
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Forensic linguistic (semantic-textual) 
examination

Forensic linguistic (semantic and textual) 
examination plays a pivotal role in inves-
tigating criminal offenses against national 
security, including high treason. This is be-
cause establishing whether materials un-
der investigation contain signs of a nation-
al security violation in the information field 
requires understanding the meaning of 
a  statement and the context in which it was 
used. This can be challenging for someone 
without specific linguistic expertise.

T. Budko points out that forensic se-
mantic-textual examination studies the 
semantic diversity of speech acts in the 
context of issues arising in the course of 
criminal proceedings. The author em-
phasizes that, at its current stage of devel-
opment, semantic-textual examination 
encompasses knowledge of the elements 
of a crime, including its objective and 
subjective aspects and qualifying fea-
tures. However, it does not provide a  le-
gal qualification for the objective content 
of the information contained in  a state-
ment 28.

The objects of speech linguistic (se-
mantic and textual) examination, which 
aims to identify linguistic signs of vi-
olations of national security in the in-
formation field, are products of speech 
activity (ranging from single words to en-
tire texts), recorded in written and oral 
forms. In the context of investigating 
28	 Будко Т.  В. Судово-лінгвістична експертиза: об’єктивна необхідність та суб’єктивні 

фактори гальмування її розвитку. Судово-експертна діяльність: сучасний стан та пер-
спективи розвитку: мат-ли круглого столу (Київ, 23.04.2015 р.). Київ, 2015. URL: https://
elar.naiau.kiev.ua/server/api/core/bitstreams/bf952a6c-674c-449a-9224-7ed3cabd83c3/content 
(date accessed: 20.04.2025) ; Її ж. Загальна методика судово-лінгвістичної семантико-тек-
стуальної експертизи. Київ, 2020. 55 с.

29	 Інструкція про призначення та проведення судових експертиз та експертних дослі-
джень в системі Служби безпеки України : затв. наказ. Центрального управління СБУ 
від 29.05.2015 р. № 371 (зі змін. та допов.). URL: https://zakon.rada.gov.ua/laws/show/z0738-
15#Text (date accessed: 28.04.2025).

criminal offenses involving high treason, 
materials such as interviews from mag-
azines, newspapers, and electronic pub-
lications, articles, and oral statements 
with their textual reproductions are most 
often submitted for a forensic examina-
tion alongside the decision to appoint 
a forensic linguistic (semantic-textual) 
examination.

The main capabilities of a forensic lin-
guistic examination (both semantic and 
textual) in the investigation of high trea-
son are to identify the speaker’s (speakers’) 
communicative intentions, which provid-
ed information reveals through a set of 
features: bias and prejudice; discrediting 
nature (creating a negative image and its 
impact on the object); signs of inciting 
national (or other) hatred; the presence 
of linguistic signs of propaganda and/or 
communication acts of a call to action that 
may pose a threat to national security in 
the information field, etc. Let us point out 
that this list of a forensic linguist’s capabil-
ities is not exhaustive, as there are cases 
involving other linguistic signs of nation-
al security violations in the information 
field.

As set forth in Annex 3 of the Instruc-
tions on the Appointment and Conduct 
of Forensic Examinations and Expert Re-
search in the Security Service of Ukraine 29, 
the range of issues to be resolved by foren-
sic linguists is indicative, and other related 
issues may be addressed during this type 
of forensic examination.
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Forensic examination  
of state secrets

As part of the pre-trial investigation into 
criminal offenses related to high treason 
through espionage, a forensic examination 
of state secrets must be conducted to deter-
mine if information transmitted to a third 
party constitutes a state secret. This type of 
forensic examination was initiated due to 
the availability of data indicating the possi-
ble disclosure of information constituting 
a  state secret, as well as to prove this fact 
procedurally as part of the incriminated act.

The principal tasks of this forensic 
examination are: 
•	 assessing whether certain informa-

tion is a state secret following the 
current legislation;

•	 determining the level of confiden-
tiality for particular information or 
documents;

•	 establishing the scope and possible 
consequences of disclosure of infor-
mation containing state secrets; 

•	 estimating possible damages to na-
tional security if the information 
was disclosed to third parties or or-
ganizations.

Forensic examination of state secrets 
is conducted by specialized forensic ex-
perts who have access to state secrets 
and  relevant powers. The conclusions of 
this examination are an essential source 
of evidence in criminal proceedings, par-
ticularly those initiated on the grounds of 
committing a criminal offense provided 
for in Art. 111 of the CC of Ukraine.

Forensic portrait examination

During the investigation of high treason, 
a  forensic portrait examination is ap-
pointed and conducted in order to identify 

30	  Експертизи у судочинстві України: наук.-практ. посіб. / за заг. ред. В. Г. Гончаренка та 
І.  В. Гори. Київ, 2015. 504 c.

a person from photographs, video recor
dings, or other materials.

“Forensic portrait examination is a sepa
rate type of identification research, which 
consists in a separate and comparative ana
lysis of a person’s external features reflected in 
photographic images, using special methods 
of comparison, combination, graphic mode
ling, and calculations of the relative position 
of facial features” 30.

The objects of forensic portrait exami
nation in criminal proceedings concer
ning acts stipulated in Art. 111 of the CC of 
Ukraine are most often video recordings 
from hostile internet sources involving in-
dividuals recording their unlawful activi-
ties. Less frequently, they are photographs 
posted on the Internet and Telegram chan-
nels.

The primary purpose of forensic por-
trait analysis is to identify individuals de-
picted in photographs or video recordings, 
as well as to recreate their appearances. This 
type of expert analysis involves a detailed 
and comparative study of an individual’s ex-
ternal features, using specialized methods 
such as comparison, overlay, graphic recon-
struction, and calculation of the spatial loca-
tion of facial features. These materials may 
include official identification photographs 
(such as passport photos or ID photos) and 
amateur or professional images provided 
by eyewitnesses or seized during investiga-
tive (search) actions. Images obtained from 
video surveillance systems, technical secu-
rity equipment, and monitoring cameras 
installed in public or office spaces are also 
being used more frequently.

Conclusions

High treason investigation is a complex 
and multifaceted process requiring the 
appointment of different types of forensic 
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examinations that help to identify and 
prove criminal acts. In the course of pre-
trial investigation of criminal proceedings 
on high treason, the most relevant and 
widespread forensic examinations are: 
computer, video and sound recording, 
linguistic (semantic-textual), examination 
of state secrets, and portrait. This list of 
examinations is not exhaustive. The type of 
forensic examination chosen in each case is 
determined by the nature of the information 
received, the manner in which the criminal 
offence was committed, the trace pattern, 
suspect’s identity, and the location where 
unlawful actions were committed.

Furthermore, given that the afore-
mentioned criminal offense results in an 
increased level of public danger, emphasis 
should be placed on the promptness of fo-
rensic examinations and compliance with 
the procedural order of their appointment. 
It is also crucial to prevent the leakage of 
information that may constitute a state se-
cret or pose a threat to national security. 

Особливості проведення  
судових експертиз  

під час досудового розслідування 
державної зради

Інна Босак

В умовах гібридної війни й посягання на 
суверенітет України особливо актуально по-
стає питання нормативного та процесуаль-
ного забезпечення досудового розслідування 
злочинів проти основ національної безпеки, 
зокрема державної зради. У зв’язку із цим осо-
бливого значення набуває ефективне засто-
сування спеціальних знань у  кримінальному 
провадженні, насамперед  — у  формі судових 
експертиз. Мета статті  — комплексно до-
слідити особливості призначення та про-
ведення судових експертиз як однієї з  форм 
застосування спеціальних знань під час роз-
слідування кримінальних правопорушень, 
які можна кваліфікувати як державну зраду. 

Методологічним підґрунтям дослідження 
є  загальнонаукові та спеціальні наукові ме-
тоди. Схарактеризовано процесуальні форми 
застосування спеціальних знань і визначено, 
що залучення експерта до проведення судових 
експертиз є  найефективнішою процесуаль-
ною формою. Розглянуто й обґрунтовано до-
цільність призначення та проведення судових 
експертиз, які мають провідне значення для 
з’ясування істини у кримінальних проваджен-
нях про державну зраду. Зокрема, наведено пе-
релік найбільш актуальних і поширених судо-
вих експертиз (комп’ютерно-технічна; відео-, 
звукозапису; лінгвістична (семантико-тек-
стуальна); з  питань державної таємниці; 
портретна), які призначають і проводять на 
стадії досудового розслідування кримінальних 
правопорушень, кваліфікованих як державна 
зрада. Акцентовано, що наведений перелік 
найбільш затребуваних видів судових експер-
тиз під час розслідування кримінальних пра-
вопорушень, передбачених ст. 111 Криміналь-
ного кодексу України, не  є вичерпним.

Ключові слова: спеціальні знання; судова 
експертиза; процесуальні форми застосуван-
ня спеціальних знань; експерт; державна зра-
да; злочини проти основ національної безпе-
ки; досудове розслідування; висновок експерта.
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