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The purpose of this research paper is to identify typical traces of
criminal and illegal activities related to interference in the activities
of representatives of state authorities, to outline their features and
methods of research. Achievement of the set goal was facilitated by
the use of general scientific (analysis, synthesis, abstraction, gen-
eralization), special and philosophical methods (dialectical, com-
parative law, system-structural, prognostic). The study of materials
of criminal proceedings and judicial practice made it possible to
identify typical sources (carriers) of trace information in criminal
offenses related to interference in the activities of representatives
of state authorities, among which the following are distinguished:
1) documents, in particular electronic ones (summonses, protocols
of procedural actions, photographs, sound and video recordings
of the event of a criminal offense or related to it); 2) digital traces
displayed (stored) in messengers, information systems, e-mail serv-
ers and other information systems, video recordings, etc.; 3) other
things of the material world that were discovered at the scene of
criminal intent (at the scene of incident) and that retained traces
of criminal illegal activity; 4) tools and/or means used by the perpe-
trators to carry out the criminal intent; 5) participants in relevant
social relations who, by chance or in connection with their official
activities, became participants in the event of a criminal offense
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related to interference in the activities of representatives of state
authorities. Prospects for further research within the framework of
researched issues are outlined.

Keywords: criminal offense; interference in activities; State au-
thority; traces of criminal offense; evidence; collection of evidence.

Research Problem Formulation

In general, criminal procedural activity is
carried out on the basis of fulfilling a num-
ber of strategic and tactical investigation
tasks. One of the substantive components
of such activity is evidence, which is tradi-
tionally identified with the determination
of the set of circumstances provided for by
the legislator in Art. 91 Criminal Procedur-
al Code of Ukraine 1.

Legally established mandatory list
of circumstances that must be proven in
criminal proceedings is detailed and ex-
panded depending on the type of criminal
offense, investigative situation and a num-
ber of other circumstances. A significant
number of such circumstances concern
traces of criminal illegal activity, which
can be of various nature.

In criminalistics, the crime traces
phrase is traditionally used. The concept
of traces is based on philosophical princi-
ple according to which each phenomenon
causes another, forming an inextricable
cause-and-effect chain indicating inter-
dependence of all processes, in particular
criminal acts, which inevitably leave trac-
es in the environment. In other words,
it is an external informational reflection

of a criminal event. Detection, recording
and study of traces of a crime makes it
possible to reconstruct the method of its
commission, obtain information about
the identity of the offender, etc. This indi-
cates existence of a stable connection be-
tween the act itself and its imprint in the
environment. Analysis of traces of a crime
contributes to understanding the circum-
stances of the event, and knowledge of
nature and mechanism of criminal acts,
in turn, helps to more effectively detect,
localize and study the corresponding trac-
es 2. Therefore, while conducting criminal
procedural activities, tasks arise to identi-
fy, record and study traces of a crime. At
the same time, information as such can ac-
quire the status of evidence only if it meets
the criteria of relevance, admissibility and
reliability in criminal proceedings. Infor-
mation in a broad sense covers both fac-
tual data and knowledge about this data.
However, only that part of it that is proce-
durally relevant and capable of confirm-
ing or disproving specific circumstances
of criminal proceedings (criminal case
during trial) is recognized as evidence °.
Criminal offenses related to interfer-
ence in the activities of representatives of
state authorities are represented by those

1 KpumiHanbHUY IpollecyaJbHUN KoZleKC VKpaiHu Bif 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta
pomog.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 09.05.2025).

2 TIIuenina O. B. Tunosi ciigu 3104MHIB y cdepi ciay:x60Boi AisnbHOCTI. Popym npasa. 2017.
Ne 5. C. 342—348. DOI: 10.5281/zenodo.1204355 (date accessed: 05.05.2025).

3 Tkau O. B. CrioBa KapTHHA SIK [JKepeJo A0Ka30Boi iHdopMarii Ipu posciizyBaHHI mOpy-
IIeHHS HeJOTOPKAHHOCTi IPHBATHOTO XKUTTA. BiCHUK KpuminaavHozo cydouuncmea. 2015.
Ne 4. C. 194. URL: https://vkslaw.knu.ua/images/verstka/4_2014_Tkach.pdf (date accessed:

09.05.2025).
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crimes and criminal misdemeanors that
provide for liability for intentional com-
mission of acts that are:
1) activity obstruction;
2) interference in activities or in exer-
cise of powers;
3) unlawful influence *.

Thus, commission nature of these
crimes is determined by the implemen-
tation of actions of an intellectual nature
that are not always reflected in changes in
the material situation. That is why, in the
context of the studied group of criminal
offenses, the importance of the figures of
victims who have the appropriate profes-
sional position, that is, are representatives
of state authorities and become the ob-
ject of unlawful influence, increases. The
victim is the main source of information
about the event of a criminal offense. At
the same time, other subjects and objects
related to the criminal event interact with
each other and accordingly influence each
other, thereby determining formation of
a certain trace picture.

Outlined signs of criminal offenses
confirm that the issue of traces of criminal
offenses related to interference in the ac-
tivities of representatives of state author-
ities is complex and actualize the task of
its in-depth study and development. Given
that theory of legal science has not paid
enough attention to the issue raised by us
to date, we consider it necessary to inves-
tigate it within the limits of this scientific
investigation.

Article Purpose
Identify typical traces of criminal and ille-

gal activities related to interference in ac-
tivities of representatives of State authori-

ties, outline their specifics and methods of
investigation.

Research Methods

Methods of analysis and synthesis, ab-
straction and generalization were applied
during analysis of theoretical develop-
ments of Ukrainian scientists devoted to
the related to research topic, as well as
the analysis of texts of court decisions, in
order to identify typical traces of criminal
and illegal activities associated with inter-
ference in activities of representatives of
state authorities. Special and philosophi-
cal methods, including comparative legal,
systemic and structural and prognostic
made possible to build the architectonics
of research paper, formulate conclusions
and outline prospects for further research.

Analysis of Essential Researches and
Publications

Criminal offenses aimed at interfering
with the activities of public officials pose
a serious threat to the stability of public
administration and the implementation
of the rule of law. They can take various
forms: from intimidation and physical in-
fluence to bribery, illegal pressure or oth-
er actions that hinder effective exercise of
official authority by public officials.
Investigation of such crimes and crim-
inal offenses is extremely difficult, since
they are often committed in secret, with
the observance of secrecy, and the vic-
tims often do not contact law enforcement
at all. Most often this is due to personal
fears for their safety or influence of out-
siders who exert pressure and create an
atmosphere of fear. The issues of pre-trial

4 KpuminaibHUH KoZleke YKpainu Bif 05.04.2001 p. Ne 2341-I1I (3i 3miH. Ta fomoB.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 09.05.2025).
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investigation of criminal offenses of this
group remain poorly researched.

The issue of investigating interference
in activities of a defense attorney and a per-
son’s representative °, as well as in the activ-
ities of a forensic expert ¢ and even in the
activities of representatives of the justice
system 7 is more elaborate. Textual analysis
of the aforementioned studies makes pos-
sible to state the diverse nature of the trace
pattern of these criminal offenses.

Thus, the following signs are charac-
teristic of interference in activities of a de-
fense attorney or representative of a person:

1) tangible ones, presented in the form
of material evidence, documents
or their reflections (statements,
complaints, letters of refusal, etc.),
which are detected in 100% of cases;

2) ideal ones preserved in the minds of
participants in criminal proceedings
(in particular, the victim, the suspect,
witnesses, employees of institutions
and organizations, etc.) and which
are observed in 54.4% of cases;

3) electronic ones, stored by digital
sources (electronic documents,
websites, cloud storages, IP tele-
phony systems, etc.) and occurring
in 49.3% of cases ®.

Among characteristic material traces
of illegal interference in the activities of

a forensic expert, electronic correspon-
dence via instant messengers and e-mail
are distinguished. This same category in-
cludes sound recordings, and sometimes
video recordings, recorded by technical
means or stored on electronic media. An-
other category is made up of ideal trac-
es, these are informational reflections of
the event of interference, stored in the
memory of direct participants and/or eye-
witnesses. Such traces take the form of
written testimonies, explanations, inter-
rogation protocols, which record the in-
formation perceived and stored in memo-
ry. These can be imaginary images in the
memory of the victim (i.e. forensic expert
himself), the suspect or the accused, as
well as witnesses. They can contain data
on the appearance of the person who ex-
erted influence, on the nature and method
of pressure, on the behavior of the expert
himself and the specifics of his expert ac-
tivity at the time of the event, etc. It should
be emphasized that such crimes are often
committed in the absence of eyewitness-
es. That is why the carriers of ideal trac-
es, in addition to direct witnesses (if any),
are mostly relatives and close friends of
the victim or suspect, colleagues of the
expert, as well as other persons aware of
the circumstances of the event °. Thus, in-
terference in legally protected activities is

5

PycaniBcbka /. [l. PosciifyBaHHsI BTPy4aHHs B AisTBHICTb 3aXUCHHUKA YU IMpeACTaBHUKA
ocobu : guc. ... A-pa dinoc. 3i crren. 081 “Ilpapo”. Kuis, 2023. 260 c. URL: https://elar.navs.edu.
ua/server/api/core/bitstreams/87c654d4-47e0-4e7b-ae7c-8ecfdc784aaf/content (date accessed:
02.05.2025).

ITocamkoB O. O. MeToguKa PO3CIiAyBaHHS BTPYyYaHb B AisTBHICTb CYZOBOTO eKCIIepTa :
JUC. ... KaHA. I0puA. Hayk. Xapkis, 2020. 200 c. URL: https://uacademic.info/ua/docu-
ment/0420U101202 (date accessed: 02.05.2025).

Bepuio I. €. KpumiHajbHO-IIpaBOBa XapaKTepucCTHMKa (GOpM Ta CIOCOOIB BTPydYaHHS
B JIISUIBHICTB CyZ0BUX opraHiB. @opym npasa. 2013. Ne 1. C. 53—59. URL: http://nbuv.gov.ua/
UJRN/FP_index.htm_2013_1_11 (date accessed: 25.04.2025).

PycaniBcpka [I. [I. 3asmad. TBip. C. 206. URL: https://elar.navs.edu.ua/server/api/core/bit-
streams/87c¢654d4-47e0-4e7b-ae7c-8ecfdc784aaf/content (date accessed: 02.05.2025).
ITocamkoB O. O. 3assad. TBip. C. 71—72. URL: https://uacademic.info/ua/document/
04200101202 (date accessed: 02.05.2025).
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characterized by a fairly significant num-
ber of traces. A systematic analysis of the
specifics of traces of interference in the
activities of representatives of state au-
thorities has not been conducted to date,
which indicates the relevance of this issue
for the scientific community and practic-
ing lawyers.

Main Content Presentation

Interference in the activities of represen-
tatives of the state apparatus, whose activ-
ities are the object of criminal law protec-
tion, always involves the interaction of at
least two subjects. Nature of such interac-
tion is associated with persuasion, black-
mail, threats, requests, refusal to provide
legitimate benefits or with the use of other
illegal methods of influence. Usually, these
actions are implemented in active forms
of behavior and are embodied by the in-
fluence of one subject on another: on his
consciousness, psyche and behavior.

For criminal offenses related to com-
mission of activities, only an active form
of behavior of the subject of a criminal of-
fense is characteristic, which aims to pre-
vent the victim from fulfilling his official
duties or to force him to make an illegal
decision.

In the scientific literature, traces of
crime are considered in two main aspects,
in narrow and broad. In a narrow sense,
traces are considered material formations
that reflect the external features of objects
that interacted with each other. Such trac-
es are kind of copies, capable of being both

three-dimensional and planar. In a broad
sense, traces are any changes in the envi-
ronment that have resulted from the com-
mission of a crime *°.

Along with the concept of crime traces
of a in the forensic literature, concept of
trace picture is used. Thus, M. Saltevskyi
proposes to define the trace picture as
a combination of tangible and intangible
(ideal) traces that cover the physical and
mental reflections of the event, which
store information about the criminal
situation and the identity of the offen-
der ™.

Instead, V. Konovalova proposed to
consider the trace picture as a new ele-
ment of the forensic characterization. Ac-
cording to her, forensic characterization
covers a set of traces reflecting both the
course of the criminal event itself and the
behavior of the subject at the crime scene.
Thanks to this comprehensive analysis,
it is possible to form the most likely ver-
sions of the mechanism of committing
acrime 2

M. Pohoretskyi emphasizes that the
source of traces is the socially dangerous
behavior of the person who committed
the crime. Such behavior - as active one
action as inaction - interacts with the real
environment, causing changes that are
recorded in the form of traces. In other
words, the crime event itself generates
trace information *3.

Z. Toporetska notes that the following
picture as a structural component of the
forensic characteristic is essential, be-
cause its analysis makes it possible to find

10 Kosasenko B. B. Tunosi criocobu, ciigy i 06CTaHOBKA BYMHEHHS 3JI0YMHY K €JIeMeHTH
KPUMIHaJIiCTUYHOI XapaKTePUCTUKY TOPTiBJIi MI0AbMU. [Ipukapnamcokuil opuoudHuil 8iCHUK.
2020. Bur. 2 (31). C. 184. DOI: 10.32837/pyuv.v0i2(31).589 (date accessed: 02.05.2025).

11 CanreBcbkuit M. B. KpumiHamicTuKa : miZpydyHuk. ¥ 2 4. 4. 1. Xapkis, 1999. C. 148—151.

12 Konomasoa B. O. BOMBCTBO: MUCTEIITBO PO3CIiZiyBaHHS : MoHorpadisa. Xapkis, 2001. C. 25.

13 Tloroperpkuit M. A. Jlokasu y KpUMiHaJIbHOMY Ipolieci: mpobiemHi nutaHHsa. Jaconuc
HauionanvHozo yHigepcumemy “Ocmposvka akademis”. Cepisa “IIpaso”. 2011. Ne 1 (3). C. 20. URL:
http://lj.oa.edu.ua/articles/2011/n1/11pmappp.pdf (date accessed: 13.05.2025).
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out the method of committing a crime, the
mechanisms of its concealment and the
identity of the offender (including cases
of participation of organized groups), to
identify the instrument of crime and oth-
er important circumstances. It can be the
key to uncovering false testimony or locat-
ing hidden physical evidence .

In addition, in forensic science, the
concept of a typical trace picture is also
used. As V. Konovalova notes in her re-
search, a typical trace picture is a set of
characteristic “traces inherent in a particu-
lar type or variety of crime” 1°.

In our opinion, currently it is worth
talking about the traces of a criminal of-
fense as a complex category that covers
material, ideal and digital traces. Material
traces, in turn, constitute the material ba-
sis of forensic information. These can be
any objects of the physical world that have
preserved information about the circum-
stances of a criminal offense and that can
be used to prove it. Ideal traces are trac-
es-images (images) stored in a person’s
memory . Thus, ideal trace is the mental
image. If everything is more or less ob-
vious with the first two categories, since
they are traditional categories of criminol-
ogy, then digital traces are a category that
has not been studied much.

Digital traces can be detected and
stored on various electronic devices.

Such sources include personal computers
of both individuals and representatives of
legal entities; mobile phones, tablets, dig-
ital cameras and video cameras that are
seized from persons involved in criminal
proceedings; server equipment and other
means of storing information in institu-
tions and organizations; online services
that provide voice and video communi-
cation via the Internet, including Skype,
WhatsApp, Viber, Telegram, etc.; as well as
banking systems, data from which can be
stored on digital media (such as SD cards,
flash drives, etc.). An equally important
source is video surveillance systems in-
stalled in state and private structures, as
well as other computing devices. All this
digital information is a valuable source
of both evidentiary and indicative data,
which are of key importance for clarify-
ing the circumstances of the crime, iden-
tifying the perpetrators and further prov-
ing their involvement. Content of digital
traces can be extremely diverse: this is
information about the movement of in-
dividuals, Internet activity, correspon-
dence, files, electronic messages, e-mail
records, etc. Such data can be contained
in automated information systems, tele-
communication networks and informa-
tion and telecommunication structures
that provide processing, transmission
and storage of digital information .

14 Tomopenbka 3. M. CiijoBa KapTHHA AK JKepeJIo IepBUHHOI iHdopMallil Ipo BYNHEHHS 3710-
4uHiB y cdepi rpanpHOro 6isHecy. PegpopmysanHs HAUIOHAALHOZ0 MA MIHCHAPOOHO20 Npasa:
nepcnexmueu ma cv0200eHHs : MaT-1u MDKHap. HayK.-TIpakT. KoH®. (Ozeca, 29—30.09.2011).

V24. Y. 2. Ozeca, 2011. C. 105—108.

15 KonoBasnoBa B., ITamoB M. IHTyilif: HMOHATTA i poJAb y CyAOYMHCTBi. BicHuk Akade-
Mil npasosux Hayk Ykpainu. 1999. Ne 1 (16). C. 186. URI: https://dspace.nlu.edu.ua/jspui/
handle/123456789/4370 (date accessed: 13.05.2025).

16 Illeniteko B. 0. KpumiHanicTuka. EHIMKIONEIUYHUIN CIOBHUK (YKPaiHCHKO-POCIHCHKUI
i pocilicbKo-yKpaiHCBhKUH) / 3a peg. B. f. Tamia. Xapkis, 2001. C. 323.

17 Konecnikosa I. A. ITudposi ciigy Ta ix posrs B JOKa3yBaHHI BOEHHUX 3JI0YMHIB ITifi 9ac pOCiH-
CbKOI BilicbKOBOI arpecii nmpotu Vkpaiuu. CyuacHi peanii npomudii 0EHHUM 3104UHAM: HAOY-
muil 0oceid ma nozasd 6 matiGymie : MaT-au naH. guckyc. VII Xapkis. Mixkuap. opug. bopymy
(Kwuis, 25.09.2023). Kuis, 2023. C. 51. URL: https://surl.li/Inqvjc (date accessed: 13.05.2025).
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Rapid development of digital technol-
ogies has led to the fact that certain part
of our activities is reflected in the digital
space. A significant difference between
digital traces and material ones is the lack
of physical form, therefore, for their detec-
tion and research, it is necessary to apply
appropriate technical support, from basic
devices (such as computers and smart-
phones) to specialized software.

One of specifics of digital traces is
their easy reproduction without loss of
quality, as well as the ability to edit or de-
stroy them. For example, digital photo-
graphs, video and electronic documents
can be either exactly copied or changed
using special programs. For editing video
or graphic materials, programs such as
Adobe Premiere Pro, AVS Video Editor, Corel
VideoStudio Pro, etc. are widely used. In
modern conditions, artificial intelligence
technologies are becoming increasing-
ly widespread, which not only allow you
to change existing files (replacing faces,
voices, facial expressions, backgrounds
or objects in videos), but also create com-
pletely new, fictitious video materials that
are almost indistinguishable from the real
ones. Well-known tools for creating such
fakes are DeepFaceLab, Faceswap, Reface,
etc. Another feature of digital traces is the
ability to edit or destroy them remotely.
Such actions can have several purposes:

1) committing a criminal offense, for
example, by introducing malicious
software (viruses, Trojans) that
helps to unauthorizedly interfere
with systems with the subsequent
destruction or falsification of data;

2) concealment of traces of a crime
by changing information that law
enforcement agencies can use as

evidence. For this purpose, adver-
saries often use remote device ac-
cess tools, such as Microsoft Remote
Desktop, TeamViewer, Chrome Remote
Desktop, which allow you to control
a computer or other device using
the Internet or a local network with-
out a physical presence next to it.
Cloud storage services play an im-
portant role in digital traceability,
facilitating the synchronization of
information across multiple devices
and accessing it from anywhere %.

As for typical trace picture of interfer-
ence in the activities of representatives
of state authorities, it is also quite wide.
Analysis of the materials of criminal pro-
ceedings initiated on the grounds of inter-
ference in the activities of representatives
of public authorities makes it possible to
generalize that ideal and digital traces are
more characteristic for them, and materi-
al traces are less common. That is why we
consider it necessary to dwell more thor-
oughly on specifics of traces of interfer-
ence in the activities of representatives of
State apparatus.

Source of ideal traces is primarily the
victim himself. He was involved in 98%
of the criminal proceedings we analyzed
and testified. Since the victim in the in-
vestigated category of criminal offenses
is a special subject, which is primarily re-
lated to his professional status, obtaining
testimony from him for the most part does
not cause significant difficulties for inves-
tigators who conduct interrogation and an
investigative experiment, when they re-
produce criminal offense circumstances.

Typical sources of ideal traces include
the suspect (accused). During the pre-trial
investigation, the latter most often agrees

18 [lemuzosa €. €. [Tudposi c1ifu KpUMIHATBHOTO [IPABOIIOPYIIEHHS: IIOHATTS Ta 0COOIUBOCTI.
Hayxoguil gicHuk Yaczopodcvkozo HayionanwvHoeo yHisepcumemy. Cepis: IIpago. 2024. Bum. 85.
4. 4. C. 71—75. DOI: 10.24144/2307-3322.2024.85.4.10 (date accessed: 13.05.2025).
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to give evidence and admits his guilt in
committing a criminal offense. This is
proven by the consideration of cases in
the courts. For example, the Boryspil City
District Court of the Kyiv region found that
the accused, being at a bus stop next to the
“Typman” store, jointly resisted police offi-
cers who were performing their duties to
protect public order, and used violence in
the form of beatings and inflicting bodily
harm. Later, during the detention of the
offenders, citizen K., who was in a state
of alcoholic intoxication and was aware
that the police officers were performing
their duties, decided to interfere with the
activities of law enforcement officers and
prevent them from placing the detainee
in a service car. The court assessed the
actions of the accused and noted that they
consisted in influencing a law enforce-
ment officer with the aim of preventing
him from performing his official duties
(interference in the activities of a law en-
forcement officer), i.e. the accused com-
mitted a criminal offense provided for in
P. 1 of Art. 343 of the Criminal Code of
Ukraine . As a result of the examination
of the evidence, the court concluded that
the guilt of the accused is proven by his ex-
culpatory testimony .

Another source of ideal traces are wit-
nesses, that is, eyewitnesses to the com-
mission of a criminal offense, or persons
who give testimony from hearsay. Wit-
nesses in this category of proceedings are
usually: 1) employees of state authorities;
2) ordinary citizens who were at the scene
and witnessed the implementation of the
criminal intent by the subject of a crimi-
nal offense.

In accordance with the analysis of ju-
dicial practice, with the participation of
witnesses who are not employees of public
authorities, in addition to interrogations
and investigative experiments, they con-
duct another presentation of a person for
identification. Thus, during this procedur-
al action, witnesses identify the ideal im-
age of perception with a specific person,
who is most often the suspect.

In particular, the Ratnivskyi District
Court of the Volyn region (conducted an
interrogation with the participation of
a witness, an investigative experiment and
presentation for identification) during the
court session found that the accused exert-
ed influence on law enforcement officers
with the aim of preventing them from per-
forming their official duties, as well as (in
collusion with an accomplice with prior
intent) arbitrariness, which caused signif-
icant harm to state interests under the fol-
lowing circumstances. The case collected
and examined ideal traces, which were re-
flected in the testimony of a witness, who
explained that she witnessed a conflict
between five men unknown to her over
an AUDI A6 car, which, according to some
citizens, was illegally in a customs ware-
house. Later, the witness witnessed events
in which one of the men entered the cus-
toms control zone using physical force,
and another, making threats and using
physical force, began to prevent law en-
forcement officers from performing their
duties, as a result of which the accused
tore off the padlock on the closed gates of
the customs warehouse and arbitrarily left
the customs warehouse in the aforemen-
tioned car. In accordance with the circum-

19 KpuminanpHUU KoZekc ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date ac-

cessed: 09.05.2025).

20 Bupoxk Bopucr. micbkpaii. cya. Kuis. o6i. Big 25.05.2020 p. CripaBa Ne 359/3394/20. ITpoBampx.
Ne 1-k11/359/505/2020 / €IPCP : BebcatiT. URL: https://reyestr.court.gov.ua/Review/89492361

(date accessed: 13.05.2025).
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stances of the case, despite the defendant’s
failure to admit guilt, the court (based on
the examination of the evidence) con-
cluded that his actions constituted crimi-
nal offenses, for which he was charged .
It should be noted that in addition to the
perfect fingerprints, padlock with a chain
was attached to the case file as evidence.
Therefore, in some situations, material ev-
idence is also attached to such cases.

As for material traces, their source can
be various objects used by the perpetrator
during the implementation of the criminal
intent. Thus, in the case considered by the
Solomianskyi District Court of Kyiv, a white
powdery substance was recognized as ma-
terial evidence, which the perpetrator used
to prevent the judge of the Court of Appeal
of Kyiv from performing his official duties.
In accordance with the circumstances of
the case, clarified during the open court
session, the panel of judges refused the
accused to satisfy his petition, so he threw
a paper bag with a white powdery sub-
stance, which he had prepared in advance
and held in his hand, at the presiding judge.
The blow hit the left side of the judge’s
head and stunned her for some time. The
bag burst from the blow, a white powdery
substance poured out of it, getting on the
judge’s hair and clothes, and on the table
with the case. Based on the trial of the case,
the court concluded that by his intentional
actions the accused violated the usual work

regime of judges, interfered with the activ-
ities of a judge with the aim of preventing
her from performing her official duties %.

Material traces can also be stored on
physical evidence attached to the case.
However, in this category of criminal pro-
ceedings, as we have already noted, the
seizure of material objects during the in-
spection of the scene is atypical. Thus, out
of 25 analyzed verdicts on the fact of in-
terference in the activities of law enforce-
ment officers, it was found that in only 2
of them were material objects (except for
video recordings) seized, which acquired
the status of physical evidence, however,
no such object was subsequently subject
to either inspection or expert examina-
tion. Out of 6 analyzed verdicts on the fact
of interference in the activities of judicial
bodies, in only one were material objects
seized, and in another, a disk with a tele-
phone message and a court summons dat-
ed 08/25/2022 to participate in a court ses-
sion %. This once again demonstrates the
atypical nature of the material traces for
the mechanism of criminal illegal activity
related to interference in the activities of
representatives of state authorities.

At the same time, given the prevalence
of recognition of video recordings as evi-
dence by the courts (in 13 out of 25 ana-
lyzed verdicts on the fact of interfering
with the activities of law enforcement of-
ficers) %, we consider it necessary to dwell

21 Bupox ParuiB. paiicys. Boann. o6x. Big 11.09.2020 p. CmpaBa Ne 166/137/20. IIpoBax.
Ne 1-k11/166/46/20 / €IPCP : BebcatitT. URL: https://reyestr.court.gov.ua/Review/91466914 (date

accessed: 13.05.2025).

22 Bupok Conom’siH. paticya. M. Kuesa Bix 12.11.2019 p. CmpaBa Ne 760/7663/18. IIpoBazx.
Ne 1 km/760/789/19 / €APCP : Bebcaiit. URL: https://reyestr.court.gov.ua/Review/85603512

(date accessed: 13.05.2025).

23 Bupox PoszginbusH. paticys. Ogec. o6i. Bix 18.02.2025 p. CipaBa Ne 496/4648/22. IIpoBak.
Ne 1-xm/511/36/25 / Tam camo. URL: https://reyestr.court.gov.ua/Review/125229647 (date ac-

cessed: 13.05.2025).

24 Bupox Bomogmmup. paticys. PiBHeH. o6s. Big 22.01.2024 p. CmpaBa Ne 556/95/24. Ilpo-
BamK. Ne 1-k11/556/90/2024 / Tam camo. URL: https://reyestr.court.gov.ua/Review/116512173
(date accessed: 13.05.2025) ; Bupoxk JleHiH. paiicys. M. KipoBorpaza Bix 18.09.2020 p.

112



Volodymyr Popov. Types and Specifics of Investigation of Traces of Unlawful Interference
in the Activities of Public Authorities. DOI: 10.32353/khrife.2.2025.08

on clarifying the essence of such objects
in more detail. This, in particular, is due to
the need to distinguish the video itself as
an electronic document from its material
carrier (on which it is stored and sent to
the court for further research).

While analyzing the legal positions of
the court on these issues, we found that
the panel of judges of the First Trial Cham-
ber of the Cassation Criminal Court of the
Supreme Court in case Ne 756/8124/19 em-
phasized the key feature of the electronic
document, which is the absence of a rigid
dependence on a particular physical me-
dium. The same digital file (for example,
a video recording) can be stored simulta-
neously on different electronic media. All
copies that completely coincide in content
can be recognized as originals of an elec-
tronic document, and the difference be-
tween them lies solely in the date and time
of their creation. Consequently, any objec-
tions to the recognition of discs and other
media with video recordings, photograph-
icimages and their inspection protocols as
admissible evidence should be refuted.

According to the position of the Su-
preme Court, P. 1 of Art. 99 of the Code of
Criminal Procedure of Ukraine recognizes
as a document in criminal proceedings

a material medium > specially created for
storing information that can be used to
establish certain facts and circumstances,
and therefore, photo, video and sound re-
cordings, in particular in electronic form,
should be considered as belonging to such
documents. The obligation of the party
to provide the original of the document
means that in the case of an electronic
document, its reflection, to which the law
gives the force of the original, is recog-
nized as such an original. The court also
referred to Art. 7 of the Law of Ukraine:
On Electronic Documents and Electronic Doc-
uments Circulation according to which, if
information is stored on several digital
media, then each identical version of such
an electronic document is considered as
original *. Thus, a physical medium in the
form of a disk performs only the function
of storage, and does not determine the
authenticity of the electronic document.
The same video file saved on a disk can
be considered as an original if it meets
the technical and content requirements .
This approach is fully consistent with es-
tablished judicial practice, in particular
the legal position set out in the resolution
of the Criminal Court of Cassation dat-
ed 22.10.2020 in case Ne 677/2040/16-k 28.

Crpasa Ne 405/2608/20. ITpoBamx. Ne 1-k11/405/162/20 / Tam camo. URL: https://reyestr.court.
gov.ua/Review/91649655 (date accessed: 13.05.2025) ; Bupok 3apiuf. paiicys. PiBHeH. 06i.
BizZ 28.01.2020 p. CrpaBa Ne 561/1112/19. IlpoBazx. Ne 1-k11/561/18/2020 / Tam camo. URL:
https://reyestr.court.gov.ua/Review/87195083 (date accessed: 13.05.2025) ; Bupox Bopwucr.

Micbkpaticys. Kuis. 061. Bix 25.05.2020 p. ..
Review/89492361 (date accessed: 13.05.2025).

. / Tam camo. URL: https://reyestr.court.gov.ua/

25 KpuminaibHUH IpolecyaabHUH KogeKc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 09.05.2025).

26 IIpo eJeKTPOHHI JOKYMEHTHU Ta eJeKTPOHHUH JOKYMEHTOOOIr :

3akoH VKpaiHM Bif

22.05.2003 p. Ne 851-IV (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/851-

15#Text (date accessed: 09.05.2025).

27 TloctranoBa Kacam. kpumiH. cyay y ckiaazi Bepxo. Cyzy Biz 19.08.2021 p. Cmpasa
Ne 756/8124/19. IIpoBazx. Ne 51-607km21 / €IPCP : BebcaiiT. URL: https://reyestr.court.gov.
ua/Review/99088529 (date accessed: 13.05.2025).

28 IloctraHoBa Kacam. kpuMiH. cyzy. y ckiaazi Bepxo. Cyzay Big 22.10.2020 p. Cmpasa
Ne 677/2040/16-k. ITpoBamx. Ne 51-5738km19 / Tam camo. URL: https://reyestr.court.gov.ua/Re-

view/92458395 (date accessed: 13.05.2025).
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Therefore, a video recording is a type of
digital evidence in criminal proceedings®,
and the application of the concepts of elec-
tronic and digital in relation to traces and
evidence, as rightly noted in the scientific
literature is equivalent and has the same
semantic load *.

Thus, digital traces arise in the process
of using electronic means of communica-
tion to interfere with the activities of repre-
sentatives of public authorities, in particu-
lar in various messengers, mobile devices,
video surveillance systems, body cameras,
video recorders, during video recording to
record the course of litigation using appro-
priate technical means, as well as in dig-
ital devices that carry out photographic
recording. Such devices may retain visual
representations of circumstances related
to the commission of a criminal offense or
images of persons who may be involved in
its commission.

Conclusions

Based on the study of materials of crimi-
nal proceedings and judicial practice, we
come to the conclusion that most often
the carriers of trace information in crim-
inal offenses related to interfering with
the activities of representatives of public
authorities are:

1) documents, including electronic
ones (summonses, protocols of pro-
cedural actions, photographic ma-
terials, sound and video recordings
of the event of a criminal offense or
related to it);

2) digital traces displayed (saved)
in messengers, information sys-
tems, e-mail servers and other in-
formation systems, video record-
ings, etc.;

3) other things of the material world
that are found at the place of imple-
mentation of the criminal intent (at
the scene) and that have retained
traces of criminal illegal activity;

4) tools and/or means used by guilty
persons to implement a criminal in-
tent;

5) participants in relevant public rela-
tions who accidentally or in connec-
tion with official activities became
participants in the event of a crim-
inal offense related to interfering
with the activities of representatives
of public authorities.

Identification, recording and research
of sources of information significant for
the investigation shall be carried out in
the manner and in the forms prescribed
by law. The implementation of such forms
is mostly the competence of the investiga-
tor and does not require the involvement
of third parties in criminal proceedings.
At the same time, individual traces can be
filmed on material media: such objects (in
accordance with the legal positions of na-
tional courts) should be considered orig-
inals.

We believe that further research
should consist in clarifying the tactical
features of investigative (search) actions
aimed at recording the outlined traces of
criminal illegal activity.

29 Jyk’saunkos b. €., I'pagosa O. I0. Bizeosanuc sk Buj nudpoBOro A0Kasy y KpUMiHaIbHOMY
IIpolleci: CyJacHHUH CTaH Ta nepcrnekTus. FOpuduunuil Haykosuil enekmpoHHULL dHcypHan. 2023.
Ne 2. C. 490—493. DOI: 10.32782/2524-0374/2023-2/115 (date accessed: 13.05.2025).

30 KopaseHko A. B. IIOHATTS Ta CYTHICTH €JeKTPOHHUX (HM(POBUX) CHiJiB KPHUMiHAIBHOTO
IIPABOIIOPYIIEHHA. BicHuk JIyeancbkoz0 [AEPXKaBHOTO YHIBepCUMeNny 6HYMPIUHIX Ccnpas
imeni E. O. Jlidopenxa. 2022. Bum. 4 (100). C. 229. DOI: 10.33766/2524-0323.100.226-236 (date

accessed: 13.05.2025).
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Buau i1 0CO0JIMBOCTI JOCTiAKEeHHA
CJIifiB MPOTHUNPABHOIO BTPYYaHHA
B Jis/IBHICTD IIPe/CTABHUKIB
OpraHiB Jep:KaBHOI BJIagU

Boaodumup Ilonos

Mema pobomu — @u3Ha4dumu munosi
cAidu KPUMIHAALHO-NPOMUNPABHOL 0ifnb-
HOCTMi, 108’3aH0L 3 yMPY1HaHHAM Y Oifnb-
HiCMb npedcmMasHukKie opzanis OepicasHol
81adu, okpecAUmMU iX 0co6AUBOCTI MA CNO-
cobu docaidxcerns. JlocsaeneHHIo nocmasie-
HOI Memu Cpuso 3aCMOoCy8anHs 342aAbHO-
HayKo8uUX (AHANI3, CUHME3, abCmpazy8anhs,
y3azanvHeHHA), CneyiasvHux i @inocog-
cvokux memodie (dianekmuuHuil, NOpi8HANb-
HO-Npasosutl,  CUCTEMHO-CMPYKMYpPHULL,
npoenocmuuHuil). Bueuenna mamepianise
KPUMIHAALHUX NposaddieHd i cydosoi npak-
MUKW 0a40 3M02Y 8U3HAUMU MUN08L Odxce-
peaa (Hocii) caidosoi ingopmayii y Kpumi-
HAALHUX TIPABOTIOPYULEHHAX, 08’ A3AHUX 13
ympyuauuam y OiavHicms npedcmagHu-
Ki6 opeawis JepicasHoi eaadu, NOMIiNC AKUX
suokpemaero: 1) dokymenmu, 30kpema esnex-
MpOHHI (N08ICMKU NPO BUKAUK, NPOMOKO-
AU npouecyanviux 0iil, omomamepianu,
38yko- ma eideozanucu nodii Kpuminaiv-
H020 npagonopyuleHHus abo noe’sa3anoi i3
Het); 2) yugpposi caidu, idobpadceri (36e-
pediceri) Y MeceHOxcepax, iHpopmayitinux
cucmemax, cepeepax eAeKMpPOHHOL NOwmu
il iHwux inopmayiiinux cucmemax, 8ideo-
3anucax mowo; 3) iHWL pedi mamepianvHo-
20 ceimy, AKi 6UABAeHO HA MICYl peanizayii
3104UHHO20 Yymucay (Ha micyi nodii) i aki
3bepezau Ha cobi cAidu KpUMIHAALHOL NpO-
munpaguoi digavHocmi; 4) 3napados i/abo
3acobu, 3acmoco8ani SUHHUMU 0cobamu
044 peanizayii 3A104UHHO20 YMUCAY; 5) yuac-
HUKI8 810n06i0HUX CYCMIAbHUX BI0HOCUH,
ki eunadkoso abo y 36’13ky 3i cay#608010
JiAAbHICMI0 CMAAU Y4ACHUKAMU No0il Kpu-
MIHAABHO20 NPABONOPYULEHHS, 08 A3AHOT 31
8MpPYHaHHAM Y OiANbHICMb NpedcmasHUKI8
opeamie Oepscasnoi enadu. OkpecneHo nep-

cnexmugu no0anvulux 00CAIOHEeHb Y MeHax
aHanizoeanoi npobremamuxis.

Kawwuoei caoea: xpuminanvhe npa-
B0MOpYULeHHA;, YMPY4aHHL 8 OisAbHiCMb;
opean OdepicagHol 8aadu; cAidu KpUMIHAAb-
H020 npasonopyulenus; 00kasu; 36upaHms
dokasie.
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