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The present paper aims to promote an understanding of relatively re-
cent social phenomena such as cybercrime. Modern global realities of
technological advancements and heavy dependence on digital tools
emphasize threats cybercrime presents. Therefore, it is important to
examine factors driving cybercrime rates to create effective preventive
mechanisms. The paper uses regression analysis built on the recent-
ly published, first-ever World Cybercrime Index. Cybercrime scores of
94 countries were analyzed based on the effect of 6 predictor vari-
ables. Analysis displayed that the degree of economic freedom has an
inverse effect on cybercrime scores, and innovation level directly in-
creases cybercrime rates with less probability. It is recommended for
researchers interested in the topic to be attentive to future releases of
WCI to be able to conduct more massive, time-series analysis.

Keywords: economic factors; cybercrime; regression analysis;
economic freedom index.

Introduction
Modern global social and development environments can be
described as an era of technological advancements. The daily

lives of billions of people are strongly influenced by technolo-
gy. Most industries and sectors’ operations heavily depend on

OHAJIBHUM HAyKOBUM IIeHTPOM «[HCTUTYT CyZOBUX €KCIIEPTU3

iM. 3aci. mpod. M. C. Bokapiyca» Ta HarjiomaqpHNM I0pUAUIHIM yHiBepcuTeTOM iMeHi fIpociaBa Myzporo.
Ile cTaTTs 3 BiAKPUTHUM JOCTYIIOM, ITOLIMpeHa Ha yMoBax JlineHsii aTpubyiii Creative Commons
(CC_BY_4.0), 110 1a€ 3MOTy HeOOMEeXEeHO BUKOPUCTOBYBATH, IIOIIKUPIOBATH i BiITBOPIOBATH

Ha Oyzp-IKOMY HOCII 32 YMOBH ITOCHJIAaHHS Ha OpPUTiHATBHOIO(-1X) aBTOpa(-iB) Ta IpKepea.


https://orcid.org/0009-0009-8054-0974
mailto:Teodore.giorgobiani.work@gmail.com
DOI: 10.32353/khrife.4.2024.10

Teodore Giorgobiani. Economic and Social Drivers of Cybercrime.

DOI: 10.32353/Kkhrife.4.2024.10

computing systems and technological ad-
vancements. Such environment promoted
the creation of a relatively recent form of
delinquency called cybercrime. Cyber-
crime encompasses a wide range of illegal
activities carried out using digital devices
or networks. Such activities include various
forms of fraud, identity theft, data breach-
es, computer viruses, scams, and expanded
upon in other malicious acts. Similarly to
other social occurrences, there are specific
reasons and factors driving rates of cyber-
crime and pushing cybercriminals towards
committing illegal activities. It is important
to examine the factors influencing the rates
of cybercrime across the globe in order to
be able to identify conditions encouraging
an expansion of digital crimes and prevent
them from occurring. Moreover, the eco-
nomic conditions of people are often one of
the main reasons pushing them to commit
malicious acts. Additionally, the fields of
cyber forensics and criminalistics have be-
come essential in addressing cybercrime.
These disciplines focus on the identifica-
tion, collection, and analysis of digital ev-
idence, which is crucial for tracking cyber-
criminal activities and developing effective
preventive measures. The present research
aims to find the relationship between var-
ious economic and social factors and the
rates of cybercrime across the globe.

Literature
Review

One of the most prominent sociological
theories that tries to explain social behav-
ior is Rational Choice Theory. Rational
choice theory tries to predict human be-
havior stating that people are rational ac-
tors evaluating the cost-benefit of their ac-
tions (Abell, 2000; Hechter, 1992; Hodgson,
2012). The theory distinguishes between
two main approaches: people maximize
manifest payoffs and people maximize

profitability. While the first approach that
people maximize manifest payoffs was fal-
sified by empirical analyses, the second
claim that society maximizes utility is sup-
ported. The utility is unfalsifiable as it is
an inherited behavior that can be observed
even in non-human organisms. Such wide
applicability is perceived as a weakness as
it does not account for specificities of his-
tory, socio-economic systems, and other
distinguishable human factors.

Rational Choice Theory is a great tool
for explaining the actions of cybercriminals.
Based on the theory, economic benefits
are the main driver for people to commit
cybercrime (Laszka & Schwartz, 2016; Li
& Whinston, 2020; Milgrom & Roberts,
1988). Cybercriminals are accessing the
risks of being caught against the financial
opportunities they might gain. Li and
Whinston (2020) point out that with the
development of cyber-currency, the risks
of being caught went down as monetary
transactions in cryptocurrencies are harder
to track. Another factor influencing the
actions of cybercriminals is interdependent
cybersecurity (Laszka & Schwartz, 2016). If
the network security is perceived as weak
due to inadequate investments by other
users, the perceived costs of engaging in
cybercrime are reduced, making it more
attractive. Moreover, the rational actions
of cybercriminals can also be seen in their
reputation management techniques (Holt
& Bossler, 2014; Kshetri, 2006). They often
honestly return the stolen data after the
victims pay a ransom so that future victims
will confidently be willing to pay them.
Moreover, the lack of law enforcement and
international law mechanisms reduces the
risks of facing harsh punishments, making
such an activity attractive for people seeking
economic gains.

Another theory that is applicable to ex-
plain cybercrimes is Routine Activity The-
ory (RAT). RAT is a theory focused on ex-
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plaining the patterns in criminal activities
(Cohen & Felson, 1979; Felson, 1987; Fel-
son & Clarke, 1998). It shifts its focus from
the nature of criminals and concentrates
on the environment suitable for crime to
occur. RAT emphasizes three key elements
for crime to exist: the existence of a moti-
vated criminal, the presence of a suitable
target, and the absence of a guardian pre-
venting the crime. Based on the theory,
the lack of any of these elements, results
in the prevention of crime. The theory
explains how daily, routine, actions of
people help to bring these three elements
together and tries to explore the crime
trends. For instance, the Routine Activi-
ty Theory explains that the dispersion of
activities away from households and fam-
ilies increases opportunities for crime.
Also, crime has been rising with the pop-
ularization of more durable, light goods,
which increased the number of potential
targets, and the increase of female labor
which raised the absence of unguarded
households.

The concept of Routine Activity Theo-
ry can be applied to cybercrimes by incor-
porating its three core pillars of motivated
criminals, suitable targets, and absence of
guardianship and analyzing their applica-
bility to the scale of cybercrimes (Ahmad
& Thurasamy, 2022; Kigerl, 2012; Leukfeldt
& Yar, 2016). Existing literature highlights
that the most important factor influencing
increasing trends of cyberattacks is tar-
get visibility. Online routine activities like
shopping and banking expose potential
targets to criminals. On the other hand, fi-
nancial gains from a single crime are less
significant in predicting the trends as the
offenders might exploit the vast accessibili-
ty of targets online rather than focusing on
high-value individuals. The applicability of
RAT to cybercrimes has also been accessed
on the international level (Kigerl, 2012).
The results displayed that countries with

higher numbers of internet users and loose
legal mechanisms against cybercrime are
more often encountering cyberattacks.
Offenders are more likely to come from
places with high unemployment levels and
a significant percentage of the population
having IT skills.

Unlike Routine Activity Theory, Strain
Theory tries to explain the reason for a per-
son to commit delinquencies. Strain The-
ory is a sociological concept focused on
explaining the actions of crimes through
the perspective of social influence (Agnew,
1992; Agnew & Brezina, 2019). Unlike oth-
er sociological theories focusing on social
and individual relations in one’s crimes like
Social Control Theory and Social Learning
Theory, the Strain Theory highlights the
negative relations that lead individuals to
feel strain due to being treated in undesired
ways. Negative relations cause increased
negative emotions like anger, which en-
courages individuals to pursue delinquen-
cy as a coping mechanism. The theory
emphasizes three main sources of strain:
failure to achieve positively valued goals,
removal of positively valued stimuli, and
presentation of negative stimuli. The theo-
ry recognizes that individuals might react
to the same environment and conditions
differently and suggests possible reasons
for a person to copy strain with delinquen-
cy: availability of coping resources, indi-
vidual temperament and personality, social
environment, and perceived legitimacy of
coping strategies.

General Strain Theory can be useful
for explaining the behavior of cybercrimi-
nals. Cyberspace can become an effective
environment for people to copy their strain
(Chism & Steinmetz, 2017; Hay & Ray,
2020). For example, academic failure can
lead individuals to pursue cyberbullying as
an attempt to feel control and power. Sim-
ilarly, financial strain can influence one to
engage in cybercrimes. A strain for cyber-
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crime might also occur for the victims of
such cybercrime, who might find commit-
ting new cybercrimes a way to copy their
negative emotions. Moreover, the empiri-
cal evidence supports the application of the
Strain Theory to crimes (Hay & Ray, 2020).
Research has shown that individuals feel-
ing strain are more likely to engage in some
form of cyber offending.

Development theories like the The-
ory of Economic Development by Jo-
seph A. Schumpeter and the Modernization
Theory can suggest a comprehensive basis
for understanding the threads between
cybercrime patterns and states’ economic
indicators. Unlike traditional approaches
to economic development, Schumpeter
(2021) highlights the importance of inno-
vation, entrepreneurship, and banking
systems. The first concept explained in his
theory is a circular economic flow, which is
akin to traditional, steady economic devel-
opment. This is a system that is regularly
kept in equilibrium. For economic devel-
opment, the author points out that such
a circular flow has to be disrupted by in-
novation, which often damages the steady
equilibrium. Talented entrepreneurs who
are agents for change and development of-
ten need investment which must be done
through well-organized credit and banking
systems. On the other hand, the Modern-
ization Theory tries to explain the basis of
societal changes and the transformation of
traditional states to modern ones (Ingle-
hart & Baker, 2000). The Theory puts core
emphasis on industrialization which leads
to economic development, increased edu-
cation levels, and changes in gender roles,
and social norms.

Entrepreneurship has a significant cor-
relation with the prevalence of cybercrime
(Kshetri, 2010; Srivastava et al., 2020). En-
trepreneurs create various forms of tech
and e-commerce companies that become
desired targets for cyberattacks. With the

increase of innovation and development
that is based on entrepreneurial activities
and innovation, cybercriminals are lured to
actively seek financial gains. In this sense,
a clear connection can be seen between
Schumpeter’s Economic Development The-
ory and Routine Activity Theories. The pos-
itive correlation between economic devel-
opment and increased cybercrime levels
can also be explained by Modernization.
Arthur (1991) states that “The moderniza-
tion theory of crime... has assumed that
increased criminality is an unavoidable
consequence of socioeconomic and indus-
trial development” (p. 1). Such an approach
indicates that with the development and
modernization of informational technolo-
gies, cybercrime levels also increase.

Another theory that enables us to dis-
cuss and speculate reasons and patterns
of cybercrimes, is Relative Deprivation
Theory. The theory is a sociological con-
cept that emphasizes the importance of
self-comparison in one’s life (Smith et al.,
2019; Webber, 2007). The core principles
of the theory are rooted in the concept of
comparison. Relative Deprivation Theory
states that an individual perceives itself
in contrast to others, of normative stan-
dards imposed by a commune. Despite
the objective conditions of a person, he
or she might still feel deprived due to not
matching expectations or being around
people who are perceived as better. The
theory has found its usage in various fields
including politics, sociology, health, and
criminology. Empirical evidence proves
that feelings of relative deprivation might
lead to psychological and emotional is-
sues. Relative deprivation can lead to
a person feeling anger, frustration, and
resentment which can manifest in various
forms including through passive dissatis-
faction or engagement in various forms
of social protests, movements, and fights
against the perceived injustice.
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As relative deprivation leads to various
forms of negative emotions, criminal acts
might become a coping mechanism for
deprived individuals (Kawachi et al., 1999;
Mishra & Novakowski, 2016). Intense feel-
ings of anger and frustration are driving
factors for individuals to engage in crimi-
nal behavior. Under the influence of such
emotions, people are more prone to risky,
damaging acts. Moreover, a perceived un-
equal environment leads to the destruc-
tion of social communities, which leads
to increased levels of crime. Also, relative
deprivation happens in terms of perceived
socioeconomic inequality; this leads indi-
viduals to engage in criminal acts to raise
their self-value. A clear line can be drawn
between Relative Deprivation and Strain
Theories. The negative feelings caused by
relative deprivation are similar to those ex-
plored in the Strain theory. Relative depri-
vation can be one of the causes of social
strain.

An important theory in explaining the
high crime rates that unify cultural, social,
and institutional context is the Institution-
al Anomie Theory (IAT) (Bernburg, 2002;
Chamlin & Cochran, 1995; Bjerregaard
& Cochran, 2008). IAT is based on the clas-
sical Anomie Theory developed by Emile
Durkheim and further elaborated by Rob-
ert K. Merton. The theory, in its founda-
tions, is focused on instrumental crime in
the industrial society of America. Some of
the core concepts that Institutional Ano-
mie Theory incorporates are the social
position of non-economic institutions,
anomie, monetary culture, and economic
institutions. The Anomie is an idea bor-
rowed from classical Anomie theory and
it refers to the state of normlessness. The
theory explains that cultural emphasis on
monetary success in combination with
weekend non-economic institutions leads
to higher rates of instrumental crimes.
For anomie not to emerge, along with

strong economic institutions in the state,
non-economic institutions such as the
family, education, and church must have
a strong influence on society to regulate
social norms. In a situation where eco-
nomic institutions overshadow non-eco-
nomic ones, an individual feels justified in
pursuing any means to achieve financial
goals. Moreover, the study on the appli-
cability of Institutional Anomie Theory in
the cases of cybercrime revealed import-
ant insights (Dearden et al., 2021). The re-
search conducted on the 215 self-admitted
cybercriminals exposed a curvilinear re-
lationship between Institutional Anomie
and cybercrimes which means that both
high and low levels of anomie are associ-
ated with high cybercrime rates. However,
findings showed that a high level of ano-
mie is associated with crimes focused on
financial gains such as fraud and scams,
while a low anomie level relates to oth-
er forms of cyber offenses such as illegal
downloads or online drug purchases.
Interactions between political rule
and the economic system have been of
interest to various economists and social
philosophers throughout many centuries.
The theories of political economy have
been formulated and explored by econo-
mists like Adam Smith, Karl Marx, John
Maynard Keynes, and others. The essence
of the Marxian theory of political econo-
my is the theory of historical materialism
(Sweezy, 1943). The theory explains that
social superstructures are created funda-
mentally based on the material conditions
of society. Such an idea leads to the as-
sumption that the development of social
structures like government, legal and po-
litical systems, and ideological systems
such as culture, religion, and philosophy
is driven by factors like modes of produc-
tion and the conflicts that arise within
them (Albritton, 1993; Heilbroner, 1984;
Sweezy, 1943; Rowlinson & Hassard, 2000).
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The theory proceeds that the created su-
perstructures can also influence material
systems and stabilize the economic base.
The theory of political economy address-
es complex dynamics of production, dis-
tribution, and consumption of goods and
services within a society, and how these
dynamics are influenced by and influence
political decisions, institutions, and struc-
tures. In its essence, Marx’s work focuses
on the inherent issues within the capitalist
system. Some of the core ideas of Marxian
political economy theory are the labor val-
ue and the accumulation of capital. Marx
explains that commodity value is deter-
mined by the socially necessary time of
labor for its creation. However, in the cap-
italist mode of production, profit is made
through the extraction of surplus value
from workers which is the difference be-
tween the value produced by labor and the
wages paid to the laborers. Marx explains
that capital accumulation is a process
when capitalists reinvest surplus value to
create more capital. These two tenets of
the capitalist mode of production make
the system unstable and prone to issues
like underconsumption, overproduction,
profit loss, imperialism, and class clash.
The government serves primarily as an
instrument of the ruling capitalist class,
ensuring the conditions necessary for cap-
ital accumulation and suppressing chal-
lenges to the capitalist order. In his view,
the class conflict between the bourgeoisie
(capitalist) and proletariat (working class)
would inevitably lead to the overthrow of
the capitalist mode of production through
the revolutionary movements.

The economic issues inherent to the
capitalist mode of production also lead to
social problems like systemic inequalities,
and deprivation of accessible goods for
the working class (Chambliss, 1975; Lynch
et al., 1994). Lynch et al. (1994) explain
that such an environment creates the basis

for the increased crime rates. In Marxian
views, people are not inherently prone to
committing crimes, but it happens due to
the socio-economic environment created
in the capitalist system. One of the con-
tradictions that exist in such a system is
related to the system’s dependence on the
mass consumption of goods by the prole-
tariat despite capitalism’s nature of keep-
ing the working class’s purchasing power
low. These conditions encourage the pro-
letariat to access desirable goods by ille-
gal means. Moreover, in Marxist theories,
the legal system is constructed to serve the
capitalist elite to help them maintain domi-
nance and disparity (Chambliss, 1975). This
means that criminal law defines such acts
as illegal not because they violate moral
norms but because they threaten to desta-
bilize a capitalist system. For instance, laws
against theft or vagrancy disproportionate-
ly target the poor, while white-collar crimes
committed by the bourgeoisie often go un-
punished. Also, criminal acts have a func-
tional purpose in capitalism by reducing
unemployment; such acts not only create
jobs for criminals but also for legal workers
like policemen, judges, lawyers, and so on.

The constructed theoretical proposi-
tions are based on the Rational Choice,
Routine Activity, and Marxian Theory of
political economy. These theories explain
cybercrime and crime rates from multiple
levels of analyses including individual, en-
vironmental, and institutional. Based on
the Marxian theory of political economy,
high levels of socio-economic equality,
and a more capitalistic economic structure
should lead to increased cybercrime rates
(TP1). On the other hand, Rational Choice
and Routing Activity theories highlight
the importance of other factors like levels
of low level of cybersecurity, high rates of
technological advancement, and high un-
employment rates in determining the high
degree of cybercrime (TP2).
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Methodology

In the context of understanding economic
factors that influence cybercrime rates in
various countries, it is important to imple-
ment a well-suited research methodology
that will comprehensively answer the im-
posed research question, preventing the
nuanced nature of data from hindering the
success of the work. The section will pro-
vide a blueprint of chosen research meth-
odologies and the reasoning behind them.
The research implements a quantitative
method of data analysis due to its concrete
nature and suitability with RQ and theoreti-
cal propositions. The primary method used
for this research is cross-sectional regres-
sion analyses utilizing data from 94 coun-
tries.

Regression analysis is a statistical
method used primarily in various fields of
social sciences, but primarily in economet-
rics. The regression tries to find statistically
significant effects of independent variables
on dependent ones. Linear regression was
used to analyze the effects of various eco-
nomic factors on the cybercrime rate in
sample 94 countries. One of the main ad-
vantages of using regression analyses is
that it is one of the rare research methods
that can lead to the assumption of causality
and help predict influential variables. How-
ever, regression has its disadvantages one
of which is the possibility to have violated
assumptions. The main assumptions that
must be tested before proceeding to the re-
gression itself are heteroskedasticity, auto-
correlation, multicollinearity, endogeneity,
and normality of distribution.

The main tenant for the analyses is the
first-ever World Cybercrime Index (WCI)
by Bruce et al. (2024). Although, the WCI
included all 197 UN countries, only 96 of
them received the overall WCI score. The
dependent variable for the regression
analyses is based on the overall WCI score

which ranks and evaluates countries based
on their contribution to global cybercrime.
Countries with 3 or more missing factor
variable values were removed, leaving
only 94 states for analysis. Since WCI was
first ever published in 2024 and there are
no other year evaluations available, it is
impossible to execute sophisticated panel
data or time-series analyses. As stated by
Bruce et al. (2024), the data for construct-
ing WCI was collected in 2021. Therefore,
independent variables will be based on the
data from 2021. 6 independent variables
are implemented to test their relationship
with the cybercrime index. 5 variables in-
cluding Unemployment Rate (UR), Global
Innovation Index (GII), Cybersecurity In-
dex (GCI), Economic Freedom Index (EFI),
and Economic Inequality Index (EII) are
primary factor variables focusing on test-
ing theoretical propositions. In addition,
one control variable, Gross Domestic Prod-
uct per capita (GDPc), was implemented to
account for other potential influencers. EFI
and EII are implemented to test the claims
of Marxian political economy theory on the
importance of socio-economic factors and
economic structure (capitalism) in deter-
mining a country’s contribution to a global
level of cybercrime. The other 3 variables,
including UR, GII, and GCI, are focused on
testing the Rational Choice and Routine Ac-
tivity theories.

Empirical
Findings

Before proceeding to the regression, it is
crucial to test whether the data holds the
assumptions necessary for analyses to go
smoothly. Some of the most important as-
sumptions for cross-sectional regression
are the normality of distribution, no mul-
ticollinearity, and homoscedasticity. The
Shapiro-Wilk test displays that all of the
variables except for the Economic Inequal-
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ity Index are not normally distributed (see
Appendix, Figure 2). However, it is expect-
ed that abnormal distribution is present in
the data for the social sciences. Another
important assumption testing of no mul-
ticollinearity displayed that the Variance
Inflation Factor is less than 4 for each vari-
able. This means that the data is not mul-
ticollinear (see Appendix, table 5). Finally,
the Brausch-Pagan test with a P-value high-
er than 0.05 (P-value = 0.6452, see Appen-

dix, table 4) fails to reject the null hypothe-
sis of homoscedasticity and adheres to the
assumption.

Descriptive
statistics

Descriptive  statistics summarize key
characteristics of the dataset, highlighting
insights into data distribution, central
tendency, and variance.

Table 1
Descriptive
statistics
UR GII GCI EIlL GDPc EF1 WCI Score
Valid 94 84 94 94 93 93 94
Missing 0 10 0 0 1 1 0
Median 5.371 34.35 80.56 0.57 10.359 62.5 0.465
Mean 7.024 35.601 67.954 0.563 91.775 62.583 3.01
Std. Deviation |4.816 12.776 31.193 0.088 225.015 11.415 8.288
Minimum 0.396 15 1.35 0.39 1.135 5.2 0.08
Maximum 28.77 65.5 100 0.75 977 82.4 58.39

As Table 1 displays, the variable Global
Innovation Index has the most missing
values. All other variables combined except
for GIT have 2 missing values combined. The
median of the Global Cybersecurity Index
highest of all; however, its mean value is
lower than the median. GDP per capita
displays the greatest disparity between
mean and median values with 91,775 and
10,359 respectively. The variable Economic
Freedom Index displays the smallest
difference between mean and media.

Before proceeding to the regression
analysis, it is important to extract the
maximum possible details from the given
dataset. One of the methods of analysis
for understanding the relation between
various variables is a correlation test. The
correlation test allows us to find variables

that correspond to each other either
positively or negatively.
Figure 1
Correlation plot
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Table 2
Correlation matrix
UR GII GCI EII GDPc EF1
UR 1 -0.1091335 -0.0602019 0.2280698 -0.20087374 | -0.1403777
GII -0.1091335 1 0.6701865 -0.53865332 -0.19488524 | 0.7396576
GCI -0.0602019 0.6701865 1 -0.35052724 | -0.27615767 | 0.5710038
EII 0.2280698 -0.5386533 -0.3505272 1 0.01243542 -0.3904422
GDPc |-0.2008737 -0.1948852 -0.2761577 0.01243542 1 -0.1378184
EFI -0.1403777 0.7396576 0.5710038 -0.39044221 |-0.13781837 |1
The correlation matrix displayed in cybersecurity strength, and rate of inno-
Table 2 shows that very strong correla- vation are somewhat correlated with each

tions between independent variables are
not found. The highest correlation is be-
tween variables Economic Freedom Index
and Global Innovation Index, indicating
that states with higher economic freedom
(more market-oriented economy) tend
to have higher levels of innovation. Also,
a moderate correlation can be found be-
tween the Global Cybersecurity Index and
the Global Innovation Index, hinting that
states with higher rates of innovation tend
to have stronger cybersecurity. Moreover,
a degree of correlation exists between eco-
nomic freedom and cybersecurity strength.
Such results show that economic freedom,

other.
Regression Findings

The present section presents regression
analysis with the application of robust
standard errors. F-test statistic with a value
of 1.713 and p-value of 0.1292 (higher than
0.05) displays that the chosen independent
variables (IVs) are not the best in explain-
ing the outcome variables of cybercrime.
This finding is supported by an adjusted
R-square score of 0.04902 which indicates
that the model explains only 4.9 % of the
variation of the dependent variable.

Table 3
Regression output
Coefficients: Estimate Std. Error tvalue Pr(>|t])
(Intercept) 10.02787 11.61819 0.863 0.3908
UR -0.16519 0.20389 -0.81 0.4203
GII 0.23134 0.13082 1.768 0.0809
GCI 0.07024 0.04851 1.448 0.1517
EII 11.78253 12.72956 0.926 0.3575
GDPc -0.00136 0.00514 -0.265 0.792
EFI -0.39756 0.15771 -2.521! 0.0138
R-squared 0.1178
Adjusted R-squared 0.04902
F-statistic 1.713 0.1292
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As Table 3 displays, there is only a sin-
gle significant variable predicting the
World Cybercrime Index score - the Eco-
nomic Freedom Index. EFI has the appro-
priate p-value of 0.0138, with a negative
estimate score which indicates that high-
er EFI results in lower cybercrime scores.
Another variable that is close to statistical
significance with a p-value of 0.0809 is the
Global Innovation Index. The estimate of
GII is positive, indicating that higher GII
scores might result in higher scores in WCI.

Discussion

The results of regression analyses provide
ground for understanding the factors influ-
encing the country’s contribution to global
cybercrime. Firstly, the analysis was held to
test the theoretical proposition established
based on the literature on cybercrime and
crime rates. The first theoretical proposi-
tion (TP1) based on Karl Marx’s theory of
international political economy highlight-
ed two significant factors determining
higher crime rates - economic inequality
and economic freedom (economic struc-
ture). Based on the results of the regression
output, the first theoretical proposition
was rejected. Analysis shows that econom-
ic inequalities do not play a role in deter-
mining the cybercrime rate as variable EII
was statistically insignificant. Moreover,
while Marxian theory explains that a more
market-based economic structure leads to
higher crime rates, the regression results
suggested the opposite - a higher degree
of economic freedom leads to decreased
levels of cybercrime. One of the claims of
the second theoretical proposition (TP2),
which is based on Rational Choice and
Routine Activity theories, is that increasing
innovation rates lead to higher cybercrime
rates. This claim can be considered valid,
though with a probability value lower than
the standard threshold. However, the TP2

is partially rejected as claims on the influ-
ence of low cybersecurity levels and higher
unemployment rates were not statistically
significant.

One of the main reasons for rejecting
suggestions proposed by Marxian theory
on international political economy might
be the different scope and external context
of the theory. Although Marxian theories
still have a large supporter base and can be
relevant in explaining some global events,
they are built based on the context of an
international order of the 19% century.
Apart from the context of the international
system, the theory is mainly focused on
explaining other types of crime rather than
cybercrime. Despite having similar bases,
cybercrime conceptually differs from other
types of crimes and is a phenomenon
developed with the development of
technology. The scope and context in which
international political economy theory was
created might just be irrelevant to modern
political, economic, technological, and
social contexts.

Moreover, an explanation of the in-
verse relationship between the Econom-
ic Freedom Index and World Cybercrime
Index identified by the regression model
might be rooted in the results of the cor-
relation test. The correlation matrix dis-
played that EFI, GII, and GCI have a posi-
tive correlation. This means that countries
with more free market economies tend to
have higher rates of innovation, techno-
logical advancement, and cybersecurity
rates. Moreover, a more liberal approach
to an economic system can be connected to
a higher overall level of democracy, hence
a better rule of law, and technological lit-
eracy. Good rule of law introduces a better
legal framework for dealing with cyber-
crime, while technological literacy enables
citizens to use the internet more carefully
and acknowledge potential threats. All of
the above-mentioned factors hinder levels
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of cybercrime because based on the ratio-
nal choice theory, when the potential risk
exceeds financial gains, it becomes irratio-
nal for a person to commit a crime.

The potential reason behind the insig-
nificance of the unemployment rate and cy-
bersecurity level might lie in the complex,
dynamic nature of cybercrime. It is unlike
that such a multifaceted social phenome-
non as cybercrime can be predicted by iso-
lated factors like UR and GCI. The predictors
specifying high levels of cybercrime might
include a mix of various factors.

Limitations and Recommendations

Through the process of executing the re-
search, various limitations arose. As the
essence of the analysis is based on the
first-ever World Cybercrime Index, it is ex-
pected to have a limited dataset. Also, as
adjusted R-squared and F-test showed, the
analysis does not explain the whole scope
of WCI. This indicates that research should
be missing some of the key variables in
explaining the cybercrime rates. The re-
search focuses mainly on the economic
factors and introduces some social factors;
however, the explanation of cybercrime
rates might be rooted in different areas of
study like politics or sociology. Theories
taken as a basis of theoretical propositions
do not provide enough explanation of cy-
bercrime levels (which was proved by the
analysis). Moreover, the complex nature of
social phenomena like cybercrime limits
the scope of quantitative research due to
the inability to establish valid predictors in
isolated tests. The incorporation of forensic
science into cybersecurity strategies may
address some of these gaps. By identifying
patterns in digital evidence and providing
deeper insights into offender tactics, foren-
sic methodologies can complement tradi-
tional predictors to create a more compre-
hensive understanding of cybercrime.

The researchers wanting to deepen
the findings of the present paper or offer
a different approach for exploring cyber-
crime must be attentive to future issues of
the World Cybercrime Index, as it presents
a great tool for quantitative analysis of the
phenomenon. Firstly, the time-series anal-
ysis is suggested to be executed in the fu-
ture. Moreover, to consider the multifaced
nature of social occurrences like cyber-
crime, qualitative in-depth analysis is sug-
gested. The findings of the present paper
offer the theoretical basis for scholars and
policymakers to focus on exploring the ef-
fects of economic systems, freedom, and
innovation on cybercrime rates.

Conclusion

The present paper investigates the econom-
ic and social factors and their influence on
cybercrime rates. The work presents rele-
vant findings for scholars and policymak-
ers by quantitatively testing the theoretical
framework existing around the topic.
Literature explores some of the most
relevant theories emphasizing the social
and economic reasons behind cybercrime
and patterns of crime occurrence. Some of
the most relevant theories highlighting the
interaction of cybercrime and applicable
factors are the Marxian theory of political
economy, rational choice theory, and rou-
tine activity theory. Marxian theory em-
phasizes the inherent issues of a capitalist
system which lead to social inequalities
and might result in increased crime rates.
Rational Choice theory perceives people
as rational actors and tries to explain pat-
terns where cybercrime would be rational
and profitable to pursue. Routine Activity
theory identifies three pillars in the moti-
vation behind criminal activity: motivated
criminals, suitable targets, and absence of
guardianship. Two theoretical propositions
were formulated based on these three the-
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ories. The first, based on Marxian views,
stated that a more capitalistic structure and
high economic inequality will lead to in-
creased levels of cybercrime. The second,
based on Rational Choice and Routine Ac-
tivity theories, emphasized that low cyber-
security, high technological advancement,
and high unemployment levels would lead
to increased cybercrime.

To test the propositions, a regression
analysis of 94 sample countries was exe-
cuted. The dependent variable of analysis
was based on the World Cybercrime In-
dex. Predictor variables were based on the
Unemployment Rate, Global Innovation
Index, Global Cybersecurity Index, Eco-

nomic Inequality Index, Gross Domestic
Product per capita, and Economic Free-
dom Index.

The test results displayed only one sig-
nificant (EFI) and one borderline signifi-
cant variable (GII). Key findings indicated
an inverse relation between the Economic
Freedom Index and the Cybercrime rate.
Moreover, the Global Innovation Index is
a positive predictor of Cybercrime with
a probability of around 92 %. Some other
interesting findings arose from the correla-
tion matrix that displayed a positive cor-
relation between EFI, GII, and GCI. Based
on findings, TP1 was rejected and TP2 was
partially rejected.

Appendix
Figure 2
Shapiro-Wilk test
Descriptive Statistics
UR Gl GCl Ell GDPc EFI WCI Score
Shapiro-Wilk 0.861 0.956 0.853 0.977 0.433 0.894 0.377
P-value of Shapiro-Wilk <001 0.006 < 001 0.102 <.001 < 001 <.001
Table 4
Breusch-Pagan test
BP df P-value
Breusch-Pagan test 4.2325 6 0.6452
Table 5
Variance Inflation Factor
UR GII GCI EII GDPc EF1
VIF 1.114279 3.231400 1.938558 1.477384 1.148550 2.282352
Table 6
Full dataset
Country UR GII GCI EII GDPc EFI WCI Score
Russia 4.715 36.6 98.06 0.58 12,532 61.5 58.39
Ukraine 9.834 35.6 65.93 0.5 4,828 56.2 36.44
China 4.55 54.8 92.53 0.57 12,618 58.4 27.86
United States 5.349 61.3 100 0.63 70,219 74.8 25.01
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Continued from Table 6
Country UR GII GCI EII GDPc EFI WCI Score

Nigeria 5.393 20.01 84.76 0.55 2,066 58.7 21.28
Romania 5.59 35.6 75.78 0.5 14,947 68.8 14.83
North Korea 3.134 1.35 0.5 5.2 10.61
United Kingdom 4.826 59.8 99.54 0.46 46,870 78.4 9.01
Brazil 13.159 34.2 96.6 0.68 7,697 53.4 8.93
India 6.38 36.4 97.5 0.63 2,238 56.5 6.13
Iran 9.282 32.9 81.07 0.61 4,084 47.2 4.78
Belarus 3.9 32.6 50.57 0.39 7,490 61 3.87
Ghana 3.338 22.3 86.69 0.61 2,422 59.2 3.58
South Africa 28.77 32.7 78.46 0.75 7,074 59.7 2.58
Moldova 0.794 32.3 75.78 0.46 5,275 62.5 2.57
Israel 4.812 53.4 90.93 0.59 52,130 73.8 2.51
Poland 3.363 39.9 93.86 0.47 18,050 69.7 2.22
Germany 3.638 57.3 97.41 0.46 51,427 72.5 2.17
Netherlands 4.21 58.6 97.05 0.45 58,728 76.8 1.92
Latvia 7.513 40 97.28 0.48 20,930 72.3 1.68
Kazakhstan 5.556 28.6 93.15 0.47 10,374 71.1 1.67
Viet Nam 2.385 37 94.59 0.58 3,756 61.7 1.59
Estonia 6.178 49.9 99.48 0.5 27,944 78.2 1.59
ggﬁi eASrab 3.105 |43 98.06  |0.59 44,332 |76.9 1.55
Canada 7.527 53.1 97.67 0.5 52,515 77.9 1.34
Malaysia 4.64 41.9 98.06 0.59 11,135 74.4 1.33
Philippines 3.398 35.3 77 0.6 3,461 64.1 1.24
Turkey 11.969 38.3 97.49 0.6 9,743 64 1.22
France 7.874 55 97.6 0.46 43,671 65.7 1.17
Indonesia 3.827 27.1 94.88 0.53 4,334 66.9 1.17
Bulgaria 5.267 42.4 67.38 0.55 12,219 70.4 1.07
Thailand 1.215 37.2 86.5 0.64 7,061 69.7 1.0
Mexico 4.019 34.5 81.68 0.75 10,359 65.5 0.98
Australia 5.116 48.3 97.47 0.48 60,697 82.4 0.95
Italy 9.497 45.7 96.13 0.53 36,449 64.9 0.8
South Korea 3.639 59.3 98.52 0.43 35,142 74 0.79
Cameroon 3.951 19.7 45.63 0.64 1,654 53.4 0.7
Colombia 13.898 31.7 63.72 0.72 6,183 68.1 0.7
Gambia 6.206 32.12 0.56 772 58.8 0.62
Czech Republic 2.803 49 74.37 0.41 26,823 73.8 0.59
Switzerland 5.097 65.5 86.97 0.42 93,446 81.9 0.55
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Continued from Table 6
Country UR GII GCI EII GDPc EFI WCI Score

Cyprus 7.513 46.7 88.82 0.45 32,746 71.4 0.52
Myanmar 4.34 18.4 36.41 0.62 1,232 55.2 0.51
Pakistan 6.338 24.4 64.88 0.55 1,506 51.7 0.51
Sierra Leone 3.516 25.31 0.57 505 51.7 0.5

Laos 1.997 20.2 20.34 0.57 2,536 53.9 0.49
Haiti 15.253 6.4 0.65 1,824 50.8 0.48
Morocco 10.539 29.3 82.41 0.6 3,768 63.3 0.45
Panama 10.453 28 34.11 0.65 15,491 66.2 0.45
Belize 10.157 10.29 0.65 6,061 57.5 0.44
Cambodia 0.396 22.8 19.12 0.68 1,625 57.3 0.42
Armenia 10.012 31.4 50.47 0.59 4,973 52.7 0.41
Lithuania 7.112 39.9 97.93 0.62 23,850 76.9 0.38
Chile 9.325 35.1 68.83 0.71 16,241 75.2 0.38
Ecuador 4.552 25.4 26.3 0.61 5,965 52.4 0.36
Ivory Coast 2.59 21 67.82 0.64 2,163 61.7 0.35
Afghanistan 11.934 5.2 0.52 356 53 0.35
Angola 15.799 15 12.99 0.69 1,927 54.2 0.35
Peru 5.097 31.2 55.67 0.69 6,635 67.7 0.35
Algeria 13.607 19.9 33.95 0.49 3,700 49.7 0.34
Lebanon 12.621 25.1 30.44 0.65 4,136 51.4 0.33
Benin 1.694 18 80.06 0.58 1,361 59.6 0.31
Kenya 5.693 27.5 81.7 0.6 2,070 54.9 0.31
Georgia 11.794 32.4 81.06 0.57 5,023 77.2 0.27
Spain 14.781 45.4 98.52 0.46 30,489 69.9 0.27
Senegal 3.368 23.3 35.85 0.58 1,634 58 0.25
Tunisia 16.505 30.7 86.23 0.53 3,807 56.6 0.22
Slovenia 4.747 44.1 74.93 0.42 29,331 68.3 0.22
Sweden 8.722 63.1 94.55 0.44 61,418 74.7 0.21
Cuba 1.373 58.76 0.58 9,139 28.1 0.2

Greece 14.657 36.3 93.98 0.46 20,311 60.9 0.2

Uganda 3.422 20 69.98 0.63 883 58.6 0.19
Belgium 6.264 49.2 96.25 0.41 51,850 70.1 0.19
Togo 2.285 19.3 33.19 0.61 977 57.5 0.18
Malta 3.403 47.1 83.65 0.47 34,881 70.2 0.18
Mauritius 7.719 35.2 96.89 0.57 9,069 56.1 0.17
Equatorial Guinea [9.194 16.7 1.46 0.63 7,406 49.2 0.17
Hungary 4.045 42.7 91.28 0.44 18,753 67.2 0.17
Serbia 10.061 35 89.8 0.48 9,233 67.2 0.15
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Continued from Table 6
Country UR GII GCI EII GDPc EFI WCI Score
Argentina 8.736  |29.8 5012 |0.56 10,651 |52.7 0.15
Jamaica 5188  |29.6 32.53 | 0.65 5184 |69 0.14
gzz‘:‘gggiia 14.897 |29.6 29.44  |0.48 7,230 |62.9 0.14
gzg;r}':‘lliffman 6.676 3.24 0.73 461 48.8 0.13
Botswana 23.106 |22.9 53.06 |0.7 7,239 |67.6 0.13
Ethiopia 3935 |18.6 27.74 | 0.55 925 51.7 0.13
Zambia 5195 |19.8 68.88 | 0.72 1,135 |50.4 0.13
Azerbaijan 6.04 28.4 89.31 | 0.56 5408 | 70.1 0.13
Dominican Republic | 7.702 | 25.1 75.05 | 0.62 8,477 |62.1 0.13
Luxembourg 5.247 49 97.41 0.44 133,712 |76 0.11
Japan 2.828 |54.5 97.82 | 0.54 40,059 | 74.1 0.09
Mali 2.29 19.5 10.14 | 0.56 882 55.6 0.09
Syria 14.796 2214 | 0.65 421 0.09
Guinea-Bissau 3.628 9.85 0.55 795 54.9 0.09
Egypt 7.441 |25 95.48  |0.57 3,887 |55.7 0.08

ExoHOMIiYHi Ta comia/IbHi YMHHUKU
Ki0ep3104YNHHOCTI

Teodop [rcopdscobiani

IIa cmamma mae Ha Memi CNPUAMU PO3YMIH-
HI0 Taxoeo 00801 HOB8020 COUIANbHO20 A8U-
wa, sk kibepanouurHicmo. CyuacHi 2106anbHl
peanii mexHOA02IHHO20 Npoepecy ma 3HAYHA
3anexmcHicmy 610 yugposux IHCMpyMeHmig
doxycyloms yeazy Ha 3aepo3ax Kibep3nouuH-
Hocmi. JIna moeo wob cmeopumu egexmugti
NpPeseHMUBHL MeXaMHi3mML, 8axaueo 00cai-
Jumu YUHHUKU, WO 6NAUBAIOMb HA DiBeHb
kibepanouunHocmi. JJns JocsieHeHHs nocmas-
/leHOT MemiL 3ACTNOCO8AHO pe2peCiiiHUll aHa-
113, 106ydosanuil Ha Hew00a8HO ONpuUaio0-
HeHomy enepule 8 icmopii C8imosomy iHOeKci
kibepanouunHocmi. IIpoananizogamo noxas-
HUKU Kibep3104uHHOCMI 94 KpaiH HA OCHO8L
énaugy 6 npedukmopHux 3MIHHUX. AHAAI3
10KA3ae, WO CMyNniHb eKOHOMIYHOL c80600U
Mae 360pomHuULl 6MAUE HA PiBeHb Kibep3no-
YUHHOCTI, 4 pPiBeHb THHOBAULIL Npamo 30i1b-
Wye yell piseHb, xXoua il i3 MeHULOI0 1LMO8Ip-

Hicmio. JlocaiOHuKam, ki YiKaeasmocs Yien
mMem010, PeKOMEHOYEMO YB8AHCHO CIeHUMU 3
maiioymuimu sunyckamu Ceimogozo iHoekcy
Kibep3nouunHocmi, wobu mamu 3mozy 6Laviu
MACWmMabHo aHaAi3y8amu 4acosi psou.

Kato406i €108a: eKOHOMIUHI YUHHUKU;
Kibep3NoUUHHICMb; pespeciiiHull anaais; iH-
dekc eKOHOMIUHOL c80600L.

®diHaHCYBaHHA

Ile mocmi/pKeHHS HE OTPUMAJIO JKOJHOTO CITelli-
aJIbHOTO IPAHTY BiZ piHAHCOBUX YCTAHOB Y Jiep-
JKaBHOMY, KOMepIifiHOMy ab0 HeKOMepIiiHO-
My CEeKTOpax.

BigmoBsa Bij BignoBigaapbHOCTI

3aCHOBHUKY He Tpasy KOAHOI poii y po3pob-
JIEHHI [IO0CTi/PKeHHs], fo0upaHHi I aHai3yBaH-
Hi JJaHUX, pilneHH] po mybiikario abo migro-
TOBKY PYKOIICY.

YayacHUKH

ABTOp 3pO0OUB CBill BHECOK BUHSITKOBO B iHTe-
JIEKTYaJIbHy JVCKYCiIo, II[0 € OCHOBOIO I[bOTO
JOKYMEHTA, JOCHI[KEHHS CyZOBOI IIPaKTHKH,
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HaIMCaHHs Ta pearyBaHH, i 6epe Ha cebe BiJ-
IIOBiZAIBHICTS 3a ii 3MiCT i TIIyMadyeHHS.

Jexmapanisa moao KOHQIIKTy iHTepeciB

ABTOp 3adBiIs€, IO Y HBOI'O BiZICYTHIH KOH-
ikt iHTepecis.
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