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In the modern information society, journalistic investigations are
an important tool for exposing offenses, corruption schemes, and
shaping public opinion. For ensuring quality and reliability of in-
formation obtained, journalists need professional cooperation with
@ @ forensic experts and criminologists. The purpose of this scientific

research is to develop theoretical and legal principles and practical
recommendations for optimizing the interaction between journa-
lists and forensic experts and criminologists in the process of con-
ducting journalistic investigations. Particular attention is paid to
the analysis of the latest challenges, in particular the growth of cy-
bercrime and the use of innovative technologies by criminals, which
complicates the investigation and requires new approaches and legal
mechanisms to ensure the accuracy and impartiality of journalistic
materials. An interdisciplinary approach (analysis of legal, ethical,
and technological aspects of cooperation between journalists and
forensic experts and criminologists) is used within the framework
of the research. Given the global trends towards digitalization, the
need to introduce new standards and legal mechanisms to ensure
transparency and objectivity of such cooperation is emphasized. The
issues of confidentiality, prevention of manipulation and compli-
ance with ethical standards during this interaction are considered.
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In the context of digitalization, such measures will contribute to
the establishment of justice, increasing trust in both the mass media
and the judicial system, as well as the protection of citizens’ rights,
which are prerequisites for the successful functioning of a democrat-
ic society. Research results confirm that increasing the role of foren-
sic experts and forensic scientists in journalistic investigations is an
important factor in ensuring a high level of quality and reliability
of information, which is relevant in the context of the continuous
improvement of digital technologies for exposing new types of crime
(in particular, cybercrimes), which require the introduction of inno-

vative methods of forensic science.
Keywords: journalistic investigations; journalist; forensic ex-
pert; forensic scientist; interaction; forensic examination; forensic

science.

Research Problem
Formulation

Journalistic investigations play an im-
portant role in exposing crimes and cor-
ruption, and shaping public opinion. For
ensuring reliability and objectivity of in-
formation received by society, it is import-
ant for representatives of the mass media
to cooperate with forensic experts and
criminologists, who, within the limits of
the law, can provide technical support and
assistance in verifying certain facts. The
conclusions of forensic experts are of de-
cisive importance for the outcome of legal
proceedings, so such interaction must be
responsible in order to prevent conflicts of
interest and ensure justice. With the emer-
gence of new types of crime (in particular,
cybercrime), there has been a need to
apply more modern, innovative methods
of forensic examination. During journa-
listic investigations, there is often a need
for expert assistance in order to analyze
complex technical data or detect mani-
pulation. Cooperation between journalists
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and forensic experts and criminologists
should take place exclusively within the
limits of the law, observing confidentiality,
objectivity and preventing manipulation,
as this is important for protecting human
rights and ensuring trust in the media and
the judicial system. Strengthening the in-
teraction between journalists and forensic
experts and criminologists requires the
development of new standards that will
take into account modern challenges and
prevent conflicts, erroneous conclusions
and human rights violations. That is why
a comprehensive study of all aspects of
such cooperation is relevant in order to
develop new approaches to it and will con-
tribute to the establishment of justice and
the protection of citizens’ rights.

Analysis
of Essential Researches
and Publications

In the modern digitalized world, the inter-
action of forensic experts, criminologists,
and journalists is expected to undergo sig-
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nificant changes due to the introduction
of new technologies and methods *. Deve-
lopment of digital technologies, globaliza-
tion, and the increasing influence of me-
dia and information resources on society
are significantly transforming approaches
to cooperation between these professio-

nals in the investigation of crimes and the
detection of offenses % In this context,
journalistic investigations ° are becoming
an important independent tool for identi-
fying socially significant problems, which
requires effective interaction with forensic
experts and criminalists *. However, these
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changes cause even more challenges ° that
require the adaptation of existing methods
and approaches to such cooperation in the
field of forensic science and criminalis-
tics 6.

Article Purpose

For developing a theoretical and legal ba-
sis and practical recommendations for
optimizing the cooperation of journalists
with forensic experts and criminologists

in the process of journalistic investiga-
tions aimed at exposing offenses and cor-
ruption; to identify and analyze the la-
test challenges caused by technological
changes and the emergence of new types
of crime (in particular, cybercrime); to de-
termine what standards and legal mecha-
nisms need to be developed to ensure the
reliability, objectivity and ethics of the
published media; in order to protect hu-
man rights and increase confidence in the
media and the judicial system, to consider
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JIATAIOTH 3'SICYBAHHIO IIiJ Yac PO3CIiZyBaHHS IIOCATaHb Ha XKUTTS Ta 340POB’S KyPHAJICTIB.
IIpaso i Besneka. 2016. Ne 1. C. 103—108. URL: http://nbuv.gov.ua/UJRN/Pib_2016_1_22 (date
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the issue of confidentiality, prevention of
manipulation and objectivity in the con-
text of judicial assistance in journalistic
investigations.

Research Methods

Interdisciplinary approach was applied:
analysis of legal, ethical and technological
aspects of cooperation between journal-
ists and criminologists and forensic ex-
perts was carried out.

Main Content Presentation

Modern interaction of forensic experts
and criminologists with journalists takes
place in various forms, depending on the
context, tasks and specifics of investiga-
tions, in particular:

« consultations and expert comments
(forensic experts and criminologists
advise journalists on complex tech-
nical or scientific issues that arise
during journalistic investigations;
such consultations relate to explain-
ing the specifics of investigative
methods, assessing the reliability or
admissibility of evidence or analy-
zing complex topics for ordinary
citizens to understand them);

« joint investigations (joint partici-
pation in “fieldwork” and analysis
of collected evidence and/or expert
research to confirm (refute) hypoth-
eses put forward by journalists);

+ trainings (forensic experts and cri-
minologists conduct training sem-
inars or trainings for journalists,
where they are introduced to mo-
dern methods of forensic examina-
tion, the basics of digital forensics
and data analysis, etc., which in-
creases the competence of journa-
lists and helps them more effective-
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ly apply scientific methods in their
work);

publication (within the framework
of the legislation) of the results of
the examination (journalists publish
the results of forensic examinations
conducted by experts to confirm
their investigations or to give weight
to their materials. Such publications
should be transparent and meet ethi-
cal standards to ensure the reliability
of the information);

joint participation in conferences
and round tables (journalists and ex-
perts participate in joint confe-
rences, symposiums or round tables,
where they discuss topical issues of
criminology, forensic science and
journalism, promoting the exchange
of experience and knowledge and es-
tablishing contacts between profes-
sionals in various fields);
documentary cooperation (jour-
nalists collaborate with experts
in creating documentaries, reports
or special issues on complex topics
that require in-depth expert analy-
sis. Experts become consultants or
participants in such projects);
providing an evidence base (forensic
experts and criminologists provide
assistance to journalists to confirm
(refute) the facts, checking the col-
lected evidence: analyze digital data,
photo and video materials, conduct
handwriting or other examinations);
confidential consultations (journa-
lists turn to forensic experts and cri-
minologists for consultations without
telling about the details of the case
or about the sources of information,
which allows them to acquire the ne-
cessary knowledge without the risk of
disclosing information that could in-
terfere with the investigation);



Olesya Vashchuk. Modern interaction of forensic experts, criminalists and journalists:
challenges and prospects. DOI: 10.32353/khrife.4.2024.02

+ legal assistance (assistance to jour-
nalists in legal matters related to
their activities, in particular regard-
ing the admissibility of evidence
in court, the protection of the rights
of journalists or the confidentiality
of sources of information).

The aforementioned forms of interac-
tion between forensic experts, crimina-
lists and journalists are aimed at ef-
fectively identifying, investigating and
covering socially important issues, that
requires compliance with ethical and le-
gal standards.

For regulating cooperation of forensic
experts and criminalists with journalists 7,
it is necessary to develop and introduce
appropriate legal mechanisms that will
ensure transparency, objectivity and pro-
tection of the rights of all participants in
this process, in particular:

1. Specialized agreements and con-
tracts that, within requirements of the leg-
islation of Ukraine, will regulate the main
aspects of interaction, such as:

1.1.Confidentiality Agreement. Such

an agreement provides that experts
and journalists undertake not to

disclose confidential information
obtained during cooperation;

1.2.Agreement on the provision of
expert services. This document
should clearly outline the scope
and conditions for the provision of
expert services to the journalist, as
well as the rights and obligations of
the parties;

2. Provisions on cooperation that sup-
plement the codes of ethics (the rules
governing cooperation between forensic
experts and journalists should be added
to the professional codes of ethics of both
journalists and forensic experts):

2.1.Code of Ethics of the Ukrainian

Journalist & It will contain provi-
sions on ethical principles of co-
operation with forensic experts
and criminologists, among which:
prohibition of pressure on experts,
objectivity in the presentation of
information contained in expert
opinions, and compliance with the
requirements of the legislation of
Ukraine on confidentiality;

2.2.The Code of Ethics of a Forensic

Expert ® in Ukraine as of 01.12.2024

7 Ompuiko JI., [TankpaToBa JI. OCHOBYU CyZOBOI JKypHaJIiCTUKY : TocibHuK. Kuis, 2016. 152 c.

URL:

https://imi.org.ua/wp-content/uploads/2017/06/Courts_and_media_journalists_man-

ual_2016_Ukrl.pdf.pdf (Date accessed 01.08.2024) ; Xomenko O. C., Bypmariu O. O., IBaHo-
Ba K. B., Pubka €. M., Tominenxko C. A. JKypHaiCTChKe pPO3CaiZyBaHHs: HABYAJIbHUH OCi0-
HUK /I IToYaTKiBIiB / 3a 3ar. peZ. O. O. XomeHKa. MemiTomnosb, 2008. 182 c. ; 3emiasaHa I.
XKypnanicr i (HE) 6e3neka. [IociGHUK /15 YKy PHAJIICTIB, AKi MPAIfOIOTH B HEOE3METHUX YMO-
Bax. KuiB, 2016. 192 c. URL: https://imi.org.ua/wp-content/uploads/2017/06/Zhurnalist-i-ne-
bezpeka.pdf (date accessed: 01.08.2024) ; JKypHaicTCbKe PO3CHiZyBaHHS ... ; YIIOPSIAKYB.
A. JTazapesa, I. Yaiika ... .

Kozexc etuku / Komicis 3 xypHamicrepkoi eruku. URL: https://cje.org.ua/ethics-codex/ (date
accessed: 01.08.2024).

IlepcTiok B. M. OpranisariliHo-IIpaBoBi Ta MOPAIbHO-IICUXO0JIOTIUHI 3acaZiy CyZ0BO-eKCIIepT-
HOI JiIIBHOCTI : aBTOped. AUC. ... KAaHJ,. IOpU/. HayK. Xapkis, 2007. 20 c¢. URL: https://dspace.
nlu.edu.ua//jspui/handle/123456789/13906 (date accessed: 01.08.2024) ; Jepeua JI. M. IIpo-
(eciiina eTHKa CyZOBOTO eKCIIEPTa. AKMYaAbHl NUMAHHs cy0080i ekcriepmu3u ma KpuMinaii-
CMuKu : MaT-JIM MDXKHAP. HayK.-IIPaKT. KOH®., IpucBa4. 90-pid. crBop. XHJICE iM. 3aci. mpod.
M. C. Bokapiyca (XapkiB, 07—08.11.2013). Xapkis, 2013. C. 12—13. URL: https://www.hni-
ise.gov.ua/user_files/File/nauka/2013_actualni_pytannya.pdf (date accessed: 01.08.2024) ;
Pygiu O. I, ToxikoBa T. [I., ITonTaBcekuil A. O. KoZleKC eTUKU CYZ0BUX €KCIIepTiB YKpaiHu
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exists only at the level of individual
institutions 1, but its draft law must
contain points on providing advice
to journalists, ensuring objectivity
and independence, as well as avoi-
ding conflicts of interest;

3. State standards and recommenda-
tions for cooperation between forensic
experts, criminologists and journalists,
which will consist in recommendations
on the exchange of information (taking
into account security and confidentiality
issues), or standards of evidence (defining
standards for the collection, preserva-
tion and application of evidence obtained
during cooperation with experts so that
the court can accept them if necessary);

4. Relevant changes to the legislation,
the laws of Ukraine On Media ** (on the
protection of sources of information, con-
fidentiality and responsibility for the dis-
closure of classified information) and On
Judicial Examination *? (on the regulation of
the participation of experts in journalistic
investigations, the procedure for providing
advice and the legal status of expert opini-
ons referred to by media representatives);

5. Training programs or models to
train both journalists and experts for more
effective cooperation (with simulators of
real investigations, where both parties will
learn to work together, observing ethical
and legal norms).

In addition to the above, it is neces-
sary to create special regulatory bodies
or commissions that will monitor coope-
ration between forensic experts and
journalists. For example, the National
Commission on the Ethics of Coopera-
tion of Media and Experts, which would
consider conflict situations, provide
clarifications and recommendations,
and develop policies to ensure ethical
and legal cooperation or provide for the
work of an ombudsman for information
interaction (a special official responsi-
ble for protecting the rights of coopera-
tion participants, considering complaints
and promoting conflict resolution).

Establishing an effective relationship
between forensic experts, criminologists
and journalists requires a systematic ap-
proach, which should include the follo-
wing steps:

+ definition of clear communication
channels (creation of a platform for
information exchange (an online
platform or database where foren-
sic experts, criminologists and jour-
nalists will exchange information
in compliance with the principles
of confidentiality and protection
of personal data), or appointment
of contact persons (each party (ex-
perts, journalists) should have spe-
cific contact persons who will be

SIK CKJIaZIOBA IePrKaBHOI aHTUKOPYIIHOI OMITUKU. Peanizauyis depicasHoi aHmukopynuyiiiHoi
NoAIMUKU 8 MIHHAPOOHOMY 8UMipl : MaT-Ti MiXXHap. HayK.-IpakT. KoH®. (Kuis, 09.12.2016).
Kuis, 2016. C. 350—353. URL: https://elar.naiau.kiev.ua/server/api/core/bitstreams/396ea8a8-
d53f-4259-a169-ef16455cc24f/content (date accessed: 01.08.2024) ; [TaubkeBud B. M., Crirasch-
ka 0. B. IIpaBoBa persnaMeHTalis IpoQeciliHOI eTUKU CYyZ,0BOTO0 eKcrepTa. KpuminasicmuyHuil
8icHuk.2018. Ne 2 (30). C. 7—14.DOI: 10.37025/1992-4437/2018-30-2-7 (date accessed: 01.08.2024).

10 Kogzekc etuku cyznoBoro excuepra TOB «CyzoBa He3ajeXHa eKCIepTH3a YKpaiHu» :

3aTB.

Haka3. gup-pa TOB «CHEVY» Biz 30.12.2014 p. Ne 56. URL: https://ekspertiza.com.ua/uk/ko-
deks-etyky-sudovoho-eksperta (date accessed: 01.08.2024).

11 IIpo Mexia : 3akoH VkpaiHu Bizg 13.12.2022 p. Ne 2849-IX (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2849-20#Text (date accessed: 01.08.2024).

12 IIpo cyzZOBYy eKCIIepTH3y : 3aKoH YKpaiHu Bif 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta ZOIOB.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 01.08.2024).
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responsible for coordinating coo-
peration, which will facilitate com-
munication and speed up response
to requests), or indication of contact
person data and their professional
interests;

regular holding of joint exercises,
seminars and trainings on ethical
and legal aspects of cooperation,
on the use of modern technologies
in investigation, etc. (will help to
understand the specifics of each
party’s work and achieve unanimi-
ty) and/or joint implementation of
practical exercises (collective reso-
lution of an imaginary case will al-
low to practice the skills of interac-
tion);

development of common standards
and protocols for cooperation
(ethical standards that both ex-
perts and journalists must adhere
to when cooperating in order to
prevent conflicts of interest and
ensure objectivity in their work;
interaction procedures, including
formats for requests for expert as-
sistance, conditions for providing
consultations, the procedure for
exchanging information and pro-
cessing evidence);

formalization of  cooperation
through agreements (conclusion of
memorandums between media or-
ganizations and judicial expert insti-
tutions that will stipulate the princi-
ples of interaction, confidentiality,
rights and obligations of the parties)
or contracts (for the provision of ex-
pert services, which will ensure mu-
tual understanding and legal protec-
tion of both parties);

establishing feedback mechanisms
to regularly monitor cooperation
and evaluate its effectiveness (de-

17

termining the effectiveness and im-
pact on the quality of journalistic
investigations, including surveys,
case discussions or internal audits;
identifying problems and develo-
ping recommendations to improve
the procedure);

development of professional net-
works (creation or active use of exi-
sting professional networks (asso-
ciations of journalists or experts),
where the parties will interact,
exchange experience and discuss
topical issues of cooperation), orga-
nization and holding of conferences
and round tables (regular events
where journalists and experts will
discuss new challenges, share expe-
riences and develop new forms of
cooperation);

providing legal support (providing
legal advice in the event of legal is-
sues or conflicts related to coopera-
tion, including advice on the admis-
sibility of evidence, confidentiality
issues or protection of sources of
information) and implementing in-
ternational experience (to develop
a regulatory framework for coope-
ration and adapt best foreign prac-
tices to local conditions);

informing and raising awareness
(conducting information campaigns
to raise public awareness about the
importance of cooperation between
journalists and experts to ensure
transparency and fairness); publi-
cations and reports (publishing the
results of successful cooperation,
analytical reports and studies con-
firming the significance and effec-
tiveness of such interaction).

The steps outlined above are aimed at
establishing an effective relationship be-
tween forensic experts, criminologists
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and journalists, designed to ensure
mutual trust, compliance with ethical
and legal norms and, ultimately, improve
the quality of journalistic investigations
and expert conclusions.

Forensic experts and forensic scien-
tists are able to provide significant support
to journalists in a number of key areas
where their professional knowledge and
skills are critical for conducting thorough
and credible investigations. In particular,
it is worth highlighting the main areas
in which cooperation between journalists
and experts is especially useful:

« criminal investigations (forensic
scientists and forensic experts
help journalists understand the
technical aspects of investigating
crimes (restoring the chronology
of events, analyzing the scene and
physical evidence, for example,
fingerprints or DNA samples); fo-
rensic scientists are able to pro-
vide a deep understanding of the
processes behind the disclosure of
crimes, which allows journalists to
create more accurate and informa-
tive materials);

« financial and economic investiga-
tions (expert economists will help
journalists reach legally sound con-
clusions when investigating com-
plex financial schemes to analyze
accounting documents to detect il-
legal financial transactions, expose
corruption schemes, money laun-
dering, corruption or fraud);

« cybercrime (digital forensics ex-
perts are indispensable for journal-
ists investigating cybersecurity in-
cidents, in recovering deleted data,
analyzing digital traces, finding out
the sources of cyberattacks and pro-
viding conclusions on the authenti-
city of digital evidence, etc.);

18

corruption investigations (forensic
experts conduct an examination of
documents, analyze their authentici-
ty and legality, which helps journalists
to detect corruption; experts are able
to detect fakes, analyze suspicious
contracts or other legal documents,
which are key elements in the inves-
tigation of corruption cases, etc.);
environmental investigations (ex-
perts in the field of ecology and
chemistry can help journalists
in investigating environmental
crimes or violations (analysis of
soil, water or air samples for the
presence of pollutants, identifica-
tion of sources of environmental
disasters and assessment of their
consequences for public health and
the environment), etc.);

medical investigations (forensic ex-
perts are able to provide support to
journalists in the investigation of
medical crimes or suspicious deaths
(analysis of bodily injuries, clari-
fication of the cause of death, eva-
luation of medical reports and de-
tection of violations in medical
practice), etc.);

humanitarian and social investiga-
tions (in the context of humanitari-
an crises or social conflicts, experts
can help journalists assess the situa-
tion on the ground, identify victims
or determine the scale of destruc-
tion, analyze social policies and
their impact on different segments
of the population, etc.);

linguistic expertise (in case of inves-
tigation of cases of dissemination of
false information or analysis of con-
fidential documents, etc., linguists
analyze texts to identify authorship,
decipher hidden meanings or iden-
tify manipulations in documents);
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+ legal expertise (lawyers advise jour-
nalists on the legal aspects of inves-
tigations, including the admissibi-
lity of evidence, confidentiality of
sources and other issues that affect
the legal validity of published mate-
rials, etc.).

Consequently, forensic experts and
criminologists are able to significantly im-
prove the quality of journalistic investiga-
tions by providing specialized knowledge
and assistance for the analysis of complex
materials, which ensures accuracy, reli-
ability and objectivity in media content.

For collecting evidence, verify infor-
mation or ascertain the authenticity of
materials, journalists (especially those in-
volved in investigations) often use the re-
sults of various types of examinations, in
particular:

+ digital one (analysis of electronic
data (emails, computer files, data
from mobile devices, information
from social networks and other dig-
ital sources); recovery of deleted
files; authentication of digital docu-
ments; detection of falsifications
(manipulations) with electronic
data; tracking sources of informa-
tion leakage, etc.);

+ photographic one (analysis of pho-
to and video materials (determina-
tion of their authenticity, possible
changes or manipulations) obtained
from anonymous sources or sus-
pected of being fake, etc.);

+ audio and video recording (clarifi-
cation of authenticity and source
of recording, detection of editing
or manipulation in video, audio re-
cordings of conversations, testimo-
nies or interviews, etc.);

+ graphological one (analysis of hand-
writing and signatures, determina-
tion of their authenticity in docu-
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ments containing signatures or
handwritten text and for which there
is a suspicion of their authenticity,
etc.);

forensic linguistic one (analysis of
textual content (articles, correspon-
dence, statements) in order to iden-
tify characteristic stylistic features
to identify the author; detection of
hidden content or subtext in docu-
ments from anonymous or dubious
sources of information, etc.);
biometric one (analysis of physical
characteristics of a person (finger-
prints, face, voice or other biomet-
ric data) to determine (identify) the
identity of the suspect or witness);
fingerprint (identification of a per-
son by analyzing fingerprints on
documents, objects or materials re-
ceived by journalists);

chemical and biological one (chem-
ical analysis to determine the com-
position or origin, identification of
hazardous or suspicious substan-
ces; DNA analysis to confirm or re-
fute affinity);

psychological one (to find out the
mental state, motives or reliability
of the testimony of a person who
is important for the investigation of
a journalist interviewing suspects,
witnesses or victims);

phonoscopic one (analysis of sound
signals, including voice recordings
(audio recordings of telephone con-
versations or other sound materi-
als), to determine the authenticity
of the recording, identification of
the speaker, detection of editing or
other manipulations with sound,
etc.);

economic (analysis of financial do-
cuments, accounting reports, con-
tracts and other economic materials
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to detect corruption, financial fraud
or other economic crimes).

This list of examinations is not ex-
haustive, but above mentioned examina-
tions allow for a more thorough approach
to the selection, verification and ana-
lysis of information during journalistic
investigations, which is critical for the
successful exposure of offenses and the
protection of the public interest. Identi-
fying new opportunities to improve the
effectiveness of journalistic investiga-
tions through the use of advanced foren-
sic techniques is a key aspect of modern
forensics. Such opportunities lie in ex-
panding the range of available tools and
methodologies that allow journalists not
only to better collect and analyze evi-
dence, but also to increase the reliability
and credibility of their investigations. Let
us look at some of the main areas where
advanced forensic techniques can be ap-
plied to achieve this goal:

1. Integration of digital forensics
(modern digital forensics offers powerful
tools for working with e-evidence). Inte-
grating e-criminalistics into investigative
journalism enables journalists to:

« recover deleted data (thanks to spe-
cialized software, journalists re-
cover deleted files and information
from various media (hard drives,
flash drives or mobile phones),
which is critical for investigations,
etc.);

+ find out authenticity of e-documents
(the use of hashing methods and
digital signatures helps to determine
whether the documents with which
the journalist works have been chan-
ged, etc.);

« track sources of information (e-cri-
minalistics allows you to analyze the
metadata of e-lists or e-documents,
which helps to identify sources of

information leakage or identify the
sender, etc.);

2. Application of forensic linguis-
tics and authorship studies. Methods of
forensic linguistics and author studies al-
low deeper analysis of textual materials
that have been or can be used as evidence
in journalistic investigations. This allows
you to:

+ identify the authors of anonymous
texts (linguistic analysis makes it
possible to identify characteristic
linguistic features and stylistic fea-
tures, which helps to determine the
identity of the author);

+ detect manipulations with texts (the
use of text analysis methods makes
it possible to find out whether the
text was forged, changed or distor-
ted in order to manipulate informa-
tion);

+ decipher hidden meanings (linguis-
tic analysis helps to identify sub-
texts or hidden messages in texts
that are important for the investiga-
tion);

3. Analysis of biometric data. Biomet-
ric data (fingerprints, face or voice) is an
important tool for identifying individuals
who are critical figures in investigative
journalism. These methods allow you to:

+ identify suspects or witnesses (the
use of biometric technologies helps
to quickly and accurately identify
the person involved in the case un-
der investigation);

« protect journalists (biometric sys-
tems should be used to protect jour-
nalists and their sources, ensuring
confidentiality and security in the
face of increased threats, etc.);

4. Use of artificial intelligence (herein-
after referred to as AI) and machine lear-
ning opens up new opportunities that al-
low journalists to:
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+ analyze significant amounts of in-
formation (AI automatically pro-
cesses and analyzes large texts,
videos or audio recordings, identi-
fying patterns and anomalies that
are important for the investigation,
etc.);

+  predict behavior and events (machine
learning models help predict devel-
opments or identify possible risks
based on data analysis, which helps
journalists stay one step ahead);

5. In-depth analysis of economic
and financial documents, including elec-
tronic ones. Economic expertise is be-
coming an important tool for journalists
investigating corruption, financial crimes
or business abuses. Forensic economics
experts can help:

« detect financial fraud schemes
(analysis of accounting reports,
contracts and other financial docu-
ments makes it possible to detect
illegal financial transactions, mo-
ney laundering or other criminal
schemes);

+ verify the veracity of financial in-
formation (economic expertise con-
firms or refutes financial data pub-
lished by enterprises or state (local)
authorities, etc.);

6. Interdisciplinary approach: Modern
investigative journalism often requires
the integration of different disciplines.
Thanks to the involvement of specialists
from various types of expertise (for exam-
ple, experts in criminalistics, economics,
sociology, law, etc.), journalists get a com-
pleter and more comprehensive picture of
the events under research for a compre-
hensive analysis of the situation.

Development of recommendations to
optimize the cooperation of forensic ex-

perts, criminologists and journalists is an
important step to ensure effective and
ethical interaction that contributes to cla-
rifying the truth and protecting the rights
of all parties. The main recommendations
to help achieve this are as follows:

+ definition of clear roles and re-
sponsibilities in the process of co-
operation (experts should remain
neutral and objective, providing
professional conclusions without
interfering with journalistic in-
terpretation; journalists, for their
part, should respect the limits of
expert activity and avoid pressure
on experts to obtain certain conclu-
sions) and transparency (to prevent
conflicts of interest and ensure
public confidence in the results ob-
tained);

« compliance with ethical stan-
dards ®*: confidentiality (forensic
experts must maintain the confi-
dentiality of the information pro-
vided to them and not disclose
details that could harm the inves-
tigation or violate the rights of the
parties to the case; journalists must
respect the right of experts to confi-
dentiality); avoid bias (both parties
must adhere to the principle of im-
partiality; experts must base their
conclusions on facts and scien-
tific data, regardless of how these
conclusions affect the journalistic
investigation); ethical use of in-
formation (journalists must use
expert opinions objectively, with-
out distortion or exclusion from
the context, which is important to
maintain confidence in the jour-
nalistic product and protect profes-
sional reputation of experts);

13 IBaHOB B., Cepzok B. JKypHaimicTchka eTuKa : MipydHuK. Kuis, 2006. 231 c. URL: http://surl.

li/wdjfzz (date accessed: 01.08.2024).
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legal awareness and responsibility
(journalists and experts should be
aware of the legal aspects of their
activities, including the collection
and use of evidence, protection of
personal data, copyright and respon-
sibility for the dissemination of in-
formation) and documentation of
cooperation (in order to avoid mis-
understandings or legal problems,
it is advisable to document the main
stages of cooperation, including con-
fidentiality agreements, use of mate-
rials and other important aspects);
professional development and
training (holding joint educatio-
nal events, trainings and a seminar
for journalists and forensic experts
will increase the level of mutual un-
derstanding and awareness of each
other’s methods and standards of
work); updating of knowledge (both
parties should constantly update
their knowledge of modern technol-
ogies and methods of work that will
affect their cooperation; this applies
to both new methods of forensic
examination and modern media
technologies);
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establishing communication **: re-
gular meetings (to maintain effec-
tive cooperation, it is necessary
to hold regular meetings between
journalists and experts to discuss
topical issues, exchange experience
and resolve possible conflicts); clear
communication channels (it is im-
portant to establish clear commu-
nication channels between journa-
lists and experts to ensure effective
and rapid exchange of information,
especially when time is a critical
factor);

ensuring independence °: protec-
tion from pressure (forensic experts
should work independently, without
pressure from journalists or other
stakeholders; journalists, for their
part, should avoid situations where
their actions are perceived as at-
tempts to influence the conclusions
of experts); support for journalistic
independence (journalists should
have the right to independently in-
terpret information received from
experts, but at the same time adhere
to professional standards and avoid
distorting facts);

EdexTuBHi iHCTpyMeHTU JocTymy o iHbopMarii Ta 3aXUCTy >KypHATICTiB (KOPOTKUM
MyTiBHUK IT0 3aKOHOZABCTBY Ta aKTyaJbHi 3pasKu JZOKYMEHTIB) : 10Cib. Jis KypHAJICT. /
ykiaaz.: O. Bypmarin, JI. Oupurtnko, JI. Ilankparosa. Kuis, 2014. 84 c. URL: https://irrp.org.ua/
wp-content/uploads/2014/12/legal_toolkit_2014.pdf (date accessed: 01.08.2024) ; ITankpato-
Ba JI. OCHOBU NIPaBOBOI Oe3IeKu AJIsl XKYPHAaJIICTIB — IaM’siTKa Bifj JlroqmMunu [TaHKpaToBOi /
RPDI IPPII. 06/06/2018. URL: https://irrp.org.ua/osnovy-pravovoyi-bezpeky-dlya-zhurnalis-
tiv-pam-yatka-vid-lyudmyly-pankratovoyi/ (date accessed: 01.08.2024).

Ocobaugocmi e3aemo0ii 3aco6ie Macogol iHGopmayii 3 NPaBOOXOPOHHUMU OP2AHAMIL: MIHCHAPOO-
Huil ma HayloHaavHuil doceid : MaT-1u MixHap. kpyri. crony (Kuis, 23.11.2016). Kuis, 2017.
48 c. ; Tony6 O. II. MeziakoMIIac: MyTiBHUK IpodeciliHOTO XypHAaJicTa : mpakT. moci6. Kuis,
2016. 184 c. URL: https://imi.org.ua/wp-content/uploads/2017/06/Mediakompas.pdf (date ac-
cessed: 01.08.2024).

Bramyk O. 10. JKypHasicTcbKe po3clilyBaHHS SK YMHHUK JEMOKPATUYHOTO CyCIIiIbCTBA (Ha
npukaazi Vkpainu Ta ITosbmmi) : kBanidikai. pob. ... Maricrpa Hayk. Kuis, 2008. 64 c. URL:
https://msj.ukma.edu.ua/images/uploads/textblog/08_13_Blashchuk_Olesya_dyplom2008.pdf
(date accessed: 01.08.2024) ; Tumoruuk M. TeHZeHIIi1 PO3BUTKY XyPHATICTUKY HA CYIaCHOMY
erani. Ykpaincokuil Ingopmayiiinuii Ilpocmip. 2024. Ne 1 (13). C. 14—50. DOI: 10.31866/2616-
7948.1(13).2024.300817 (date accessed: 01.08.2024).
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« Conflict resolution '’ (in case of
misunderstandings or conflicts be-
tween journalists and experts, it is
important to have clear procedures
for their resolution, such as inter-
nal ethics committees or indepen-
dent arbitration bodies) and mutual
respect (regardless of the circum-
stances, all participants in coope-
ration must respect mutual respect
and professional ethics).

Consequently, optimizing cooperation
between forensic experts, forensic scien-
tists, and journalists is critical to ensuring
the effective and ethical conduct of jour-
nalistic investigations. Compliance with
the above recommendations will contri-
bute to a better understanding between
the parties, ensuring objectivity and im-
partiality, as well as protecting the rights
of all participants in the process, which in
turn will increase public confidence in the
results of both journalistic investigations
and expert opinions.

Conclusions

In today’s information society, where
journalistic investigations play an impor-
tant role in exposing high-profile offenses
and corruption, cooperation with forensic
experts and criminologists is a prerequi-
site for ensuring the reliability and objec-
tivity of information. Such cooperation al-
lows journalists to use scientific methods
to verify facts and analyze technical data,
which improves the quality of their inves-
tigations.

Despite the positive impact of coope-
ration of journalists with forensic experts
and criminologists, it also creates some

problems related to ethical and legal issues.
In particular, it is necessary to ensure con-
fidentiality, avoid manipulation and main-
tain objectivity when providing expert
opinions: all this is critical for maintaining
trust in the media and the legal system.

With the development of digital tech-
nologies, new types of crime (in particu-
lar, cybercrime) have emerged, and the
role of forensic experts for journalistic in-
vestigations has increased significantly. To
adequately respond to these challenges, it
is necessary to integrate modern methods
of forensic examination and criminalistics
into the practice of journalistic investiga-
tions, which requires constant updating of
the knowledge and skills of both journa-
lists and experts.

For ensuring effective and ethical in-
teraction between journalists and forensic
experts and forensic scientists, it is neces-
sary to develop new standards and legal
mechanisms that will take into account
modern needs and ensure transparency,
objectivity and protection of the rights
of all participants. It is also important to
supplement the relevant provisions with
codes of ethics and to issue special regula-
tions governing such cooperation.

The interaction of journalists with fo-
rensic experts and criminologists should
be based on an interdisciplinary approach,
which provides a comprehensive analysis
and comprehensive coverage of complex
socially significant issues, and this will
contribute to improving the effectiveness
of investigations and the quality of jour-
nalistic content.

Consequently, the cooperation of jour-
nalists with forensic experts and crimino-
logists is a necessary element in the fight

17 Recommendation No. R (2000) 7 of the Committee of Ministers to member states on the right
of journalists not to disclose their sources of information : Council of Europe. Committee of
Ministers. (Adopted by the Committee of Ministers on 8 March 2000 at the "' meeting of the
Ministers’ Deputies). URL: https://rm.coe.int/16805e2fd2 (date accessed: 01.08.2024).
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against crime and corruption. Introduc-
tion of new standards and mechanisms
for regulating this interaction will ensure
its effectiveness, ethics and legal securi-
ty, which will contribute to strengthening
confidence in the media and the judicial
system, as well as protecting the rights of
citizens.

CydacHa B3a€MO/isl CyIOBHX eKCIIePTiB,
KPUMiHAJIICTIB i 3KypHaIicTiB:
BUKJIMKH TA NEPCHEKTUBU

Oaeca Bawyxk

V cyuacnomy ingopmayiiinomy cycniavbcmei
HCYPHAAICTCLKL  PO3CAIOYE8AHHSL € 8ANCAU-
BUM THCMPYMEHMOM SUKPUMMA Npagono-
DYleHb, KOPYNULiHUX cxem 1 opmysan-
Ha epomadcvkoi dymku. Jlna 3abesnedeHHs
axocmi i docmosiprHocmi 3006ymoi iHgop-
mayii wyprasicmu nompebyromso npogeciii-
HOl cnisnpayi i3 cydosumu ekcnepmamu
ma Kpuminaiicmamu. Memow yvoeo Ha-
YK08020 00CAIONMCEHHS € PO3POOAEHHS Meo-
PemuKo-npasogux 3acad i NPpAKMU4HUX
pexomenOayiil 0as onmumisayii 83aemooii
MIJC dHYypHasicmamu i cydosumu excnep-
mamu ma KpumiHaaicmami y npouect
npogedeHHs  JHCYPHAAICTICLKUX — pO3CcAidy-
gamnv. Ocobaugy ysazy npudifeHO aHANI3Y
HOBIMMIX BUKAUKIE, 30Kpema 3pOCMAHHIO
Kibep3nouuHHOCmi 1 3ACMOCY8AHHIO 3/10-
YUHYAMU THHOBAUITIHUX MeXHOA02IL, 10
YCKAAOHI0E pO3cAidy8anHs ma nompebye
HO8UX Ni0X00i8 1 NPaBosUX MeXaHI3MI8 05
3abesneuenHs mouHocmi 1 Heynepedice-
HOCIMI HYPHANICMCLKUX Mamepianig. Y me-
Hax 00CAIONCeHHS 3ACMOCOBAHO MINCOUC-
yunaiHapHuil nioxid (anaai3 npasgosux,
eMUYHUX | MeXHOA02IHHUX ACeKMi8 Cnis-
npayi scypraaicmig i3 cydosumi excnep-
mamu ma Kpuminaaicmamu). 3gaxcarouu
Ha c8imogl mendenyii do didxcumanisayii,
nidkpecneno HeobXIOHICMb 3anposadnceHHs
HO8UX cMaHOapmig i Nnpagosux MexaHimie

0na 3abesnedenns nposopocmi i 06’ekmus-
Hocmi maxoi cnienpaui. Poszasmymo makodc
numaumsa Kougidenuyitinocmi, 3anobizam-
HA MAaMinyaayiam i OOMpUMAHHS emud-
Hux cmaudapmie nid uac uiei 83aemoolii.
YV xonmexkcmi yugposizayii maxi 3axodu
CNPUAMUMY MY YMEepoxeHHI0 (npagednu-
socmi, nideuuerHo dosipu gk do macmedia,
max i do cydosoi cucmemu, a MAaxo#e 3axu-
Cmy npag 2pomadsam, wo € nepedymosamu
YCNiWHO20 (QYHKYIIOBAHHS OeMOKpamuu-
HOo20 cycninbemed. Pesyasvmamu  docaio-
dHceHHs nidmeepOxcyromy, wWo NidsULLEeHHS
poai cydosux ekcnepmig i KpUMIHAAICTMI8
Y HCYPHANLCMCLKUX PO3CAIDYBAHHIAX — BAMHC-
AUBUTL YHUHHUK 3a0e3neveHHs 8UCOKO20 pi6-
Ha akocmi U docmosipHocmi iHopmauii,
Wo € AKMyasbHUM 8 YMOB8AX HEeBNUHH020
800CKOHANEHHS UUPposux mexHon02ill 01s
BUKpUMMS HOBUX 6UJI8 3/104UHHOCTL (30-
Kpema, Kibep3iouuHis), ki nompebyiomo
3anposadicerHs IHHOBAUILIHUX Memodi8 Y-
0o80i excnepmua3il.

Karouosi caoea: scypHanicmceki pos-
CI0YBAHHSL; HCYPHAAICTL; CYO08UIL eKchepm;
Kpuminaaicm; 83aemodis; cyooea excnepmu-
3a; KpUMIHAAICMUKA.
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