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N The purpose of this article is to summarize the results of elec-
OPEN j\o;:g, ACCESS trical engineering expert research (in particular, performed at Na-
-

tional Scientific Center «Hon. Prof. M. S. Bokarius Forensic Science
Institute» of the Ministry of Justice of Ukraine) and a complex of
@ @ general scientific and special methods (in particular, formal-logi-

cal, comparison, analysis and synthesis) to determine the place of
examination on the facts of theft of electricity in the forensic electri-
cal examination, to formulate the concept of the subject and object
of such examination, to compile a list of its types . Prospects for the
development of forensic electrotechnical expertise are outlined. The
results of forensic electrotechnical researches in proceedings on the
theft of electricity are summarized. Continuity of the general tasks
of the forensic electrotechnical examination has been proven by
these studies. On the basis of the considered separate trends of spe-
cies genesis in forensic examination, an opinion is expressed about
the further development of forensic electrical engineering. The struc-
ture of areas of forensic research on unaccounted electricity use was
considered and their place in the system of forensic electrical tech-
nical examinations was determined. The principles of formation of
typical lists of questions in forensic electrotechnical examination on
the facts of electricity in accordance with the method of committing
a criminal offense are laid down. According to provisions of the gen-
eral theory of forensic examinations, the subject and object of the
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forensic electrical engineering on the facts of electricity theft are
defined. Typical questions to forensic expert in proceedings about
electricity theft due to the influence of electromagnetic radiation on
the metering device are formulated. On the example of this list, the
principles of forming typical lists of questions for other areas of re-
search into the facts of electricity theft, depending on the method of
committing the criminal offense, are considered.

Keywords: object, topic, task, issues of electrical engineering on
facts of theft electricity; electricity theft; electricity metering device.

Research Problem Formulation

Ukrainian legislators criminalized elec-
tricity theft in mid-2005: Criminal Code of
Ukraine ! supplemented Art. 188 ! “Elec-
tricity theft or heat through its unauthorized
use” 2. At the same time, theoretical issues
of forensic electrical engineering (herein-
after referred to as FEE) in electricity theft
proceedings have not been sufficiently de-
veloped to date for a number of reasons,
among that in our opinion, the following
should be highlighted.

Firstly, before the amendment of
Criminal Code of Ukraine Art. 1881, crim-
inal liability in the field of energy resourc-
es came only in case of theft of electric

power equipment (and not electricity)
“by dismantling and other means of electri-
cal networks, cable communication lines and
their equipment” (Art. 188 of Criminal Code
of Ukraine) 3, i.e., over time, there was
a change in the topic of a criminal offense.

Secondly, the Ukrainian legislation
(in particular, the Rules of Retail Elec-
tricity Market * (hereinafter referred to as
RREM), Code of Commercial Accounting
of Electric Energy, etc. °), which deter-
mines the legal, economic and organi-
zational principles of functioning of the
electricity market and regulates relations
related to production, transmission, dis-
tribution, purchase and sale of electricity
to ensure its reliable and safe supply to

1 KpumiHanbHU KoZeKe Ykpainu Big 05.04.2001 p. Ne 2341-I11 (3i 3miH. Ta gomos.). URL: https://

2

zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 07.03.2024).

IIpo BHeCeHHS 3MiH [0 JeAKUX 3aKOHOJABYMX aKTiB YKpaiHU OO BiATIOBiZATBHOCTI 3a
IIOPYIIEHHS B Tajy3i eJeKTPOeHePTeTUKY : 3aKoH Ykpainu Big 31.05.2005 p. Ne 2598-1V (3i
3MmiH. Ta gomnoB.). URL: https://zakon.rada.gov.ua/laws/show/2598-15#Text (date accessed:
07.03.2024).

E.g., KpuminanpHUH KoZeKC ... (cranom zo 07.05.2008 p.). URL: https://zakon.rada.gov.
ua/laws/show/2341-14/ed20071001#Text (date accessed: 07.03.2024). 3akoHOM VKpaiHU Bijf
15.04.2008 p. Ne 270-VI «IIpo BHeceHHs 3MiH o KpuminanbHoro ta KpuminaabHo-mIpolie-
CyaJBbHOTO KOZIeKCiB VKpaiHU 1100 TyMaHi3alii KpUMIiHAIBHOI BiJITOBiZQIBHOCTI» (31 3MiH.
Ta fomoB.) cT. 188 BukiioueHo 3 KKV. URL: https://zakon.rada.gov.ua/laws/show/270-17#Text
(date accessed: 07.03.2024).

[lpaBuna po3gpibHOrO PUHKY eNeKTpUYIHOi eHepril : 3arB. mocraHoB. HKPEKII Bix
14.03.2018 p. Ne 312 (3i 3miH. Ta gomoB.). URL: https://zakon.rada.gov.ua/laws/show/v0312874-
18#Text (date accessed: 07.03.2024).

Kozexc komepuiiiHoro o6iiky eseKTpudHOi eHeprii : saTB. moctaHoB. HKPEKII Bix
14.03.2018 p. Ne 311 (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/v0311874-
18#Text (date accessed: 07.03.2024).
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consumers, does not contain a clear inter-
pretation of electricity theft definition. If we
are talking about the amount of electricity
that is not taken into account by the calcu-
lation means of commercial accounting or
incorrectly calculated, used by consumer
or transferred in transit to the power grids
that belong to other owners, then in the
regulatory and legal documents related to
the electric power industry, the term: un-
accounted for electricity is used.

The above led to the insufficient de-
velopment of both practical (lack of de-
tailed forensic characteristics of criminal
offense of electricity theft, lack of detailed
forensic methodology for its investigation)
and theoretical issues of FEE based on the
facts of electricity theft. In the context of
forensic expert provision of the evidence
base (for the qualification of a criminal
act provided for in Article 188! of Crimi-
nal Code of Ukraine °) and determination
of the amount of theft (for use by pre-tri-

6 KpuminaiabHUH KOZEKC ...
accessed: 07.03.2024).
7 Ibidem.

al investigation bodies or the court of the
necessary part of Article 185: the Thefi,
of Criminal Code of Ukraine’) in the FEE
based on the facts of theft of electricity to
today, development of theoretical ques-
tions and the formulation of tasks, the
definition of the topic and subject of such
forensic examination and its place in gen-
eral structure of FEE remain relevant.

Analysis of Essential Researches
and Publications

Scientists and practitioners have actively
investigated various energy issues that have
ariseninrecentyears: for example, V. Mysly-
vyi: criminal and illegal encroachments on
oil and gas®; Ye. Diedov®and V. Skrypnyk *°:
essence of offenses related to illegal use of
electricity; M. Toporkova ! and O. Avdie-
iev ' norms of current legislation in the
field of heat and electricity, respectively.
T. Chumachenko ®® differentiated the theft

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date

8 MucnuBuii B. A. KpuMmiHanapHO-IpaBOBa OXOpOHA €HEProHOCiiB. BicHuk HauyionaavHozo
mexHiuHozo0 YHigepcumemy Yipainu «Kuiscokutl noaimexuiunuil incmumym imeni Ieops Cikop-
cvko20». Ilonimonoeis. Couionozis. Ilpago. 2018. Buil. 4 (40). C. 151—154. DOI: 10.20535/2308-
5053.2018.4(40).194387 (date accessed: 07.03.2024).

9 Jenos €. B. [lo mUTaHHS MOHATTS Ta CYTHOCTI IPABOIIOPYIIEHb, II0B’SI3aHUX i3 IPOTHUIIPAB-
HUM BUKOPHUCTAHHSM eJIeKTPUYHOI eHeprii. Haykosuil gicHuk Yaceopodcbkoeo HALiOHAAbHO20
ynigepcumemy. Cepis IIpago. 2015. Bum. 30. T. 2. C. 103—106. URL: https://visnyk-juris-uzhnu.
com/wp-content/uploads/2020/12/No.30-2.pdf (date accessed: 07.03.2024).

10 Cxpunuuk B. JI. EnexTpoeHepris B cucteMi 06'€KTiB [uBLIbHUX [IpaB. [Iy6aiune npago. 2019.
Ne 4 (36). C. 162—169. DOI: 10.37374/2019-36-18 (date accessed: 07.03.2024).

11 Tomopxosa M. M. TerioBa eHepris stk 06’ €KT UBLIbHUX TIpaB. [Ipago i 6esnexa. 2010. Ne 5 (37).
C. 274—276. URL: http://nbuv.gov.ua/UJRN/Pib_2010_5_66 (date accessed: 07.03.2024).

12 Asgees O. O. KpuMiHaIpHO-IIPaBOBA XapaKTEPUCTUKA 309 HY, IlepeZibayeHOro cTaTTeo 188-
1 KpumMmiHanpHOTro Koziekcy Vkpainu. Bichuk Kpuminonoeiunoi acoyiayii Yxpainu. 2014. Ne 6.
C. 25—35. URL: https://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/665/krimi-
nal_no_pravova_harakteristika_zlochinu_peredbachenogo_statteyu_188_1_kriminal_nogo_
kodeksu_ukrayini.pdf?sequence=2&isAllowed=y (date accessed: 07.03.2024).

13 YymaueHnko T. A. Bizme)xyBaHHS BUKpaZleHHs eJIeKTPUYIHOI a00 TEeIJIOBOI eHeprTii HMIAxXoM ii
CaMOBIJIBHOT'O BUKOPHUCTAHHS BiJl CYMDXXHUX 3JI09MHIB. BicHuk Bepxosnozo Cydy Ykpainu. 2007.
Ne 10 (86). C. 41—44. URL: https://www.viaduk.net/clients/vsu/vsu.nsf/7864c99c46598282c225
7b4c0037c014/478{f503ebc158{0c22580de0041954a/$FILE/Visnyk_10_2007.pdf (date accessed:

07.03.2024).
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of heat and electricity through its arbitrary
use from related crimes (Articles 190-192
of the Criminal Code *). Ye. Diedov ** and
S. Velmozhnyi '* devoted their work to op-
erational and investigative work on the
theft of electricity. I. Bohdaniuk, S. Roha-
lin and V. Suprun v, O. Shmereho * studied
the effect of an external permanent mag-
netic field. S.Rohalin, I. Bohdaniuk and
A.Lasai" considered the influence of radio
frequency electromagnetic radiation on
the compliance of electricity accounting,
with further researches * to develop the ap-
propriate methods . In the article: Specific
expertise us in criminal proceedings regarding

the theft of electric energy we analyzed sep-
arate structural elements of the forensic
characteristics of criminal offenses relat-
ed to the theft of electricity (in particular,
tools and methods of committing a crimi-
nal offense), as well as traces of a criminal
offense (in the broad sense) 2. We studied
the trace pattern of electric power theft car-
ried out by the influence of a permanent
magnetic field on metering devices by dis-
torting the volume of electricity consump-
tion by changing the state of the indicators
of effect of magnetic field (hereinafter
referred to as IMP) %. In the theft of elec-
tricity with the use of technical devices for

14

15

16

17

18

19

20

21

22

23

KpuMiHaIbHUH KOZEKC ...
accessed: 07.03.2024).
JenoB €. OcobnuBOCTi B3aEMOZII CIi[Y0TO 3 OMEPATUBHUMU IIAPO3AiNaMu Mifl Yac po3cii-
JyBaHHS IIPaBOIIOPYIIEHbD, [TOB'I3aHUX 13 BUKPaZIeHHIM eJIeKTpUYHOI eHeprii. FOpuduunuil
gicHuk. 2015. Ne 4. C. 299—304. URL: http://yurvisnyk.in.ua/v4_2015/47.pdf (date accessed:
07.03.2024).

BesnbpmoxkHUY C. A. OCHOBY METOAMKY PO3CIiJyBaHHSI BUKPaZleHb eJIeKTPUYHOI eHepril nis-
XOM ii caMOBIZIBHOT'O BUKOPUCTAHHA : aBTOped. JHC. ... KaHJ. IOpUZ. HayK. Xapkis, 2009. 18 c.
Borzpaniok 1. B., Poraiin C. B., CynpyH B. C. JlocnipxeHHs po60TH KPOKOBOTO JBUTYHA IIPU-
JaiiB 00JIiKy eeKTPUYHOI eHeprii IiJ BIIMBOM Jil 30BHIIIHBOIO IOCTIFHOTO MarHITHOTO
II0JIsI, YTBOPEHOTO 3 MeTOI0 0e300/IiKOBOrO CIIOXKMBAHHS eJeKTPU4YHOI eHepril. Teopia ma
npakmuka cydogoi ekcnepmusu i kpuminaaicmuku. 2020. Bun. 22. C. 442—460. DOI: 10.32353/
khrife.2.2020.36 (date accessed: 07.03.2024).

IlTmepero O. B. OcoGiuBOCTI IpPOBEZEHHS CYAOBUX €JEKTPOTEXHIYHUX eKCIIepPTHU3 IIpU-
JaZiB OOJIKy CIIOKUTOI eJeKTpUYHOI eHeprii. Kpuminanicmuka i cydosa excnepmu3a. 2017.
Bum. 62. C. 294—302. URL: https://digest.kndise.gov.ua/wp-content/uploads/2019/03/a2fc-
25¢b69-294-302.pdf (date accessed: 07.03.2024).

Rohalin S., Bohdaniuk I., Lasai A. Features of performing expert researches on electric-
ity meters that have been exposed to radiofrequency electromagnetic radiation. Teopis ma
npakmuka cydogoi ekcnepmusu i kpuminaaicmuku. 2021. Bun. 23. C. 270—289. DOI: 10.32353/
khrife.1.2021.21 (date accessed: 07.03.2024).

Poramin C. B. TeopeTw4Hi OCHOBM BHKOHAHHS €KCIEPTHUX JOCIi/KeHb IIPUIAJiB
00Ky eJIeKTpUYHOI eHeprii, sKi 3a3HajJ{ BIUIMBY PaZiodacTOTHOrO eJeKTPOMAarHiTHOTO
BUIIPOMiHIOBaHHS. Kpuminanicmuunutl gicHuk. 2022. T. 37. Ne 1. C. 66—76. DOI: 10.37025/1992-
4437/2022-37-1-66 (date accessed: 07.03.2024).

Idem. MeTozmKa BUKOHAHHS eKCIEPTHHUX JOCIi/KeHb INpUIaziB OOJIKy eleKTpUIHOI
eHeprii, AKi 3asHaJM BIJIUBY PaAio9acTOTHOI'O eJeKTPOMAarHiTHOTO BUIIPOMIiHIOBAaHHS.
Kpuminanicmuka i cydoga excnepmusa. 2022. Bum. 67. C. 493—507. DOI: 10.33994/kn-
dise.2022.67.50 (date accessed: 07.03.2024).

Idem. BuKopHUCTaHHS CIel[iaTbHUX 3HaHb ¥ KPUMIHAJIBHUX IIPOBa/KEHHAX LIOJ0 BUKpA-
JleHHs eleKTpu4Hoi eHepril. Kpuminanicmuunuil ichuk. 2023. T. 39. Ne 1. C. 85—99. DOI:
10.37025/1992-4437/2023-39-1-85 (date accessed: 07.03.2024).

Idem. Ocob1MBOCTi BUKOHAHHS eKCIIEPTHUX JOCIiKeHb 1HAUKATOPIB MarHiTHOTO IOJIS K
3ac006iB BUSBJIEHHS BILJIMBY Ha IIPHIIaA 00Ky 30BHIIIHBOTO MArHiTHOTO I10JIsI, CTBOPEHOTO
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the impact of high-frequency and pulsed
electromagnetic radiation on metering de-
vices, we proposed a classification of the
means of committing a criminal offense
(according to the video content of YouTube
channels) ?*. The directions of application
of special knowledge for the investigation
of cases of theft of electricity and detailed
forensic characteristics of this criminal of-
fense were detailed in the Polish magazine
», The above-mentioned scientific devel-
opments in the FEE and research paper of
I. Bohdaniuk in formation of the tasks of fo-
rensic engineering * and technical exper-
tise make possible to achieve the goal setin
this research paper.

Article Purpose

Determining forensic science place on
the facts of electricity theft in FEE system,
formulate a definition of the concepts of
the topic and object of FEE on the facts of
electricity theft; make a list of directions
of the network on the facts of electricity
theft, characterize in these directions the
principles on which basis is possible to
formulate typical tasks for this forensic
science subspecies.

Research Methods

Generalization (in particular, results of
forensic electrical research carried out at
National Scientific Center «Hon. Prof. M. S.
Bokarius Forensic Science Institute» of the
Ministry of Justice of Ukraine (hereinafter
referred to as NSC «Hon. Prof. M. S. Bokar-
ius FSI») and a set of general scientific and
special methods (in particular, formal-log-
ical, comparison, analysis and synthesis).

Main Content Presentation

In the previous research paper?, we noted
the special property nature of electricity.
RREM contains the following definition
of electricity: “Electrical energy (active),
energy produced at electric power facilities
and is a commodity intended for purchase
and sale” ®. The legal basis for the opera-
tion of the electricity market of Ukraine
is determined by the Law of Ukraine: On
Electricity Market, according to which “dis-
tribution of electric energy <...>; trans-
portation of electric energy from electric
installations of electric energy producers
or electric installations of the operator of
the transmission network of the operator

3MeTOI0 He0bIIKOBAHOTO CITOXKMBAHHS eHepropecypciB. Kpuminasicmukaicydosa ekcnepmusa.
2023. Bur. 68. C. 506—523. DOI: 10.33994/kndise.2023.68.51 (date accessed: 07.03.2024).

24 Idem. JocmifkeHHsI 3ac00iB €JEKTPOMAarHiTHOIO BHUIIPOMIHEHHs, IO 3aCTOCOBYIOTHCS
3 METOI0 HeOBIIKOBAHOTO CIIOXKUBAHHS eJIeKTPUYIHOI eHepril. Jocsid i npobaemu cydogo-exc-
nepmuoi JigAbHOCMI 8 YMOBAX B0EHHO20 CTMAHY 8 YKpaiHi : MaT-JIX BCEYKP. HAyK.-IIPAKT. KOH.
(JIeBiB — Kuie — Ogeca; 28.09.2023) : Tesu goiu. JIsBiB, 2023. C. 201—204. URL: http://ndekc.
Iviv.ua/pdf/a05122023.pdf (date accessed: 07.03.2024).

25 Rohalin S. Criminal Characteristics of Criminal Offenses Related to Electricity Theft. Krakows-
kie Studia Matopolskie. 2023. Nr 4 (40). S. 188—210. URL: https://czasopisma.marszalek.com.pl/
images/pliki/ksm/40/ksm4013.pdf (date accessed: 07.03.2024).

26 Borganiok I. B. 3aranpHa cucTeMa 3aBJaHb iH)XeHEePHO-TeXHIYHUX CYZOBUX eKcllepTus. Te-
opis ma npakmuxa cyoosoi ekcnepmusu i kKpuminaaicmuku. 2022. Bu. 4 (29). C. 110—123. DOI:
10.32353/khrife.4.2022.05 (date accessed: 07.03.2024).

27 Poranin C. B. BUKOpuCTaHHS CIleliaTbHUX 3HAHB ... . DOI: 10.37025/1992-4437/2023-39-1-85

(date accessed: 07.03.2024).

28 IIpaBuiia po3ApibHOro puHKY ... . URL: https://zakon.rada.gov.ua/laws/show/v0312874-18#Text

(date accessed: 07.03.2024).
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of the distribution system, except for the
supply of electric energy” *. According
to RREM, main condition for distribution
of “electric energy <...> to distribution point
<...> to electrical installations of consumers
in the territory of the relevant system opera-
tor” is the conclusion of a consumer contract
on the provision of electricity distribution
services *. Electricity is used on the basis
of a contract for the supply of electricity
to the consumer; an agreement between
two parties (electricity supplier and the
consumer), “which is a document of a cer-
tain form, which provides for the supply of the
entire amount of actual consumption of elec-
tricity <...> in a certain period of time by one
electricity supplier at free prices” *'. In other
words,, electricity is a specific commodity
that is distributed and supplied to the con-
sumer by individual independent opera-
tors of the system on the retail electricity
market on the basis of relevant contracts.
Specificity of electricity as a commodity
lies in its special consumer qualities and
physical and technical characteristics, due
to the simultaneous production and con-
sumption, the impossibility of storage, re-
turn, forwarding, etc., which implies the
simultaneous existence of contracts on
the distribution and supply of electricity.
The receipt of electricity (for use by the
consumer as a commodity) and the obli-
gations of the parties under the conclud-
ed contracts (consumer and operators

of the retail electricity market system)
are stipulated by Economic and Civil of
Ukraine: for example, according to para.
4 h. 4 art. 179 of the Civil Code “the par-
ties cannot deviate from the content of the
standard contract, but they have the right to
specify its terms” *. It is worth noting: in
the context of the investigated issue, the
legislation of Ukraine equates the concept
of “goods” with the concept of “property”
in relation to electricity. Yes, in Part 1 of
Art. 190 of Civil Code states: “Property as
a special object is considered a separate thing,
a set of things, as well as property rights and
obligations”* and Art. 179 of the Civil Code
stipulates the concept of a thing: Thing is
an object of the material world, in respect of
which civil rights and obligations * can arise.
In addition, electricity supply contract
is essentially a sales contract. In Art. 655
of the Civil Code provides: “Under a sales
contract, one party (the seller) transfers or
undertakes to transfer property (goods) to the
ownership of the other party (the buyer), and
the buyer accepts or undertakes to accept the
property (goods) and pay a certain amount of
money” *. The Plenum of Supreme Court
of Ukraine in the resolution “On judicial
practice in cases of crimes against prop-
erty” clarifies the following: “The subject of
crimes against property is property that has
a certain value and is alien to the guilty per-
son: things (movable and immovable), mo-
ney, precious metals, securities, etc., as well

29 IIpo PHMHOK eJIeKTPHUYHOI eHeprii : 3akoH YKpaiHu Bizg 13.04.2017 p. Ne 2019-VIII (3i 3MiH. Ta
nmormoB.). URL: https://zakon.rada.gov.ua/laws/show/2019-19 (date accessed: 23.02.2023).
30 IIpaBuia po3zApibHOTO pHHKY ... . URL: https://zakon.rada.gov.ua/laws/show/v0312874-18#Text

(date accessed: 07.03.2024).
31 Ibidem.

32 TocmozapchbKUi Kofileke Ykpainu Big 16.01.2003 p. Ne 436-1V (3i 3miH. Ta gonos.). URL: https://
zakon.rada.gov.ua/laws/show/436-15#Text (date accessed: 23.02.2023).

33 LuBinbHUN KoZeKc YKpainu Bif 16.01.2003 p. Ne 435-1V (3i 3miH. Ta gonos.). URL: https://za-
kon.rada.gov.ua/laws/show/435-15#Text (date accessed: 23.02.2023).

34 Ibidem.
35 Ibidem.
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as the right to property and actions of a prop-
erty nature, electric and thermal energy” *.
In the case of proving the fact of theft of
electricity (as one of the objects of crim-
inal trespass in crimes against proper-
ty), Art. 188! Criminal Code of Ukraine ¥.
Therefore, commercial nature of electri-
city in the event of its theft determines the
fact of criminal and illegal encroachment
by, in particular, carrying out FEE. The
recent increase in such requests from law
enforcement agencies, in turn, requires
the structuring of FEE research directions,
namely, the separation of FEE based on
the facts of electricity theft as an indepen-
dent subspecies of SETE and its methodi-
cal support. Generalization of statistical
data on the research carried out at NSC
«Hon. Prof. M. S. Bokarius FSI» on the
determination of methods of unaccoun-
ted electricity consumption allowed us to
structure the directions of research into
cases of electricity theft in the following
way:

“1.Research on <...> cases of theft of <...>
electrical energy associated with incorrect
use of equipment parameters. <...>

2. Research on cases of electrical energy theft
associated with circuit connections;

3. Research on <...> facts of theft <...> of
electricity, carried out by interfering
with the operation of metering devices
using the influence of external physical
factors — a constant magnetic field and
electromagnetic radiation. <...>

4. Research on <...> cases of theft of <...>
electrical energy related to interference

with the operation of metering devices

through their structural changes” *.

Role of forensic science in pre-trial in-
vestigation of electricity theft is important.
Peculiarities of electricity as a subject of
a criminal offense determine the prepa-
ration, commission and concealment of
the criminal offense committed by the
offenders, which leads to changes in the
objects of research, the formation of new
signs and characteristics in them, which
the expert determines during the forensic
examination, and the expert’s conclusion
in turn becomes a source of evidence in
court. The supply and distribution of elec-
tricity, its property nature as a subject of
criminal encroachment, analysis of the
areas of expertise performed to find out
the facts of its theft determine the place
of such researches in FEE. The above, of
course, indicates the possibility of solving
issues that arise during a pre-trial investi-
gation or trial, exclusively on the basis of
the special knowledge of a forensic expert.
The above gives grounds for asserting the
following:

« resolution of issues in criminal pro-
ceedings on electricity theft is in-
extricably linked with the supply,
transmission and distribution of
electricity, refers to the tasks of fo-
rensic engineering and technical
expertise, namely: FEE;

« investigation of cases of electricity
theft during its supply /transmis-
sion/distribution is an independent
subspecies of the FEE;

36 IIpo cyZoBy IPAaKTHUKY Yy CIIpaBax IIPo 3JOYMHU IIPOTU BJIACHOCTI : rmocTranoBa Ilnenymy BC
Vkpainu Big 06.11.2009 p. Ne 10. URL: https://zakon.rada.gov.ua/laws/show/v0010700-09#Text

(date accessed: 23.02.2023).

37 KpuMiHATBHUHM KOJEKC URL:

(date accessed: 07.03.2024) ; Poranin C. B. BUKOPUCTaHHS CHELiaJIbHUX 3HAHb ...

https://zakon.rada.gov.ua/laws/show/2341-14#Text

. DOIL:

10.37025/1992-4437/2023-39-1-85 (date accessed: 07.03.2024).
38 Porauin C. B. BUKOpUCTaHHS CIIeliaIbHUX 3HAHG ... . C. 91—92. DOI: 10.37025/1992-4437/2023-

39-1-85 (date accessed: 07.03.2024).
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« FEE on the facts of electricity theft
according to its praxeological fea-
tures, determined by the results
of the analysis of the studies per-
formed, has its own structure of re-
search areas;

« specific expertise use in research on
cases of electricity theft determines
the subject of expert research in this
subspecies of FEE.

It should be noted that the general the-
ory of forensic examination has numerous
examples of species genesis, generated by
the emergence of new objects of research,
about which, in particular, I. Bohdaniuk
writes: “Foundation of modern types of foren-
sic examinations and new expert specialties is
due to the emergence of new objects of research.
The spread of UAVs (in particular, the inter-
est in them by representatives of the criminal
world) required regulatory and legal regu-
lation of their use, therefore, the engineering
and technical assessment of their safety / dan-
ger, etc., and this contributed to the formation
of a new type of forensic engineering: 10.26
Research of unmanned aerial vehicles (UAVs),
which are intended for radio control and in-
terception of mobile communication systems,
photo and video control of objects in the area.
Another new type of forensic specialization:
10.28 Research of special-purpose robotic sys-
tems owes its emergence to this very spread of
innovative objects” ¥. Forensic experts of
the Security Service of Ukraine carry out
research in forensic specialties 10.26 and
10.28 *°. A similar example of genesis can be
traced not only at the level of a species, but

also at the level of a genus, or at a lower lev-
el - a subspecies. Forensic science as a sci-
ence and as the basis of the general theory
of forensic examinations is not unchanged,
but develops in the same way as the rest of
the sciences, which by their purpose serve
humanity in the process of knowledge.
Therefore, forensic examination, involved
(in addition to knowledge) in the process of
proving and clarifying the truth in judicial
proceedings, also changes and improves
along with its genera (species, subspecies).
For example, the development of FEE is
embodied in the creation of new research
methods and the improvement of existing
ones, but this development is not limit-
ed by its internal boundaries, outlined by
research tasks at a certain stage: develop-
ment takes place both “in-depth” (specifi-
cation and improvement of existing tasks)
and “width” ( updating the content of the
research subject). New tasks of FEE are not
limited only to the emergence of new re-
search objects. One of the examples of this
is the investigation of offenses and the judi-
cial review of criminal proceedings regard-
ing the influence of a permanent magnetic
field on the accounting of the use of energy
resources (electricity, natural gas, hot and
cold water) by consumers. Energy distri-
bution companies have installed IMP con-
sumer accounting nodes, and the change in
regulatory documents regulating the use of
IMP has led to an increase in demand for
forensic studies of these IMPs to determine
the effect of a permanent magnetic field “
on them, which indicates the beginning of

39 Borgauiok I. B. 3aranpHa crucTema 3aBJaHb ... . C. 116. DOI: 10.32353/khrife.4.2022.05 (date

accessed: 07.03.2024).

40 TlepeJsik BUZiB CyZOBUX €KCIIEPTHU3 Ta €KCIIEPTHUX CIIEiaJIbHOCTEMH, 32 IKMMU IIPUCBOIOETH-
cs1 kBamidikanis cyzoBoro excriepra QaxiBUsSM eKCIepTHUX Hifposzginie Cuayxbu Oesmexku
Vkpainu : 1og. 4 fo IlonoxkeHHs PO eKcllepTHO-KBatidikaniliny komicito Ciyxou 6esnexu
Vkpainu Ta aTecTaljilo CyZOBUX eKCIIepTiB, 3aTB. Haka3. Llentp. yup. CBY Big 13.03.2020 p.
Ne 80. URL: https://zakon.rada.gov.ua/laws/show/z0310-20#Text (date accessed: 23.02.2024).

41 Poraiin C. B. OcobnrBocTi BUKOHAHHSA ... . DOI: 10.33994/kndise.2023.68.51 (date accessed:

07.03.2024).
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a new direction in electrical engineering
research, states the development of FEE,
records the emergence of new tasks that
need to be solved in the process of proving
in criminal cases of theft of electric and
thermal energy (Article 188 1 of Criminal
Code of Ukraine #*). Thus, in the given ex-
ample, in essence, the general task of the
forensic electrotechnical examination on
the study of the magnetic field is concreti-
zed in the study of the indicator of the in-
fluence of a permanent magnetic field as
a separate direction of research, which has
its own tasks, subject and object, the ap-
pearance of which formed this direction of
research, which according to the structural
distribution given above, it belongs to the
third direction of the system of forensic re-
search on the facts of electricity theft.

The results of the analysis of the
examinations conducted in NSC «Hon.
Prof. M. S. Bokarius FSI» indicate the use
of new methods and means of committing
a criminal offense;—the identification of
new signs, their typification in the study of
the commission of a criminal offense, and
this in turn opens up new prospects for the
application of special knowledge in the in-
vestigation of the facts of electricity theft,
which we have already drawn attention
to %, in fact forms a separate and indepen-
dent subtype of expert research in FEE and
needs to concretize (fill in) the concepts of
its subject and object. Generalization of the
results of expert research and systemati-
zation of cases of unaccounted electricity
consumption in their structural distribu-
tion make it possible to determine the topic
and object of this forensic examination.

Concepts of object and topic of rese-
arch in any science are closely related, but

42 KpuMmiHaJibHUHN KOZEKC ...
accessed: 07.03.2024).

donot coincide. A characteristic difference
between these concepts is the fact that the
concept of the subject belongs exclusively
to a specific science (the object of research
can be common to different sciences). The
concept of object is broader, it covers the
phenomena of the external world, which
are subject to the knowledge and practical
influence of subjects, persons. Instead,
the subject is a specific aspect of the object
studied by a certain science, that is, it is
the embodiment of the circle of the most
essential questions that it studies. To sim-
plify perception: the subject is the goal, the
object is the means. In forensic expertise,
this relationship in certain types and types
of forensic examinations (due to purpose
of its appointment / performance) speci-
fies the tasks to be solved in a certain clas-
sification group (individual species, sub-
species, directions of research), which are
characteristic of these investigated phe-
nomena, entities, processes and events.
Since in forensic expert activity, the tasks
that appear before the forensic expert
are formulated in the form of questions
for research, the subject of the expertise
is indirectly embodied in the questions it
resolves. At the same time, analyzing the
relationship between the concepts of sub-
ject | question | task of the examination, it
is necessary to take into account the fact
that questions and tasks posed to forensic
expert make it possible to determine the
subject of the forensic examination, but
the subject of forensic examination itself
only reflects, and does not determine, the
content of the judicial examination exam-
inations So, the cornerstone theoretical
concepts of the type and type (subtype) of
expertise are the concepts of its subject,

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date

43 Poraiin C. B. BUKOpUCTAaHHS CIeliaIbHUX 3HAHb ... . DOI: 10.37025/1992-4437/2023-39-1-85

(date accessed: 07.03.2024).

135


https://doi.org/10.32353/khrife.2.2024.09
https://zakon.rada.gov.ua/laws/show/2341-14#Text
https://doi.org/10.37025/1992-4437/2023-39-1-85 

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)

ISSN 1993-0917

e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

object and tasks. M. Shcherbakovskyi, re-
searching the scientific and methodical
foundations of conducting forensic ex-
aminations, notes in relation the subject
of forensic examination: “In this case, it is
worth talking about the subject of the field of
knowledge forming the scientific basis of the
examination of a certain kind, type, and not
about the procedural and applied meaning of
the subject of examination” *. Considering
the subject of forensic examination, this
concept should be correlated with the field
of scientific knowledge and practical activ-
ity. The object of forensic examination is
defined as “material (materialized) sources
of information (objects, formations, etc.) that
are examined (recognized) by an expert on
the basis of the application of special knowl-
edge, within the scope of the subject of expert
research by certain methods and means in
order to solve tasks (questions), placed by an
authorized person (body)”™. Analyzing the
current state of the general theory of fo-
rensic examinations, we see a direct log-
ical connection between the concepts of
subject and object. Obviously, the subject
of forensic examination, which is essen-
tially the embodiment of special knowl-
edge, imposes restrictions on the object
of forensic examination, which is under-
stood as a fragmentary embodiment of the
material environment where a criminal
offense took place and where information
about the facts and circumstances of this
offense is recorded. Logical connection
between the concepts of subject and ob-

ject of forensic examination was studied
by many scientists: they were expanded
and detailed, their wording was clarified
in specific types (subtypes) of forensic ex-
aminations, or they were generalized and
shortened. However, no one denied the
relationship between the subject and the
object of research, on the contrary, they
emphasized the existence of closer con-
nections between these concepts and the
tasks of forensic research.

The general issues of FEE implementa-
tion were outlined at the stage of its incep-
tion (2008). In the Guidelines for Forensic
electrotechnical examinations and expert
electrotechnical researches, FEE topic
means the actual data and circumstances
of the case (events related to the occur-
rence, development and consequences of
abnormal modes in electrical installations
or their components; compliance of elec-
trical equipment with regulatory require-
ments), which are determined on the basis
of specific expertise in the relevant areas
of electrical engineering “.

Expert tasks of forensic electrical ex-
amination, recorded during the analysis
of statistical data at the request of courts
and pre-trial investigation bodies, from
the time of the beginning of the forensic
specialization: 10.18 Investigation of techni-
cal operation of electrical equipment require
updating and streamlining that in turn re-
veals new directions in research, where
there is a need to use special knowledge. In
accordance with the purpose of this work,

44 TllepbakoBckuit M. I. CyzeGHble 3KCIIEPTH3bI: Ha3HAYEHNUE, [IPOU3BOACTBO, UCIIOIH30BAHUE :
yueb.-mpakT. 1mocob. Xappkos, 2005. C. 116. URL: https://dspace.univd.edu.ua/items/5f69ad-
ac-7dc2-4ddf-bled-b3b60f3b729d (date accessed: 07.03.2024).

45 TonoBueHKo JI. M., JIozoButi A. 1., CimakoBa-€dpemsH E. B. Ta iH. OCHOBY CyZ0BOI eKCIIEpTHU3U:
HaBYaJIbHUH NOCIOHUK A1t paxiBLiB, IKi MAIOTh HAMip OTpuUMaTH abo miATBepAUTH KBaridika-
IIiI0 CYZOBOTO eKcepTa. Xapkis, 2016. C. 27. URL: https://expertize-journal.org.ua/attachments/

article/924/ose.pdf (date accessed: 07.03.2024).

46 Top6enko B. O., Imutpies B. 0., Inpuerxo B. M., Poraiiu C. B. Ta in. MeToau4uHi pekoMeHzarii
3 IPOBEJIEHHS CYA0BUX €JIEKTPOTEXHIYHUX €KCIIEPTU3 Ta EKCIIEPTHUX eJeKTPOTEXHIYHUX J0-

crimxeHb. Xapkis, 2011. C. 17.

136


https://dspace.univd.edu.ua/items/5f69adac-7dc2-4ddf-b1ed-b3b60f3b729d
https://dspace.univd.edu.ua/items/5f69adac-7dc2-4ddf-b1ed-b3b60f3b729d
https://expertize-journal.org.ua/attachments/article/924/ose.pdf
https://expertize-journal.org.ua/attachments/article/924/ose.pdf

Serhii Rohalin. Subject and Object of Forensic Electrical Engineering
in Proceedings Electricity Theft. DOI: 10.32353/khrife.2.2024.09

the above allows to formulate a definition
of the subject of forensic electrical exam-
ination on the facts of electricity theft.

Therefore, topic of forensic electric
examination on the facts of electric ener-
gy theft is to confirm or refute the fact of in-
appropriate determination of the volume of
consumption (distribution, transmission) of
electricity and the solution of situational di-
agnostic tasks regarding the circumstances of
violation of regulatory requirements for the
arrangement of schemes of electricity metering
nodes, the procedure for recording the volume
of consumption (distribution, transmission) of
electricity according to the actual parameters
of the electrical installation, confirmation or
refutation of the fact of distortion or blocking
of the electricity metering device due to the in-
fluence of physical fields, as well as clarifying
the presence or absence of structural changes
in the investigated means of electricity meter-
ing, carried out by interested persons with the
aim of stealing electricity by incorrect determi-
nation of its volume, distortion of conformity
or complete cessation of its accounting. The
given definition is general for all areas of
expert research of this subtype of FEE and
corresponds to the above structural distri-
bution of investigated cases of electricity
theft that we consider comprehensive and
appropriate for the formulation of typi-
cal tasks and a typical list of questions for
this subtype of FEE. As an example, here is
a typical list of questions developed by us
for proceedings on the theft of electricity
due to the influence of electromagnetic ra-
diation on the metering device:

1) “Is electricity metering device provid-
ed for research in a working condi-
tion?”;

2) “What is technical condition (service-
able / faulty) of the electricity mete-
ring device provided for research?”;

3) “Does electricity metering device un-
der research correspond to electrical

load during its operability determina-
tion?”;

4) “Does the research confirm the fact of
exposure to the electromagnetic ra-
diation metering device under study
with an electric field intensity of more
than 10 V/m and a radiation frequency
above the frequency range from 80 to
2000 MHz?”;

5) “What sources of electromagnetic ra-
diation in the consumer’s electrical
installation (at the place of installation
of the metering device under study)
are capable of generating an electric
field with an intensity of more than 10
V/m and a radiation frequency above
the limit of the frequency range from
80 to 2000 MHz?”;

6) “What type of equipment is the de-
vice provided for the study, withdrawn
from the consumer during prepara-
tion of the act on RREM violation”;

7) “To what type of equipment belongs
the device provided for research,
seized from the consumer during the
investigation?”;

8) “Does the device provided for research
belong to the means of electromagnet-
ic radiation?”;

9) “What are nominal parameters and op-
erating mode of the electromagnetic ra-
diation device provided for research?”;

10) “Is influence of the provided device
on research during its operation on
the compliance of electricity metering
with metering device confirmed?”;

11) “In case of confirmation of the fact of
the influence of the device provided
on the study on the compliance of the
metering of electricity consumed by
the metering device, what amount of
electricity is not counted in a certain
period of time?”;

12) “In case of confirmation of the fact of
the effect of electromagnetic radiation
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on the metering device provided for

the study, which sources of electro-

magnetic radiation affected the viola-
tion of electricity metering in the con-
sumer’s electricity metering unit?”;

13) “Is occurrence of radio frequency
interference in the form of electro-
magnetic radiation, which occurs as
a result of the emergency mode of
operation of the consumer’s electri-
cal installation or an artificial electric
discharge that occurs during the per-
formance of electric welding works,
confirmed? Has the influence of elec-
tric discharges on the compliance of
electricity metering during electric
welding operations been confirmed?”;

14) “Is occurrence of radio frequency inter-
ference in the form of electromagnetic
radiation, which occurs as a result of
anatural electric discharge of lightning,
confirmed? Has the effect of a lightning
discharge on the compliance of elec-
tricity metering been confirmed?”.

It is worth noting that the above list
was developed for the first time. Until
now, lists of typical tasks for each individ-
ual research area did not exist, although
they are an urgent methodological need.
Such lists may contain the same or simi-
lar in wording questions (depending on
the methods of committing a criminal of-
fense). It is advisable to solve FEE tasks on
the facts of electricity theft, depending on
the method of committing a criminal of-
fense. In our previous work, we noted the
methods of electricity theft carried out by:

1) by replacement (substitution) of
equipment parameters;

2) changes in the electrical circuit of the
means of commercial electricity me-
tering during connection of electrical
installation;

3) impact on operation of electricity me-
tering devices of certain types of force
physical fields;

4) by carrying out constructive changes
in devices and means of electricity me-
tering ¥.

Depending on the method of stea-
ling electricity, the research tasks acquire
independence, however, taking into ac-
count the commonality of the objects of
research, these tasks have common or
related definitions that can be formulated
in the form of questions to forensic expert
(in the investigator’s resolution or court
decision).

Thus, for the ways of committing a cri-
minal offense No. 1 and 2, the task of FEE
on the facts of electricity theft requires
a study with calculations to draw up an
electricity balance, that involves a study of
the compliance of electrical circuits of an-
nexes to the electricity distribution agree-
ment with regulatory requirements using
data on the balance of electrical networks,
parameters of electrical equipment in
consumer’s electrical installation, data of
the actual circuit arrangement of the elec-
trical installation, applied measuring in-
struments, in particular metering devices,
data of parameterization protocol, etc.

For methods of committing a criminal
offense No. 3 and 4, the common task of
FEE of cases of electricity theft is to con-
duct a study to determine the actual tech-
nical condition of the metering device un-
der research, determine the compliance
of electricity metering with the studied
metering device with the value of the elec-
trical load during the determination of its
working condition, determine existence /
lack of the influence of external equip-
ment or built-in devices on operation of
the studied metering devices.

47 Rohalin S. Criminal Characteristics ... . S. 197. URL: https://czasopisma.marszalek.com.pl/im-
ages/pliki/ksm/40/ksm4013.pdf (date accessed: 07.03.2024).
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Let us move on to the concept of the ob-
ject of research in this subspecies of FEE,
which is most often interpreted as a materi-
al carrier of information, material evidence
that is subject to direct research using the
expert’s special knowledge. M. Shcherba-
kovskyi believes that the object of forensic
examination is an object of forensic knowl-
edge, and knowledge object is an epistemo-
logical category “. Investigating the nature
of objects of forensic examination, N. Kly-
menko refers to R. Belkin’s statement that
“objects of forensic examination can be materi-
al formations (material objects) and processes,
which include phenomena, events, actions ” .
Accordingto Art. 1 of Law of Ukraine: On Ju-
dicial Examination, forensic examination is
“research based on special knowledge <...>
of objects, phenomena and processes” *.
That is, supporters of the second approach
claim that the objects of expert research
can be processes and phenomena (in par-
ticular, fragments of a crime event). Despite
the needs of the investigation, the expert’s
knowledge of phenomena and processes
as objects of research remains debatable to
this day. M. Shcherbakovskyi believes that
such authors mix different concepts: “ob-
ject of forensic research”, physical evidence and
document. <...> object of forensic research is
not material evidence - it is procedural catego-
ries, but objects and documents as material or
materialized carriers of information. An object

examined by an expert and containing infor-
mation about a crime may acquire the proce-
dural status of material evidence in accordance
with Art. 93 of the Criminal Code of Ukraine,
and in the absence of relevant information, it
loses its significance in criminal proceedings.
But he does not lose the status of the object of
examination” *. The question of belonging
to the objects of examination of material
objects, fragments of the material situation
or events or processes is controversial to
this day, but decisive in the context of our
research.

Currently, in methodological FEE de-
velopment and in practical forensic expert
activity, the following definition is used:
“Objects of forensic electrotechnical expertise
(expert electrotechnical research) are material
and materialized sources of information that
are examined by electrical experts in order to
establish the factual data and circumstances
of the case ( events) belonging to the subject
of forensic electrotechnical examination (ex-
pert electrotechnical examination): main
object of the examination is the electrical in-
stallation of the consumer of electric energy
and its elements; objects of examination also
include those media that contain actual data
on the subject of a specific electrical examina-
tion; relevant documents of case materials,
research objects and documents provided by
the customer of the expert examination” *2.
Separation of forensic researches on the

48 IllepbakoBchkuii M. I. IIpoBefieHHsI Ta BUKOPUCTAHHS CYZOBUX €KCIIEPTU3 Yy KPUMiHATIb-
HOMY IIpOBa/KeHHi : MoHorpadisa. Xapkis, 2015. C. 107. URL: https://dspace.univd.edu.ua/
server/api/core/bitstreams/0dd2821b-1646-4d5c-965f-c20e08dc1479/content (date accessed:

23.02.2023).

49 Knumenko H. L. IIpupoza 06’€KTiB CyZ0BOI eKCIIEPTU3U. AKMYAAbHI NUMAHHL KPUMIHAALHO-
20 npouecy, KPUMIHAAICMUKL Ma cyd08oi ekCnepmu3il : MaT-Iu MIXKBiZIOM. HayK-IIPaKT. KOHO.
(Kuis, 24.11.2017). V 2 4. Kuis, 2017. 4. 1. C. 309—312.

50 IIpo cy#oBy eKcIepTu3y : 3aKOH YVKpaiHu Bif 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta Z0IIOB.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 23.02.2023).

51 Illep6akoBchkuit M. I. IIpoBeseHHs Ta BUKOPUCTAHHS ... . C. 103—104. URL: https://dspace.
univd.edu.ua/server/api/core/bitstreams/0dd2821b-1646-4d5c-965f-c20e08dc1479/content

(date accessed: 23.02.2023).

52 Topbenko B. O., iImutpies B. O., Inbuenko B. M., Poraziu C. B. Ta in. 3asHad. TBip.
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facts of theft of electricity as an indepen-
dent FEE subspecies of requires definition
of the object concept of the of this forensic
examination.

The foregoing makes possible to formu-
late the following definition: object of FEE
on the facts of electricity theft are material
and materialized sources of information that
contain data on inappropriate determination
of the amount of electricity consumption (dis-
tribution, transmission) and which electrical
experts investigate in order to find out the ac-
tual data and circumstances of the case (event)
that belong to the subject of this examination.

FEE facilities on facts of electricity
theft include:

1) means of commercial electricity me-
tering:

a) electricity metering devices;

b) measuring equipment (for exam-
ple: current measuring transform-
ers and voltage transformers);

2) documents that, on the basis of reg-
ulatory requirements, determine the
possibility of using means of commer-
cial electricity metering (for example:
protocols for parameterization of me-
tering devices, certificates of metro-
logical verification, acts of technical
verification of means of commercial
electricity metering);

3) annexes to relevant agreements, on
the basis and under the terms of which
electricity is consumed (transmitted,
distributed) (in particular: a single-line
scheme of electrical connection with
the designation of the parameters of
the elements of electrical networks,
act of delimitation of the balance own-
ership of electrical networks, proce-
dure for payments for electricity and
provision of relevant services);

4) actual (electrical) device metering ar-
rangement diagrams in the electrical
installation under research;

5) documents containing data on vio-
lations of RREM (act on violations of
RREM, annexes to it: schemes, des-
criptions of detected violations, de-
scriptions of detections of the facts of
influence on the operation of commer-
cial metering equipment, comments
of the parties, etc.);

6) materials of photo and video record-
ing of RREM violation detection;

7) devices withdrawn during the drawing
up of the act on violation of RREM or
during the investigative actions, for
which data are provided, which are
considered to be the grounds for re-
cording the event of occurrence (exi-
stence) of the influence of physical
fields, or for which there are doubts
about the possibility of their use to in-
fluence the compliance of electricity
metering with the investigated meter-
ing device during their operation;

8) log data of investigated metering de-
vice;

9) data of the load profile of metering
device under research;

10) documents containing data on the
consumer’s work schedule and indica-
tors of his activities in the production,
manufacture and release of products,
provision of services, etc.;

11) calculation of the volume of consump-
tion (distribution, transmission) of
electricity, calculation of electricity
losses in elements of power networks;

12) devices that have signs of displaying
the existence of pulsed or radio-fre-
quency electromagnetic radiation,
magnetic field, etc.

Regarding the last point, we should
note the following: determining the influ-
ence of physical fields on the compliance
of electricity accounting requires deter-
mining the force characteristics of the field
(voltage, induction, as well as the charac-
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teristics of changes in these values over
time: frequency), and under certain con-
ditions also in retrospect (when the field of
electromagnetic radiation or the magnetic
field is removed) such characteristics can
be found out indirectly; and does the elec-
tromagnetic field belong to the research
objects? Physics defines electromagnetic
field as a special type of matter that is not
felt by humans and which is invisible, ex-
ists independently of our consciousness,
does not require the presence of another
type of matter (environment), spreads both
continuously and discretely in the form of
photons with the speed of light in space,
free from substances: vacuum, a certain
part of whose physical values (according
to the principle of uncertainty) cannot be
precisely described (determined) at the
current level of science. Feature of the
electromagnetic field is the relationship
between the electric and magnetic com-
ponents, under which a changing electric
field can create a magnetic field and vice
versa. Unlike matter, an electromagnetic
field has no rest mass. At the same time,
electromagnetic field has energy (similar
to matter), is characterized by inert mass,
momentum (momentum), and moment of
momentum, i.e., those universal proper-
ties of matter that obey the general laws
of conservation and are due to the inde-
structibility and indestructibility of mat-
ter and its motion. The above proves that
the electromagnetic field belongs to the
material world, however (as a special type
of matter) it is characterized by the com-

plexity of conducting research, therefore,
knowledge of a specific electromagnetic
field (with certain parameters) in the FEE
based on the facts of electricity theft is
possible only indirectly through the action
on stationary electric charges and moving
electric currents by either measurements,
or by manifestations of the power char-
acteristics of its individual components:
electric and magnetic fields, that is, by the
results of the transformation of the ener-
gy of the electromagnetic field into other
types of energy (in particular, mechanical
and thermal) by the traces-reflections of
these events on studied objects.

It should be noted that the term: trac-
es-reflections is one of the main concepts
of forensic trace evidence research. Ac-
cording to methodology of trace evidence
research: “traces-reflections arise as a re-
sult of the interaction of two objects <...>:
one object forms a trace (the one that left
atrace) - the trace-forming object, the sec-
ond, perceives changes (on which the trace
was formed) - tracker Areas of the sur-
face of objects with which they come into
contact during the formation of a trace
are called contact surfaces, and the fact
of interaction is called trace contact” .
However, reflection traces also arise as
a result of non-mechanical interaction of
objects, as happens with physical fields
with certain force characteristics. Com-
plexity of researching physical impact of
electromagnetic and magnetic fields on an
electricity meter (especially based on an
event that took place in the past) requires

53 Mlemiteko B. 10., Konosasnosa B. O., Xypasens B. A., Ini6ko B. M., Jyauikos A. JI., Illes-

gyk B. M. KpuminHaiicTuka :

migpy4HuK / 3a pex. B. I0. IllemiTpka. 4-Te BUZ., mepepob.

i nomoB. Xapkis, 2008. C. 60. URL: https://law.sspu.edu.ua/files/documents/books/library/17/
shepitko.pdf (date accessed: 23.02.2023) ; Komiua B. B., Koniua H. B. KpuminaicTuyHa Tex-
HiKa, TAaKTUKa i MeToZMKa : HaBd. mocib. Ozeca, 2022. C. 41 ; Bonobyes A. ®., laupuina M. B.,
Imenko A. B. ta in. KpuMminaiictuka : nizpygsuk. Y 2 1. T. 1/ 3a 3ar. pez. A. . Boiobyesa,
P. JI. Crenanioka, B. O. ManspoBoi. XapkiB, 2018. C. 149. URL: https://dspace.univd.edu.ua/
server/api/core/bitstreams/1c71481e-5339-4203-a94d-5fcac8dfee32/content (date accessed:

23.02.2023).
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not only the solution of expert tasks for
traceable objects, but also the study of the
conditions under which these traceable
objects acquired fixed signs-reflections
of the impact event, that is, it is about the
peculiarity of the study of the conditions
of existence of electromagnetic and mag-
netic fields, the conditions of detection of
the event of influence of these fields on
the research object electricity metering
device, which providing for performance
of research according to situational tasks.
In this case, the object of research also
becomes the material situation of com-
mitting a criminal offense (electricity
theft) with expansion of the above list of
researched objects.

Conclusions

The “commodity” essence of electricity
as an object of civil rights with the corre-
sponding legal regime of property nature
in cases of crimes against property is con-
sidered. The results of expert studies in the
proceedings on theft of electricity are sum-
marized and the origins of these studies
from the general FEE tasks are determined.

The structure of areas of forensic re-
search into unaccounted for electricity
use was analyzed and the place of expert
research into cases of electricity theft in
FEE was determined.

The interrelationship between the
subject and the object of research and
tasks in forensic examination has been
studied. The topic and object of FEE were
determined based on the facts of electric-
ity theft.

Typical questions of forensic research
on the facts of electricity theft due to the
influence of electromagnetic radiation
on the electricity metering device are for-
mulated. According to the developed list
of typical questions in this area of expert

research, the principles of forming typical
lists of questions in other areas, depending
on the method of committing a criminal
offense of electricity theft, are laid down.
It is argued that the development of such
lists will contribute to the construction
of optimal investigative versions and the
effective conduct of investigative (search)
actions, will speed up the investigation of
cases of electricity theft.

IIpegmeT Ta 06’EKT CYZ0OBOT
€JIEKTPOTEXHIYHOi eKCIIepTU3H
y IPOBa/;KeHHAX PO BUKPaJeHHA
€JIGKTPUYHOI eHeprii
Cepeiil Pozanin

Mema cmammi — 3a 00nomo2oio y3azaio-
HeHHS Pe3yAbmamie eAeKmpomexXHidHIUX eKc-
nepmuux 00cAiOHceHb (30Kpemd, BUKOHAHUX
y HauyioHaavHOMy HAYKOBOMY UeHmpi «IH-
cmumym cydosux ekcnepmus3 im. 3aca. npog.
M. C. Bokapiyca» MiHnicmepcmea 0Cmuyii
VKpainu) i Komnaexcy 3a2aAbHOHAYKOBUX Md
cneyianvHux memodie (30kpema, popmans-
HO-N10214HUX, NOPIBHAHHA, AHANI3Y Tl CUHMe-
3y) 8usHauumu micuye excrnepmusu 3a ¢ak-
mamu eukpadeHHs enekmpoeHepeii  cy0osiil
e/leKMpOmexXHiuHill ekcnepmusi, copmynio-
samu nouamms npeomema i 06’ckma maxoi
excnepmua3u, ckaacmu nepeaik ii eudis. Ok-
pecaeHo nepcnekmusu po3sumky cydosot esex-
MpOMexHIYHOL eKcrepmu3u. Y3azaabHeHo pe-
3y1bmamu eAeKMpomexHIUHUX eKCepmHUX
docni0scets Y NposadHeHHAX NPO BUKPAJEHHS
enexkmpoenepeii. Jl06e0eHO HACTYNHUYMEO
YumMu  00CAIOHCEHHAMU 3A2ANbHUX 3aA80AHb
€y00801 enekmpomexHiuHoi ekcnepmusu. Ha
nidcmaei po3ensHymux okpemux meHOeHyill
81008020 2eHe3UCy 6 CYO08ill ekcnepmu3i eu-
C108/1eHO OYMKY NMpo Mo0aavluuil po3sUMOK
€y00801 eekmpomexHiuHol ekcnepmu3u. Pos-
2AAHYMO CMPYKMYPY HANPIMI8 eKCTIepmHUX
docniOsceHb HeobAIKO8AH020 BUKOPUCTIAHHS
e/lekmpoeHepeii Ma 6U3HAYEHO IXHE Micle
8 cucmemi Cy0o8UX eAeKMPOMeXHIYHIUX eKc-
nepmu3. 3axkaadeHo NPUHYUNU POPMYBAHHS
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MUN0BUX Nepeaikig NUMmaHv y cydosiil enek-
MPOMexHIYHIllL ekcnepmusi 3a @gakmamu
8UKpadeHHs eneKkmpoeHepeil 8i0nogidno 0Jo
CNocoby 64UHEHHA KPUMIHAABHOZ0 Npagono-
PYuUeHHS. 3a NOA0HEHHAMU 3A2AbHOL Meopil
cydogux ekcrepmu3 8U3HA4eHo npedmem ma
00’ckm cy0o80i eneKMpOMmexXHIiUHOL eKcTep-
musu 3a axmamu 6uKpadeHHs enekmpoe-
Hepeii. Cpopmyavosaro munosi numarHs 0o
excnepma y npogaditeHHsIX npo eukpadeHHs
eflekmpoeHepeii 6HACAI0OK 8NAUBY eNeKMpo-
MAZHIMHO20 BUNPOMIHIOBAHHS HA npuaad 0b-
Aiky. Ha npukaadi 4v020 nepeniky po3eAsiHymo
NPUHYUNL (QOPMYBAHHS MUNOBUX NepeniKie
NUMAHb 3a THIWUMU HAnpamamu 00caiddxeHsb
paxmie sukpadenHs enekmpoeHepeil 3a1exHHO
810 cnocoby 84UHeHHI KPUMIHAALHOZ0 NPA8o-
NOpyULeHHSL.

Kawuoei caoea: o6’ckm, npedmem,
3a80anHs, NUMAHHA CYD080L eneKmpormex-
HI4HOL eKxcnepmu3u 3a paxmami uKpadeH-
HS eNeKMpUUHOL eHepell; 8UKpAJeHHs e/eK-
mpoeHepzii; npuaad obAiKy elekmpoeHepeil.
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