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The purpose of this research paper is to use modern general and
special methods of scientific cognition to investigate the procedural
procedure for the formation of digital evidence based on open in-
formation from cyberspace in the context of evidence during crim-
inal proceedings and to substantiate possibility of forensic expert
research of cyberspace to obtain criminally relevant indicative and
evidentiary information in the form of a conclusion an expert It is
shown that computer data and electronic (digital) information are
synonymous and are divided into two groups: neutral that have
no significance for criminal proceedings, and criminally relevant,
which contain traces of an offense and data about persons, objects,
events, facts etc., which have indicative or evidential value. It has
been proven that cyberspace is a separate carrier of criminally rel-
evant electronic (digital) information, which under certain legal
procedures becomes a source of evidence in criminal proceedings.
Such information, transformed into a form accessible to process par-
ticipants, belongs to digital evidence. It is substantiated that inves-
tigative actions provided for by the procedural law are most often
unsuitable for searching for criminally relevant information from
open sources of cyberspace. It is argued that the main procedural
method of forming evidence based on computer data from open
sources of cyberspace should be conducting a forensic examination
of electronic communications, the object of which is the initial data
about the search object, cyberspace, and the subject - facts and infor-
mation about this object. object In this case, methodological princip-
les of the expert research are the intelligence tools of open OSINT
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databases, and for recording information, the recommendations of
the Berkeley Protocol, taking into account the current legislation of
Ukraine. Computer data extracted from open cyberspace sources ac-
quire probative value through the opinion of a forensic expert who
is a source of evidence.

Keywords: cyberspace; open sources of information; computer
data; digital evidence; forensic science; forensic expert conclusion.

Research Problem Formulation

Emergence of the Internet as a global net-
work has led to a qualitatively new level of
development of information services in
the world and has become a technological
basis for the general exchange of informa-
tion. Information resources are perhaps
the most important value for functioning
of modern society. Unfortunately, cyber-
space is also used for criminal purposes
as a means of committing offenses and as
a repository of criminally relevant infor-
mation, including evidence. Cyberspace
is an extraterritorial information territory
where global processes of social commu-
nications of an international nature take
place. Having emerged as a purely techni-
cal means of transmitting information, the
Internet (as a component of cyberspace)
has become an important social phenom-
enon that attracts attention of specialists
in various sciences, in particular the legal
one .

Cyberspace appearance has changed
the process of proof. Information ex-
tracted from ever-evolving electronic and

digital media has led to the emergence of
digital evidence. Taking into account the
requirements of the times, the Criminal
Procedural Code of Ukraine ? was amend-
ed in 2022: computer data was recognized
as a type of document as a source of evi-
dence (Art. 99) %. In procedural law, there is
no definition of the terms: computer data,
digital evidence, the order of their search,
review, fixation, extraction and storage
is not specified, which causes numerous
discussions among scientists, mistakes
during criminal proceedings in working
with digital information, non-recognition
of evidence based on it as admissible and
reliable in court proceedings. Thereby, in
modern conditions the question of using
digital information as evidence arises.
Sometimes such information is the only
way to achieve the goals of criminal pro-
ceedings. Definition of procedural source
of this type of evidence should be men-
tioned among relevant issues.

Practice demonstrates that forensically
significant information has not only traces
of computer crimes aimed at illegal inter-
ference with the operation of computers,

1 TersmaHn A. II., Aramanosa 0. €., Misam B. C. Ta iH. [IpaBoBe peTy/II0BaHHS BiJHOCHUH Yy Me-
pexi IuTepHert : MoHorpadis / 3a pex. C. B. I'tibka, K. B. Eppemoroi. Xapkis, 2016. C. 8. URL:
https://ndipzir.org.ua/archives/5224 (date accessed: 20.05.2024).

2 KpuMiHaJBHHUI NpoOIlecyaJpHUH KogeKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3miH. Ta f0-
rioB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 20.05.2024).

3 IIpo BHeceHH 3MiH 0 KprMiHaIBHOTO MPOIeCyalbHOTO KOZEKCY YKpaiHU Ta 3aKOHy YKpai-
HU «IIpo eJleKTPOHHI KOMYHIKalii» MO0 MiABUINeHHT e(DeKTUBHOCTI OCYZ0BOTO PO3CIiLy-
BaHHS «3a rapsiuuMU CJIiZlaMu» Ta IPOTUAII Kibeparakam : 3akoH Vkpainu Bizg 15.03.2022 p.
Ne 2137-IX. URL: https://zakon.rada.gov.ua/laws/show/2137-20#n11 (date accessed: 20.05.2024).
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computer programs, networks, unautho-
rized modification of computer data, etc.,
but also any computer data about illegal
socially dangerous actions, which contain
not only physical media, but open sour-
ces of cyberspace (websites, messengers,
social networks, etc.). Well-known Berke-
ley Protocol, developed for research on
open digital sources, states that informa-
tion they contain is publicly available, any
member of the public can view, purchase
or request it without requiring special le-
gal status or permission for unauthorized
access *.

It should be noted that information ar-
ray of open sources of cyberspace is effec-
tively used in a non-procedural form with-
in the framework of operational-search
activities as a kind of proactive operatio-
nal search °. In foreign law enforcement
practice, the so-called Forensic Intelligence
is also used, one of the tasks of which is to
search for information from open sources
of the Internet °. At the same time (despite
rapid development of information ex-
change processes in cyberspace), a num-
ber of legal issues remain unresolved in
the domestic practice of investigating
criminal offenses regarding the possibil-
ities and features of searching and recor-
ding, the use of information from open
sources of cyberspace in criminal proce-
dural evidence.

Article Purpose

Investigate the procedural procedure for
the formation of digital evidence based
on information from cyberspace, access
to which is not limited, in the context of
evidence during criminal proceedings
and substantiate the possibilities of foren-
sic examination of cyberspace to obtain
criminally relevant orienting and eviden-
tiary information in the form of forensic
expert conclusion.

Research Methods

The methodological basis of the research
is modern general and special methods
of scientific knowledge. Theoretical ana-
lysis and synthesis (induction, deduction,
comparison, analogy, abstraction, clas-
sification) were used for research and
generalization of materials from literary
sources, the authors’ positions on certain
issues related to the subject of research;
the system-structural method contributed
to the consideration and isolation of the
concepts of information technology in the
process of proof, formal legal: disclosure
of specifics and criteria for conducting in-
vestigative actions and forensic examina-
tions. These methods are used as interre-
lated and complementary contributed to
research completeness and the validity of

4 Berkeley Protocol on Digital Open Source Investigations / Human Rights Center, Un. Nat. Hu-
man Rights Office of the High Commissioner. New York and Geneva, 2022. P. 8. URL: https://

www.ohchr.org/sites/default/files/2024-01/OHCHR _BerkeleyProtocol.pdf

20.05.2024).

(date accessed:

5 Bosommua M. O., Illenapuk B. B. Cy4acHi crioco6u omiepaTHBHOIO IOUIYKY IePBUHHOI Ollepa-
THUBHO-PO3ILYKOBOI iHdopMarii mizposginaMmu KpruMiHanbHOI moinii. ITi860eHHOYKpATHCLKUIL
npasnudutl yaconuc. 2019. Ne 4. 4. 1. C. 14. DOI: 10.32850/sulj.2019.4.1.3 (date accessed:

20.05.2024).

6 Ribaux O., Baechler S., Rossy Q. Forensic Intelligence and Traceology in Digitalized Environ-
ments: The Detection and Analysis of Crime Patterns to Inform Practice / Handbook of Secu-
rity. Ed. by M. Gill. 3" ed. 2022. Pp. 91—94. DOI: 10.1007/978-3-030-91735-7_47 (date accessed:

20.05.2024).
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formulated scientific conclusions and pro-
posals.

Analysis of Essential Researches
and Publications

The problems of collecting, research-
ing and using electronic (digital) infor-
mation, computer data, and digital evi-
dence during the pre-trial investigation
of criminal offenses were studied by:
H. Avdieieva, P. Antoniuk, N. Akhtyrska, S.
Honhalo, A. Hutnyk, M. Hutsaliuk, V. Dy-
ntu, A. Kovalenko, I. Kraskova, O. Krytska,
T. Matiushkova, A. Novytskyi, O. Malak-
hova, Ya. Naidon, Yu. Orlov, D. Pashniev,
0. Samoilenko, A. Skrypnyk, Ye. Skulysh,
0. Starenkyi, A. Stolitnii, I. Titko, O. Tor-
bas, V. Uvarov, Ye. Khyzhniak, D. Tsekhan,
S. Cherniavskyi, V. Shkolnyi and others. In
forensic publications, attention is usually

focused on obtaining computer data as
traces of a crime and on their transforma-
tion into digital evidence during the inves-
tigation of offenses committed most often
with the use of computer technologies (cy-
bercrimes) ’. Traces of offenses left in the
memory of computers, tablets, telephones
and other devices and discovered during
the inspection and search are sent for
a computer-technical examination. In this
case, only the amount of computer data
contained in media that has entered the
orbit of the investigation as material evi-
dence or appendices to the protocols of in-
vestigative (search) or confidential investi-
gative (search) actions is subject to search,
extraction and investigation. Therefore,
they are developing recommendations
for the review of these computer equip-
ment. In addition, there is a tendency
among domestic scientists to adapt the old

7 Binoycos A. C. KpuMiHamicTUYHUE aHai3 00'EKTIB KOMITIOTEPHUX 3JI0YUHIB : JUC. ... KAH/.

0puj. Hayk. 3amopixcks, 2008. 245 c. ; Bopucosa JI. B. TpaHcHaI[ioHaIbHI KOMITIOTEPHI
3JIOYMHU K O0€KT KPUMIHAJIICTUYHOTO JOCHI/PKEHH : JUC. ... KaHJ. Iopuj. Hayk. Kuis,
2007. 217 c. ; Tynamiox M. B., TaBroBchkuii B. [I., XaxaHoBcbkul B. I. Ta iH. BukopucTaHHa
€JIeKTPOHHUX (IU(PPOBUX) Z0KA3IB y KPUMIiHAJIPHUX IIPOBA/PKEHHSAX : METOJ,. pPeK. / 3a 3ar.
pea. O. B. KopHetika. Kuis, 2020. 104 c. ; Jypb6a A. I. OcobnuBocTi npesMeTa JOKa3yBaH-
Hs y CIIpaBax IIPO KOMITIOTEPHI 3JI0YUHU : JUC. ... KaHZ. I0pUJ. HayK. Xapkis, 2008. 191 c. ;
Muxanpuyk T. B. BukopucTanHsa iHpopManii, OTpUMaHOi TeJeKOMYHIKAIIHHUM IIJISIXOM,
V PO3CJIiJyBaHHi 3JI0YMHIB : AUC. ... KaHJ. I0puJ. Hayk. Kuis, 2009. 222 c. ; MoTax O. I. ITu-
TaHHS MeTOAWKHU PO3CIiAyBaHHS 3JI0YMHIB y cbhepi iHGOpMAI[ITHUX KOMITIOTEPHUX TeX-
HOJIOTiH : AuC. ... KaHJ. lopuA. HayK. Kuis, 2005. 218 c. ; Byty3os B. M., I'aBroBcekuii B. /1.,
Cxkanosy6 JI. II., Ckynumn €. /1., Tirynina K. B., Pomaniok B. B. OpranisarjifiHo-paBoBi Ta
TaKTUYHI OCHOBU IIPOTHUZII 3MI0YMHHOCTI ¥ cdepi BUCOKUX iHPOpMAIiHUX TEeXHOJOTIH :
HaBd. n1ocib. / 3a pez. B. B. Pomanioka, €. /. Ckynuina. Kuis, 2011. 404 c. ; [Taramapuyk JI. I1.
KpuMinanicTudHe 3a0e3ledeHHs PO3CIiZyBaHHS HE3aKOHHOTO BTPYYaHHS B POOOTY eJek-
TPOHHO-00UMCIIOBAHNX MalIVH (KOMITIOTEPiB), CUCTEM Ta KOMITIOTEPHUX MEpeX : AUC. ...
KaHJ. Iopuz. Hayk. Kuis, 2004. 217 c. ; CamoiineHko O. A. OCHOBU MeTOAUKU PO3CIiZyBaH-
Hs 3JI0YUHIB, BAUMHEHUX y KibeprpocTopi : MoHorpadis / 3a pezs. A. @. Bomobyesa. Ogeca,
2020. 372 c. ; Tenmuupkuii b. B., Illapati JI. I., Koanbos K. M., Kyspmin C. A. Ta iH. 37104uHI
y chepi BUKOPUCTAHHS eJeKTPOHHO-OOYUCIIOBAIBHUX MAIIWH (KOMITIOTEPIiB), CUCTEM Ta
KOMITIOTEPHUX MEPeX i MepexX eJeKTPO3B’sI3Ky: CIeliaJbHi MUTaHHS KBajidikariii, mpose-
JeHHS CNiguux (PO3LIyKOBUX) i, IPU3HAUYE€HHS KOMITIOTEPHO-TEXHIYHUX CYZOBUX eKCIIep-
TH3 : HayK.-IPakKT. mmocib. Kuis, 2019. 168 c. ; Terutuipkuii B. B. TexHiKO-KpUMiHATICTUIHE
3abe3redeHHs PO3CIIilyBaHHS 3JI09MHIB ¥ c(pepi BUKOPHUCTAHHS €JIeKTPOHHO-00YNCITIOBAIIb-
HUX MallH (KOMITIOTEpiB), CUCTEM Ta KOMITIOTEPHUX MEPEX i Mepex eJIeKTPO3B'SI3Ky :
JUC. ... KaHZ. Iopuz. HayK. Kuis, 2021. 268 c. URL: https://elar.naiau.kiev.ua/server/api/core/
bitstreams/02fela3e-438b-4f1c-8800-3e745db75e8b/content (date accessed: 20.05.2024).
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recommendations on visual inspection to
the new conditions of technology devel-
opment. At the same time, attention is fo-
cused not on methods of extracting infor-
mation, but on the procedure of recording
the inspection of the relevant devices in
the protocol, their sealing and transpor-
tation. Unfortunately, the procedure for
identifying, recording, and extracting
information from cyberspace, access to
which is not limited and its use in crimi-
nal proceedings remains an understudied
issue in criminology and not regulated by
criminal procedural legislation.

Taking into account the criminogenic
trends in the field of electronic information
technologies, the constant development of
technical electronic (computer) tools, soft-
ware, gaps and contradictions in the legis-
lation governing this sphere of public rela-
tions, issue of developing new and updating
existing forensic methods for collecting
digital evidence needs to be addressed.
One of the relevant areas of research is the
development of recommendations for the
search for criminally relevant electronic
(digital) information from open sources of
cyberspace, its fixation and seizure for fur-
ther use in evidence during pre-trial inves-
tigation and consideration of a criminal
case in court.

Main Content Presentation
For revealing specifics of searching and

using information from open sources of
cyberspace during the investigation of

criminal offenses, we will briefly con-
sider the main concepts related to this
process: computer data, electronic (digital)
information, media, traces of offenses, digi-
tal evidence, procedural means of collecting
digital evidence.

Scientists define information in the con-
text of crimes committed using computer
technologies as virtual, digital, electronic,
electronic-digital, machine, binary, comput-
er one, etc. The lack of a single established
term is not a key problem in this field, al-
though it certainly has significant scientific
and practical significance. I order to clarify
this concept, let’s refer to the legislation. The
laws of Ukraine and international regula-
tions provide the following definitions:

+  “information is any information and/
or data that can be stored on tangible
media or displayed electronically”8;

- data is “information submitted in
a form suitable for its processing by
electronic and means”®;

-« “digital content (electronic (digital)
information) — any information or
data in electronic (digital) form con-
taining objects of copyright and/or re-
lated rights and can be stored and/or
distributed in the form of one or more
files (parts of files), records in a data-
base on storage devices of computers,
servers, etc. on the Internet” 1%;

« computer data is “any representation
of facts, information or concepts in
a form that is suitable for processing
in a computer system, including a pro-
gram that is suitable to cause a com-

8 TIlIpo indopmariio : 3akoH YKpainu Big 02.10.1992 p. Ne 2657-XII (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/2657-12#Text (date accessed: 20.05.2024).

9 [IIpo eneKTPOHHI /[JOKYMEHTH Ta €JeKTPOHHUIU [OKyMeHTOoOoOir :

3akoH YKpalHU Bifj

22.05.2003 p. Ne 851-1V (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/851-

15#Text (date accessed: 20.05.2024).

10 IIpoaBTOpCHKe IpaBo icyMixHi mpasa : 3akoH Ykpainu Big 01.12.2022 p. Ne 2811-IX (3i 3MiH. Ta
pomos.). URL: https://zakon.rada.gov.ua/laws/show/2811-20#Text (date accessed: 20.05.2024).
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puter system to perform a particular
function” 1.

The analysis of the given wording gives
reason to believe that the terms informa-
tion and data, electronic (digital) information
and computer data are used synonymous-
ly. It should be noted that computer data
or electronic (digital) information contain
both meaningful (facts) and executive (per-
formance of functions) components. In ad-
dition, the peculiarity of computer data is
that the need to interpret information for
human perception is inherent in their na-
ture: they are by definition encrypted with
a binary (digital) code and in their original
form can only be read by computer equip-
ment. However, this essential difference
between computer data and analog data is
leveled by the fact that the means on which
they are stored decode information into an
audiovisual form familiar to human per-
ception (such as text, image, photo, sound,
video, etc.).

Any computer data can be differen-
tiated into two groups according to the
content and meaning for the criminal
proceedings process. The first group con-
sists of offense-neutral information that is
not relevant to criminal proceedings. Cy-
berspace and modern physical computer
storage media contain a significant num-
ber of files of different formats and sizes
at the same time, among which only a few
can relate to a particular criminal offense.
Therefore, the second group consists of
criminally relevant electronic (digital) in-
formation containing:

a) data on known or wanted persons, or-
ganizations, enterprises, terrain, vehi-
cles and other objects, events, facts,
etc., that have indicative or evidentiary
value in criminal proceedings;

b) traces arising at the stages of pre-
paration, commission or concealment
of the offense.

In forensic literature, there are numer-
ous definitions of electronic (digital) traces
as the results of illegal activity, the authors
of which emphasize their various features.
Thus, A. Kovalenko understands electronic
(digital) traces of a criminal offense as com-
puter data that were formed or changed in
the memory devices of electronic comput-
ing equipment as a result of user actions
related to the commission of a criminal of-
fense 2. The author draws attention to the
forensic nature of traces as changes that
occurred as a result of a criminal offense.
H. Avdieieva and S. Storozhenko write that
electronic digital traces are material invis-
ible traces that can be detected, recorded
and studied with the help of digital electron-
ic devices and that contain any forensically
significant information (information, data)
recorded in an electronic digital form on
material media. At the same time, electron-
ic or digital devices are considered material
carriers: telephones, smartphones, com-
puters, portable geolocation devices (GPS,
Glonass), digital cameras, video recorders,
web cameras, network routers, payment
systems, etc.”®. The authors emphasize that
traces of offenses are contained exclusively
on electronic (digital) devices. A. Skrypnyk

11 KouBeHIis mpo Kibep3nounHHICTS : nputinata Kom. minicTpis Pagu €sponu 08.11.2001 p. ;
parudik. 3axoHoM Vkpainu Biz 07.09.2005 p. Ne 2824-IV (3i 3min. Ta sonos.). URL: https://
zakon.rada.gov.ua/laws/show/994_575#Text (date accessed: 20.05.2024).

12 Kosajenko A. B. [IOHATTS Ta CyTHICTb eJIEKTPOHHUX (IUPPOBUX) CIiZiB KPUMIHATHHOTO IIpa-
BOTIOpYILEHHs. BicHuk JIy2aHcbkozo OepaicasHozo yHigepcumermy sHympiHix cnpag im. E. O. Jlido-
petka.2022. Bum. 4 (100). C. 230. DOI: 10.33766/2524-0323.100.226-236 (date accessed: 20.05.2024).

13 ABgeena I. K., Cropoxkenko C. B. EJeKTpOHHI cifiy : HOHATTS Ta BUAU. Tam camo. 2017.
Bum. 1 (77). C. 170. URL: https://luhbulletin.dnuvs.ukr.education/index.php/main/issue/

view/44/42 (date accessed: 20.05.2024).
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believes that an electronic-digital trace is
any forensically significant computer in-
formation, that is, information (messages,
data) recorded in electronic-digital form on
a physical medium or transmitted through
communication channels using electro-
magnetic signals '*. The last definition
seems to us to be more accurate, as it im-
plies the presence of criminally relevant
information not only on the usual carriers
that can be visually observed.

In our opinion, a separate carrier of
criminally relevant electronic (digital)
information belongs to cyberspace — an
information environment in which infor-
mation is in the form of symbols, images,
signals and which are intended for the
transfer of information in space and time.
The legislator defined: “cyberspace is an
environment (virtual space) that provides
opportunities for communication and/
or implementation of social relations,
formed as a result of the functioning of
compatible (connected) communication
systems and the provision of electronic
communications using the Internet and/
or other global data transmission net-
works” . According to the US National
Security Systems Committee’s glossary,
cyberspace is an interdependent network
of information technology infrastructures

that includes the Internet, telecommuni-
cations networks, computer systems, and
embedded processors and controllers in
critical industries *.

From the forensic standpoint, cyber-
space is a repository, sphere of existence
of forensically significant information,
which under certain legal procedures be-
comes the basis for sources of evidence
in criminal proceedings. O. Samoilenko
calls it an axiom that traces of crime in cy-
berspace are reflected simultaneously in
many hardware of computer equipment,
computer network or telecommunication
network, telecommunication network Y.
According to D. Tsekhan, cyberspace
means a new technical and social environ-
ment created on the basis of high informa-
tion technologies and combines personal
computers into an Internet network *.

The peculiarity of cyberspace is due
to the following factors: supranational
and decentralized nature, the absence of
a single organization that would fully co-
ordinate and control its functioning; tech-
nological insecurity, open communication
environment; the possibility of anony-
mous activity in computer networks,
simplified user registration procedures,
almost complete absence of reliable per-
sonal identifiers . In characterizing the
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CkpunHuk A. B. BukopucranHs iHhopMaIiii 3 eIeKTPOHHUX HOCIIB y KpUMiHaIBHOMY IIpOIie-
CyaJIbHOMY [JOKa3yBaHHi : JucC. ... A-pa Pinoc. y ramxysi npasa. Xapkis, 2021. C. 74.

ITpo ocHOBHI 3acazy 3abesnedyeHHs Kibepbesneku Vkpainu : 3akoH Ykpainu Biz 05.10.2017 p.
Ne 2163-VIII (3i 3miH. Ta fomoB.). URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text (date
accessed: 20.05.2024).
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essence of cyberspace, two main compo-
nents can be distinguished.

The first is information and technolo-
gical space containing the Internet with its
resources (Internet of Things (IoT) and ser-
vices, the second is a social space with users
who communicate in.

Information in cyberspace exists in
a qualitatively different dimension, rad-
ically different from analog. In contrast
to carrier objects, which can be visually
observed and whose identification fea-
tures (name, type, brand, model, etc.)
can be determined, cyberspace does not
have such features. Instead, computer
data has certain fixed characteristics,
such as volume (size), format (type of
information), location information (lo-
cation details), time (creation, modifica-
tion, use, destruction), etc. Information
can be recorded with an indication of its
data: website name, page, social network,
time of discovery, etc. Note that a fea-
ture of computer data is their separation
from the medium. That is why copying
information from cyberspace leads to
a change in the medium, but at the same
time the data remains unchanged.

It is quite obvious: in order for comput-
er data to be used as evidence in criminal
proceedings in the future, they should be
obtained in accordance with the procedural
law. The need to use electronic (digital) infor-
mation in proof in turn gave rise to the term
digital proof. According to Clause 3.5 of the
International Standard ISO/IEC 27037:2017,
digital evidence is “information or data sto-
red or transmitted in binary form that can
be referred to as evidence” . Leading Wes-
tern European scientists in the field of cy-
ber security consider electronic evidence
(English: Electronic Evidence) as any infor-
mation that is created, stored or transmit-
ted in digital form, which can later be used
as evidence *. Domestic scientists under-
stand digital evidence as actual data that
is presented in digital (discrete) form and
recorded on any type of medium and that,
after processing by a computer, becomes
available for human perception . Without
going into a long scientific discussion, we
note that concept lack of digital evidence in
criminal proceedings gives rise not only to
different interpretations of it by lawyers, but
to an ambiguous approach to it in judicial
practice =.
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Despite existing problematic situa-
tion, the legislator provided a certain list
of investigative actions aimed at forming
sources of evidence, the content of which
is electronic (digital) information. Thus,
according to the Criminal Procedural
Code of Ukraine: computer data can be
discovered in case of temporary access to
electronic information systems, computer
systems or their parts, mobile terminals
of communication systems (Article 160),
search (Article 236), inspection (Article
237), removal of information from power
networks: communication (Article 362) or
information (Article 363); during proce-
dural actions, complete copying of infor-
mation from objects of inspection, search,
access is allowed; based on the results of
procedural actions, sources of evidence
are formed: material evidence (Article 98)
or documents (Article 99); if necessary,
to identify criminally relevant informa-
tion, a computer-technical examination
is appointed (Article 242) regarding seized
material evidence or information carri-
ers, which are appendices to the protocols
of investigative and covert investigative
(search) actions (Article 105)%. Analy-
sis of the mentioned procedural actions
shows that not all of them can be applied
to search for criminally relevant informa-

tion from open sources of cyberspace: for
example, only information transmitted
using relevant networks can be removed,
and based on the results of copying infor-
mation during inspection, search, tempo-
rary access, remove only those computer
data contained in electronic means (Arti-
cles 160, 236, 237, 362 and 363 of Criminal
Procedural Code of Ukraine) .

Within the framework of tradition-
al approach, it is possible to directly dis-
cover information necessary for investi-
gation from open sources of cyberspace
in a procedural way only in the case of
inspection or search during the search of
enabled computer facilities. The review
of computer data is carried out: a) at the
scene of the incident as part of the review
of computer facilities; b) as a separate in-
vestigative action during the examination
of the same means seized as physical evi-
dence; c) during the review of information
copied on a specially prepared medium,
which is an appendix to the protocol of
the corresponding investigative action.
Literary sources provide detailed recom-
mendations on the investigative review
of computer data, aimed at familiarizing
with publicly available Internet resour-
ces *, extracting information from the
cloud environment ¥, reviewing web pa-

24 KpuMiHaJIbHUH pollecyaabHUM Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

25 KpuMiHaJIBHUH poIlecyaabHUM Kogekce ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

26 Kopasenko A. B. Opranisaljis i TaKTHKa IIPOBeAEHHS Oy KOMITIOTEPHUX JaHUX. Hay-

27

Kosuil gicHuk XepcoHcvkozo OepacasHozo yHigepcumemy. Cepis FOpuduuni Hayku. 2023. Bu. 4.
C. 55. DOI: 10.32999/ksu2307-8049/2023-4-9 (date accessed: 20.05.2024).

I'yrauk A. B., Xurpa A. fI. KpuMiHaibHI IIpoIecyaslbHi Ta KPUMIiHAJIICTHYHI OCHOBU BU-
KOPHCTaHHS eJIeKTPOHHUX JOKYMEHTIB y ZOKa3yBaHHi : Koj. MoHOrp. JIpBiB, 2022. C. 134.
URL: https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%8
2%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%B-
C%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.
pdf (date accessed: 20.05.2024).
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ges %, searching in social networks and by
IP addresses *, etc. It is worth noting that
such an inspection is admissible, since
obtaining information from electronic in-
formation systems or their parts, access to
which is not limited by their owner (ow-
ner, holder) or is not related to overcom-
ing the logical protection system, does not
require the permission of the investigating
judge (Article 264 of Criminal Procedural
Code of Ukraine) .

We believe that during an inspection or
search, ability to search for computer data
in cyberspace from open public sources
of information is limited and depends on
two aspects. In a simple situation, when
you need to familiarize yourself, for ex-
ample, with an open web page on a device
that is turned on, the review is quite ac-
ceptable. In complex situations, when the
source data on the search object is limi-
ted, the information that can be found in
cyberspace and its volume are unknown,
such a review is impractical. This is due
to the following factors. Firstly, search for
information in open sources involves the
use of various special software tools and
a certain research method: identification
of certain information content based on
primary information, analysis of newly
obtained information, clarification of ad-
ditional information, search again based
on new data, analysis of additional infor-
mation discovered, comparing it with pre-

vious information, etc. * This procedure
can be repeated multiple times to obtain
useful information. At the same time, in-
vestigative review involves conducting
operations, actions and perception of the
obtained results that are understandable
to all participants of the investigative ac-
tion. However, manipulations that, in the
case of searching for information, are car-
ried out by a specialist during the review
of computer data on the basis of specific
expertise using technical and software
tools %, are not obvious and are most-
ly inaccessible to other participants of
the investigative action. Secondly, review
(search) of data in cyberspace, taking into
account the procedure described above,
can take a lot of time (several hours, days
or weeks) and exceed the reasonable peri-
od of investigation. In addition, in order to
record the search for computer data, it is
recommended to carry out continuous vid-
eo recording of the device screen *, that is
appropriate only for the first of mentioned
situations. Thirdly, if the search is carried
out from an electronic device: physical ev-
idence that is examined, then intervention
in its information structure irreversibly
changes initial computer data.

Performed analysis shows that estab-
lished paradigm of the criminal process
of dealing with computer data consists in
the search, discovery and transformation
of electronic (digital) information into

28 Mamnaxosa O. B. /lo nuTaHHS OMISIAY CTOPOHAMU KPUMIiHAJIBHOT'O IIPOBAKeHHS 3MicTy IH-
TepHeT-CTOPIHOK. BiCHUK KpUMIHAAbHO20 cydouuncmea. 2017. Ne 2. C. 65. URL: https://vkslaw.
knu.ua/images/verstka/2_2017_Malahova.pdf (date accessed: 20.05.2024).

29 T'ymamniok M. B., I'aBnoBcekuii B. [I., XaxanoBcekui B. I Ta iH. 3aszHad. TBip. C. 34—37.

30 KpuminainbHUH IporecyaabHUH Kogekc ... . URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 20.05.2024).

31 Topbac O. 0. OSINT mpu posciiZyBaHHI KPUMiHATBHUX IIPABOIIOPYLIEHD : MiApyIHUK. Ofeca,
2024. C. 64—81. URL: https://dspace.onua.edu.ua/server/api/core/bitstreams/106c5467-2afb-
4055-a0fb-3a500102db9c/content (date accessed: 20.05.2024).

32 Tynantok M. B., T'aBnoBcbkuit B. [l., XaxanoBcbkuil B. I. Ta iH. 3a3Ha4. TBip. C. 20—40.

33 Komasenko A. B. Opranisariis i TakTuka ... . URL: https://lj.journal.kspu.edu/index.php/lj/article/

view/393/361 (date accessed: 20.05.2024).
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analog, for which a traditional review is
applied. These actions are aimed at find-
ing and extracting computer data from
media: electronic devices that can be vi-
sually perceived: personal computers, lap-
tops, tablets, flash drives, phones, etc. The
specificity of the “digital assistance” of the
involved specialist in the search for infor-
mation is that, due to objective reasons,
he carries out most of the actions covert-
ly, thereby actually replacing the inves-
tigator in the main, cognitive part of the
investigative (search) action. Changes to
the procedural law related to the introduc-
tion of computer data are mainly limited
by the rules of careful description of tech-
nical means, programs for the extraction
and storage of computer data as a type of
document or physical evidence. However,
search for information from open sources
of cyberspace does not correspond to the
given paradigm.

Foreign researchers point out that
within the scope of digital forensics, the
complete extraction and preservation of
all information that could potentially be-
come evidence is impossible: for exam-
ple, for social networks due to their highly
dispersed nature, huge sizes and shared
ownership of data. In addition, the process
of searching for data in social networks is
inherently iterative (repetitive), manual
search in them is impossible and therefore
requires the development of special auto-
mated methods **. In connection with the
emergence of new types of evidence, the
protocol: On the expansion of cooperation

and disclosure of electronic evidence, adopt-
ed by the Council of Europe (2022), states
that not only substantive criminal law (ac-
cording to new offenses), but criminal pro-
cedural law should be improved law and
methods of investigation **. Thereby the
present time requires introduction of new
approaches to the process of proof using
computer data contained in open sources
of information in cyberspace.

Based on the above, we believe that
the main procedural way to form evidence
based on computer data from open sourc-
es of cyberspace should be to conduct
a forensic examination. During transition
to digital investigation, the objects of the
expert’s research should determine:

a) initial search information about the
object, information about which
should be found, provided by initia-
tor of forensic examination;

b) cyberspace as a repository of crim-
inally relevant computer data con-
taining both evidential and indica-
tive information about an object that
is relevant to criminal offense inves-
tigation.

It would seem that this approach dif-
fers from the traditional one, according to
which the expert is provided with material
or materialized objects for research, which
are fixed in the case materials, provided
by the criminal procedural law as sources
of information *. However, firstly, cyber-
space functions on the basis of compatible
(connected) communication systems that
have a material origin; secondly, as stip-

34 Arshad H., Omlara E., Abiodun I., Aminu A. A Semi-Automated Forensic Investigation Model
for Online Social Networks. Computers & Security. Oct 2020. Vol. 97. Art. 101946. P. 3. DOI:
10.1016/j.cose.2020.101946 (date accessed: 20.05.2024).

35 Convention on Cybercrime. Protocol on Xenophobia and Racism. Second Protocol on En-
hanced Co-operation and Disclosure of Electronic Evidence. Council of Europe. April 2022.
Art. 1. URL: https://www.bmeia.gv.at/fileadmin/user_upload/Vertretungen/OEV_Strassburg/
Dokumente/Cybercrime_-_Rechtstexte.pdf (date accessed: 20.05.2024).

36 CimakoBa-€dpemsaH E. B. KoMIIeKCHi CyZ0BO-eKCIIepPTHI JOCHIKeHH: Teopis Ta IpaKTU-

Ka : MoHoTrpadis. Xapkis, 2016. C. 147.

20


https://doi.org/10.1016/j.cose.2020.101946
https://doi.org/10.1016/j.cose.2020.101946
https://www.bmeia.gv.at/fileadmin/user_upload/Vertretungen/OEV_Strassburg/Dokumente/Cybercrime_-_Rechtstexte.pdf
https://www.bmeia.gv.at/fileadmin/user_upload/Vertretungen/OEV_Strassburg/Dokumente/Cybercrime_-_Rechtstexte.pdf

Mykhailo Shcherbakovskyi. Open Sources of Cyberspace as Objects
of Forensic Research. DOI: 10.32353/khrife.2.2024.02

ulated by the legislator, the objects of fo-
rensic examination are “phenomena and
processes” ¥ that take place, in particular,
in cyberspace; thirdly, no objections to the
expert examination of such an object will
arise if the expert is provided with a medi-
um on which, during examination, all in-
formation available at a specific moment
in cyberspace regarding the subject of the
investigation is copied. However, research
by International Data Corporation (IDC)
indicated that in 2020, a huge amount of
data was expected to be created and used
worldwide: 44 zeta bytes (44 x 10%) *. It is
clear that, from a technical point of view,
it is impossible to have a separate remov-
able medium that would contain the entire
volume of cyberspace information.

The situation considered is similar to
the purpose of the examination, when the
object to be examined cannot be directly
provided to forensic expert. In this case (in
accordance with the Law of Ukraine: On
Judicial Examination ¥ and the Instruction
on the appointment and conduct of foren-
sic examinations and expert studies *°), the

examination initiator provides access to
the object for forensic expert. In the case
of cyberspace, the examination initiator,
in addition to the initial data, indicates the
object of research available to forensic ex-
pert without its usual direct provision.
According to existing system of foren-
sic examinations, computer data is exami-
ned by a computer forensic science or
electronic communications examination.
We believe that computer forensic science
cannot explore cyberspace, as the expert
analyzes limited information that is physi-
cally located on the tangible object provid-
ed by the initiator to forensic expert: PCs;
laptops; tablets; disks, flash drives, mobile
phones and other digital information car-
riers *. The topic of computer forensic
science is limited to the facts regarding
the technical condition and information
in electronic media * provided for re-
search. In our opinion, search and discov-
ery of evidentiary information from open
sources in cyberspace should be carried
out within the scope of electronic com-
munications expertise and its new type:
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informational one. V. Korshenko calls cy-
berspace a variety of information objects
of electronic communications expertise,
containing information in database for-
mats, registration files, audio, video, text
and other formats, which is on physical
media and which is received, processed
and transmitted using telecommunication
means, systems and networks “. The
subject of the examination of electronic
communications can be defined as facts,
information about the objects of search:
known persons, if personal data is provid-
ed, or unknown persons, if there is only an
image of the appearance, as well as about
vehicles and other objects, areas of land
or buildings, about organizations, con-
nections between them and other data.
It is appropriate to choose OSINT (Open
Source Intelligence) open database intelli-
gence search tools as the methodological
basis of expert research, and for recording
information, recommendations set forth
in Berkeley Protocol, taking into account
current legislation *. At the same time,
a feature of expert research is not only the
search for information by key features,
but also monitoring, i.e., viewing specif-
ic content over a certain period of time.
Obtained computer data can become the
source material for the further conduct

of other forensic examinations, portrait,
photo-technical, linguistic, in the field of
intellectual property, etc.

Conducting research on open public
sources of cyberspace is especially rele-
vant during the war in Ukraine in order
to find out the circumstances of violation
of the laws and customs of war, identify
invaders, prove the facts of collaboration,
treason, and propaganda of war *. An
illustrative example of the possibility of
obtaining important information about
the object of search in cyberspace is the
results of the OSINT section of the Infor-
mation Resistance group, whose special-
ists found out the data of a Russian war
criminal, a senior sailor, a machine gun-
ner who fights in the Zaporizhzhia direc-
tion: his name, postal address, passport
number, personal phone numbers, e-mail
address, pages in social networks “.

Conclusions

Cyberspace is a carrier of criminally rel-
evant electronic (digital) information that
is in open sources. Such information or
computer data, transformed into a form
accessible to the participants of criminal
proceedings, belong to digital evidence.
The main procedural way of forming ev-

43 KopmreHko B. A. TeopeTn4Hi Ta METOANYHI OCHOBY CYZ0BOI TeJIeKOMYHIKaIiHOI eKcIiep-
THU3Y : aBTOped. AUC. ... KAHJ.. I0puJ. HayK. XapkiB. 2017. 22 c. URL: https://dspace.univd.

edu.ua/server/api/core/bitstreams/ae3bf4b6-9291-451f-bc4c-cch5091a79e8/content

accessed: 20.05.2024).

(date

44 Topbac O. O. 3asuau. TBip. C. 51—53, 65—99. URL: https://dspace.onua.edu.ua/server/

api/core/bitstreams/106¢5467-2afb-4055-a0fb-3a500102db9c/content

20.05.2024).

(date accessed:

45 Ragni Ch. Digital Evidence in international Criminal Proceedings and Human Rights Chal-
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lenges. Law in the Age of Modern Technologies : International Scientific Conference on Inter-
national, EU and Comparative Law Issues. Nov 2023. Art. 7:1—16. Pp. 5—6. DOI: 10.25234/
eclic/28255 (date accessed: 20.05.2024).

Boroe Ha 3anopispkoMy HanpsaMmky: OSINT-cexnii rpynu «IC» BCTaHOBMJIA JJaHI BOEHHO-
ro 3joumHI / IHGopmaniiiHuil cupotuB. 07.05.2024. URL: https://sprotyv.info/news/
voyu%d1%94-na-zaporizkomu-napryamku-osint-sekczi%d1%97-grupi-is-vstanovi-
la-dani-vo%d1%94nnogo-zlochinczya/ (date accessed: 20.05.2024).
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idence on the basis of computer data
from open sources of cyberspace should
be conducting a forensic examination of
electronic communications. The object
of forensic examination is the raw data
about the search object and cyberspace,
and the subject is facts and information
about the search objects. Taking into ac-
count the current legislation of Ukraine,
the methodological foundations of such
an expert study should be the intelligence
tools of open OSINT databases and the rec-
ommendations of the Berkeley Protocol for
recording the obtained data. The peculiar-
ity of electronic (digital) information ex-
tracted from open sources of cyberspace
is that it acquires evidentiary value thanks
to the opinion of a forensic expert, which
is a source of evidence.

Bigkpuri ;kepesa KiGepanpocTopy
K 00’EKTH CYZI0BO-€KCIIEPTHOTO
JOCTiAKeHH

Muxaiinao Ilep6axoecokuil

Mema pobomu — 3a donomozow cyuac-
HUX 3d2aAbHUX 1 CNeyianvHux memoois
HAYK08020 Mi3HAHHA docaidumu npouecy-
anvHuill nopadox QopmyearHs UYupposux
dokasie 3a 6i0kpumoio iHgopmayieo 3 Ki-
bepnpocmopy 6 Konmekcmi 00Ka3Y8a-
HA Ni0 4ac KPUMIHAALHO20 TPOBA0HeHHS
il 0bspyHmy8amu MOMAUBICMb CY0080-eKC-
nepmmozo docaidxcenus kibepnpocmopy ons
OMPUMAHHS — KPUMIHAALHO-DeAeB8AHMHOL
opienmyeanvHoi ma 00ka3080i iHgopma-
yii y ¢opmi eucHosxy excnepma. Iloxkasa-
HO, W0 Komn'tomepHi Oawni il eseKMpPOHHA
(yugposa) ingopmauis € cCuHOHIMAMU MaA
nodiasiomecs Ha 061 epynu: HelmpanvHi,
Wo He MAOMb 3HAYEHHS O0AS KPUMIHAAb-
HO020 NpoeadyieHHs, | KPUMIHAALHO-pele-
BAMMHI, AKI Micmamb CcAldU Nnpagonopy-
wenHa ma daui npo ocib, npedmemu, nodii,
paxmu mowo, Wo MarMv OPIEHMYBAAbHE
abo dokazose 3HauenHs. JlogedeHo, w0 Ki-

bepnpocmip € OKpeMUM HOCIEM KPUMIHAAb-
HO-pene8aHmHoOl eaeKmMpoHHOL (Uugposot)
iHpopmauyii, Aka 3a NesHUX NPABOSUX NPO-
yedyp cmac Oxcepenom 0okasig y KpuMiHaAb-
HOMY npogadicenhi. Taka ingopmauisa, ne-
pemeopena Ha docmynwy 044 Cnpuiinamms
YHaCHUKAMU npoyecy Gopmy, HAAeHK UMb
do yugposux Ookasig. ObspYHMOBAHO, U0
nepedbaveri npoyecyarbHUM 3aKOHOM CAI0-
ui 0il Halluacmille Henpudamui 04 NOULY-
KY KpUMIHAALHO-peNe8AHMHOL THpopmayii
3 gidkpumux Oxcepen kibepnpocmopy. Apzy-
MEHMOBAHO, U0 OCHOBHUM MPOYeCYaNbHUM
cnocobom opmysanns 0okasie Ha OCHOSL
Komn'tomepHux danux i3 eidkpumux Oice-
pen Kibepnpocmopy Mae cmamu nposederHs
cy006801 eKcnepmu3u eAeKMpPOHHUX KOMY-
Hikayiil, 06’ekmom akoi € 8uXiOHI Jani npo
06’exm nowyky, kibepnpocmip, a npedme-
mom — ¢paxkmu ii idomocmi npo yeti 06’exm.
Memoduunumu  3acadamu  ekcnepmHozo
JdocniOnceHHA Y UbOMY pasi € IHCMpyMeH-
mu poseidku eidkpumux 6a3 danux OSINT,
a 014 Qikcysanns ingpopmayii — pekomenda-
yii Berkeley Protocol 3 ypaxy8anHam 4YUuHHO-
20 3axonodascmea Yxpainu. Komn'tomepni
Jani, unydeni 3 gidkpumux Osxcepen Kibep-
npocmopy, Habysawme 00KA306020 3HAUEH-
HS 3a805KU BUCHOBKY CYJ08020 eKcnepma,
akuil € Oxcepenom 0okasis.

Karouoei caoea: xibepnpocmip; 6i0-
Kpumi Oxcepena iHgopmayii; Komn'iomephi
dani; yugposi dokasu; cydoga excnepmu3sa;
BUCHOBOK eKcTiepma.

Financing

This research did not receive any specific
grant from funding institutions in the public,
commercial or non-commercial sectors.

Disclaimer

Founders had no role in the study design,
data collection and analysis, decision to
publish, or manuscript preparation.

Participants

The author contributed solely to the
intellectual discussion underlying this

23


https://doi.org/10.32353/khrise.2.2024.02

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)

ISSN 1993-0917

e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

document, case law research, writing and
editing and assumes responsibility for its
content and interpretation.

Declaration of Competing Interest

The author declares no conflict of interest
related to this topic, although he is Adviso-
ry Board member of research paper collec-
tion; he was not involved in publishing de-
cision and this article has undergone a full
peer review and editing procedure.

References

Arshad, H., Omlara, E., Abiodun, I., Aminu,
A. (2020). A Semi-Automated Foren-
sic Investigation Model for Online So-
cial Networks. Computers & Security.
Vol. 97. Art. 101946. DOI: 10.1016/j.
c0se.2020.101946.

Avdieieva, H. K., Storozhenko, S. V. (2017).
Elektronni slidy : poniattia ta vydy [Elec-
tronic traces : concepts and types]. Visnyk
Luhanskoho  derzhavnoho  universytetu
vnutrishnikh sprav im. E. O. Didorenka.
Vyp. 1 (77). URL: https://luhbulletin.
dnuvs.ukr.education/index.php/main/
issue/view/44/42 [in Ukrainian].

Avdeeva, G., Zywucka-Kozlowska, E. (2023).
Problems of Using Digital Evidence in
Criminal Justice of Ukraine and the USA.
Theory and Practice of Forensic Science and
Criminalistics. Issue 1 (30). Pp. 126—143.
DOI: 10.32353/khrife.1.2023.06.

Berkeley Protocol on Digital Open Source
Investigations (2022)/ Human Rights
Center, Un. Nat. Human Rights Office
of the High Commissioner. New York
and Geneva. URL: https:/www.ohchr.
org/sites/default/files/2024-01/OHCHR_
BerkeleyProtocol.pdf.

Bilousov, A. S. (2008). Kryminalistychnyi
analiz obiektiv kompiuternykh zlochyniv
[Forensic analysis of objects of computer
crimes] : dys. ... kand. yuryd. nauk.
Zaporizhzhia [in Ukrainian].

Borysova, L. V. (2007). Transnatsionalni kom-
piuterni zlochyny yak obiekt krymina-

24

listychnoho doslidzhennia [Transnational
computer crimes as an object of forensic
research] : dys. ... kand. yuryd. nauk.
Kyiv [in Ukrainian].

Butuzov, V. M., Havlovskyi, V. D,
Skalozub, L. P, Skulysh, Ye. D.,
Titunina, K. V., Romaniuk, B. V. (2011).
Orhanizatsiino-pravovi ~ ta  taktychni
osnovy protydii zlochynnosti u sferi
vysokykh  informatsiinykh  tekhnolohii
[Organizational, legal and tactical
foundations of combating crime in the
field of high information technologies] :
navch. posib. / za red. B. V. Romaniuka,
Ye. D. Skulysha. Kyiv [in Ukrainian].

Committee on National Security Systems
(CNSS). Glossary (2015). CNSSI No.
4009. URL: https://rmf.org/wp-content/
uploads/2017/10/CNSSI-4009.pdf.

Hetman, A. P., Atamanova, Yu. Ye., Milash,
V. S. ta in. (2016). Pravove rehuliuvannia
vidnosyn u mereghi Internet [Legal
regulation of relations on the Internet] :
monohrafiia/zared.S. V. Hlibka, K. V.Ye-
fremovoi. Kharkiv. URL: https://ndipzir.
org.ua/archives/5224 [in Ukrainian].

Holovkin, B. M., Denkovych, O. I,
Lutsyk, V. V., Tsekhan, D. M. (2022).
Kiberzlochynnist ta elektronni dokazy
[Cybercrime and Electronic Evidence] /

za red. kand. yuryd. nauk, dots.
O. Denkovych, d-r prava, prof.
H. Shmeltser. [Elektron. vyd.] Lviv.

URL: https://law.lnu.edu.ua/wp-content/
uploads/2023/08/Cybercrime-and-
Digital-Evidence.pdf [in Ukrainian].
Hutnyk, A. V., Khytra, A. Ya. (2022). Kryminalni
protsesualni ta kryminalistychni osnovy
vykorystannia elektronnykh dokumentiv
u dokazuvanni [Criminal procedural
and forensic bases for the use of
electronic documents in evidence]
kol. monohr. Lviv. URL: https://dspace.
Ivduvs.edu.ua/bitstream/1234567890/4
725/1/%D0%93%D1%83%D1%82%D0
%BD%D0%B8%D0%BA%2C%20%DO0
%A5%D0%B8%D1%82%D1%80%DO
%B0_%D0%BC%D0%BE%D0%BD%D


https://doi.org/10.1016/j.cose.2020.101946
https://doi.org/10.1016/j.cose.2020.101946
https://luhbulletin.dnuvs.ukr.education/index.php/main/issue/view/44/42
https://luhbulletin.dnuvs.ukr.education/index.php/main/issue/view/44/42
https://luhbulletin.dnuvs.ukr.education/index.php/main/issue/view/44/42
https://doi.org/10.32353/khrife.1.2023.06
https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf
https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf
https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf
https://rmf.org/wp-content/uploads/2017/10/CNSSI-4009.pdf
https://rmf.org/wp-content/uploads/2017/10/CNSSI-4009.pdf
https://ndipzir.org.ua/archives/5224
https://ndipzir.org.ua/archives/5224
https://law.lnu.edu.ua/wp-content/uploads/2023/08/Cybercrime-and-Digital-Evidence.pdf
https://law.lnu.edu.ua/wp-content/uploads/2023/08/Cybercrime-and-Digital-Evidence.pdf
https://law.lnu.edu.ua/wp-content/uploads/2023/08/Cybercrime-and-Digital-Evidence.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf

Mykhailo Shcherbakovskyi. Open Sources of Cyberspace as Objects
of Forensic Research. DOI: 10.32353/khrife.2.2024.02

Korshenko, V. A. (2017).

0%BE%D0%B3%D1%80%D0%B0%D-
1%84%D1%96%Dl%8F_21_06_2022.pdf
[in Ukrainian].

Hutsaliuk, M. V., Havlovskyi, V. D., Khakha-

novskyi, V. H. ta in. (2020). Vykorystannia
elektronnykh (tsyfrovykh) dokaziv u kry-
minalnykh provadzhenniakh [Use of
electronic (digital) evidence in criminal
proceedings] : metod. rek. / za zah. red.
0. V. Korneika. Kyiv [in Ukrainian].

Jones, N., George, E., Mérida, F. I., Rasmus-

sen, U., Volzow, V. (2014). Electronic Evi-
dence Guide. A Basic Guide for Police Officers,
Prosecutors and Judges. Version 2.0. Cyber-
crime Division Directorate General of Human
Rights and Rule of Law. Strasbourg, France.
URL: https://au.int/sites/default/files/
newsevents/workingdocuments/34122-
wd-annex_4_-_electronic_evidence_

guide_2.0_final-complete.pdf.

Khyzhniak, Ye. S. (2017). Poniattia virtualnykh

slidiv ta yikh znachennia u protsesi roz-
sliduvannia zlochyniv [The concept of
virtual traces and their importance in the
process of investigating crimes]. Aktualni
problemy derzhavy i prava. Ne 79. URL:
https://dspace.onua.edu.ua/server/api/
core/bitstreams/d43d895a-0cc7-4c06-9705-
3b48054ecd84/content [in Ukrainian].
Teoretychni
ta metodychni osnovy sudovoi
telekomunikatsiinoi  ekspertyzy  [Theo-
retical and methodical foundations of
forensic telecommunications examina-
tion] : avtoref. dys. ... kand. yuryd. nauk.
Kharkiv. URL: https://dspace.univd.edu.
ua/server/api/core/bitstreams/ae3bf4bé6-
9291-451f-bc4c-ccb5091a79e8/content [in
Ukrainian].

Kovalenko, A. V. (2022). Poniattia ta sutnist

elektronnykh (tsyfrovykh) slidiv
kryminalnoho pravoporushennia [Con-
cept and essence of electronic (digital)
traces of a criminal offense]. Visnyk
Luhanskoho  derzhavnoho  universytetu
vnutrishnikh sprav im. E. O. Didorenka.
Vyp. 4 (100). DOI: 10.33766/2524-
0323.100.226-236 [in Ukrainian].

25

Kovalenko, A.V. (2023). Orhanizatsiiaitaktyka

provedennia ohliadu kompiuternykh
danykh [Organization and tactics of
computer data review]. Naukovyi visnyk
Khersonskoho derzhavnoho universytetu.
Seriia Yurydychni nauky. Vyp. 4. DOLI:
10.32999/ksu2307-8049/2023-4-9 [in Ukrai-
nian].

Malakhova, O. V. (2017). Do pytannia ohliadu

storonamy kryminalnoho provadzhennia
zmistu Internet-storinok [On the issue
of reviewing the content of Internet
pages by the parties to the criminal
proceedings].  Visnyk  kryminalnoho
sudochynstva. Ne 2. URL: https://vkslaw.
knu.ua/images/verstka/2_2017_Malahova.
pdf [in Ukrainian].

Motliakh, O. I. (2005). Pytannia metodyky

rozsliduvannia zlochyniv u sferi infor-
matsiinykh  kompiuternykh  tekhnolohii
[Issue of the methodology of the
investigation of crimes in the field of
information computer technologies]
dys. ... kand. yuryd. nauk. Kyiv [in
Ukrainian].

Mykhalchuk, T. V. (2009). Vykorystannia

informatsii, otrymanoi telekomunikatsii-
nym shliakhom, u rozsliduvanni zlochyniv
[Use of information obtained by tele-
communications in the investigation of
crimes] : dys. ... kand. yuryd. nauk. Kyiv
[in Ukrainian].

Palamarchuk, L. P. (2004). Kryminalistychne

zabezpechennia  rozsliduvannia  neza-
konnoho vtruchannia v robotu elektronno-
obchysliuvanykh mashyn (kompiuteriv),
system  ta  kompiuternykh  merezh
[Forensic support of the investigation
of illegal interference in the operation
of electronic computing machines
(computers), systems and computer
networks] : dys. ... kand. yuryd. nauk.
Kyiv [in Ukrainian].

Ragni, Ch. (2023). Digital Evidence in

international Criminal Proceedings and
Human Rights Challenges. Law in the
Age of Modern Technologies : International
Scientific Conference on International, EU


https://doi.org/10.32353/khrise.2.2024.02
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://dspace.lvduvs.edu.ua/bitstream/1234567890/4725/1/%D0%93%D1%83%D1%82%D0%BD%D0%B8%D0%BA%2C%20%D0%A5%D0%B8%D1%82%D1%80%D0%B0_%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F_21_06_2022.pdf
https://au.int/sites/default/files/newsevents/workingdocuments/34122-wd-annex_4_-_electronic_evidence_guide_2.0_final-complete.pdf
https://au.int/sites/default/files/newsevents/workingdocuments/34122-wd-annex_4_-_electronic_evidence_guide_2.0_final-complete.pdf
https://au.int/sites/default/files/newsevents/workingdocuments/34122-wd-annex_4_-_electronic_evidence_guide_2.0_final-complete.pdf
https://au.int/sites/default/files/newsevents/workingdocuments/34122-wd-annex_4_-_electronic_evidence_guide_2.0_final-complete.pdf
https://dspace.onua.edu.ua/server/api/core/bitstreams/d43d895a-0cc7-4c06-9705-3b48054ecd84/content 
https://dspace.onua.edu.ua/server/api/core/bitstreams/d43d895a-0cc7-4c06-9705-3b48054ecd84/content 
https://dspace.onua.edu.ua/server/api/core/bitstreams/d43d895a-0cc7-4c06-9705-3b48054ecd84/content 
https://dspace.univd.edu.ua/server/api/core/bitstreams/ae3bf4b6-9291-451f-bc4c-ccb5091a79e8/content
https://dspace.univd.edu.ua/server/api/core/bitstreams/ae3bf4b6-9291-451f-bc4c-ccb5091a79e8/content
https://dspace.univd.edu.ua/server/api/core/bitstreams/ae3bf4b6-9291-451f-bc4c-ccb5091a79e8/content
https://doi.org/10.33766/2524-0323.100.226-236
https://doi.org/10.33766/2524-0323.100.226-236
https://doi.org/10.32999/ksu2307-8049/2023-4-9
https://doi.org/10.32999/ksu2307-8049/2023-4-9
https://vkslaw.knu.ua/images/verstka/-2_2017_Malahova.pdf
https://vkslaw.knu.ua/images/verstka/-2_2017_Malahova.pdf
https://vkslaw.knu.ua/images/verstka/-2_2017_Malahova.pdf

Theory and Practice of Forensic Science and Criminalistics. 2024. Issue 2 (35)
ISSN 1993-0917 e-ISSN 2708-5171  https://khrife-journal.org/index.php/journal

and Comparative Law Issues. Art. 7:1—16.
DOI: 10.25234/eclic/28255.

Ribaux, O., Baechler, S., Rossy, Q. (2022).
Forensic Intelligence and Traceology in
Digitalized Environments: The Detection
and Analysis of Crime Patterns to Inform
Practice / Handbook of Security. Ed. by
M. Gill. 3rd ed. DOI: 10.1007/978-3-030-
91735-7_47.

Samoilenko, O. A. (2020). Osnovy metodyky
rozsliduvannia zlochyniv, vchynenykh u ki-
berprostori [The basics of the methodology
of investigating crimes committed in
cyberspace] : monohrafiia / za zah. red.
A. F. Volobuieva. Odesa. URL: https://
dspace.onua.edu.ua/server/api/core/
bitstreams/6d9682a6-flab-49a5-a609-
6ca96ce3c96f/content [in Ukrainian].

Simakova-Yefremian, E. B. (2016). Kompleksni
sudovo-ekspertni  doslidzhennia: teoriia
ta praktyka [Comprehensive forensic
research: theory and practice]
monohrafiia. Kharkiv [in Ukrainian].

Skrypnyk, A. V. (2021). Vykorystannia
informatsii  z  elektronnykh  nosiiv
u kryminalnomu protsesualnomu doka-
zuvanni [Use of information from
electronic media in criminal procedural
evidence] : dys. ... d-ra filos. u haluzi
prava. Kharkiv [in Ukrainian].

Stepaniuk, R.L.,Kolesnyk, V. H. (2023). Sudova
kompiuterno-tekhnichna  ekspertyza:
stan i perspektyvy rozvytku [Forensic
computer-technical expertise: status
and prospects for development]. Visnyk
Luhanskoho  derzhavnoho  universytetu
vnutrishnikh sprav im. E. O. Didorenka.
Vyp. 2 (102). DOIL 10.33766/2524-
0323.102.289-305 [in Ukrainian].

Teplytskyi, B. B. (2021). Aktualni pytannia
pryznachenniaekspertyzykompiuternoitekh-
niky i prohramnykh produktiv pid chas rozsli-
duvannia zlochyniv u sferi vykorystannia
elektronno-obchysliuvalnykh mashyn (kom-
piuteriv), system, kompiuternykh merezh
1 merezh elektrozviazku [Actual issues of
appointment of examination of computer
equipment and software products during

26

the investigation of crimes in the field of
use of electronic computing machines
(computers), systems, computer networks
and telecommunications networks]. Nau-
kovyi visnyk Natsionalnoi akademii vnu-
trishnikh sprav. Ne 3 (120). T. 26. DOI:
10.33270/01211203.28 [in Ukrainian].

Teplytskyi, B. B. (2021). Tekhniko-krymina-

listychne zabezpechennia rozsliduvannia
zlochyniv u sferi vykorystannia elektronno-
obchysliuvalnykh mashyn (kompiuteriv),
system ta kompiuternykh merezh i merezh
elektrozviazku [Technical and forensic
support for the investigation of crimes
in the field of use of electronic comput-
ing machines (computers), systems and
computer networks and telecommuni-
cation networks] : dys. ... kand. yuryd.
nauk. Kyiv. URL: https://elar.naiau.kiev.
ua/server/api/core/bitstreams/02fela3e-
438b-4f1c-8800-3e745db75e8b/content
[in Ukrainian].

Teplytskyi, B. B., Sharai, L. H., Kovalov, K. M.,

Kuzmin, S. A. tain. (2019). Zlochyny u sferi
vykorystannia elektronno-obchysliuvalnykh
mashyn (kompiuteriv), system ta kompiu-
ternykh merezh i merezh elektrozviazku:
spetsialni pytannia kvalifikatsii, proveden-
nia slidchykh (rozshukovykh) dii, pryzna-
chennia kompiuterno-tekhnichnykh sudo-
vykh ekspertyz [Crimes in the field of
use of electronic computing machines
(computers), systems and computer
networks and telecommunications net-
works: special questions of qualification,
conducting investigative (search) actions,
appointment of computer and technical
forensic examinations] : nauk.-prakt.
posib. Kyiv [in Ukrainian].

Torbas, O. O. (2024). OSINT pry rozsliduvanni

kryminalnykh pravoporushen [OSINT in
the investigation of criminal offenses] :
pidruchnyk. Odesa. URL: https://
dspace.onua.edu.ua/server/api/core/
bitstreams/106c5467-2afb-4055-a0fb-
3a500102db9c/content [in Ukrainian].

Tsekhan, D. M. (2011). Vykorystannia vysokykh

informatsiinykh tekhnolohii v operatyvno-


https://doi.org/10.25234/eclic/28255
https://doi.org/10.1007/978-3-030-91735-7_47
https://doi.org/10.1007/978-3-030-91735-7_47
https://dspace.onua.edu.ua/server/api/core/bitstreams/6d9682a6-f1ab-49a5-a609-6ca96ce3c96f/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/6d9682a6-f1ab-49a5-a609-6ca96ce3c96f/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/6d9682a6-f1ab-49a5-a609-6ca96ce3c96f/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/6d9682a6-f1ab-49a5-a609-6ca96ce3c96f/content
https://doi.org/10.33766/2524-0323.102.289-305
https://doi.org/10.33766/2524-0323.102.289-305
https://doi.org/10.33270/01211203.28
https://doi.org/10.33270/01211203.28
https://elar.naiau.kiev.ua/server/api/core/bitstreams/02fe1a3e-438b-4f1c-8800-3e745db75e8b/content
https://elar.naiau.kiev.ua/server/api/core/bitstreams/02fe1a3e-438b-4f1c-8800-3e745db75e8b/content
https://elar.naiau.kiev.ua/server/api/core/bitstreams/02fe1a3e-438b-4f1c-8800-3e745db75e8b/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/106c5467-2afb-4055-a0fb-3a500102db9c/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/106c5467-2afb-4055-a0fb-3a500102db9c/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/106c5467-2afb-4055-a0fb-3a500102db9c/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/106c5467-2afb-4055-a0fb-3a500102db9c/content

Mykhailo Shcherbakovskyi. Open Sources of Cyberspace as Objects
of Forensic Research. DOI: 10.32353/khrife.2.2024.02

rozshukovii diialnosti orhaniv vnutrishnikh
sprav [The use of advanced information
technologies in the operational and in-
vestigative activities of internal affairs bo-
dies] : monohrafiia. Odesa [in Ukrainian].

Voiuie na Zaporizkomu napriamku: OSINT-

sektsii hrupy «IS» vstanovyla dani voiennoho
zlochyntsia (2024) [Fighting in the Zapo-
rizhzhia direction: the OSINT section of
the «IS» group established the data of a war
criminal] / Informatsiinyi sprotyv. URL:
https://sprotyv.info/news/voyu%d1%94-
na-zaporizkomu-napryamku-osint-
sekczi%d1%97-grupi-is-vstanovila-
dani-vo%d1%94nnogo-zlochinczya/  [in
Ukrainian].

Voloshyna, M. O., Shendryk, V. V. (2019).

Suchasni sposoby operatyvnoho poshuku
pervynnoi operatyvno-rozshukovoi
informatsii  pidrozdilamy  kryminalnoi
politsii [Modern methods of operative
search of primary operational investiga-
tive information by units of the criminal
police]. Pivdennoukrainskyi pravnychyi
chasopys. Ne 4. Ch. 1. DOI: 10.32850/
sulj.2019.4.1.3 [in Ukrainian].

Zhurba, A. I. (2008). Osoblyvosti predmeta

dokazuvannia u spravakh pro kompiuterni
zlochyny [Peculiarities of the subject of
evidence in cases of computer crimes] :
dys. ... kand. yuryd. nauk. Kharkiv [in
Ukrainian].

Shcherbakovskyi, M. (2024). Open Sources of Cyberspace as Objects of Forensic Research.
Theory and Practice of Forensic Science and Criminalistics. Issue 2 (35). P. 10—27. DOI: 10.32353/

khrife.2.2024.02.

27


https://doi.org/10.32353/khrise.2.2024.02
https://doi.org/10.32353/khrife.2.2024.02
https://doi.org/10.32353/khrife.2.2024.02
https://sprotyv.info/news/voyu%d1%94-na-zaporizkomu-napryamku-osint-sekczi%d1%97-grupi-is-vstanovila-dani-vo%d1%94nnogo-zlochinczya/
https://sprotyv.info/news/voyu%d1%94-na-zaporizkomu-napryamku-osint-sekczi%d1%97-grupi-is-vstanovila-dani-vo%d1%94nnogo-zlochinczya/
https://sprotyv.info/news/voyu%d1%94-na-zaporizkomu-napryamku-osint-sekczi%d1%97-grupi-is-vstanovila-dani-vo%d1%94nnogo-zlochinczya/
https://sprotyv.info/news/voyu%d1%94-na-zaporizkomu-napryamku-osint-sekczi%d1%97-grupi-is-vstanovila-dani-vo%d1%94nnogo-zlochinczya/
https://doi.org/10.32850/sulj.2019.4.1.3
https://doi.org/10.32850/sulj.2019.4.1.3

