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and crime scene investigation in extraterrestrial gravitational envi-
ronments. Future space exploration may require the development of
protocols for extraterrestrial crime scene investigations. Challenges
@ @ in microgravity effects, confined space environments, forensic tech-
niques, communication, coordination, and legal jurisdiction are
highlighted in this brief. Microgravity effects create difficulties in dis-
placing evidence, such as blood spatter patterns, which make inter-
pretation of events difficult. Restricted areas such as spacecraft and
stations require special techniques and equipment. Storing and secur-
ing evidence in microgravity makes traditional methods impractical.
The lack of gravity affects fingerprint development and preservation,
requiring the use of alternative methods. Compact and specialized
equipment is required to analyze DNA in space. Communication de-
lays hinder real-time collaboration between researchers on Earth and
those in space. Guidance can be provided to personnel in space with
remote technologies and autonomous systems. Determining legal
jurisdiction for crimes committed in space or on spacecraft requires
complex international cooperation and agreements. The development
of space law, technology and international agreements is important
to meet the challenges of extraterrestrial crime scene investigations.
Future discussions and research will provide a basis for establishing
protocols for extraterrestrial crime scene investigations to ensure ef-
fective and fair forensic practices. As space exploration progresses,
advances need to be made in these areas. As space exploration ad-
vances, the development of space law, technology, and international
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agreements is crucial to meeting the unique challenges of extraterres-
trial crime scene investigations. This summary provides a basis for
future discussions and research regarding the establishment of proto-
cols to ensure effective and fair forensic practices off Earth.
Keywords: Criminalistics; Microgravity; Crime Scene Investiga-

tion; Space; Gravity.

Formulation of Research Problem

The disciplines of criminalistics and crime
scene investigation, forensic science and
space research in space are developing
by merging and progressing in the
future. However, it should be taken into
consideration that crimes are committed in
space and due to the micro-levels of gravity,
and even due to the human factor that will
increase with the increasing astronomy
and space science in space where there
is no gravity. It should be known how
criminalisticand crime scene investigations
should be carried out due to the possibility
of any incident occurring in space as people
are included in space and mission periods
are extended. It is necessary to express the
problem of uncertainty in the processes of
crime scene investigation and criminalistic
techniques in space, collecting, examining
and analyzing scientific evidence for the
purpose of solving the causes or qualities
that can be considered forensic in any
criminal activity or accident '. In order
to understand the investigation of crime
scenes of different types and sizes in
space, it is necessary to first know enough

information about space and understand
what kind of challenges the potential risks
pose from a criminalistic perspective.
The basis of these risks is living in
space, working in an environment with
microgravity, exposure to radiation and
working in a closed environment, that is,
in space vehicles, are some of the inherent
dangers % In addition, some of the other
dangerous situations that may occur inside
and outside spacecraft are equipment
malfunctions, = medical emergencies
and even intentional sabotage. Another
problem in space is the knowledge of
space researchers in criminalistics and
crime scene investigation. It is important
that forensic astronauts are trained to be
able to conduct crime scene investigations
in space, collect valuable evidence, and
reconstruct the incident sequence to
determine the cause or identify the people
involved °. Unlike Earth, 90 percent of
gravity in space is reduced to microgravity.
Microgravity, which begins in Earth orbit
and continuesin space, mayvary depending
on environmental conditions, that is,
according to research conducted in space
geology. In this case, microgravity brings

1 Chowdhury M. Why CSI: Space will be a far greater challenge than forensic science on
Earth / The Conversation. November 14, 2016. URL: https://theconversation.com/why-c-
si-space-will-be-a-far-greater-challenge-than-forensic-science-on-earth-68549 (date accessed:

22.01.2024).

2 Lampkin J., White R. Space Crime / Space Criminology. Analysing Human Relationships
with Outer Space. Palgrave Macmillan, 2023. Pp. 10—15. URL: https://link.springer.com/
book/9783031399114 (date accessed: 22.01.2024).

3 Rengert G., Wasilchick J. Space, Time, and Crime: Ethnographic Insights into Residential Burg-
lary. Department of Criminal Justice, Temple University, Philadelphia, PA, 1989. Pp. 78—90.
URL: https://www.ncjrs.gov/pdffiles1/Digitization/127124NCJRS.pdf (date accessed: 22.01.2024).
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differences from standard environmental
conditions in the evaluation of physical
events by astronauts or forensic astronauts
and criminal crime scene investigators. For
example, blood spatter patterns may differ
in microgravity conditions. This presents
special challenges that must be taken into
account in scientific and forensic analyzes
of events occurring in space *. With all this,
examining crime scenes in space poses
different challenges and risks compared
to some traditional crime scenes, as well
as physical, chemical, biological and
geologicalconditionsonEarth. Forexample,
the absence of gravity and its presence at
micro levels affects the movement and
interaction of objects, making it difficult
to determine the exact trajectory of bullets
or the location of evidence or evidence at
the time of the incident. Additionally, the
absence or limited availability of vehicles
and supplies in space may hinder the
collection and preservation of evidence
due to limited equipment and equipment.
Astronaut forensic investigators must
develop new techniques and adapt their
practices to the environment, using new
methods to effectively secure and analyze
evidence. Overcoming such challenges is
crucial to the successful investigation of
emerging criminal activity or accident-
related investigations °.

In case investigation in space, it is im-
portant that astronauts, who are space
officers, are competent in examining, re-
searching and investigating crimes, even
though they are not members of a special
profession such as “forensic astronaut”. As
life search activities increase in micrograv-
ity space, it is noteworthy that astronauts
can apply criminalistic techniques at crime
scenes in accordance with the environ-
mental conditions °. In recent years, with
increasing space exploration and scientific
research, criminalistic and forensic scienc-
es have expanded their scope beyond Earth
and into space. Increasing investments in
colonization are indicators that crimes may
occur as the number of people in space in-
creases ’. A potential new area for future
research to examine in forensic science,
criminalistics, and crime scenes appears
to be the microgravity of outer space 8. Of
course, it is not possible to focus only on
areas where colonization will occur. Space
forensic officers will investigate accidents
and crimes that may occur on celestial
bodies within space geology. In addition
to all these, there is a need to develop new
forensic and criminal investigation tech-
niques that can be applied in micrograv-
ity environments in cases of increased
commercial tourism in space and events
that occur or may occur during long-term

4 Whatis Microgravity? / NASA. February 13, 2009. URL: https://www.nasa.gov/centers-and-facili-
ties/glenn/what-is-microgravity/ (date accessed: 22.01.2024).

5 Hart S. V. Crime Scene Investigation: A Reference for Law Enforcement Training. U. S. Depart-
ment of Justice, Office of Justice Programs, National Institute of Justice, June 2004. Pp. 21—54.
URL: https://www.ojp.gov/pdffiles1/nij/200160.pdf (date accessed: 22.01.2024).

6 Ireland-Piper D., Freeland S. Star Laws: Criminal Jurisdiction in Outer Space. Journal of Space
Law. 2020. Vol. 44 (1). Pp. 45—69. URL: https://hdl.handle.net/1959.7/uws:57229 (date accessed:

22.01.2024).

7 Scharmen F. Space Forces: A Critical History of Life in Outer Space. New York, 2021. 272 p.

8 Trombka ]J. I., Schweitzer J., Selavka C., Dale M., Gahn N., Floyd S., Marie J., Hobson M., Zeos-
ky J., Martin K., McClannahan T., Solomon P., Gottschang E. Crime scene investigations using
portable, non-destructive space exploration technology. Forensic Science International. 2002.
Vol. 129 (1). Pp. 2—5. DOI: 10.1016/S0379-0738(02)00079-8 (date accessed: 22.01.2024).
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space flights °. The applicability of crimi-
nalistic techniques and space crime scene
investigation techniques to extraterrestrial
samples and evidence will vary. Criminal-
istics and crime scene investigation involve
many uncertainties due to new life forms,
astrophysics and astrochemistry, and dif-
ferences in conditions. Forensic scientists
will play an important role in investigating
crimes with autonomous astronomy sys-
tems, both on-site and remotely . There-
fore, within astronomy, microgravity also
has tremendous potential for crime scene
investigations, criminalistic scientific dis-
covery, and advancing our understanding
of the cosmos. Space criminalists will be
able to analyze artifacts or evidence in case
of any crime or trace scientific research
that may occur during their missions and
other astronomical research.

Article Purpose

This study uses a literature review and
conceptual analysis to understand
hypothetical challenges associated with
criminalisticand crime scene investigations
in gravitational environments beyond
Earth, specifically microgravity scenarios.
This study conducted a literature review
covering the existing literature regarding
space forensic  investigations  and
crime scene investigations. Published
articles, books and scientific reports on
criminalistics in space, microgravity
effects, limited space environments and
forensic science techniques were scanned
and the knowledge on these subjects was
summarized. The resulting literature
was put through a conceptual analysis
process. Potential challenges of crime

scene investigations under microgravity
conditions in space were identified and
proposed solutions to deal with these
challenges were examined. Conceptual
depth is provided on forensic techniques,
communication and coordination, crime
scene investigations in limited areas,
and legal jurisdiction. Additionally,
the research includes suggestions and
discussions on how criminalistic or forensic
science investigations and crime scene
investigations in space can be improved,
providing a basis for future research.
Suggested methods and explanations are
presented to provide guidance for future
researchers. This method and methodology
aims to understand the information in
the literature on criminalistics and crime
scene investigations in extraterrestrial
microgravitational environments and to
create a framework for future research in
this field.

Main Content Presentation

Procedures for Conducting Crime Scene
Investigations in Space

Crime scene and criminalistic investigation
in space and astronomy is a relatively unex-
plored area of forensic science compared
to other areas. As space scientific research
increases, there is a need for appropriate
procedures for crime scene investigation
in space, and the standards of criminal-
istic investigation techniques need to be
determined. Different conditions need
to be taken into account when determin-
ing such principles. When a crime occurs
within space stations or on spacecraft, it is
necessary to have systematic approaches

9 Goh G. M. Keeping the peace in outer space: a legal framework for the prohibition of the use of
force. Space policy. 2004. Vol. 20 (4). Pp. 8—15. DOI: 10.1016/j.spacepol.2004.08.002 (date acces-

sed: 22.01.2024).

10 Freitas Jr. R. A., Valdes F. The search for extraterrestrial artifacts (SETA). Acta Astronautica.
1985. Vol. 12 (12). Pp. 1027—1034. DOI: 10.1016/0094-5765(85)90031-1 (date accessed: 22.01.2024).
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and procedures to ensure that evidence is
collected, classified, protected and ana-
lyzed correctly. It is necessary to determine
forensic space criminalistic and crime
scene investigation procedures externally,
outside of spacecraft, that is, in the condi-
tions of planets in celestial bodies, geolog-
ical structures in stars and in the cosmos,
including the universe space . The main
risk and difficulty of crime scene investi-
gations in space for astronauts who will be
able to conduct criminal investigations will
be microgravity 2. For this reason, the first
stage of the research should be to ensure
the safety of the area examined by the as-
tronauts and the protection of the crime
scene. It is inevitable to use special tools
designed for fixing evidence in the air gap,
establishing boundaries, for example, for
evidence in liquid form .

Once crime and accident crime scenes
are secured, the next step is to document
them. Astronauts’ investigations into and
around the station require continuous pho-
tographic and video recording to document
the location of detailed evidence. In cases
where it is very difficult to retrieve evi-
dence that will be thrown into the void due
to lack of gravity due to an accident-related
explosion in space, these documents will
provide the opportunity to examine the
remarkable evidence quality. In addition,

researchers must prevent contamination
(darkening) of evidence due to restricted
air circulation in spacecraft or stations .

While examining crime scenes in space
at all these stages, the use of robotic auton-
omous vehicles that can act against micro-
gravity and ensure the safety of astronauts
will allow the technical development of
criminalistics. Thanks to autonomous ve-
hicles, researchers will be able to carefully
document evidence, given the fragile na-
ture of evidence in space. Additionally, ap-
propriate surveillance procedures should
be followed to ensure the security of the
integrity of the evidence. An on-site exam-
ination should be carried out depending
on the circumstances of the evidence and
the equipment at the technical vehicle or
station. Depending on the evidence, safe
transportation to Earth should be provided
for analysis when necessary *°.

Evidence Collection and Preservation

in Microgravity Field

Collecting and preserving evidence in
a low-gravity environment requires special
methods, techniques, and equipment to
ensure the integrity of the evidence. One
of the main challenges is that evidence is
susceptible to contamination due to its
low mass. For similar reasons, astronauts
must know and be able to apply special

11 Hart S. V. Op. cit. Pp. 35—43. URL: https://www.ojp.gov/pdffiles1/nij/200160.pdf (date accessed:

22.01.2024).

12 White R. Plugging the Leaks in Outer Space Criminal Jurisdiction: Advocation for the Creation of
a Universal Outer Space Criminal Statute. Emory Int’l L. Rev. 2021. Vol. 35 (2). Pp. 333—336. URL:
https://scholarlycommons.law.emory.edu/eilr/vol35/iss2/5 (date accessed: 22.01.2024).

13 Montesinos C. A., Khalid R., Cristea O., Greenberger J. S., Epperly M. W., Lemon J. A., Bore-
ham D. R., Popov D., Gorthi G., Ramkumar N., et al. Space Radiation Protection Counterme-
asures in Microgravity and Planetary Exploration. Life. 2021. Vol. 11(8):829. Pp. 20—33. DOI:
10.3390/1ife11080829 (date accessed: 22.01.2024).

14 Burney ., Pemberton N. Making space for criminalistics: Hans Gross and fin-de-siecle CSI. Stu-
dies in history and philosophy of science part C: studies in history and philosophy of biological and
biomedical sciences. 2013. Vol. 44 (1). Pp. 16—19. DOI: 10.1016/j.shpsc.2012.09.002 (date accessed:

22.01.2024).

15 Trombka J. I., et al. Op. cit. Pp. 3—5. DOI: 10.1016/S0379-0738(02)00079-8 (date accessed:

22.01.2024).
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methods for collecting and preserving ev-
idence . To collect evidence in low-grav-
ity space, astronauts or researchers may
use special equipment different from that
used on Earth. Because the possibility of
radiation on the evidence from outside
the station requires attention and similar
situations are possible. For this reason, ra-
diation tests are required while securing
the evidence. It should not be forgotten
that if not performed, it may also dam-
age the evidence. Evidence collection kits
and storage containers and similar tools
are designed to secure evidence, prevent-
ing it from being lost or corrupted. As an
example, a specially designed evidence
immobilization collection kit consists of
adhesive strips or lidded containers that
can be sealed to prevent movement of evi-
dence Y. In addition, astronauts need to be
careful about evidence whose components
may change and deteriorate due to move-
ments that may occur due to contact with
the evidence. The portable laboratory must
be protected within the station, and gloves
and protective equipment are required to
prevent deterioration in the examination
of evidence 8. Crime scene investigation in
microgravity requires planned implemen-
tation. Contrary to popular belief, the use
of refrigeration and leak-proof containers
must be designed appropriately for space.
Preferably, researchers may need to rely
on alternative techniques and methods.

For example, in biological evidence, cryo-
preservation may be preferred to prevent
contamination in space and for reliable
analysis. Additionally, digital imaging and
recording devices should be used to detect
visual evidence and ensure that important
information is properly protected ».

Criminalistic Challenges

in Microgravity Field

Criminalistics in space is the technical field
that combines the principles of forensic
science with unique challenges in a micro-
gravity environment. The main difficulties
here are the physical conditions in exam-
ining the crime scene as well as the pres-
ervation and collection of evidence. Due to
the absence of gravity or being at micro lev-
els, objects tend to move freely due to their
mass. This is a situation that puts evidence
at risk in the event of a crime or accident .
Lack of gravity in space can also cause ev-
idence to be dispersed, corrupted or con-
taminated, negatively affecting investiga-
tions. Another challenge is the effects of
the lack of gravity on the human anatomy
that criminalists can examine in micro-
gravity space, and this should be taken into
consideration for both fatal cases and the
investigator. Astronauts or cosmonauts in
space experience physical changes similar
to muscle atrophy and loss of bone densi-
ty due to low gravity ?'. This situation cre-
ates a complicating effect on investigating

16 Montesinos C. A., et al. Op. cit. Pp. 6—14. DOI: 10.3390/1ife11080829 (date accessed: 22.01.2024).

17 Livesey A. K., Brochon J. C. Analyzing the Distribution of Decay Constants in Pulse-Fluorimetry
Using the Maximum Entropy Method. Biophysical Journal. 1987. Vol. 52 (5). Pp. 698—702. DOI:
10.1016/s0006-3495(87)83264-2 (date accessed 01. 22. 2024).

18 Ruffell A., McKinley J. Forensic geoscience: applications of geology, geomorphology and geop-
hysics to criminal investigations. Earth-Science Reviews. 2005. Vol. 69 (3—4). Pp. 236—238. DOI:
10.1016/j.earscirev.2004.08.002 (date accessed: 22.01.2024).

19 Burney I., Pemberton N. Op. cit. Pp. 16—23. DOI: 10.1016/j.shpsc.2012.09.002 (date accessed:

22.01.2024).

20 Vandeviver C., Bernasco W. The geography of crime and crime control. Applied geography. 2017.
Vol. 86. Pp. 220—225. DOI: 10.1016/j.apgeog.2017.08.012 (date accessed: 22.01.2024).

21 Feinzeig S. D. How Does Spaceflight Affect the Human Body? The Science Journal of the Lander
College of Arts and Sciences. 2014. Vol. 8 (1). Pp. 24—27. URL: https://touroscholar.touro.edu/sjlcas/

vol8/iss1/5 (date accessed: 22.01.2024).
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crime scenes and applying criminalistic
methods and forensic procedures %. Cos-
monauts and astronauts can generally ex-
amine crime scenes in isolation, on or off
various spacecraft, simultaneously in the
same environment or in different locations.
Any lack of communication or cooperation
inside and outside spacecraft will present
additional challenges in criminalistics %.
Criminalistic investigations and forensic
investigations often require team collab-
oration and information transfer. Space
criminal and forensic investigators need to
improve their communication systems to
avoid fraud, and establishing assignment
protocols is essential. Also mentioned here
is the importance of communication with
the world, as it is possible that the need
for various guidance and expertise may
arise ?*. When all is observed, crime scenes
are only found on the earth’s surface, and
criminalistic investigations can also be
carried out in space, although they involve
difficulties %. At this point, the importance
of criminalists in space and astronomy sci-
ences emerges. Because, in the face of the
difficulties of crime scenes in the sky and
on earth, investigating and solving the trace
and crime path requires the unique appli-
cation of special techniques and methods.
Unlike on Earth, it requires special equip-
ment and training processes to ensure the

integrity and security of evidence in the
face of microgravity. Only forensic scien-
tists and criminalistic experts should use
or apply alternative criminalistic methods
for crime scenes in space. All of these are
important for the development and future
of the search and investigation of crime
scenes outside the Earth’s atmosphere *.

Material Evidence in Microgravity

So far, there have been no criminal cases in
space for criminalistics and crime scene in-
vestigation. Although committing a crime
in space and carrying out judicial investi-
gations is an idea that is not yet foreseen
in international law systems, it does not
mean that it will not happen %. It is clear
why we will see concrete steps on this issue
in the future. Astronauts, cosmonauts and
space agencies sent to space and operating
in space conduct research and work for
peaceful goals. However, if crimes are com-
mitted in space in the future, how these
events will be handled and possible issues
of examining crime scenes should be sub-
ject to the legal framework or laws. Provid-
ing evidence or searching for evidence at
crime scenes, as well as criminal investiga-
tions, is only possible if the crime is deter-
mined by law. The necessity of regulating
and establishing universal and internation-
al space laws is likely due to these reasons.
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Since the staff at space stations, such as the
current International Space Station, are
responsible for teams with joint working
and security protocols and legal protocols,
they can provide material evidence under
the same conditions and manage criminal
investigations *. However, due to the in-
creasing private sector in space, tourism,
scientific research activities and the possi-
bility of active projects such as settlement
projects in space in the future, necessary
precautions will need to be taken. The is-
sues of committing crimes in microgravity
space and examining related crime scenes
and judging them with concrete material
evidence should be based on a common
scientific idea with legal regulations that
increase in importance with colonization
and space field research .

It is not always possible to conduct
a crime scene investigation in remote con-
trol spacecraft and in any environmental
conditions in space. The way to deal with
this situation can be prevented by the de-
velopment of space technology and foren-
sic technology *. For example, negative sit-
uations resulting from the accident of the
station or vehicle in space may also activate
new crime scene reconnaissance tools with
autonomous control tools. With visual and
audio analysis, studies can be developed to
identify the causes of the incident, identify
problems in the system and prevent similar

problems in the future. Crime scenes and
criminal investigations in space activities
are too sensitive to be left to space compa-
nies and independent experts *.

For this purpose, criminalistic inves-
tigations should be carried out by joint or
autonomous space forces of states and sci-
entists. Of course, it should be noted at this
point that space vehicles and equipment
are in use and a confidentiality principle
is required for access to the criminal lab-
oratories to be established within the sta-
tions *. In the scientific crime laboratories
to be established, not only crime scenes
will be examined with spectrometers,
probes, swabs and other measuring de-
vices *. It should be considered that it can
contribute to research for signs of life on
planets. Because the atmospheric condi-
tions examined, the components in rock or
soil and similar samples can be evaluated
as scientific data in subsequent cases or ac-
cidents. The main reason for this situation
is the formation of colonies as a result of
life-search discoveries that will be opened
to space in the future *. Crime scene inves-
tigations with spacecraft allow us to learn
more about planets, satellites, asteroids
and other celestial objects. This informa-
tion helps us deepen our understanding
of the formation and development of the
universe and provides important data for
future space exploration and colonization
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attempts. The task here is space forces, as-
tronaut forensic scientists will only be able
to conduct such examinations in low grav-
ity areas *. Some of the duties of the Space
Force in investigating crimes can be listed
as follows: Management of space activities,
space security and defense, space commu-
nication and exploration, determination of
space attack capacity, provision of space in-
telligence, investigation of crimes and con-
ducting forensic investigations for their re-
covery .. The missions of space forces may
vary depending on the country’s policies
and strategies, the purposes of space activ-
ities and military requirements. Countries’
space forces often work in cooperation with
other military forces and civilian space
agencies®’. The branch of ballistics has the
biggest impact on space research today and
in the future. In this respect, as a different
similarity, the importance given to ballistic
science in criminalistic and crime scene
investigation applications is different *.
Currently, the possession of firearms in
space is prohibited for defensive purposes
under the 1967 bilateral International Out-

er Space Treaty with the United States and
the Soviet Union and is considered a weap-
on-free zone. However, there is no law pre-
venting space forces from carrying a small
weapon ¥. However, firearms cannot be
used as a criminal element in space. The
reasons for this are gravity at micro levels
as well as the lack of oxygen to react with
during ignition. However, considering that
modernized weapons that may be used in
the future have oxidizers, they will have an
ignition effect thanks to the chemical that
reacts instantly “°. However, if it is consid-
ered according to criminalistics and astron-
omy, when the gun is fired, the effect will
be equal to the reaction force according to
Newton’s 3rd law, and the result will be a re-
versal due to microgravity #. The bullet of
a gun fired in micro-level gravity in space
may not stop until it hits a fixed object in
space because the universe is growing fast-
er than the moving object. Considering
that the scene of the incident is a fixed or
moving object and its mass is calculated,
it can be measured how much impact the
object it hits will suffer due to the ballistic
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properties created by the bullet or low
gravity ¥. Although there is no concrete ex-
ample of crimes committed with firearms
in space so far, it seems theoretically possi-
ble to conduct a crime scene investigation
regarding crimes committed with weap-
ons in space *. In 2021, Russia deliberately
tested weapons to destroy one of its own
satellites, Cosmos 1408, and thousands
of pieces were thrown into space. Similar
tests The United States, China, India and
Russia have tested anti-satellite weapons in
space. However, the United States became
the first state to ban anti-satellite weapons
in 2021 . Microgravity effects should be
handled in different ways in criminalis-
tic investigations in the space field, which
should be understood from the symptoms.
It is possible to observe that material evi-
dence exhibits variable trace evidence,
unlike in the world due to the lack of grav-
itational force *. As understood especially
from ballistic studies, the main reason for
this is that the laws of physics work differ-
ently than in the world. Differences will
inevitably be observed in chemical and
biological evidence. Displacement of Evi-
dence: Objects can float freely as soon as
the effect of motion due to a standard force
due to microgravity is observed. In this
case, deterioration in the evidence may

cause location changes, making it difficult
to identify the actual crime scene “. Blood
Spatter Models: Another aspect of crime
scene investigation that may require crim-
inalistic examination for crimes that may
be committed in space, although not cur-
rently, is blood spatter-related analyzes and
tests. Traces of blood, which can be found
in liquid or dry form due to the lack of grav-
ity, behave differently in the space environ-
ment and may affect the investigation of
criminal investigation differently *.

Forensic Techniques

Fingerprint: This type of trace evidence can
be inside spacecraft or in the environment
where humans may live, where a colony
may have been created. The reason is to
wear protective clothing in open remote
areas. Therefore, microgravity has little
effect on fingerprints. The same applies to
footprints.

DNA Analysis: Necessary DNA analyzes
in space can be performed with compact
and special equipment. However, it is diffi-
cult to detect this type of evidence at crime
scenes in microgravity, because this evi-
dence, which may be quite small, may be
overlooked and lost in the air space *.

Crimes are actually being committed in
space, even now, with technological tools.
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Because this is because internet networks
surround the world from space. For this
reason, there are concepts of “Cyber Space,
Cyber Space and Cyber World” . When
considered from a criminalistic perspec-
tive, all areas where cyber crimes occur
are considered crime scenes. To give an
example of the reason, disrupting, damag-
ing or destroying an internet network and
the technological tools connected to it, that
is, the system of satellites, is considered
acrime. Any change or touch made remote-
ly in any system will cause many problems
such as drifting in the microgravity field in
space or a satellite falling to the earth in the
near-earth area. If external cyber crimes
are committed in outer space, the destruc-
tion of the defense systems of states will
result in serious risky consequences *. In
addition to cyber security and informatics
tools, the increase in artificial intelligence
studies means that crimes can be commit-
ted through AI in space. Since artificial in-
telligence and technological devices can
be used in a microgravity environment,
it can be considered as a crime scene in-
vestigation, concretely or abstractly. It is
necessary to collect evidence in case arti-
ficial intelligence remote sensing devices
or autonomous vehicles are attacked in
space where gravity is low. It is only pos-
sible to access the causes and consequenc-
es through recording systems. In addition,
obtaining data mines safely will help shed
light on the events .

Conclusions

Although criminal investigations are not
currently common in space, forensic

investigations  will  increasingly be
conducted in the future because gravity is
low. Its main source is the increasing speed
of space and astronomy research. There is
no doubt that space exploration research,
including the idea of searching for life and
establishing colonies, will gain differences
in criminal crime scene investigations in
the microgravity environment in the future.
Forensic research and the examination of
criminal trace evidence or crime scenes
concern not only the space area where the
human factor is located, as it is thought,
but also all kinds of material evidence
of criminal elements originating from
human-dependent autonomous vehicles or
technological means.

Space incident investigation is an im-
portant field that combines forensic science
or criminalistics and space exploration.
This discipline has become increasingly
critical with the increase in space missions.
In the event of a crime in space, collecting
and analyzing evidence is vital to astronaut
safety and the success of space missions.
However, difficulties such as this low-grav-
ity environment and limited resources
make crime scene investigation in space
different from the gravitational world. In-
creasing crime scene investigation experi-
ments and research in space can increase
the safety of future space missions and con-
tribute to more effective space exploration.
Additionally, it will be valid for coloniza-
tion in space and space tourism. Advances
in this field could accelerate scientific dis-
coveries about crimes in space and analysis
of extraterrestrial samples. Thus, not only
criminal research and development is lim-
ited, but also leads to scientific discoveries
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about the universe that are waiting to be
discovered.

Depending on all these, it is inevitable
to create relevant legal laws in order to pre-
vent crimes committed in space and those
that may be committed in the future. This
situation has become even more critical
with the increase in the exploration and
use of space. Existing similar instruments,
such as the International Outer Space
Treaty, support the use of outer space for
peaceful purposes, but do not contain de-
tailed provisions regarding crimes. For this
reason, it is obvious that there is a need
for regulation in order to prevent and ad-
dress the problems and risks that will be
encountered in future space and astrono-
my activities. Establishing an effective legal
framework to combat crimes in space will
require international cooperation and the
active participation of states with a pres-
ence in space. With the creation of the nec-
essary laws, criminalistic and forensic sci-
ence research will also increase.

Collaboration between space agencies,
legal experts, and scientists is critical to
identifying crimes, defining penalties, and
establishing trial processes. It provides
concrete evidence of scientific findings
and research results, which are also men-
tioned in criminalistic and crime scene
investigations in microgravity space. With
the research conducted, it is possible to de-
termine that it will gain more importance
in the coming years in order to ensure se-
curity and order in space.

KpumiHanzicTuka
Ta PO3CJIiAyBaHHS MiCIIs 3/I0YHHY
B MiKporpasitaniiiHoMy npocropi
Topkem Apdaxan Tan

Posensmymo  npobaemu  Kpuminaic-
muky wo0o po3cAidy8aHHS MICUs 3/10HYUHY
8 103a3eMHUX 2pasimayiiiHux cepedosuLLax.
Maiibymne 0ocaiOicenHS KOCMOCY MOdice 10-
mpebysamu po3pobaeHHs Npomokoaie 04s
PO3CAI0Y8AHL NO03A3EMHUX MICUb 340YUHY.

Bucgimaeno npobaemu, nog’s3ami 3 6nAuU8OM
MiKpozpagimayii, 3amMKHYMUM KOCMIYHUM
cepedosuuiem, KpUMIHAAICMUYHUMU — Me-
modamu, KOMYHIKAYIE0, KOOpOUHAUIEID ma
topuduunolo topucduxyieto. Egexm Mmikpo-
epagimayii cmeopioe mpyoHowi, noe’sa3ami
3 nepemiujenHam doxasie (nanpukaad, Kpa-
Tneab Kposi), Wo YCKAAOHIOE IHMmepnpemayiio
nodiil. 3oHu 0bmexnceHo020 docmyny (maxi, K
KOCMI4HI Kopabai ma cmauuyii) nompebyomo
cneyianvHux memodie i obnadnanns. 3bepi-
2aMHs ma 3axucm 0okasie 8 ymosax MiKpo-
epasimauii pobume mpaduyiiini memodu
HenpakmuyHumu. Bidcymmuicme epagimauyii
8MAUBAE HA PO3BUMOK 1 30epesceHHs 8i06um-
Kig naavyis, wWo nompebye SUKOPUCTMAHMSA
anvmepHamusHux memodis. Jlas auanizy
JHKy kocmoci nompibHe KomnaxkmHe ma cne-
yianizoeame 061a0HaHHs. 3aMPUMKL 368 A3KY
nepewkodHcaroms Ccnignpayi 8 peansvHoMy
uaci mixe docaidHukamu Ha 3emai ma 6 Koc-
moci. Busnauenms topuduunoi ropucduxuyii
0415 3/104UHIB, CKOEHLUX Y KOCMOCL abo Ha Koc-
MIUHUX KOpabasx, nompebye cKAAOHOT Mid-
HapodHol cnisnpayi ma 6i0nogioHux yzo0.
Pozgumox kocmiuHozo npasa, mexHoa02Lil
1 MIXCHAPOOHUX Y200 8ascausuil 01 po3s’a-
3aHHA 3a80aHb MO3A3EMHUX PO3CAI0y8aMb.
Maiibymni 062060perHs ma 0ocAiOxceHHS
cmanymoe nidspynmsam 0As CMeopeHHs. npo-
MOKOAI8 103A3eMHUX PO3CAI0Y8AHL MICUs
304Uy, Wob 3abe3newumu eekmugHy ma
cnpagednugy cy0080-eKCnepmmy Npaxmuky.
Ockinvku 0ocaidxiceHHST KOCMOCY Npozpecye,
Mo po3eUMOK KOCMIYHO20 Npasd, mexHoa0-
2lll 1 MIMCHAPOOHUX Y200 Mae eupillanvHe
3HAYeHHs 045 PO38’I3aHHA YHIKAALHUX 3a-
80aHb po3cAidy8aHHs HA NO3A3EMHOMY MICUL
3n0uuny. Lle docaiOcenns 3abesnewye OCHOBY
015 Mailbymuix 062080peHb CMBOPeHHS Npo-
Mokoni8 0ns 3abesnedeHHs epexmueHoi ma
cnpagedausoi cyodo8o-ekCnepmHol npakmuKuy
no3a mexcami 3emai.

Kawuogi caoga: kpuminanicmuxa;
MIKpozpagimayiss; poscaidy8amus Ha Micui
3/104UHY; KOCMOC; 2pasimayis.
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diHaHCYBaHHA

Ile pocmi/KeHHS He OTPHUMAJIO KOZHOTO
CIlelliaJIbHOT'O I'PAHTY BiJ GiHAHCOBUX YCTaHOB
y AepXaBHOMY, KOMepIliiHOMy abo HeKoMep-
I[ilHOMY CeKTOpax.

BigMoBa BiJ BiZIIOBiZIaIbHOCTI

3aCHOBHUKU He Tpald >XOAHOI poji y pos-
pobJIeHHI oCTiKeHHs, foOMupaHHi I aHaIi3y-
BaHHI laHUX, pineHH]i Ipo ny6rikarito abo mig-
TOTOBKY PYKOIIHCY.

VaacHuUKUu

ABTOp 3p0OOUB CBill BHECOK BUHITKOBO B iHTe-
JIeKTyaJIbHy JUCKYCilO, 1[0 € OCHOBOIO I[bOTO
JIOKyMEHTa, JOCJI/KEHHS CyZOBOI ITPAKTHUKU,
HaIlMCaHHS Ta peJaryBaHHs, i Oepe Ha cebe Big-
MOBiZQ/IBHICTD 32 1i 3MICT 1 T/IyMaueHHS.
Jexnapanis mogo KoHQIIKTY iHTepeciB
ABTOp 3afBiIfl€, IO Y HBOT'O BiJCYTHIH KOH-
kT iHTepeciB.
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