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The Article Purpose is to outline separate aspects of forming
OPEN 8ACCESS the evidentiary basis during the investigation of facts related to
collaborationism, identify challenges, and determine ways to address
them. To fulfil this goal, general scientific and special scientific
@ @ methods have been applied. It is emphasized that the formation of
the evidentiary basis during pre-trial investigation of collaboration
crimes depends on the availability of witness and eyewitness
testimony, the identification of which is a leading task of the
investigation involving the use of various measures (i.e., government
and local self-government bodies obtain information about these
people and suspects or temporarily access property and documents
as envisaged by law). The paper stresses that the task of investigators
in investigating this type of crime is to identify private individuals,
representatives of volunteer movements, or community organizations
who have documented crimes associated with collaborationist
activities, and to acquire information they have documented. Answers
to questions arising during pre-trial investigation are contained in
the expert conclusion (as a significant component of the evidentiary
basis) because it is within the expert conclusion that a forensic expert
provides information that he/she identified during the investigation
and utilizes specific expertise that the investigator may not have
possessed.
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Research Problem Formulation

In the modern world, collaborationism
is studied not only by historians but also
by legal scholars. This is due to the fact
that collaborationism is recognized as
a crime against the security and well-being
of humanity and against peace overall.
This crime falls under the jurisdiction
of international law and the legislation
of those countries where the principles
of democracy and human rights are
paramount. Studying collaborationism as
a distinct phenomenon enables in-depth
understanding of the nature of treasonous
behavior and the consciousness of
collaborators, as well as its consequences
not only within the boundaries of
a particular country but also for society
as a whole. Researchers emphasize that
“understanding collaborationism in a broad
context and its impact on international
politics is an essential task of modern
criminology and criminal law” . We note
that this task has not been overlooked by
such branches of legal science as criminal
procedure, criminalistics, forensic science,
etc., as they face new complex challenges
in investigating facts of collaborationist
activity in the process of forming the
evidentiary basis. In addition, a significant
set of investigative (search) actions as
well as procedural actions is required

to verify information regarding the
commission of collaborationist activities.
On the one hand, this is necessary to
confirm or refute information about
a person’s involvement in this activity. On
the other hand, if such confirmation is
obtained, it is vital for forming a complete
evidentiary basis by acquiring evidence
of the committed crime. Introduction
of a sufficient evidentiary basis during
investigation of collaborationist activity
largely depends on the timely conduct
and proper documentation of certain
investigative (search) actions, including:
examination of documents and the scene;
interrogation of suspects and witnesses;
search; examination of computer data; and
appointment of forensic examinations.

Analysis of Essential Researches
and Publications

Issues of evidence collection at the pretrial
stage of a criminal proceeding have been
studied at various times by proceduralists,
criminalists, forensic experts, and others.
Their research findings are reflected in
dissertations, = monographs, research
papers, manuals, and textbooks. Let’s focus
on those that have been published recently.

0. Kovalova’s dissertation outlines
a comprehensive study of theoretical and
legal principles of informational support

1 Kimaxk B. I. OcobarBOCTi 0Ka3yBaHHS 3JI04MHIB, OB SI3aHUX 3 K0JIA60PaIifHOIO JisSIBHICTIO.
Hayxosi 3anucku Jlesiecvkoeo yHieepcumemy 6i3Hecy ma npasa. Cepis ekonomiuna. Cepis iopuduu-
Ha. 2023. Buir. 37. C. 58. DOI: 10.5281/zenodo.7934032 (date accessed: 16.01.2024).
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for pre-trial investigation of criminal
offenses in Ukraine. The dissertation
“specifies peculiarities of information usage in
pre-trial investigation, including: 1) urgency:
means of information support must be
readily available to subjects of criminal
proceedings for making urgent procedural
decisions; 2) limitation data contained in
information support tools must be accessible
only to individuals whose procedural status
presupposes it; 3) authenticity: data available
in information support tools are personalized
and relate to a specific event (or group of events
or person/persons)” 2.

V. Vapniarchuk proposes an improved
classification of “evidence gathering methods
(forming evidentiary basis for the legal
standpoint taken by a specific subject involved
in proving a case) <...>: (1) methods used by
subjects conducting a criminal proceeding and
(2) methods used by subjects defending their
own or interests that they represent on behalf
of others in a criminal proceeding”, such as
examining “the essence of individual evidence-
gathering methods <...>, including obtaining
and receiving, initiating investigative (search)
actions, as well as conducting other actions by
the defense party, victims <...>. These actions
are capable of providing the court with proper
and admissible evidence”. What is more,
V. Vapniarchuk considers the specifics of
“documenting the procedure for using all the

S. Dankova, analyzing the structure
of criminal procedural proof in a court
proceeding at the first instance, notes
that “to ensure proving during pre-trial
investigation stage, it is characteristic to
engage in practical activities aimed at actively
searching for factual data”, and proposes to
distinguish “four elements in this structure:
1) formation of evidence; 2) examination of
evidence; 3) evaluation of evidence; 4) use
of evidence”, and emphasizes that “it is
advisable to compile materials of a criminal

proceeding  (evidentiary  basis)  during
a preliminary proceeding” *.
A. Kovalenko identifies obtaining

initial information about signs of criminal
offenses from messages or publications
in the media as the primary directions of
interaction between pre-trial investigation
bodies and mass media during the
collection, examination, and utilization of
evidence in a criminal proceeding °. The
researcher notes that publications and
reports in the media “can be proper sources
of initial information about signs of criminal
offenses and grounds for initiating a pre-trial
investigation” and that “evidentiary value can
be attributed to information published by the
media as a result of journalistic investigation
of criminal offenses. In order to use such data,
it is necessary to establish contact with authors
of the content, editorial staff, participants

studied evidence-gathering methods” ®.

”»3

and persons involved in the investigation

2

4

KosasnboBa O. B. Teoperuko-npaBoBi 3acazu iHboOpMaI[ifiHOro 3abesedyeHHs JOCYZOBOIO
PO3CIiyBaHHA KPUMiHAJIBHUX IIPABONOPYIIEHD : aBTOped. AMC. ... A-pa IopuA. HaykK. Kpo-
nuBHUNBKUK, 2023. C. 13—14. URL: https://dnuvs.ukr.education/wp-content/uploads/2023/05/
referat_dysertacziyi_kovalovoyi_o_v_.pdf (date accessed: 16.01.2024).

Bamnuspuyk B. B. Illozo oco6inBoCTel OKpeMuX CII0co6iB 30UpaHHsI J0Ka3iB y KPUMiHATBHOMY
IIpoBa/PKeHHI. Haykosuil 8icCHUK Yo20podcbkozo HayioHaabHoeo yHisepcumemy. Cepis npaso. 2022.
Bur. 70. C. 405. DOI: 10.24144/2307-3322.2022.70.65 (date accessed: 16.01.2024).

JanpkoBa C. O. CTpyKTypa KPHUMiHATBHOTO IIPOLIECYaIbHOIO JOKAa3yBaHHS B CYZLOBOMY IIPO-
Ba/KEHHI y IepIril iHcTaHIil. EnekmpoHHe Haykose 8UOAHHA «AHAAITMUYHO-TIOPI8HANbHE NPA8O3-
Hascmeo». 2023. Ne 6. C. 628. DOI: 10.24144/2788-6018.2023.06.111 (date accessed: 16.01.2024).
Kosasenko A. B. Baemo/ist opraHis 0Cy0BOTO po3CIifiyBaHH i3 3aco6amu MacoBoi iHpopma-
1ii mig gac 30upaHHs, ZOCII/PKEHHS Ta BUKOPUCTAHHS 10Ka3iB y KpUMIHaJIbHOMY IIPOBa/IXKEeH-
Hi. Kpuminaaicmuunuil gichux. 2022, T. 38. Ne 2. C. 48, 50 i 54. DOI: 10.37025/1992-4437/2022-38-
2-48 (date accessed: 16.01.2024).
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(organizational component of its use) and to
obtain, verify and legitimize the information
collected by journalists (procedural-tactical
component)”®.

An in-depth analysis of the mentioned
papers by researchers shows that they have
overlooked a wide range of issues related to
the evidentiary basis formation during pre-
trial investigation of crimes associated with
collaborationist activities.

Article Purpose

To outline separate aspects of developing
evidentiary basis during collaborationist
activities investigation, identify challenges,
and determine ways to address them.

Research Methods

To fulfil the set goal, general scientific
methods (dialectical, comparative,
analysis, synthesis, induction, deduction)
and special scientific methods (formal-
logical, logical-legal, systemic-structural)
have been applied, which contributed
to a logical and consistent presentation
of content, meaningful and reasoned
scientific conclusions, and proposals.

Main Content Presentation

One of the main features of crimes
involving collaborationist activities is that
they are predominantly committed in the
temporarily occupied territories of Ukraine,
where law enforcement agencies lack

access. This situation renders it impossible
to conduct all necessary investigative
(search) actions, as well as procedural
actions to establish the circumstances
requiring proof in a criminal proceeding.
At the same time, the prosecution must
identify and implement the maximum
possible measures to verify information
regarding  collaborationist  activities.
If these facts are confirmed, sufficient
evidence must be provided regarding the
commission of these crimes ’.

Researchers claim that during the
investigation of collaborationist activities
(voluntary participation of our citizens in
illegal armed or paramilitary units created
in temporarily occupied territories,
or in units of an aggressor country) or
involvement of persons in terrorist groups
or organizations, it is essential to conduct
a series of "investigative (search) actions
and operational measures: 1) scheduling
and conducting interrogations of witnesses
who may be aware of -circumstances
regarding the involvement of individuals in
respective criminal associations; 2) reviewing
information available on the Internet,
including social media platforms accounts
of individuals involved in illegal criminal
associations [para. 2, Part 2, Article
237 of the Criminal Procedure Code of
Ukraine % hereinafter notes in square
brackets are mine: S. Perepelytsia.]; 3)
conducting covert investigative (search)
actions, including collecting information
from telecommunications [Article 263 of the
Criminal Procedure Code of Ukraine 9],

6 Kosanenko A. B. Op. cit. C. 48. DOIL: 10.37025/1992-4437/2022-38-2-48 (date accessed: 16.01.2024).
7 uzkos B. IIpo6ieMu 0Ka3yBaHHsI 3JI0YMHIB IIPO KOJIA0OPALiMHY AisSIbHICTh: aHAII3 IPOKY-
popa Odicy I'enepanpHOro mpokypopa / VkpaiHchKa I'esbCiHCBKA CITiJIKA 3 IIPaB TIOAUHU : odill.
caiiT. 01.02.2023. URL: https://www.helsinki.org.ua/articles/problemy-dokazuvannia-zlochyniv-
pro-kolaboratsiynu-diialnist-analiz-prokurora-ofisu-heneralnoho-prokurora/ (date accessed:

16.01.2024).

8 KpumiHaTpHUI IpoOIlecyaqbHUN KogeKe YKpainu Bizg 13.04.2012 p. Ne 4651-VI (3i 3miH. Ta f0-
noB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 16.01.2024).—

Note by S. Perepelytsia.
9 Ibid.— Note by S. Perepelytsia.
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in order to establish the intent of individuals
to voluntarily commit a criminal offense
and to confirm other circumstances of its
commission.]; 4) temporary access to items and
documents containing secrets protected by law
[Art. 159,162, 165 of the Criminal Procedure
Code of Ukraine ], specifically to information
held by telecommunications operators and
providers, regarding the communication of the
guilty party for the purpose of confirming his/
her location, particularly in the temporarily
occupied territories of Ukraine, as well as
his/her connections with representatives of
illegal armed or paramilitary units and/or
armed units of the aggressor state.]; 5) <...>
search [Art. 234 of the Criminal Procedure
Code of Ukraine 1] at the place of residence
of the individual in order to obtain evidence
regarding a person’s involvement in the
aforementioned units, namely: identification
and seizure of weapons; computer equipment
and mobile devices containing information
confirming ties of these individuals with
members of such units; documents issued by
representatives of the aforementioned illegal
units, etc. <...> It is worth noting that due to
the occupation of parts of Ukraine’s regions,
investigative authorities may lack the physical
ability to conduct searches at the residences of
certain individuals" *2.

In order to collect evidence and
develop evidentiary basis during the pre-

10 KpuMiHATBHUH NPOIECYaTbHUH KOJEKC ... .

trial investigation of crimes related to
collaborationist activities, investigators
conduct investigative actions, employing
the following methods: “1) documenting
and organizing available facts (actions,
activities) of suspected individuals in the
media, including Internet resources, local
television, etc.; 2) collecting audio, photo, and
video evidence from eyewitnesses (victims)
among the residents of the occupied territories;
3) analysis of the terrorist country’s media
covering situation in the occupied territories;4)
originals/copies of administrative documents
from local heads of a settlement, written
statements, payroll information, etc.» 3.

Let’s emphasize that a fair share
of collaboration crimes committed in
the temporarily occupied territories
of Ukraine, as well as the presence of
suspects, eyewitnesses, and witnesses
involved in collaborationist activities in
these territories, along with the location
of physical evidence and documents there,
enable to utilize the full range of procedural
tools during pre-trial investigation of these
crimes.

In criminal proceedings for
collaboration crimes during the pre-trial
investigation stage, the circumstances that
testify, in particular, to: the commission of
collaborationist activities, appointments
to positions in unlawfully established

URL: https://zakon.rada.gov.ua/laws/show/4651-

17#Text (date accessed: 16.01.2024).— Note by S. Perepelytsia.

11 Ibid.— Note by S. Perepelytsia.

12 Maubrina A. C. BUKOpPHCTaHHS METOAMKU PO3CTiAyBaHHSA y4acTi y TEPOPUCTUYHIN Ipy-
i YM TepOpPUCTUYHIN opranisamii miz Jac posciifyBaHHs KouabopauiiiHoil AisibHOCTI. Ak-
MYaAvHi NUMAHHA KPUMIHAALHO-NPAgosol keanidikayii, JOKYMeHMmy8aHHs ma po3CAidy8aHH
konabopayionizmy : mat-nu Bceykp. Hayk.-mpakt. koHd. (Ozeca, 21.07.2022). Opeca, 2022.
C. 63—64. URL: https://dspace.oduvs.edu.ua/server/api/core/bitstreams/3ab2381e-e4e8-4932-
b84f-d4edad6cc720/content (date accessed: 16.01.2024).

13 Baiiga T. C. KosabopauiiiHa Ais/IbHICTh B yMOBaX BiflHU: IOHSATTS, JOKYMEHTYBaHHS Ta KPU-
MiHaJIbHA BiZIIIOBI@JIbHICTG 32 IPOTHUIIPABHI Aii/AiANbHICTD. AKMYAAbHI NUMAHH KPUMIHANb-
HO-Npaesosoi keanigikayii, OKYMeHMY8arHHs ma po3cAidy8anns korabopayioniamy : Mart-iu Beey-
Kp. HayK.-mpakT. KoH®D. (Ozeca, 21.07.2022). Ozmeca, 2022. C. 16. URL: https://dspace.oduvs.edu.
ua/server/api/core/bitstreams/e5b44659-7bac-4fb9-87a6-0357b99358f6/content (date accessed:

16.01.2024).
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authorities in temporarily occupied
territories, and denial of the facts of
Russia’s aggression and occupation of
parts of Ukraine’s territory, are subject
to  clarification and  examination.
Researchers emphasize that during the
pre-trial investigation of crimes involving
collaborationist activities, and considering
the circumstances to be proved in
criminal proceedings (Article 91 of the
Criminal Procedure Code of Ukraine ),
it is important to take into account the
following factors while evidentiary basis
formation:

+ the ability of information to change
during its movement from the
primary source to the public and
law enforcement agencies;

+ the  possibility of
from malicious individuals;

« direct physical or psychological
coercion (force) that subsequently
excludes criminal unlawfulness;

« the necessity to comply with
a lawful order or instruction *.

It is stressed that there are
numerous when private individuals,
representatives of volunteer movements,
or community organizations document
crimes associated with collaborationist
activities, as they are able to. Investigators
must identify such individuals, for
example, by obtaining information

slander

14 KpuMiHAJIPHUH MPOIECYaTbHUHN KOZAEKC ... .

17#Text (date accessed: 16.01.2024).

about them from government and local
self-government bodies and acquiring
documents confirming the facts of
collaborationism. Investigators review
the provided information sources and
identify potential eyewitnesses and
witnesses who need to be interrogated '°.

If, during a pre-trial investigation,
information  recorded by  private
individuals is not publicly available on the
internet, these “private persons should be
instructed to provide relevant chronological
documentation records, and they should
be interrogated as witnesses regarding
circumstances of discovering and preserving
respective information” V. Such records of
private individuals are documents (Article
99 of the Criminal Procedure Code of
Ukraine ®) being “relevant for assessing
the admissibility and reliability of respective
information stored by a volunteer from open
sources as evidence” . After verification by
the investigator and direct review by the
prosecutor, such information becomes
proper and admissible evidence in court.

Note that the temporary occupation of
certain Ukrainian territories has disrupted
communicationbetweencloserelativeswho
have found themselves on different sides
of the contact line, thereby undermining
the activities of government authorities,
local self-government, law enforcement
agencies, and courts. Consequently,

URL: https://zakon.rada.gov.ua/laws/show/4651-

15 Xugkos B. JI., Xuna O. B. Op. cit. URL: https://www.helsinki.org.ua/articles/dokazuvannia-
zlochyniv-pro-kolaboratsiynu-diialnist-problemni-pytannia-zakonu/ (date accessed: 16.01.2024).

16 Xugxo B. Op. cit.

zlochyniv-pro-kolaboratsiynu-diialnist-analiz-prokurora-ofisu-heneralnoho-prokurora/

accessed: 16.01.2024).

URL: https://www.helsinki.org.ua/articles/problemy-dokazuvannia-

(date

17 ITamkoBcekuii M. I. OcobsnBocTi BukopucTanusa OSINT npu J0OKyMeHTyYBaHHi Ta pO3CIiJyBaH-
Hs KO1abopariiiHol AistIbHOCTI. AKMYaAbHI NUMAHHS KPUMIHAALHO-NPAB08ol kearigikayii, 0oky-
MEHMYBAHHS Tha PO3CAI0YBAHHS KOAAbOpayioHiamy : MaT-1u Beeykp. Hayk.-mipakT. kKoH®. (Ozeca,
21.07.2022). Ozeca, 2022. C. 84—85. URL: http://surl.li/saupi (date accessed: 16.03.2024).

18 KpuMiHAJIPHUH MPOIECYaTbHUMN KOJAEKC ...
17#Text (date accessed: 16.03.2024).

URL: https://zakon.rada.gov.ua/laws/show/4651-

19 ITamkoBcekui M. I. Op. cit. C. 85. URL: http://surl.li/saupi (date accessed: 16.03.2024).
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cooperation between law enforcement
agencies and private individuals, volunteer
movements, and community organizations
has been severely affected in the pre-trial
investigation process of collaboration
crimes. This cooperation is crucial for
obtaining and verifying information about
collaborationist activities, and it takes both
procedural and extra-procedural forms of
interaction.

Procedural forms of interaction include:

« obtaining from the prosecution
party documents and information
that may serve as evidence
during  investigative  (search)
actions (requesting: Article 93 of
the Criminal Procedure Code of
Ukraine *; temporarily accessing
items and documents: Article 159
of the Criminal Procedure Code of
Ukraine %);

+ interrogating representatives
of state authorities and local
self-government, volunteer
movements, public organizations,

and private individuals as
witnesses;
« searches or identification

presentation with the participation
of subjectswho possessinformation
about the suspect’s collaborationist
activities.

This interaction is necessary for the

prosecution party for:

« obtaining one’s own findings
during the pre-trial investigation of
collaborationist activity;

« identifying the main source of
evidence regarding an individual’s

20 KpuMiHaJIpHUH NPOIECYaTbHUH KOJEKC ... .

17#Text (date accessed: 16.01.2024).
21 Ibid.

collaborationist activities within
a particular territory;

+  procedural documentation of col-
laborationist activities evidence;

+ identification of eyewitnesses and
witnesses of such activities and
their interrogation *.

In turn, components of extra-procedural
interaction include communication
and information exchange between
the prosecution and representatives of
government and local self-government
bodies, volunteer movements, and
community organizations, as well as media
and private individuals regarding known
circumstances of specific individuals’
collaborationist activities, evidence of
such activities, and prospects for pre-
trial investigation. This takes place during
joint working meetings, working group
meetings, or other events.

Let’semphasize that covertinvestigative
(search) actions serve as specific evidence
of collaborationist activities, which, when
combined with other evidence, help
either confirm or refute their occurrence.
However, for various reasons, covert
investigative (search) actions cannot
always be carried out during the pre-trial
investigation of collaboration crimes.
Under such circumstances, the prosecution
may use information obtained in another
criminal proceeding (Article 257 of the
Criminal Procedure Code of Ukraine %).

This rule can help identify a broad
spectrum of individuals involved in
collaborationist activities, whose unlawful
actions have been investigated in another
criminal proceeding. Such materials can

URL: https://zakon.rada.gov.ua/laws/show/4651-

22 XwugkoB B. JI., Kuna O. B. Op. cit. URL: https://www.helsinki.org.ua/articles/dokazuvannia-
zlochyniv-pro-kolaboratsiynu-diialnist-problemni-pytannia-zakonu/ (date accessed: 16.01.2024).

23 KpuMiHaJIbHUH MPOIECYaTbHUMN KOZAEKC ...
17#Text (date accessed: 16.01.2024).

URL: https://zakon.rada.gov.ua/laws/show/4651-
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be acquired through request or temporary
access, provided that the prosecution
party has temporary access to the items
and documents (from the investigator or
prosecutor who initiated these actions as
part of another criminal proceeding). After
obtaining such materials, the prosecution
must coordinate their use with the
investigating judge in the specific criminal
proceeding *.

American researches single out
the following categories of open
source information: common data and
information, targeted commercial data,
expert assessments, and “gray” literature *.

In criminal proceedings related to
collaborationist activities, emphasis should
be placed on electronic (digital) evidence.
According to Article 99 of the Criminal
Procedure Code of Ukraine *, digital data
are considered as evidence in accordance
with Article 84 of the Criminal Procedure
Code of Ukraine¥. Furthermore, in criminal
proceedings concerning collaboration
crimes, digital evidence encompasses:

«  photographic materials, audio and
video recordings, computer data,
and other media obtained from both
closed and open networks (such as
the internet, media, and social net-
works) and supported by witnesses;

24 XugkoB B. Op. cit.

zlochyniv-pro-kolaboratsiynu-diialnist-analiz-prokurora-ofisu-heneralnoho-prokurora/

accessed: 16.01.2024).

websites and pages on social
networks illegally created by
authorities in temporarily occupied
territories; open Telegram
channels; media operating in
temporarily occupied territories of
Ukraine and the aggressor country,
covering the creation and activities
of pseudo-government bodies;
websites and pages on social
networks of Ukrainian government
and local self-government bodies,
public figures, journalists, and
lawyers; open Telegram channels;
media outlets documenting and
covering war crimes and crimes
againstthe foundations of Ukraine’s
national security, committed in the
temporarily occupied territories of
Ukraine, as well as events in these
territories;

photo, video, and audio files;
various open and  private
messengers of witnesses .

Digital evidence can be recorded on
such carriers:

analog device, “which properties are
characterized by direct and usually
relatively unaltered representation
of information, such as in photo and
video recordings %,

URL: https://www.helsinki.org.ua/articles/problemy-dokazuvannia-

(date

25 Best Jr. R. A., Cumming A. CRS Report for Congress. Open Source Intelligence (OSINT): Issues

26

27
28

29

for Congress. Dec 5, 2007. 27 p. URL: https://sgp.fas.org/crs/intel/RL34270.pdf (date accessed:
16.01.2024) ; Buxozens 0. O., Terepsatuuk I. K. Oxpemi nuranusa BukopuctanHs OSINT npu
Po3ciiZyBaHHi 3JI0YMHIB B yMOBaX BilicbKOBOI arpecii pd. IIpagosi Hogeau. 2022. Ne 18. C. 70—
76. DOI: 10.32847/In.2022.18.10 (date accessed: 16.01.2024).

KpumMmiHanbHUI IpoliecyaJbHUN Kogeke ... . URL: https://zakon.rada.gov.ua/laws/show/4651-
17#Text (date accessed: 16.01.2024).

Ibid.

Xuzpxos B. JI., Xuna O. B. Op. cit. URL: https://www.helsinki.org.ua/articles/dokazuvannia-
zlochyniv-pro-kolaboratsiynu-diialnist-problemni-pytannia-zakonu/ (date accessed: 16.01.2024).
T'ymaniok M. B., T'aBnoBcbkuit B. [I., XaxaHoBcbkui B. I. Ta iH. BUKOPUCTAaHHS €JIeKTPOHHUX
(uudpoBux) Z0Ka3iB y KpUMiHAJIBHUX IIPOBA/KEHHAX : METOZA. peK. / 3a 3ar. pes. O. B. Kop-
Helika. Buj. 2-re, momos. Kuis, 2020. C. 40. URL: https://elar.naiau.kiev.ua/server/api/core/
bitstreams/8e9e5637-7b62-475¢-8¢41-9850e317bfc4/content (date accessed: 16.01.2024).
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« computer, “physical properties of
which are not used for the direct
representation of information, but
for recording-reading discrete states
of the electromagnetic field indirectly

through an analog-to-digital
converter” %,
It is worth emphasizing that

identification and review of web pages
and websites, groups and channels in
messengers, mass media, and social
networks helps the prosecution obtain
photo and video evidence of collaborative
actions. These materials, along with
witness testimonies, form the evidentiary
basis in criminal proceedings involving
collaboration crimes. However, it is
crucial to note that information from open
sources can be deleted or destroyed over
time, at the same time Part 1 of Article
23 of the Criminal Procedure Code of
Ukraine contains a requirement for direct
examination of evidence by the court *. For
example, a court adhering to the principle
of direct examination of evidence during
a trial may raise the issue of searching for
the original source of information from
which a copy of the information being

examined was made, which is impossible
because it has been deleted *.

During the pre-trial investigation of
collaboration crimes, the use of documents
enables the investigator to obtain important
evidence regarding the position held by
the suspect and the activities carried out
by him/her, which possess subjective and
objective features of a committed crime.
Researchers note that “under Article 111-1
of the Criminal Code of Ukraine %, verdicts
in criminal proceedings are to be based on
witness testimonies and documents. However,
documents  cannot  constitute  hearsay
testimonies, as this contradicts Article 97 of
the Criminal Procedure Code of Ukraine and
may cast doubt on the overall fairness of the
trial and affect the assessment of compliance
with Article 6 of the Convention for the
Protection of Human Rights and Fundamental
Freedoms % in the event of an appeal to the
ECtHR [European Court of Human Rights:
note by S. Perepelytsia]” *. This indicates
the need to identify the sources of
evidence in criminal proceedings involving
collaboration crimes.

Practitioners hold a similar opinion:
they assert that verdicts should be based

30 T'ymamiox M. B., T'aBmoBchku# B. [I., XaxaHoBchku# B. I. Ta iH. Op. cit. URL: https://elar.
naiau.kiev.ua/server/api/core/bitstreams/8e9e5637-7b62-475c-8c41-9850e317bfc4/content (date

accessed: 16.01.2024).
31 KpuMiHajIpHUH MPOIECYaTbHUMN KOZAEKC ...
17#Text (date accessed: 16.01.2024).

. URL: https://zakon.rada.gov.ua/laws/show/4651-

32 IIpo opraHi3amnioo IPOBeJEHHs CHiAYux Aiit 3i 360py Ta 36epexxeHHs rudposoi iHbopmarii
3 BIAKPUTUX pKeper : IUCT-0pieHTyB. Odicy I'eHnpokypopa Big 28.08.2021 p. Ne 18/1-386Bux-

5150KkB-21.

33 KpuMmiHanpHUH Kogekc Ykpainu Biz 05.04.2001 p. Ne 2341-I11 (3i 3miH. Ta gonos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 16.01.2024). — Note by S. Perepelytsia.

34 KoHBeHIis IIPO 3aXUCT IIPaB JIOJUHU i OCHOBOIOJIOXKHUX CBOGOJ (EBpOIericbKa KOHBEHIiS
3 IIpaB JTIOAUHY) : Big 04.11.1950 p.; patudik. 3akoHoM Ykpainu Big 17.07.1997 p. Ne 475/97-BP;
YUHHA A1 YKpainu 3 11.09.1997 p. (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/
show/995_004#Text (date accessed: 16.01.2024).— Note by S. Perepelytsia.

35 Tnosiok L. B. IInTanHa fokasyBaHHA 3a cT. 111-1 KK Vkpainu: aHani3 BUPOKiB. AKmyaavHi nu-
MAHHS KPUMIHAABHO-NPAB060I kKeaipikayil, JOKYMEeHMYBAHHS Ma PO3CAI0Y8AHHA KOAAOOPAYIOHI3-
My : MaT-1u Beceykp. HayK.-mpakT. koH®. (Ogeca, 21.07.2022). Ogeca, 2022. C. 32. URL: http://

surl.li/saugh (date accessed: 16.01.2024).
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on witness testimonies and documents *
in criminal proceedings under Part 1
of Article 111-1 of the Criminal Code of
Ukraine *.

During the pre-trial investigation of
collaboration crimes, the formation of the
evidentiary basis is influenced by witness
and eyewitness testimonies, which play
a significant role. Therefore, clarifying
these testimonies is a primary task for the
investigation, requiring the application
of various measures. As stated above,
these measures, including requesting
information in the manner envisaged in
Art. 93 of the Criminal Procedure Code
of Ukraine * and temporarily accessing
the belongings and documents of workers
who have left the temporarily occupied
territories of Ukraine, as well as those
who have remained in these territories,
by state and local authorities, are crucial.
Such information is vital for investigators.
It allows them to interrogate persons
who have left the temporarily occupied
territories, thus obtaining testimony from
direct eyewitnesses to collaborationist
activities.

In addition, the investigator may
obtain from government and local self-
government bodies, as well as from
centers for the provision of administrative
services, information on internally
displaced persons from certain temporarily
occupied territories of Ukraine, who may
be both eyewitnesses of collaborationist

36 Manprina A. C. Op. cit. C. 62.

URL:

activities and collaborators. Requesting
information from government and local
self-government bodies on the operation of
crossing points along the contact line and
filtration points will enable the investigator
to compile a list of individuals who have
left the temporarily occupied territories,
including eyewitnesses and witnesses of
collaborationist activities. Obtaining such
information will also help clarify the (im)
possibility of leaving the temporarily
occupied territory of Ukraine for a person
suspected of collaborating ¥.

As set out in Part 11 of Article 615 of
the Criminal Procedure Code of Ukraine
(although other articles of the procedural
law do not contain such a requirement),
witness interrogations conducted in
conditions of martial law are carried out
using video recording equipment ¥, since
only in this format will these materials be
considered as evidence by the court.

Persons who have been abroad or
internally displaced have repeatedly
refused to testify to the investigator, while
at the same time informing by phone
that they possess information about
a collaboration crime in a specific criminal
proceeding. In such circumstances, the
information provided by this person must
be formalized by the prosecution as an
explanation obtained by the investigator
or prosecutor from the participants in
a criminal proceeding, as well as from
other persons with their consent (Part 8 of

https://dspace.oduvs.edu.ua/server/api/core/

bitstreams/3ab2381e-e4e8-4932-h84f-d4e4a46cc720/content (date accessed: 16.01.2024).

37 KpumiHaibHUH KoJeKC VKpaiHU ...
(date accessed: 16.01.2024).

38 KpuMiHaIbHUH IIPOIECYaNbHUN KOZEKC ...
17#Text (date accessed: 16.03.2024).

39 XugkoB B. Op. cit.

zlochyniv-pro-kolaboratsiynu-diialnist-analiz-prokurora-ofisu-heneralnoho-prokurora/

accessed: 16.01.2024).
40 KpuMiHaJIbHUI IIPOLIECyaJbHUN KOZEKC ...
17#Text (date accessed: 16.01.2024).
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Article 95 of the Criminal Procedure Code
of Ukraine) “, and recorded in the format
of “explanations by individuals”. The forms
of recording explanations obtained by the
prosecution from an individual residing
abroad include:

« written explanations by the
individual (similar to the written
form of a witness interrogation
record): should include the
personal and contact details of
a person; circumstances to be
proved in this criminal proceeding;
interrogation date, and the
signature of a conducting person;

« report from the investigator to the
head of the pre-trial investigation
body or an official note to the
head of the prosecutor’s office
with a description of obtained
information.

It is important to note that the
information obtained by the prosecution
through telephone communication cannot
serve as an independent source of evidence.
Furthermore, in the presence of other
corroborating evidence, it can supplement
the established factual circumstances of
a collaboration crime. Such information
should not be disregarded, as there may be
opportunities in the future (for example,
during the trial stage) to question those
individuals who provided explanations
to the prosecution over the phone.
Therefore, their testimonies under such

conditions become relevant and admissible
evidence *.

When developing the evidentiary
basis during the pre-trial investigation of
collaboration crimes, well-versed persons
are not overlooked, which, according to
the procedural law, include experts and
specialists: “Specialistin criminal proceedings
shall be a person who has special knowledge
and skills necessary to use technical or other
devices, and who is able to consult during pre-
trial investigation and judicial proceedings on
issues which require special knowledge and
skills” (Part 1 of Article 71 of the Criminal
Procedure Code of Ukraine) **, and “An expert
in criminal proceedings shall be an individual
who has scientific, technical or any other
special expertise, is entitled to conduct expert
examination under the Law of Ukraine “On
Forensic Examination”™* and who is assigned
to examine objects, events and processes that
contain information on circumstances under
which a criminal offence was committed, and
to provide an opinion on issues arising in the
course of the criminal proceeding and relating
to the scope of his/her expertise” (Part 1 of
Article 69 of the Criminal Procedure Code of
Ukraine) .

Throughout  pre-investigation  of
collaboration crimes, the investigator
encounters questions that only a forensic
expert can address after conducting
a forensic examination. During pre-trial
investigation of collaboration crimes, the
followingtypes offorensicexaminationsare
most commonly appointed (in accordance

41

42

43

44

45

Ibid ; XKuzaxos B. JI., XKuia O. B. Op. cit. URL: https://www.helsinki.org.ua/articles/dokazuvannia-
zlochyniv-pro-kolaboratsiynu-diialnist-problemni-pytannia-zakonu/ (date accessed: 16.01.2024).
ugxos B. JI., Xuma O. B. Op. cit. URL: https://www.helsinki.org.ua/articles/dokazuvannia-
zlochyniv-pro-kolaboratsiynu-diialnist-problemni-pytannia-zakonu/ (date accessed: 16.01.2024).
KpumiHasbHUE IpollecyaJbHUN KoZeke ... . URL: https://zakon.rada.gov.ua/laws/show/4651-
17#Text (date accessed: 16.01.2024).

IIpo cyzoBy ekcrepTusy : 3akoH Ykpainm Big 25.02.1994 p. Ne 4038-XII (3i 3MiH. Ta ZOIOB.).
URL: https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 16.01.2024).— Note by
S. Perepelytsia.

KpumiHaibHU IpOIleCyaJbHUN KOZEKC ...
17#Text (date accessed: 16.01.2024).

. URL: https://zakon.rada.gov.ua/laws/show/4651-
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with the Scientific and Methodological
Recommendations on the Preparation and
Appointment of Forensic Examinations
and Expert Studies *, hereinafter referred
to as the Recommendations):

1) semantic-textual analysis of written
and oral speech (“semantic-textual
examination addresses tasks related to
determining the content of concepts,
lexical meanings of words or word
combinations used in the texts provided
for research or oral communications
[based on their textual reproductions],
their stylistic coloring, semantic load,
the nature of information contained
herein [whether such information may be
considered offensive or contain a threat
to a specific person/persons], etc.) that is
resolving issues of linguistic nature not
related to establishing factual data about
the author”: paragraph 2 of subclause
2.1.2 of clause 2.1 of Chapter 2 of
Section I of the Recommendations);

2) linguistic analysis of oral speech
(“during identification and diagnostic
studies of a person’s oral speech, questions
related to:
 identification of a person based on

linguistic features of oral speech;

« determination of speech  type
[spontaneous, non-spontaneous
speech, reading of text, etc.];

 identification of signs of mimicry
in speech, native language, etc.":
paragraphs 1-4 of subclause 2.2.1
of clause 2.2 of Chapter 2 of Section
I of the Recommendations);

3) psychological analysis (“the main task of
psychological examination is to identify in
the examined person:

« individual psychological features,
character traits, dominant personality

traits; motivational factors of mental
life and behavior;

- emotional reactions and states;

« patterns of the course of mental
processes,  their  developmental
levels, and personal qualities”:
clause 6.4 of Section VI of the
Recommendations);

4) handwriting analysis ("identification of

the author of a handwritten text, limited
to the volume of manuscript records
[literary and digital] and the signature.
This examination addresses certain non-
identification tasks [establishing the fact
of executing a handwritten text under the
influence of various interfering factors:
natural: illness, chronic conditions, age-
related changes; temporary external:
unusual pen grip, unusual posture, visual
impairment, etc.; temporary internal:
alcohol intoxication, pharmacological,
narcotic ~ substances, etc.; artificial:
distortion of handwriting by altered
movements]; determination of the author’s
gender, as well as affiliation to a certain
age group, etc.": clause 1.1 of Chapter 1
of Section I of the Recommendations);

5 video and audio recording analysis
(the main tasks of this examination are:
“20.1.1.  To  determine  technical
specifications and technology of video and
sound recording.
20.1.2. To identify individuals by voice
physical parameters.
20.1.3. To identify persons by linguistic
features of speech”: subclauses 20.1.1-
20.1.3 of clause 20.1 of Chapter 20 of
Section I of the Recommendations);

6) portrait analysis ("the main task of
portraitexaminationisidentification ofan
individual [corpse] based on a photograph
[photo  card, negative], and video

46 HaykKoBO-MeTOAWYHI peKOMeHalii 3 MUTaHb IiTOTOBKYU Ta IIPU3HAYEHHS CYyAOBUX eKCIIep-
TH3 Ta €KCIIePTHUX JOCITi/KeHb : 3aTB. HakazoM MinlocTy Vkpainu Big 08.10.1998 p. Ne 53/5
(31 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/z0705-98#Text (date accessed:

16.01.2024).
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recording”: clause 18.1 of Chapter 18 of

Section I of the Recommendations);

7) computer analysis (“principal tasks of
computer hardware and software expertise
encompass:

«  determining the operating status of
computer-technical equipment;

«  establishing circumstances involving
the use of computer-technical means,
information, and software;

«  detecting information and software
contained on computer media;

«  determining compliance of software
products with specific versions or
requirements for their development”
(as specified in subclause 13.1
of Chapter 13 of Section II of the
Recommendations) *;

8) psycholinguistic multidisciplinary
analysis (studies expert situations
related to determining the semantic
features of the text and psychological
characteristics of participants’
speech behavior in communicative
interaction to elucidate the specifics
of the information orientation being
conveyed; expert research involves
using expertise from the fields of:
linguistics: to analyze peculiarities
of speech and semantic properties
of texts; psychology: to identify
peculiarities of participants’ behavior
in the communicative process. This
specific expertise enables in-depth
examination of textual, video, and
audio recordings from various aspects).

Conclusions

It has been proven that today it is not un-
common for private individuals, volun-
tary movements or public organizations
to document crimes related to collab-
orationist activities. The investigators’

47 HayKOBO-METOZWYHI peKOMeHZAaIii ...
98#Text (date accessed: 16.01.2024).
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task is to identify private individuals,
representatives of volunteer movements, or
public organizations that have documented
crimes associated with collaborationist
activities and collect the information
they have recorded. Additionally, they
aim to uncover individuals suspected of
collaboration, which involves obtaining
information about them from government
and local self-government bodies, as well
as acquiring relevant documents to verify
the facts of collaborationism. It should be
emphasized that, for various reasons, it
is not always possible to carry out covert
investigative (search) actions during
pre-trial investigation of collaboration
crimes. Under such circumstances, the
public prosecutor may utilize information
obtained in another criminal proceeding
(Article 257 of the Criminal Procedure Code
of Ukraine).

It is pointed out that digital evidence
holds a separate place in criminal
proceedings  involving  collaboration
crimes, which encompasses: photographic
materials, audio and video recordings,
computer data, and other media found in
both closed and open networks (internet,
media, social networks), as well as witness
testimonies. Another component of the
evidentiary basis comprises documents
that enable investigators to acquire crucial
evidence regarding the position held by
the suspect and the activities they have
undertaken, demonstrating both subjective
and objective sings of the alleged crime.

When developing evidentiary
basis during pre-trial investigation of
collaboration crimes, witness testimonies
become a pivotal component. Thus,
ascertaining them is a leading task for the
investigation, involving the application
of various measures (such as obtaining
information in the manner set out in

URL: https://zakon.rada.gov.ua/laws/show/z0705-
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Article 93 of the Criminal Procedure Code
of Ukraine, or temporary accessing items
and documents by government and local
self-government bodies). In the course
of pre-trial investigation of collaboration
crimes, the investigator faces questions
that only a forensic expert can answer
after conducting a forensic examination:
namely, the expert conclusion is a key
component for forming evidentiary basis.
It is the expert conclusion that contains
information obtained by the forensic expert
during the examination using specific
expertise and about which the investigator
was unaware.

Due to the fact that collaboration
crimes predominantly take place in
temporarily occupied territories, the
process of gathering evidence and
developing evidentiary basis is quite
complex. Such difficulties may result in the
loss of part of the evidence or insufficient
evidence to establish the fact of committing
a collaboration crime. The investigator
should also consider other nuances of
evidence gathering, as collaborators use
closed communication channels to conceal
their actions or employ other forms of
cooperation with occupiers (financial or
informational support).

OxpeMi acnieKkTu OpMyBaHHS
JI0Ka30BOi 0a3M IiJ] Yac Po3CIiLyBaHHsA
daxkris KoabopaniiHoOI AiAAbHOCTI
Cepeiil Ilepeneauuys

Mema cmammi — oKpecAumiu OKpemi
acnexmu gopmysanns 0okasoeoi 6asu nid
uac poscaidysanms ¢axmie xorabopayiiinol
disnvHoCcmi, 8UOKpeMUML TPOOAeMHL nu-
ManHs 1 BUHAYUMU WAAXU X NOJ0AAHHA.
Jlns docsizHeHHS NOCMABAEHOL MemiL 3aCmo-
COBAHO 3A2aNbHOHAYKOBL MA CNeyianbHi Ha-
yKoei memodu. 3aysadcero, 1wo Gopmysanus
doka3zoe0i 6asu nid wac 0ocydoeozo po3caidy-
8AHHS KOAAOOPAUTIHLUX 3104 UHIE 3A/AeHCUNDL
810 HAABHOCMI NOKA3AHb c8I0KIE 1 01esudyis,

89

3’acyeamus ocib aKux € nposiOHUM 3a80a-
HAM caidcmea ma nepedbadae 3acmocy8ants
pisHux 3axodie (Hanpukaad, sumpeOy8aHHs
gidomocmeil npo yux ocib i nido3preanux
abo mumuacosozo docmyny do peueil i Joxy-
MeHmig 810 opeaHig depicasHoi 6aadu il mic-
yegoeo camospadysanms 8 nepedoaueromy
3axkonodascmgom nopadky). AKyeHmosawo,
10 3a80AHHAM CALOHUX Y PO3CAIOYBAHHI UbO-
20 6UJY 310YUUHIB € BUABUML TNPUBATMHUX
0cib, npedcmMAasHUKI8 B0A0HMEPCLKUX DYXi8
abo epomadcvkux opeauizauyitl, sKi 3aQixcy-
84/l 3/10YUHL, NOG’A3AHI 3 K0AA6OPAULIHOI
disavHicmio, ma ompumamu 3agpiKco8any
Humu ingopmayiro. Koncmamosano, wo 3a-
KoHoOagcmeom Ykpainu 06ymoeneHo 8UKOpU-
cmanHa iHgopmauii, OompumManol 3a iHWuUMm
KPUMIHAALHUM — npogadiceHHam.  IHuioro
ck1a0d08010 00ka30801 b6a3u € JOKyMeHmu, SKI
dalombv caiduomy eaxcaugi dokasu npo no-
cady nido3prosanozo ma 30ilCHIOBAHY HUM
Konabopauyitiny JisaavHicme. BucHO80K ekc-
nepma (x eazoma ckaadosa 0oxkasogoi basu)
micmums 810no6idl Ha 3anumaHHa, AKL 6u-
HUKAOMmMb Y cAi040eo0 nid wac 0ocydo8ozo pos-
cidy8amnts, OCKIAbKU came Y HbOMY eKcnepm
Hasodumov gidomocmi, 4Kl 6iH 8U3Ha4U8 nid
uac nposederHs 00CAI0NHEHH 13 3ACMOCYBAH-
HAM CNeyianrbHuX 3HAHbL | Npo KL He 3HAB
cniduuil.

Kawuoei caoga: esidkpumi Oxcepena;
8UCHO80K ekcnepma; doka3u i Joka3y8aHHs;
dokazosa basa; doxkymenmu; Oocydoee pos-
cnidysants;  koaabopayiiiHa — OisAbHiCMY;
KOAAbOpayitiHull 3104UH; 3aC06U MACOBOT 1H-
popmauii; 36upanns dokasis; KpUMIHAAbHE
npoeadicents; Noka3anHus ceidkie; yugposi
doka3u.
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