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Criminal policy in the field of digital countermeasures against
propaganda during war involves propaganda definition and its
forms at international and national levels. Detection of various
propaganda forms, classified as criminal offenses that encroach on
foundations of national security, public order and security, as well
as peace and security of humanity and the international legal order,
is extremely relevant today. The most dangerous form of propaganda
is war propaganda. War propaganda is a separate criminal offense
that affects peace and security of mankind and the international
legal order. War propaganda is a criminal offence, similar to the
crime of aggression and war crimes, which requires their distinction.
Rapid technological development and expansion of the digital space
dictate new trends that should be taken into account when forming
a criminal policy in the field of digital counterpropaganda during
wartime. The protection of national security and democratic values
requires a balanced approach: the use of digital means should not
violate the basic rights and freedoms of citizens. The study of criminal
policy in the field of digital countermeasures against propaganda
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during the war was facilitated by the use of a complex of scientific
methods: 1) logic one (for propaganda characterization of and its
types, determination of digital means of countermeasures against
this phenomenon); 2) philosophical (in order to find a philosophical
basis for countering propaganda); 3) historical and legal one (during
the analysis of the historical and legal experience of countering
propaganda in wartime); 4) formal and logical one (for construction
of criminalpolicy in thefield of digital countermeasures to propaganda
during wartime); 5) comparative legal one (when comparing the

implementation of criminal policy in Ukraine and other States).
Keywords: criminal policy; counteraction to criminal offenses;
digital means of countering criminal offenses; propaganda; war

propaganda.

Research Problem Formulation

Research on criminal policy in the field of
digital counterpropaganda during the war
involves, first of all, the propaganda defini-
tion and its forms at the international and
national levels. Detection of various propa-
ganda forms, classified as criminal offenses
that encroach on the foundations of nation-
al security, public order and security, as well
as peace and security of mankind and the in-
ternational legal order, is extremely relevant
nowadays. The most dangerous form of pro-
paganda is war propaganda. War propagan-
da is a separate criminal offense, similar to
the aggression crime and war crimes, which
requiring their separation.

Given modern development of
Ukraine, digital counteraction becomes

an important aspect of countering war
propaganda and other forms of propaganda
during a military conflict. Dangerous
information influence carried out with the
help of digital means that is intrusive and
manipulative in nature and incites society
to war and fuels; it should be blocked by
modern digital means that will allow to
detect such propaganda and neutralize its
destructive impact.

Analysis of Essential Researches
and Publications

Certain aspects of criminal policy in the field
of digital countermeasures against propa-
ganda during the war were studied by such
scientists as Zh. Denisyuk !, S. Dmytrashko 2,
P. Doichynovych ? U. Koruts %, N. Meltser ®,

1 Jenwuciok K. 3. [Iponaranza Ta KOHTpIIpoIIaraHzia B KOHTEKCTI cCTpaTeril gep:xaBHoi iHdpopMa-
IilHOI moiTUKY. Bueni 3anucku THY imeni B. I. Bepnadcvkozo. Cepis: Jlepacashe ynpasainua. 2021.
T. 32 (71). Ne 2. C. 46—51. DOI: 10.32838/TNU-2663-6468/2021.2/08 (date accessed: 10.12.2023).

2 [mutpamko C. A. CTpaTeris BIIIMBY Ha MacOBY CBiZJOMIiCTb y HallioHaJI-coniamicTnyHik Himeu-
upHi. Bichuk HTYY «KIII». Ilonimonoeis. Coyionoeis. Ilpago. 2018. Bum. 2 (38). C. 12—17. DOIL:
10.20535/2308-5053.2018.2(38).152880 (date accessed: 10.12.2023).

3 Propaganda, War Crimes Trials and International Law: From Speakers’ Corner to War Crimes ;

ed. by P. Doj¢inovié. Routledge, 2012. 336 p.

4 Kopyn V. 3. [IoHATTA IpomaraHAy BiliHU: iCTOPUKO-TIPABOBUH aCIeKT. [1i860eHHOYKPAIHCOKUIL
npasHuuuil waconuc. 2019. Ne 4. 4. 1. C. 118—121. DOI: 10.32850/sulj.2019.4.1.26 (date accessed:

10.12.2023).

5 Menbuep H. MexxayHaposHoe rymMaHuTapHOe mpaBo. O6Imuil Kypc :

MKKK, 2016. 419 c.

crpas. usa. JKeHesa :
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Zh.-M. Khenkerts and L. Dosvald-Bek °.
The scientific investigations of the named
authors were only indirectly related to the
criminal policy of digital counteraction to
such a phenomenon as propaganda. Giv-
en the war duration in Ukraine and the
aggressive nature of propaganda used by
the enemy as a weapon, this research is
extremely relevant.

Research Methods

During research, the following methods
were used: 1) logic one (to characterize
propaganda and its types, to determine
digital means of countering this phenom-
enon); 2) philosophical one (in order to
find a philosophical basis for countering
propaganda); 3) historical and legal one
(when analyzing historical and legal ex-
perience of countering propaganda in
war conditions); 4) formal and logical one
(for constructing a criminal policy in the
field of digital counteraction to propagan-
da during war); 5) comparative and legal
one (when comparing the implementation
of criminal policy in Ukraine and other
countries).

Article Purpose

Explore criminal policy in the field of dig-
ital counterpropaganda during wartime.

Main Content Presentation

Importance of criminal policy formation
in the field of digital counterpropaganda
is determined by international experi-
ence: court precedents qualify the actions
of persons accused of war propaganda as
a crime against humanity, as genocide,
as a separate crime, and as a component
of other international crimes. Thus, the
Nazi propagandist of the Third Reich, Ju-
lius Streicher, Editor and owner of the Der
Stiirmer antisemitic newspaper was sen-
tenced to death by the Nuremberg Inter-
national Military Tribunal. This is the first
conviction for propaganda, when persecu-
tion and actions were classified as a crime
against humanity ’. In order to recognize
war propaganda as a crime, it is necessary
to prove that the accused person directly
incited specific acts of aggression, there-
by creating a favorable belligerent atmo-
sphere, which happened in the described
case regarding Jews.

International Covenant on Civil and
Political Rights states that any advocacy
of national, racial or religious hatred that
constitutes incitement to discrimination,
hostility or violence, as well as any
propaganda for war, should be prohibited
by law &.

A more recent example of mass media
use to incite hatred, incite violence and
discriminate against a certain ethnic group
is the crimes in Rwanda: The International

6 Xenkeptc JXX.-M., JlocBanba-Bek JI. OGbIuHOE MeXAyHAPOLHOE r'yMaHuTapHoe mpaso. T. 1.
Hopwmsl. XXenesa : MKKK, 2006. 874 c¢. URL: https://www.icrc.org/ru/doc/assets/files/other/cus-

tomary.pdf (date accessed: 10.12.2023).
7 Propaganda, War Crimes Trials ... .

8 MDXHApOAHUH MaKT IIPO TPOMAASHCBKI i IoniTH4YHI IpaBa :

npuiiasta leHacambiee

OOH 16.12.1966 p. zok. OOH A/RES/2200 A (XXI) ; parudik. Vkasom IIpesuzii BP VPCP Bijg
19.10.1973 p. Ne 2148-VIII [YunHa Ana Vkpainm 3 23.03.1976 p.]. URL: https://zakon.rada.gov.ua/
laws/show/995_043?find=1&text=itiu#w1_1 (date accessed: 10.12.2023).
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Criminal Tribunal convicted the founders
and journalists of the Rwandan company
RTLM for the crime of genocide and crime
against humanity (persecution, as in the
example described above), related to the
use of this mass media °. The court proved
the facts of incitement to the genocide
of the entire Tutsi ethnic group using
specific linguistic constructions with the
help of specific broadcasting channels.
By the way, conducting linguistic
examinations and understanding the
speech and cultural context in such cases
are extremely important not only for the
correct qualification of actions, but also
for compliance with the procedural order,
which is strictly regulated. We mean
cases when domestic experts are allowed
to carry out linguistic examinations
of a foreign text, who do not have an
appropriate document that would confirm
their knowledge of foreign language,
which content they are analyzing, as
they do not have an understanding of
the context of the conflict. Thus, during
appropriate  linguistic or complex
psycholinguistic examinations, questions
can arise regarding the need to translate
the text. For example, a forensic expert
understands the language in which the
text provided for research is presented,
because he studied it at school, but he
does not have a translator’s diploma in
the relevant language (in the case under
study, it is Russian). Then the question

arises about the need to translate the
text into Ukrainian for further research '
or to involve a forensic linguist who has
a document confirming his knowledge
of the language which the text was
submitted in for research. We consider
the second situation to be more justified
from a procedural point of view: in
order to prevent the defense party from
initiating in court the recognition of such
a conclusion of the forensic examination
as inadmissible due to similar procedural
specifics.

The decision of International Criminal
Tribunal for the former Yugoslavia,
which convicted the political leader, the
leader of the Serbian Radical Party and
the paramilitary Serbian group: Chetniks
for a single speech that prompted the
commission of rapes, murders and other
crimes, is worthy of attention'. In other
words, this person was convicted not for
the direct commission of murders, rapes,
etc., but for a single speech with elements
of hate speech and threats against the local
non-Serb population? namely, Croats:
the court qualified his actions as a crime
against humanity that gives grounds for
reflection on the urgent need to formulate
the criminal law policy of our state, given
the existing international law enforcement
practice.

At the same time, it is necessary to
take into account the fact that (unlike the
Second World War); currently propaganda

9

10

11

Omnpuurko JI. BigmosizanpricTs 3MI 3a renouwz. Ilpukiag Pyanzaum / Journalism Teachers’
Academy. 20.07.2022. 17:42. URL: https://www.jta.com.ua/trends/vidpovidalnist-zmi-za-henot-
syd-pryklad-ruandy/ (date accessed: 10.12.2023).

VxBana CuxiBChKOTO pamcyzy M. JIbBoBa Bif 27.07.2023 p. CmpaBa Ne 464/1692/22. IIpoBaz-
skeHHs Ne 1-k11/464/32/23. URL: https://zakononline.com.ua/court-decisions/show/1125043862-
from=%22IIponaranza%20Bifinm%22%20AND %20%22ekcepTH3a %22 (date accessed:
10.12.2023).

Kypenxkosa O. Harnucru nparuynu «Beankoi HimeudanHu». KpeMib — cTBOpeHHs «BeInKoi Pocii»
KomrToM Ykpainu — ropuct IIpeapar JlofrarrHoBYY / CycminbHe HOBUHM. 09.01.2023. 09:37. URL:
https://suspilne.media/325738-nacisti-pragnuli-velikoi-nimeccini-kreml-stvorenna-velikoi-ro-
sii-kostom-ukraini-urist-predrag-dojcinovic/ (date accessed: 10.12.2023).

90
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is mainly spread thanks to the digital
environment, when social networks are
its main tool. In this case, the Internet is
not only a springboard for spreading false
information: it has created the so-called
army of trollsand bot networks, etc., which,
supporting electronic communication
in comments, convince Internet users of
the “truth” of such information or resort
to aggressive methods of intimidation,
thereby depriving Internet users of any
desire to search for the relevance of
widespread information. For example, at
least 47 governments used a combination
of human and Internet bot campaigns to
manipulate online discussions to spread
propaganda in 2023; twice as many as
10 years ago 2. A clear example of this is
the analysis of internal documents of one
of the leading contractors of the Russian
special servicesregardingthe development
of tools designed to carry out cyberattacks
and spread disinformation, control the
Internet space and use digital means to
promote certain propaganda narratives **.
Certainly, such traditional mass media
as television, radio and newspapers are
also actively used as a hybrid weapon
not only in the aggressor country, but
also abroad, exerting a much larger
influence in terms of scope. Although
such actions have been prohibited since

at least 1936, the time of the adoption of
the International Convention on the Use
of Radio Broadcasting in the Interests of
Peace, in Art. 2 declaring the duty of States
to refrain from war propaganda of .

Criminal Code of Ukraine provides
for liability for the following forms of
propaganda: 1) collaborative activities
(Part 3 of Art. 111 %); 2) cruel treatment of
animals (Art. 299); 3) import, production
or distribution of works promoting the cult
of violence and cruelty, racial, national or
religious intolerance and discrimination
(Art. 300); 4) war propaganda (Art.
436); 5) propaganda of communist and
national-socialist ~ (Nazi)  totalitarian
regimes (Art. 436') *. The definition of
this act in domestic criminal legislation
is not given, but it should be noted that
these socially dangerous acts encroach
on quite different objects: 1) foundations
of national security; 2) public order and
security; 3) peace, security of mankind
and international law and order.

Only in Art. 436 of War propaganda
and in Art. 300: Importation, production
or distribution of works promoting the cult
of violence and cruelty, racial, national or
religious intolerance and discrimination of
the Criminal Code of Ukraine provides
for quite stable criminal liability, since
there have been no special changes in

12

13

14

15

Ryan-Mosley T. How generative AI is boosting the spread of disinformation and propa-
ganda / MIT Technology Review. October 4, 2023. URL: https://www.technologyreview.
com/2023/10/04/1080801/generative-ai-boosting-disinformation-and-propaganda-free-
dom-house/ (date accessed: 10.12.2023).

Leloup D., Reynaud F. Inside Vulkan, the digital weapons factory of Russians intelligence ser-
vices / Le Monde. March 30, 2023, at 5:00 pm (Paris). URL: https://www.lemonde.fr/en/pixels/
article/2023/03/30/inside-vulkan-the-digital-weapons-factory-of-russian-intelligence-ser-
vices_6021230_13.html (date accessed: 10.12.2023).

MexyHapoHast KOHBEHINSI 06 MCII0Ib30BAHUY PAJHOBEIAHNUs B MHTepecax MUPA : TOJIIHC.
Tenaccambreeit OOH 23.09.1936 1. ; patudur. IIpesuguym. BC CCCP 17.09.1982 r. C OrOBOPK.
u 3agBi. URL: https://zakononline.com.ua/documents/show/141016___141016 (date accessed:
10.12.2023).

KpumMinanbHUI KofeKe Ykpainu Biz 05.04.2001 p. Ne 2341-I1I (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 10.12.2023).
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these rules regarding the definition of
propaganda . The rest of provisions of
this Code do not stipulate such liability.
Due to anti-communist, anti-national-
socialist, European integration vector of
Ukraine’s development and the beginning
of Russian aggression against Ukraine, the
number of criminal offenses in the form
of propaganda has increased significantly.

In paragraph 2, Part 1 of Art. 1 of the
Law of Ukraine: On Condemnation of the
Communist and National Socialist (Nazi)
Totalitarian Regimes in Ukraine and the
Prohibition of Propaganda of Their Symbols,
which has a direct connection and men-
tion of it in Art. 436" of Criminal Code of
Ukraine, the following definition of propa-
ganda of the communist and national so-
cialist (Nazi) totalitarian regimes is given:
“Public denial, in particular through the
media, of the criminal nature of the com-
munist totalitarian regime of 1917—1991
in Ukraine, the national socialist (Nazi) to-
talitarian regime, dissemination of infor-
mation , aimed at justifying the criminal
nature of the communist, national social-
ist (Nazi) totalitarian regimes, the activi-
ties of the Soviet state security bodies, the
establishment of Soviet power on the terri-
tory of Ukraine or in separate administra-
tive and territorial units, the persecution

16 KpuMiHanpHUH KOZeKC YKpaiHU ...
(date accessed: 10.12.2023).

of participants in the struggle for the inde-
pendence of Ukraine in the 20th century,
production and/or distribution, as well as
public use of products containing symbols
of communist, national socialist (Nazi) to-
talitarian regimes” ".

In 2021, Ukrainian legislators provided
for criminal liability for propaganda
of actions that have signs of cruelty to
animals (Article 299 of Criminal Code
of Ukraine ), although they did not
formulate a definition of propaganda ¥.

Since the beginning of the Russian
aggression against Ukraine, collaborative
activities have been criminalized
and liability has been provided for
“implementation by a citizen of Ukraine
of propaganda in educational institutions,
regardless of typesand formsof ownership,
in order to facilitate implementation
of armed aggression against Ukraine,
establishment and approval of temporary
occupation of part of the territory of
Ukraine, avoidance of responsibility for
implementation by aggressor State of
armed aggression against Ukraine, as
well as the actions of citizens of Ukraine
aimed at implementing the educational
standards of the aggressor State in
educational institutions” (Part 3 of Art.
111! of the Criminal Code of Ukraine) .

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

17 IIpo 3acymXeHHS KOMYHICTUYHOTO Ta HaIliOHAJ-COLIaJiCTUYHOTO (HAIIMCTCHKOTO) TOTANiTap-

HUX PEeXUMIB B YKpaiHi Ta 3a00pOHy IIporaraHiu iXHbOI CMMBOJIKHU :

3akoH VKpaiHH BiJ

09.04.2015 p. Ne 317-VIII (3i 3MmiH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/show/317-

19#Text (date accessed: 10.12.2023).
18 KpuMiHaTbHUH KOZeKC YKpaiHu ...
(date accessed: 10.12.2023).

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

19

20

IIpo BHeCeHHs 3MiH |0 JesKUX 3aKOHOZAaBUNX aKTiB YKpaiHU 100 iMIIJIeMeHTallil II0JI0KeHb
JesSKUX MDXHAPOSHUX YIoZ Ta JUPEKTUB EBporiericbkoro Coro3y y cdepi OXOpOHK TBAPUHHOI'O
Ta POCJIMHHOTO CBITY : 3aKOH YKpainu Biz 15.07.2021 p. Ne 1684-IX. URL: https://zakon.rada.gov.
ua/laws/show/1684-20#n42 (date accessed: 10.12.2023).

IIpo BHeCEeHHsI 3MiH /10 JeSKUX 3aKOHO/IaBYNX aKTiB YKpaiHU 1010 BCTAHOBIEHHS KPUMiHab-
HOI BiiTTOBiaIpHOCTI 32 Kostabopariifiny AisapHIiCTh : 3akoH Vkpainu Big 03.03.2022 p. Ne 2108-
IX. URL: https://zakon.rada.gov.ua/laws/show/2108-20#Text (date accessed: 10.12.2023) ;
KpuminanbHuil xogexc Vkpainu ... . URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text
(date accessed: 10.12.2023).
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Obvious connection between
propaganda and war crimes cannot be
denied, as international researchers

also point out ?'. Thus, in the reference
publication: International Humanitarian
Law. The General Course by N. Meltser
issued by the International Committee of
the Red Cross, emphasizes that the state
that carries out the occupation cannot
use propaganda aimed at voluntary entry
into the occupation forces . Article 51
of Geneva Convention relative to the
Protection of Civilian Persons in Time of
War states that “an Occupying Power shall
not have the right to compel protected
persons to serve in its armed or auxiliary
forces” %,

Additional Protocol I to Geneva
Conventions stipulates that the parties
to the conflict must take all practicable
measures to ensure that children under
the age of 15 do not take direct part in
hostilities: the parties must refrain from
recruiting them to their armed forces.
In the case of recruitment from among
persons who have attained the age of 15
but who have not yet attained the age of
18, the parties to the conflict shall give
preference to persons of an older age.
And already in the II additional protocol
to the Geneva Conventions it is stated that
“children who have not reached the age of
fifteen are not subject to recruitment into
armed forces or groups, and they are not
allowed to participate in hostilities”, but

in this case it is not about prohibition of
propaganda. Among the customs of war,
it is also noted that “children should not
be recruited into armed forces or armed
groups” (norm 136) *.

Therefore, we can conclude that
war propaganda is a criminal offense
similar to war crimes, but it is not directly
recognized as a war crime. Only if there
are signs of coercion or recruitment,
it is possible to raise the question of
committing a war crime that violates the
laws and customs of war (Article 438 of
Criminal Code of Ukraine). In practice,
unfortunately, there are cases of arbitrary
interpretation of coercion as propaganda.
Thus, the Podilskyi District Court of
Kyiv convicted a person for promoting
service in the army of occupying state:
Russian Federation. The court, referring
to Art. 51 of the Geneva Convention on
the Protection of the Civilian Population
in Time of War, interpreted individual
statements in the mass media and other
activities of the defendant in the city of
Sevastopol and AR Crimea as propaganda
and a violation of the laws of warfare ».
This example demonstrates the need to
distinguish not only war crimes and other
crimes against peace, human security and
international legal order, but the concepts
of propaganda, coercion, and recruitment.

For formation of criminal policy
in the field of digital counteraction
to propaganda during the war, it is

21 Saxon D. Propaganda as a Crime Under International Humanitarian Law: Theories and Strate-
gies for Prosecutors / Propaganda, War Crimes Trials ... . 24 p.

22 Menbnep H. Vkas. cou. C. 420.

23 JKeHeBCbKa KOHBEHIiI PO 3aXWCT IIUBIIBHOIO HAaCeJIeHHsd IIiJ 4ac BiHHU :

NpURHATA

12.08.1949 p. ; parudik. Vkasom IIpesnzii BP VPCP Bix 03.07.1954 p. [UunHa ana YkpaiHu
3 03.01.1955 p.]. URL: https://zakon.rada.gov.ua/laws/show/995_154#n1507 (date accessed:

10.12.2023).

24 Xenxkeptc JK.-M., JlocBanpa-Bek JI. Ykas. cou. C. 617. URL: https://www.icrc.org/ru/doc/assets/
files/other/customary.pdf (date accessed: 10.12.2023).
25 Bupok ITozinbcbKoro paiicyay M. Kuesa Big 15.06.2023 p. CripaBa Ne 758/16427/21. IIpoBaiyke HHS

No 1-K11/758/422/23.
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important not only to determine
propaganda forms in international and
national terms, their criminal legal
qualification, the application of sanctions
and punishments, but other means used
to prevent such propaganda, its detection
and prosecution.

Nowadays, governments and political
players in both democratic and autocratic
countries use artificial intelligence
to create texts, photos and videos to
manipulate public opinion in their favor
and automatically censor critical online
content.

Therefore, countering  wartime
propaganda in digital space and with
artificial intelligence use and other digital
tools is an important part of criminal
policy. For example, with the start of full-
scale war against Ukraine in 2022, TikTok
began selectively flagging accounts run
by Russian State propaganda agencies to
inform users that they were exposed to
Kremlin disinformation. It is difficult to
say what exactly caused such a selection,
since asignificantnumber of accounts with
millions of subscribers were left without
the appropriate marking, although there
were valid reasons for this *. Freedom
House researchers documented 22
countries that have passed laws requiring
or encouraging online platforms to use
machine learning to remove unwanted
online speech 7.

In view of the above, we see the
need to form a digital toolkit to counter
propaganda of war that can contain a
variety of technologies and software
solutions that will help to detect, analyze
and control propaganda content. Among

such digital tools, the following can be
distinguished:

« machine learning and artificial
intelligence algorithms capable
of analyzing significant amounts
of data and detecting patterns
characteristic of propaganda
messages, containing text, photo
and video analysis;

«  tools for verifying the truthfulness
of the facts presented (platforms
for verifying information, such as
Snopes, FactCheck.org, etc. allow
you to verify the accuracy of news
and information distributed on
the network);

« tools for detecting fake news
(specialized software that uses
linguistic (language) models and
other technologies to identify
potentially false, fake content);

. browser extensions (tools that
are integrated directly into web
browsers and help users identify
unreliable sources of information
and fake news);

« social networks and platforms
(implementing their own content
moderation tools to combat
disinformation and propaganda,
using both algorithms and human
verification);

« educational platforms and
initiatives (training programs and
resources aimed at improving
digitalliteracy and critical thinking
in order to develop public skills to
distinguish manipulative content);

« analytical tools for researching
and analyzing trends, identifying

26 Klepper D. TikTok propaganda labels fall flat in ‘huge win’ for Russia / AP News. March
30, 2023. 5:44 pm GMT +2. URL: https://apnews.com/article/tiktok-russia-propaganda-la-
bels-ukraine-kremlin-china-88ecd866a2c34218ebbacch45e435c12 (date accessed: 10.12.2023).

27 Ryan-Mosley T. Ibidem. URL: https://www.technologyreview.com/2023/10/04/1080801/genera-
tive-ai-boosting-disinformation-and-propaganda-freedom-house/ (date accessed: 10.12.2023).



Mykhaylo Shepitko, Kateryna Latysh. Criminal Policy in the Field
of Digital Counterpropaganda During the War. DOI: 10.32353/khrife.4.2023.06

patterns, certain  narratives,
tracing marks in the dissemination
of information on Internet,
including propaganda and
disinformation trends.

Relevance and the initial stage
of implementation of these tools can
be evidenced by the Procedure for the
FunctioningoftheInformationand Analytical
Platform for Electronic Verification and
Monitoring approved in 2021 .

It is especially important to
develop digital means of countering
war propaganda containing a variety
of technologies and methods aimed at
identifying, analyzing and blocking or
neutralizing propaganda materials. We
have analyzed international practice on
this issue and consider it appropriate
to single out the following areas of the
formation of digital means of countering
war propaganda:

« monitoring of social networks
by using machine learning
algorithms to detect and analyze
propaganda messages in social
networks, telegram channels, etc.
(analysis of text, photos and videos
for the presence of distorted or
manipulative information);

« fact-checking and verification
of information through the
development of platforms
and tools for fact-checking
and verification of sources of
information that can include
cooperation with independent
fact-checking institutions;

« recognition of fake news by using
artificial intelligence algorithms
to identify the falsity of such
news and manipulative content

(analysis of text structure, sources
of information and linguistic
specifics of presentation);

« digital literacy and education by
launching educational campaigns
and training programs to increase
the level of digital literacy of
citizens that will help them
critically evaluate information;

« cooperation with technology
companies by establishing
partnerships with companies:

developers of social media and
other platforms to implement
algorithms and rules that prevent
the spread of propaganda and

misinformation;
« use of legal mechanisms,
introduction of legislative

initiatives and measures aimed
at preventing propaganda and
punishing its dissemination;

« international cooperation with
international non-governmental
organizations and governments
of other countries to coordinate
efforts in the fight against military
propaganda.

Criminal policy in the field of digital
countering propaganda during war has
an important legal significance, since its
implementation affects the establishment
of Ukraine as an independent, democratic
and legal state. The introduction of
a separate criminal policy in the field of
digital counter-propaganda will make
it possible to gradually and planned
counter as propaganda as war in general.
Legal, economic, informational and
other countermeasures against digital
propaganda can have a positive effect
that minimizes and neutralizes the

28 Tlopsazpok GyHKIIOHYBaHHS iHPOPMAIIHO-aHAIITUYHOI I1aTGOPMHU eIeKTPOHHOI Beprdika-
1Iii Ta MOHITOPUHTY : 3aTB. Haka3oM MiHdina Vkpainu Big 26.07.2023 p. Ne 428. URL: https://
zakon.rada.gov.ua/laws/show/z1186-21#Text (date accessed: 10.12.2023).
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informational impact of its spread. One
should agree with P. Doichynovych, who
asserts the need to distinguish between
war propaganda, which can lead to the
commission of war crimes, crimes against
humanity and genocide, as in the cases
mentioned above, and war propaganda,
whichleadstothecrimeofaggression®This
important emphasis also demonstrates
the similarity of propaganda to the crime
of aggression in the international legal
sense and national criminal law (Article
437 Planning, preparation, initiation and
waging of an aggressive war of Criminal
Code of Ukraine *). This is confirmed by
the presence of propagandists in the list of
suspects in the February 24 capital case .

Conclusions

Criminal policy in the field of digital coun-
teraction to propaganda during the war
should include a set of measures aimed at
preventing propaganda (activities aimed
at spreading disinformation, manipulat-
ing public opinion and inciting hatred
during the military conflict), its detection,
prosecution and punishment.
Highlights of this policy can include:

1) legislative regulation (adoption of
clear legal norms defining propaganda
as a crime, especially in the context of
military conflicts);

2) media monitoring and analysis
(creation of systems for monitoring
media content in order to identify
and control the dissemination of
propaganda materials);

3) international cooperation (cooperation
with international organizations and
other States to combat cross-border
propaganda and disinformation);

4) imposition of sanctions (application
of punishments, including criminal
liability, to persons and organizations
guilty of  spreading  military
propaganda or disinformation);

5) educational work (conducting an
information campaign among the
population to raise awareness of the
risks and consequences of military
propaganda and importance of critical
information perception);

6) protection of human rights (measures
to counter propaganda should not
violate fundamental human rights
and freedoms, including freedom of
speech and expression).

Criminal policy in the field of digital
counterpropaganda during the war
requires a balanced approach to protecting
national security and democratic values
(taking into account the digital context)
while respecting fundamental rights and
freedoms of citizens.

KpuMiHa/IbHA OJIITHKA
y cdepi nuucdpoBoi npoTHuAii nponaraHgi
mij yac BifiHn
Muxaiiao Illenimoko,
Kamepuna Jlamuw

Kpuminanvna nonimuxa y cgepi yugp-
poeoi npomudii nponazandi nid uyac GillHU
nepedbauae nepedycim 6uU3HAUEHHA Npond-
eandu ma ii popm Ha MixcHapooHomy 1l Ha-
YIOHANbHOMY pieHAX. BuseneHHs pi3HUX

29 KypenkoBa O. Op. cit. URL: https://suspilne.media/325738-nacisti-pragnuli-velikoi-nimecci-

ni-kreml-stvorenna-velikoi-rosii-kostom-ukraini-urist-predrag-dojcinovic/

10.12.2023).
30 KpuMmiHanpHUH KoZeKC VKpaiHU ...
(date accessed: 10.12.2023).

(date  accessed:

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

31 CIHCOK IiZl03pI0BaHUX MariCTPaJbHOI CIIpaBU «24 moToro» / Odic l'eHnpokypopa : odir. camrT.
URL: https://gp.gov.ua/detectable (date accessed: 10.12.2023).
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¢opm nponazandu, xaacudixosaHux 5K
KPUMIHAALHI PagoONoOpyUleHHs, WO nocsed-
10Mb HA OCHOBU HAYIOHAABHOL Oe3neku, 2po-
Madcokuil nopsadok i besnexy, a maxkox Mup
i besnexy awdcmea ma MiXHApoOHUll npa-
80MOPAO0OK, Cb020OHI € HAO36UHYATHO aAKMY-
anvHum. Hailbinvur Hebesneunoio ¢opmoro
nponazandu € nponazamda itinu. Ilponazan-
da 8iliHU — e OKpeme KpUMIHAAbHE NPABO-
NOpYlenHs, ke Nocsiede HA MUp i besnexy
atodemea ma MiscHApoOHULL npagonopsdok.
IIponazanda 8iiiHU € KPUMIHAALHUM NpABo-
TOpYULeHHAM, NOJIOHUM 00 3A04UHY azpecii
Ma 80EHHUX 3A0YUHIE, W0 nompebye ixHbO-
20 eiomedxncysanma. CMpPIMKUIL MexXHOA02IY-
HULl po36UMOK ma eKCnawucis uugposozo
npocmopy Jukmyloms HO8L meHdeHUil, Ha
ki JoyinvHO 36axcamu, opmyrouu Kpumi-
HAAbHY noaAlmuky y cgepi uyugpogoi npo-
mudii nponazandi nid wac eiliHu. 3axucm
HAYIOHAAbHOL besneku 1 OeMOKpAMUYHUX
yiHHocmell nompebye 36a1anco8an0zo nio-
x00dy: 3acmocysanms yugposux 3acobig He
MAE MOpYULy8amu OCHOBHUX npas i c80600
epomadan. JJocaidruceHHI0 KPUMIHAABHOL NO-
aimuxu y cepi yugpogoi npomudii npona-
2andi nid wac 8iliHU CNpusn0 8UKOPUCTIAHHS
KOMNAEKCY Haykosux memodie: 1) noziku
(011 xapaxmepucmuku nponazandu ma ii
eudie, susHaueHHs yupposux 3acobig npo-
mudii yvomy asuwy); 2) ¢inocogcvkozo (i3
Memoto nowyky @inocogcvkoeo nidspyHms
npomudii nponazandi); 3) icmopuko-npa-
8068020 (nid uac anani3y iCMOPUKO-NPABO-
8020 doceidy npomudii nponazandi 8 ymo-
sax 6iliHu); 4) opmanvHo-102iuH020 (044
KOHCMPYI08AHHA KPUMIHAALHOL NOAITMUKU
y cpepi yugposoi npomudii nponazandi nio
uac 8iliHU); 5) NOPIBHAALHO-NPA808020 (1nid
4ac NopieHAHMA pedai3auyii KpUMIHAALHOL
noAimuKu 8 Ykpaiui il iHWuxX depicasax).

Kawouo6i caosa: kpuminanvia noaimu-
Ka; npomudii KPUMIHAALHUM Npasono-
pyuweHHam; yugposi 3acobu  npomudii
KPUMIHAALHUM NPABONOPYIULEHHAM, Npona-
2anda; nponazanda 8iiiHuU.
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