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This article purpose is to investigate the issue of using Wi-Fi
routers and information they contain during the investigation of
cybercrimes committed using Wi-Fi technology as a method effective
for identifying suspect person or group of persons and subsequently
determining their location. For achieving this goal, general scientific
and special scientific research methods were applied. Various
methodical recommendations on the use of Wi-Fi routers for mobile
device installation by means of forensic research have been developed.
It is emphasized that in case of committing cybercrime using a Wi-Fi
router, a professional and forensic expert can usetechnical information
from the Wi-Fi router to identify the suspect’s mobile device by MAC
address. Problematic issues of identifying signs of hiding digital
traces during cybercrime commission a are considered. The procedure
for obtaining access to Wi-Fi routers for the purpose of identifying
suspect during inspection, search, seizure and investigation of
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cybercrimes is outlined. Data from Wi-Fi routers has been proven to
not only help identify criminal suspects in cybercrime investigations:
this method can be universal for identifying criminal suspects with
incomplete data. The “electronic data” term was analyzed, special
role of a specialist in the review of electronic data was noted, and
it was proposed to change the current Criminal Procedural Code of
Ukraine in terms of specialist participation in electronic data review
on behalf of investigator, prosecutor, and investigator during a pre-
trial investigation of criminal cases. misdemeanors The provisions
and conclusions of the author’s research will be useful in investigative,

investigative and forensic activities.

Keywords: cybercrimes; routers; Wi-Fi technologies; electronic
communications; electronic evidence; digital traces; investigations;
forensic science; guidelines.

Research Problem Formulation

The use of Wi-Fi routers and information
they contain in cybercrime investigations
can be an extremely effective method for
the prosecution to locate a suspect and
use technical information from such rout-
ers as digital evidence preserving digital
cybercrime traces '. Wi-Fi routers are de-
vices designed for wireless connection of
mobile subscriber terminals with Internet
and other network resources. Functional-
ly, they route (direct in a certain direction)
packets of information between wireless
devices and the Internet. While commu-
nication, as user information (traffic of
remote control commands, content of a
website page, downloading of a certain
file, transmission of a video stream, etc.)
as service data necessary for operation of
the network are transferred. Service data
includes, among other things, informa-
tion about a mobile device, while user in-

formation characterizes network activity
and can contain cyberattack digital traces
or other illegal activity. In addition, Wi-Fi
router can contain certain information
about service data and network activity,
so-called logs. Moreover, after a suspect
commits a cybercrime using a Wi-Fi rout-
er, specialist and forensic expert can use
technical information from Wi-Fi router
to identify the suspect’s mobile device by
MAC address. This information can be
used by the prosecution to de-anonymize
and find out the location of suspected
person or group of persons and the real
place of their access to the network based
on such factual data. When applying this
method, it is necessary to follow appropri-
ate procedural procedures for obtaining
information from the Wi-Fi router and
its proper preservation for the purpose
of further use of such information by the
prosecution as evidence in criminal pro-
ceedings.

1 Owmenbs O. C. IIoHATTS Ta 03HAKU HUDPOBUX CIiZIB, [0 YTBOPIOIOTHCS IIifl YaC BYMHEHHS]
KibGepamounHiB. Kpuminasicmuxa i cydosa excnepmu3sa. 2020. Bur. 65. C. 461. DOI: 10.33994/kn-

dise.2020.65.45 (date accessed: 17.10.2023).
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From the point of view of procedural
issues, the issue of digital evidence? in
criminal proceedings should be regulated at
legislative level: legislation should contain
the procedure for obtaining access to Wi-
Fi routers for the purpose of identifying a
suspect during inspection, investigation,
search and seizure of cybercrimes and
performance of other tasks of criminal
proceedings. Obtaining access to a Wi-
Fi router in a way that is not determined
by law can cause a violation of human
rights, and according to the Convention
for the Protection of Human Rights and
Fundamental Freedom: “everyone has the
right to respect for his private and family
life, for his home and correspondence”
(Part 1 Article 8) 3. Since Wi-Fi routers are
able to store information about devices that
connect to them, including MAC addresses
of devices, IP addresses, connection times,
information about websites, etc., this
information can be used by prosecution to
identify a suspect, track movements of such
a person and her activity on Internet at the
time of committing cybercrime. Therefore,
it can be argued that the procedural
aspect of the investigation of cybercrimes
should contain a clear procedure for the
actions of specialists and forensic experts

in joint work with pre-trial investigation
bodies and procedural manager to obtain
evidence of prosecution in criminal
proceedings. In addition, data from Wi-Fi
routers can be used not only to identify
suspects in criminal proceedings during
cybercrime investigations: this method
can be universal for identifying suspects
in criminal proceedings with incomplete
data.

Article Purpose

Consider current issues related to iden-
tification of suspected cybercrime per-
petrators, in particular those using Wi-Fi
technology. Investigate possibility of iden-
tifying persons suspected of committing
cybercrimes who actively hide digital trac-
es of their activities. Analyze the electronic
data term, as well as the role and specialist
participation in such a procedural action
as a review in of cybercrime investigation
context.

Research Methods

For achieving this goal, general scientific
(dialectical, comparison, analysis,
synthesis, induction, deduction) and

2 Cipenko O. B. EeKTpOHHI J0Ka3u y KpUMiHaJIbHOMY IIPOBapKeHHi. MijcHapooruil iopududnuil

BICHUK: aKmyaavHi npobaemu cydwacHocmi (meopis ma npakmuka). 2019. Bum. 14. C. 208—214.
DOI: 10.33244/2521-1196.14.2019.208-214 (date accessed: 17.10.2023) ; MypazoB B. B. EneKkTpoH-
Hi J0OKa3K: KPUMIiHAJMICTUYHUH aClIeKT BUKOPUCTAHHS. IIopigHanbHO-anarimu4He npaso. 2013.
Ne 3—2. C. 316—318. URL: https://pap-journal.in.ua/wp-content/uploads/2020/09/3-2_2013.pdf
(date accessed: 17.10.2023) ; Anexceea-IIpouiok /JI. O., Bpuckoscbka O. M. EneKTpoHHI 10Ka3u
B KPUMiHa/JIbHOMY CyZOYMHCTBI: IOHATTS, 03HAKYU Ta NPOOJIeMHi aclieKTH 3acTocyBaHHs. Ha-
yKo8Ull BICHUK NYOAIYH020 ma npugamHoeo npasa. 2018. Bur. 2. C. 247—253. URL: http://nvppp.
in.ua/vip/2018/2/50.pdf (date accessed: 17.10.2023) ; I'yianiok M. B., I'aBroBcekuii B. /1., Xaxa-
HOBChKUH B. I. Ta iH. BUKOpHCTAHHS eJIeKTPOHHUX (HUIPOBUX) L0KA31B Y KPUMiIHAIBHUX IIPO-
Ba/PKeHHSX : METOZ. peK. / 3a 3ar. pea. O. B. KopHuetika. Bua. 2-re, gom. Kuis, 2020. 104 c. URL:
https://elar.naiau.kiev.ua/server/api/core/bitstreams/8e9e5637-7b62-475c-8c41-9850e317bfc4/
content (date accessed: 17.10.2023).

KoHBeHIIis PO 3aXUCT IPaB JIOJUHU i OCHOBOIOJIOKHUX CBOOOZ (EBpoIefichka KOHBEHIIis
3 IIpaB JTIOAWHY) : Big 04.11.1950 p.; parudik. 3akoHoM Ykpainu Big 17.07.1997 p. Ne 475/97-BP;
9MHHA A19 Ykpainn 3 11.09.1997 p. (3i 3min. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/
show/995_004#Text (date accessed: 17.10.2023).
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special scientific methods (formal logical,
logical-legal, system-structural ones)
were used that contributed to content
and validity of scientific conclusions and
proposals of this research.

Analysis of Recent Researches and
Publications

Atthe scientific level, the issue of using Wi-
Fi routers and information they contain in
criminal proceedings not only attracted
attention, but became in-depth analysis
object by leading scientists and forensic
experts. Many scholars and practitioners
have devoted their time and efforts to re-
searching this complex issue (particularly
in scientific fields such as criminalistics
and forensic expertology). Among recent
research papers and guidelines on the use
of Wi-Fi and modern mobile technologies
to identify persons suspected of commit-
ting criminal offenses, it is possible to dis-
tinguish several extremely interesting and
promising research papers.

For example, M. Bobets and R. Kobets
in 2022 considered investigative team
actions in the identification context of
person committed a criminal offense, in
availability of Wi-Fi router (PC equipment
requiring specific expertise) at the scene
4 and suggested using a screenshot of
digital evidence concept in criminal
proceedings, provided research guidelines

that can be used to identify a person who
has committed criminal offense. In 2023,
M. Kobets investigated the sequence of
actions of the investigator, if a mobile
terminal (cellular radio telephone) is
found at the scene, and the procedure
for extracting information (computer
data) from this device using the technical
capabilities of the Cellebrite UFED hardware
and software (mentioned research paper
deserves attention in the context of logic
of case development to establish a suspect
in criminal proceedings) °.

In 2021, V. Polyvoda analyzed the
issue of identifying persons involved in
commission of crimes using Wi-Fi and
provided examples from experience of
foreign colleagues °.

In research guidelines for units of
the National Police of Ukraine: Search
and recording of factual data on illegal
acts committed using information and
telecommunication systems or technologies
in the investigation of the facts of sale
of narcotics (2022), the issue of using
Wi-Fi to search for persons involved is
partially disclosed to illegal circulation of
narcotic drugs using the Internet: “under
favorable conditions, it is possible to
identify such persons, for example, based
on the results of viewing the recordings
of video surveillance cameras installed
in premises where certain areas of Wi-
Fi communication were used, where
the drug dealer accessed the Internet

4 Kobeup M. B., KoGerp P. M. Bukopucrauus moxansocteit Wi-Fi poyTepis mmiz 4ac BUABIEHHS
Ta PO3CJIiAyBaHHI KPUMiHATBHUX IIPABONIOPYIIeHb. Kpuminasicmuunuil gicHuk. 2022. Ne 2 (38).
C. 36—47. DOI: 10.37025/1992-4437/2022-38-2-36 (date accessed: 17.10.2023).

5 KobGeup M. B. [Iii criggoro iz yac BUABIEHHS Ha MicIi 10Aii MOGiTbHIX TepMiHaIIIB (CTIIPHU-
KoBUX pazioTenedonis). Tam camo. 2023. Ne 1 (39). C. 52—63. DOI: 10.37025/1992-4437/2023-39-1-

52 (date accessed: 17.10.2023).

6 IlommBoga B. B. MoxuinBocti Wi-Fi maprupyrusaropa y BCTaHOBJIEHHI 0COOU, IPUIETHOL /0
BYMHEHHsI 3JI04MHY. Bukopucmanns docieHeHb Cy1acHol HayKu il mexHIKU 8 pOSKPUMIMI 3104 UHIE
MaT-JIM MDKBiZIOM. HayK-IIpaKT. Kpyri. croiy (Kuis, 25.02.2021). 2021. C. 102—105 / EnexTpoH-
Hul penosmrapii HABC. URL: https://elar.naiau.kiev.ua/server/api/core/bitstreams/2f7d687f-
7477-4670-80f6-b73c221681dd/content (date accessed: 17.10.2023).
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network” 7. Despite the fact that these
recommendations are not aimed at the
substantive investigation of cybercrimes,
their logical connection with the method
of identifying a suspect using Wi-Fi is
obvious: they can be useful during the
investigation of cybercrimes, although
they do not provide for investigation of
specific cases of such offenses.

In our opinion, it is worth noting the
extremely promising and high-quality
guidelines: Using the capabilities of Wi-Fi
routers to install a mobile terminal and its
network activity, prepared in 2022 at the
Ukrainian Research Institute of Special
Equipment and Forensic Expertise of the
Security Service of Ukraine (hereinafter
referred to as the SBU FSISE) highlighting
the theoretical and practical aspects of
using a Wi-Fi router which suspect a
mobile terminal connected to (this helps
to determine the device and its location,
as well as network activity, that can
indicate a cyberattack) ®. This publication
is intended for employees of forensic
expert units, specialists, operatives and
investigators.

The guidelines by B. Chernyakhovskyi
and V. Yusupov: Conducting search while
investigation of unauthorized access to objects
of critical information infrastructure (2021) °

deserve attention, because the stage of the
general review of the working stage of the
search of this publication deserves special
attention, and “primary check locations of
search objects, including determining type
of connection: cable or Wi-Fi” corresponds
to the subject of our article’s research.
In general, these guidelines characterize
critical information infrastructure objects
and types of criminal attacks on them
through unauthorized access, analyze the
grounds and procedural procedure for
conducting a search and contain forensic
recommendations for conducting it
during investigation of such crimes and
the procedure for conducting investigative
actions.

Separately, it is worth mentioning the
monograph by O. Samoilenko: Method
fundamentals of the investigation of crimes
committed in cyberspace (2020), which
sections are devoted to the forensic
characteristics and organization of the
investigation of crimes committed in
cyberspace .

Among the foreign developments,
the joint work of Chinese and American
scholars in 2012 is of interest, in which it
is proposed to classify network forensic
investigations into three categories
(depending on when law enforcement

Kikinuyk B. B., MaTromkosa T. I1., [Tizgyoua A. B., Mamxkait O. B., Hocos B. B. [Tomyxk Ta ¢ik-
canig QaKTUYHUX JAHUX IIPO NIPOTUIIPABHI JiTHHS, IKi BYMHEH] 3 BUKOPUCTAHHAM iHbOpMa-
[[iffHO-TeJIeKOMYHIKaIiTHUX CHUCTeM ab0 TeXHOJIOTiH Ipu po3ciifyBanHi GhakTis 30yTy HapKo-
THUYHUX 3aC00iB : HayK.-MeToJ. peK. A miaposs. Haumominii Vkp. Xapkis, 2022. 69 c. URL:
https://dspace.univd.edu.ua/server/api/core/bitstreams/59910657-34ae-431c-966d-eeaffch057c8/
content (date accessed: 17.10.2023).

HizoBues 0. 10. Bukopucranusa MoxianBocTed Wi-Fi MapuIipyTusaTopiB 1 BCTAHOBJIEHHS
MOOGITBHOrO TepMiHaJy Ta HOro MEpeKeBOi aKTUBHOCTI : MeTo/. pek. Kuis, 2022. 18 c.
Yepusxocbkuil B. B., I0cymnor B. B. IIpoBeseHHs OOLIYKY ITif YaC PO3CIiJyBaHHS HECAHK-
[[IOHOBAHOTO ZIOCTYITy A0 OG’EKTIB KpUTUYHOI iHpOpMAIifHOI iIHDPACTPYKTYPH : METOJ. PEK.
Kuis, 2021. 52 c.

10 Camoriierko O. A. OCHOBU METOAMKY PO3CJIi/IyBaHH 3/I0YMHIB, BAMHEHUX Y KibepripocTopi :
MoHorpadis / 3a 3ar. pez. A. ®. Bomobyesa. Ozeca, 2020. 372 c¢. DOI: 10.32837/11300.13264 (date
accessed: 17.10.2023).
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agencies conduct investigations in
response to cybercrime incidents) !
in particular, proactive investigations
are defined as those that take place to
cybercrime incidents; real investigations;
those that take place during these incidents,
retrospective investigations - those that take
place after these incidents. As an example,
the application of a portable device based
on a smartphone for the real location of a
suspect who commits crimes in cyberspace
is proposed. This study deals with data
collection, GSM and Wi-Fi wireless signal
strength and positioning accuracy through
experiments.

In addition, in our opinion, by
A. Kovalenko in 2017 and 2023 '? and
Ye. Khyzhniak 2017 ** that investigated
specifics of electronic data review a and
documents during investigation of criminal
offenses. The authors emphasize that in
preparation for electronic data review, it
is advisable to find out in advance what
devices and types of data will have to work
with, ensure participation of specialists
and availability of the necessary technical
means.

Takingintoaccountactivity of scientific
research in the field of criminalistics
based on digital traces and evidence, as
well as the available guidelines for the

use of Wi-Fi routers for the purposes
and tasks of criminal proceedings, it can
be confidently stated that the topic of
identifying suspects through Wi-Fi routers
in investigation of criminal offenses and
searches suspects remains extremely
relevant. This especially applies to use
of modern technologies by criminals to
commit crimes in cyberspace. Thereby the
use of data from Wi-Fi routers to identify
suspects is of particular importance at
the stage of pre-trial investigation during
investigation of crimes under Sec. XVI
(Articles 361-3631) of the Criminal Code
of Ukraine . It is important to note that
the success of this method of identifying
suspects can be of great importance for
proving guilt in criminal proceedings,
not only during investigation of
cybercrimes. Thus, it can be argued that
the main purpose of using capabilities
of Wi-Fi routers to identify a suspect and
subsequently determine the location
of radio equipment (radio-electronic
means) is not only to establish the suspect
location , but to use this data as evidence
for prosecution at the stage of pre-trial
investigation and legal proceedings.
Academic novelty consists in proposal
to supplement part 2 of Art. 71 and Part 7
of Art. 237 of the Criminal Procedure Code

11

12

13

14

Huang J., Chen Yi., Ling Zh., Choo K., Fu X. A Framework of Network Forensics and its Appli-
cation of Locating Suspects in Wireless Crime Scene Investigation / UMASS Lowell. #1 Public in
mass. Massachusetts Lowell, USA, 2012. 33 p. URL: https://www.uml.edu/docs/HaLo_2012_Fu_
tcm18-152079.pdf (date accessed: 17.10.2023).

KoBasenko A. B. OcobiMBOCTI TaKTHUKU OISy €JIeKTPOHHUX [OKYMEHTIB IIiZi 4ac ZocCy-
ZOBOTO PO3CJIiZyBaHHS IOCATaHb Ha JXUTTS Ta 3J40POB’S XypHaiicta. BicHuk HayioHanvHoi
axademii npagosux Hayk Ykpainu. 2017. Ne 1 (88). C. 182—191. URL: http://nbuv.gov.ua/UJRN/
vapny_2017_1_19 (date accessed: 17.10.2023) ; HMoro . Opramnisarjis i TakTuka poBeJeHHA
OISy KOMITIOTepHUX JaHuX. Haykosuil sichuk XepcoHcvkozo depocasnozo yrigepcumemy. Cepis:
FOpuduuni nayku. 2023. Bum. 4. C. 53—58. DOI: 10.32999/ksu2307-8049/2023-4-9 (date accessed:
17.10.2023).

Xmwxasak €. C. Ocob6nuBOCTI OIJISIAy €JIeKTPOHHUX JOKYMEHTIB IIifi 4ac pO3CiiJyBaHHS
KpUMiHQJIBHUX IIpaBomopylieHs. Jepycasa ma pezionu. Cepis: IIpago. 2017. Ne 4 (58). C. 80—85.
URL: http://www.law.stateandregions.zp.ua/archive/4_2017/15.pdf (date accessed: 17.10.2023).
KpuMminanbHUH KozleKe Vkpainu Biz 05.04.2001 p. Ne 2341-III (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 17.10.2023).
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of Ukraine *® (hereinafter referred to as
Criminal Procedure Code of Ukraine) with
information about participation in the
review of computer data (on behalf of the
investigator, prosecutor and investigator
during pre-trial investigation of criminal
misdemeanors) by a specialist who has
specialized knowledge and understands
the process of obtaining electronic data,
containing information about MAC
addresses from Wi-Fi routers. In addition,
it has proper equipment that enables to
get digital traces of cybercrime without
loss or damage. Based on research paper
analysis and normative literature, it can
be concluded that, currently there is no
clear definition of the electronic data term.
We offer an expanded interpretation of
the concept of electronic data, including
information contained in Wi-Fi routers.
The method of searching for suspects, first
proposed by Yu. Nizovtsev which we are
considering at the scientific level, can be
considered as academic novelty.

Main Content Presentation

Article 84 of Criminal Procedural Code of
Ukraine states:

“l. Evidence in criminal proceedings
is factual data obtained in the manner
prescribed by this Code, on which basis
the investigator, prosecutor, investigating
judge and the court establish availability
or lack of facts and circumstances that are
significant for criminal proceedings and
subject to proof.

2. Procedural sources of evidence are
testimony, material evidence, documents,
forensic expert conclusions” *.

Data from Wi-Fi routers can be one
source of evidence. If a suspect was using
a Wi-Fi network during the commission

of a crime, data about their connection
to that network can be used to identify
them and further locate them. The data
should be understood as the MAC address
of the mobile device and other technical
data that a specialist or expert can obtain
during a search and seizure that involves
direct access to the router. Such data can
be used to discover connections with
other individuals within connections to
that network. Taking into account the
existing method of identifying suspected
persons, which involves the use of data
on the connection of a mobile device to
Wi-Fi routers, it is necessary to consider
problematic issues that contain a possible
change of data on a connected mobile
deviceinordertohideit. One of problematic
issues in investigation of a cybercrime is
concealment of information during its
commission. Such concealment occurs by
replacing or cloning the MAC address of the
mobile device with the standard software
of this device. MAC address (Media Access
Control) is a unique identifier for a network
interface. In the OSI (Open Systems
Interconnection model) network model, the
MAC addressisused atthe second (channel)
level. Sometimes this address is called
hardware or physical (Hardware Address).
The MAC address of network interface
is provided by the manufacturer, while
the address space is distributed among
manufacturers. Changing the MAC address
can make it conditionally impossible to
identify a mobile device based on data
about its connection to Wi-Fi routers.
Another problematic issue is the possibility
of using a VPN. A VPN connection creates
an encrypted channel between a mobile
device and a VPN server, allowing hide
data about network activity of a mobile
device connected to a Wi-Fi network,

15 KpuMiHaNbHUI IpolecyarbHUN KofleKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta go-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 17.10.2023).

16 Ibidem.
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but without hiding MAC address data.
Therefore, ability to identify the mobile
terminal remains (if MAC addresses have
not been changed), although the signs of
a cyberattack (type of attack, its goal, etc.)
can be hidden. Another problematic issue
is possibility of using special software tools
to disguise a mobile device as another
device i.e., deliberately changing the MAC
address not to an arbitrary address, but
to the address of another specific mobile
device in order to compromise it. These
problematic issues can make it difficult
or impossible to apply existing method of
identifying suspects, so they need to be
solved immediately.

In the above-mentioned guidelines:
Using capabilities of Wi-Fi routers to
establish a mobile terminal and its network
activity, developed by SBU FSISE, it is
stated that “use of information about
connected mobile terminals recorded by
the Wi-Fi router is possible if the router
supports logging of network connections
and if such logging is activated” . In other
words, information characterizing mobile
terminals directly connected to the Wi-Fi
network usually contains data about the
network name of such a terminal, its MAC
address, IP address, network connection
time and session duration. Using reference
data, the manufacturer of the mobile
terminal can usually be determined by
the MAC address, and in some cases,
the specific model. In these guidelines,
problematic issues of identification of
suspected persons are also raised: “Certain
features of the MAC address should be
taken into account. First, this address can
be changed in the settings of the mobile

17 Hisosues I0. 0. Op. cit.
18 Ibidem.

terminal or using special software. For
example, modern smartphones have
the function of generating a random
MAC address every time you connect to
network <...>. Second, the MAC address
is not transmitted globally with network
traffic. Within the Wi-Fi network, the MAC
address is transmitted from the terminal
only to the router, not further. And
therefore, it is usually impossible to track
a mobile terminal by its MAC address in
global network” 5.

V. Polyvoda in the above-mentioned
research paper notes that “in order to use
the capabilities of the Wi-Fi router, it is
necessary to understand that it is possible
tochange the MAC address on the technical
device itself. Its change occurs only if the
smartphone is not currently connected to
any Wi-Fi network. With the help of special
algorithms, it can be detected and filtered
on the device with 100% certainty. In
particular, in addition to the random MAC
address, smartphones periodically send
the correct MAC address, which receives
the Wi-Fi radar.” The scientist notes that
“share of smartphones that can replace
their MAC address is no more than 30 % of
large cities” *°.

M. M. Kobets and R. Kobets noted that
“investigator (operative), on the basis of
the decision of examining magistrate of
the court of first instance, sends a request
to the network operators of cellular
radiocommunication in order to verify
the MAC addresses established during the
inspection of the scene and to establish
the user data (IMEI, phone numbers
and other data) that are in the database
system of the provider of electronic

19 IlosmBoza B. B. Op. cit. URL: https://elar.naiau.kiev.ua/server/api/core/bitstreams/2f7d6871-
7477-4670-80f6-b73c221681dd/content (date accessed: 17.10.2023).
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communication services of cellular
radio communication” 2. This algorithm
application is primarily hampered by the
fact that cellular operators do not have
information about the MAC addresses
of mobile terminals, so they are not
able to provide such information at the
investigator request, even if such a request
is made in compliance with all procedural
requirements.

Cellular operators receive information
about mobile devices using their network,
in particular IMEI (International Mobile
Equipment Identity) numbers of these
devices, as well as the subscriber identifier
IMSI  (International Mobile Subscriber
Identity) contained in a SIM/USIM/R-UIM
card. In most cases, the MAC address is
used to identify a mobile device on a Wi-
Fi network, not on a mobile network.
In addition, “IMEI and IMSI are unique
numbers. IMEI is provided to the mobile
terminal by its manufacturer, IMSI by
manufacturer of the SIM/USIM/R-UIM
card, usually by the cellular operator (by
the factory on its order). Therefore, the
manufacturer of the mobile terminal
has information about as IMEI (tracked
by cellular operators) as MAC address
of the terminal. This can be used when
searching for a mobile terminal” 2.
Procedural procedure for searching for
a mobile terminal is stipulated in Criminal
Procedural Code of Ukraine, besides, such
a search has its own special technical
specifics.

In this regard, we suggest to “install
through reference sources on the Internet the
terminal manufacturer that has the detected

20 Kobeup M. B., KobGemp P. M. Op. cit. DOIL
17.10.2023).

21 Hisosues IO. 0. Op. cit.

22 Ibidem.

23 KpumiHaJIbHUI MPOLIECYaNbHUM KOZEKC YKpaiHU ...
show/4651-17#Text (date accessed: 17.10.2023).
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MAC address. Note that if the exact model
of the terminal can usually be determined by
the IMEI in reference Internet sources, then
only the manufacturer can be determined
by the MAC address. Having information
about the manufacturer of the mobile
terminal, in certain cases, it is possible to
preliminarily assume what kind of device;
it was smartphone, tablet computer, laptop,
separate network interface (card), etc.” *.
Thus, first of all, you should establish the
manufacturer of the terminal by its MAC
address, but this can only give general
information about the manufacturer. To
obtain such information, it is necessary
to contact the manufacturer, especially
if this company manufactures different
types of devices (i.e., in addition to
Wi-Fi, the mobile terminal may have a
built-in 3G/4G modem with which the
mobile terminal can connect to the
cellular network). Having determined the
manufacturer based on the MAC address
data, it is possible to contact the mobile
terminal manufacturer for information
about the IMEI of such a terminal. Then
it is possible to get subscriber data,
traffic data, connection duration, calls,
etc. One of the forms of obtaining such
data is a request from an investigator, in
accordance with Art. 93 of the Criminal
Procedural Code of Ukraine %, according
to the decision of the investigating judge,
to cellular radio operators for the purpose
of checking IMEI and setting user data
in the database system of the provider
of electronic communication services.
After receiving the requested data from
the cellular operator, the investigator,

: 10.37025/1992-4437/2022-38-2-36 (date accessed:
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the prosecutor may decide to conduct
such an undercover investigative (search)
action as establishing the location of
radio  equipment  (radio-electronic
means) in accordance with Art. 268 of
Criminal Procedural Code of Ukraine of
Ukraine *. It is premature to talk about
the effectiveness of such procedural
actions based on the data received from
the cellular operator. Effectiveness of
procedural actions based on information
received from the mobile operator will
later affect the results of investigative
practice. At the same time, it is necessary
to take into account all the peculiarities of
the collection of evidence by specialists,
importance of such information for the
identification of suspects, all procedural
aspects of making procedural decisions
and efficiency of their implementation,
as well as the complexity of criminal
proceedings in general. Initial evidence
collection is very important, which will
directly affect as beginning of the pre-trial
investigation in particular as criminal
proceedings in general. Effectiveness
of the substantive criminal proceedings
and the role of the specialist in gathering
evidence that can be obtained from Wi-
Fi routers acquire special importance in
view of some circumstances. The parties
to criminal proceedings (during the pre-
trial investigation) and court (during the
trial) may engage a specialist to provide
technical assistance (photographing,
drawing up diagrams, plans, drawings,
sampling samples for examination, etc.),
as well as to provide opinions in cases,
provided for in Clause 7, Part 4 of Art. 71
of Criminal Procedural Code of Ukraine
(according to part 2 of this article).

24 KpumiHanbHUU MPOLECYATbHUN KOAEKC YKpaiHU ...
show/4651-17#Text (date accessed: 17.10.2023).

25 Ibidem.
26 Ibidem.
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The specialist is obliged to come upon
summons to the investigator, inquirer,
prosecutor, court and have with him the
necessary technical equipment, devices
and instruments (clause 1, part 5, article
71 of the Criminal Procedure Code of
Ukraine) ». Therefore, specific expertise
of specialist and availability of technical
equipment, devices and devices can
help the investigator, prosecutor and
inquirer during the pre-trial investigation
of criminal offenses to obtain primary
evidence of the prosecution from the Wi-
Fi router in order to identify the suspect
person or group of persons and establish
their location.

Taking into account the fact that
specialist’s knowledge and experience
(in the case of participation in the
review, search and provision of
technical assistance during investigation
of cybercrimes) can be of decisive
importance for prosecution, it is
advisable to consider the possibility of
making changes to Art. 71 and 237 of the
Criminal Procedural Code of Ukraine *
regarding expansion of the powers of
a specialist in criminal proceedings to
examine electronic data and clarifying
the interpretation of the electronic
data term (in the context of regulating
procedure for examining network
equipment by specialist for the purpose
of identifying mobile devices of suspects
based on MAC addresses data, IMEI and
IMSI). The purpose of such changes
is to create clearer and more detailed
procedural requirements for the review
of such investigations. However, first it
is necessary to analyze the electronic data
term.

. URL: https://zakon.rada.gov.ua/laws/
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As early as 2007, Ye. Rashchenko
noted that “there is a widespread opinion
among many scientists; it is possible
to influence computer information
only with the help of other computer
information. Based on this thesis,
they note that mandatory feature of
cybercrimes is such an instrument of their
commission as computer information.
<...> It should also be understood that
computer data can either directly act as
traces of a crime or contain such traces” %’
and referred to V. Holubiev: “Considering
computer data as a source of forensic
information, one cannot ignore the issue
of its direct seizure. Such seizure may be
carried out during a search, inspection of
the scene, seizure or even reproduction of
the situation and case circumstances” %.

0. Kravchuk drew attention to
problematic issues related to the
electronic data definition and noted that
“although there is currently no definition
of computer data, the question may arise
as to whether the contents of the seized
phone should be reviewed as a review
of computer data or as overview of
things” . Regarding the changes to the
Criminal Procedural Code of Ukraine,
the author notes the following: “Addition
to Art. 237 of the Criminal Procedural
Code of Ukraine stipulates that the
investigator and the prosecutor can
conduct an inspection not only of the
area, premises, things and documents,
but also of computer data” .

Analysis of scientific literature and
legislative framework indicates that to
date there is no definition of electronic
data term and electronic data review is
carried out by the investigator, prosecutor:
“by reflecting in the review protocol the
information they contain in a form suitable
for perceiving their content (by electronic
means, photography, video recording,
shooting and/or video recording of the
screen, etc., or in paper form)” (paragraph
2 of Part 2 of Article 237 of Criminal
Procedural Code of Ukraine)®. It is also
necessary to agree with O. Kravchuk on
the features of inspection of the phone for
electronic data that should be separated
from a simple inspection of things.

We  propose to expand the
interpretation of electronic data term.
Since the information located in Wi-Fi
routers can contain MAC addresses of
mobile devices of persons suspected of
committing cybercrime (i.e., various
mobile devices: smartphones, tablets,
laptops, etc.), this information can be
considered as electronic data. In such
a case, an inspection or search of the
contents of a phone or Wi-Fi router to
identify factual data that can be of interest
during the investigation of cybercrime
can be classified as an inspection or
search of computer data, provided that,
in procedural terms, prosecution can still
use them as evidence.

Returning to the issue of procedural
significance of the review, it should

27 Pamenko €. KoMmm'loTepHi AaHi 9K Hocid kpuMiHaxicTuyHOI iHdopmarii mpo 310unH y cbhepi
KOMIT'IOTepPHUX TeXHOJIOriH. [Ipagosa ingpopmamuxa. 2007. Ne 1. C. 76—80. URL: http://nbuv.gov.
ua/UJRN/Pinform_2007_1_12 (date accessed: 17.10.2023)

28 Touy6eB B. O. KomIr'toTepHi 37104nHY B 6aHKIBChKiH AisibHOCTI. 3amopixks, 1997. C. 125.

29 Kpasuyk O. «O61yk» MobinpHUX TesedoHiB i komm'oTepis Ta inmii amiau go KIIK / Bumuii an-
TUKOPYIIiRHUEH cyg VKpainu : odim. caitT. HoBuHM Ta mmogii. 24.03.2022. URL: https://first.vaks.
gov.ua/publications/37254/ (naTa 3BepHeHHs 17.10.2023).

30 Ibidem.

31 KpuMiHaibHUI IIPOIECYaNbHUN KOZEeKC YKpaiHU ...
show/4651-17#Text (date accessed: 17.10.2023).
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be noted that according to Part 1 and
Paragraph 1 of Part 2 of Art. 237 of the
Criminal Procedural Code of Ukraine
of Ukraine, the investigator and the
prosecutor conduct computer data review,

namely:
“l. In order to identify and record
information  about circumstances

of criminal offense commission, the
investigator and prosecutor conduct an
inspection of the area, premises, things,
documents and electronic data.

2. Inspection of a person’s home or
other property is carried outin accordance
with the rules of this Code, provided for
the search of a person’s home or other
property” 2.

Paragraph 2 of Part 6 of Art. 236 of
Criminal Procedural Code of Ukraine
providesadditionalfeaturesforthesearch,
detection and recording of computer data
during the search: “If during search and
seizure the investigator, the prosecutor
found access or the possibility of access
to computer systems or parts thereof,
mobile terminals of communication
systems, for the detection of which no
permission was granted to conduct
a search, but for which there are sufficient
grounds to believe that the information
contained therein is important for
establishing the circumstances in the
criminal proceedings, the prosecutor, the
investigator has the right to search, detect
and record electronic data contained
therein at the search and seizure
location” *.

However, it is worth emphasizing
importance of review as a procedural
procedure that plays a key role in
collecting initial digital traces of

32 KpuMiHajIpHUH NPOIECYaTbHUHN KOZEKC VKpaiH! ...
show/4651-17#Text (date accessed: 17.10.2023).

33 Ibidem.
34 Ibidem.
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cybercrime. In this case, the statement
that review can be as forensic as
procedural action can be considered,
acquiring a new, independent meaning,
especially if considering a specialist
who can help obtain such electronic data
during review procedure, in the manner
established by Criminal Procedural Code
of Ukraine. According to Part 7 of Art. 237
of Criminal Procedural Code of Ukraine:
“during the inspection, the investigator,
the prosecutor or the specialist involved
on their behalf has the right to take
measurements, take photographs, make
sound or video recordings, draw up plans
and diagrams, make graphic images of
the inspected place or individual items,
make impressions and casts, inspect
and seize things and documents relevant
to criminal proceedings. Items that
are withdrawn from circulation by law
are subject to withdrawal regardless of
their relation to criminal proceedings.
Confiscated things and documents that
are not related to items that have been
withdrawn from circulation by law are
considered temporarily confiscated
property” *. At the same time, this
norm does not contain specialist
actions regarding electronic data
review data on behalf of an investigator,
a prosecutor. Participation of specialist
in the cybercrime aftermath and during
electronic data review is important, and
in some cases simply necessary, because
the specialist: “has specific expertise
and skills and can provide advice,
explanations, references and conclusions
during pre-trial investigation and trial
with issues requiring relevant specific
expertise and skills” (Part 1 of Article

. URL: https://zakon.rada.gov.ua/laws/
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71 of the Criminal Procedure Code of
Ukraine) .

Conclusions

We propose to amend Part 2 of Article
71 of the Criminal Procedure Code of
Ukraine as follows: “A specialist may be
engaged to provide direct technical assistance
(photographing, drawing up diagrams,
plans, drawings, sampling for examination,
conducting a review of electronic data,
etc.) to the parties to criminal proceedings
during pre-trial investigation and hearing,
as well as to provide conclusions in the cases
provided for in paragraph 7 of part four of
this article”.

Taking into account the above, to Part
7 of Art. 237 of Criminal Procedural Code
of Ukraine needs to be amended to provide
for participation of specialist during
electronic data review on behalf of the
investigator, prosecutor and investigator
during the pre-trial investigation of
criminal misdemeanors. A specialist
not only has the special knowledge and
understanding of how to properly obtain
electronic data from Wi-Fi router, which
will include information about MAC
addresses: he has the necessary technical
equipment, devices and instruments that
can contribute to obtaining digital traces
committing a cybercrime without losing
or corrupting such data. Therefore, we
propose to set out Part 7 of Art. 237 of
Criminal Procedure Code of Ukraine in
the following wording: “During inspection,
the investigator, the prosecutor or specialist
involved on their behalf has the right to
measure, photograph, sound or video record,
search, identify and record electronic
data, draw up plans and schemes, make
graphic images of the inspected location or

35 KpuMiHaibHUI IIPOIeCYaNbHUMN KOZEeKC YKpaiHM ...
show/4651-17#Text (date accessed: 17.10.2023).

individual items, make prints and casts,
inspect and seize items and documents
relevant to criminal proceedings. Items that
are withdrawn from circulation by law are
subject to withdrawal regardless of their
relation to criminal proceedings. Confiscated
things and documents that do not belong
to items that have been withdrawn from
circulation by law are considered temporarily
confiscated property”.

Summarizing analysis of the electronic
data term, we come to the following
conclusion: “electronic data is information
contained in Wi-Fi routers, as well as actual
data on MAC addresses, IMEI and IMSI of
mobile devices, which the prosecution can use
to search for a suspect or a group of persons
in order to prosecute them”. We consider
it appropriate to apply the provisions
and conclusions of this author’s research
on crime detection and investigation,
investigative and forensic expert activities.

YcraHoB/IeHHA 0C00H,
Mi/503PI0BAHO] Y CKOEHHI KiGep3/10unHy
3 BUKOpUcTaHHAM WiFi-TeXHOIoTii
FOpiii Hizoeues, Oaez Ilapguno,
Oaez Ilnaxomuik

Mema cmammi — docaidumu numaHHs
sukopucmauus  WiFi-mapwpymusamopis
ma iHgopMayii, 4Ky 80HU MiCMAmMy, nid uac
PO3CAIdy8anHA KIbEep3NOHUUHIB, YUUHEHUX 13
suxkopucmauuam WiFi-mexHonoeii, Sk Me-
mody, e¢pekmugH020 045 BCTMAHO8/1EHH Ni0-
03ptosanoi ocobu abo epynu ocib 3 nodanv-
WUM BUBHAYEHHAM MICUYS 1X 3HAXOOHCEHH.
s docsienen s nocmasaenoi memu 3acmo-
COBAHO 3A2ANbHOHAYKO8L Ma CneyiaabHi
Haykosl memodu docaidxcenHs. Onpauyvo-
8AHO Pi3HI MemoOdu4Hi pekomeHOauii 1000
sukopucmauus  WiFi-mapwpymusamopis
0n4a 8cmano6AeHHs MOOLALHO20 NPUCTPOIO
wLAaxXoM CyJ080-eKcnepmHo20 00CALOHCeHHA.

. URL: https://zakon.rada.gov.ua/laws/
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Haczonoweno, wo 8 pasi ckoeHHS Kibep3no-
wuny i3 3acmocysanuam WiFi-mapuwpymu-
3amopa, cneyianicm ma ekcnepm MOXYmo
BUKOpUCMAMU  MeXHIYHY  IHpopMayin
3 WiFi-mapwpymusamopa 04 idenmudi-
Kayii mobinvHo20 npucmpoi nidosposad-
Hoi ocobu 3a MAC-adpecow. Poszeasanymo
npobaeMHi NUMAHHA 13 BUABAEHHL 03HAK
npuxosyganns uyugposux caidie nid uac
CKOEHHA Kibep3nouuny. BukaadeHo npoue-
CyanvHull nopsdoKk ompumants docmymny do
WiFi-mapupymusamopis i3 Mmemown 6ecma-
HO8/1eHHs n1003p108anol ocobu nid uac oens-
dy, 0bwwyKy il po3caidysanna Kibep3nouUHIE.
Josedero, wo dami 3 WiFi-mapwpymu3sa-
mopie CNpusmuMymy He MiAbKU 8CTMAHO6-
/leHH10 N1003PI08AHLX OCIO Y KPUMIHAALHUX
nposadiceHHax Nnid uac po3caAidy8aHHs Ki-
bep3nouunie: yeil memod modxce 8UABUMUCS
YHi8epCanbHUM 0415 8CMAH08/1eHH Ni003pIo-
8aHUX 0CI0 Y KPUMIHAABHUX NPOBAOHEHHIX
i3 HenosHumu OaHumu. IIpoananizosano
MepMiH «Komn'tomepHi Jaui», 6103HA"eHO
ocobaugy ponwv cneyianicmay nposedenui oe-
110y KoMn'tomepHux 0anux i 3anponoHosa-
HO 3MiHUMU YUHHUL KpuminaavHuil npoye-
cyanvHuil Ko0ekc YKpainu @ 4acmuri yuacmi
cneyianicma 6 024201 KOMN 10MepHUX OAHUX
3a dopyueHHAM caid4020, npokypopa i Oi-
3Hasaua nid uac docy0o6020 po3cAidy8aHHs
KPUMIHAALHUX Tnpocmynkie. IlonoxeHHs
Ma BUCHOBKU aBMOPCbK020 00CAI0MEHHS
cmanymu y npueodi 8 onepamueHo-po3ULy-
Ko8ill, caiduiil i cydoso-ekcnepmHiil Oisab-
Hocmi.

Kaouoei caoga: xibepsiouunu; mapui-
pymusamopu;  WiFi-mexHonoeii;  enek-
MPOHHI KOMYHIKAUli; eneKmpoHHI JoKa3u;
yugposi caidu; poacaidysanns; cydosa ekc-
nepmu3sa; memoduuHi peKomMeHOayii.
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