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The article purpose is to study the peculiarities of implementing
forensic disinformation as a tactical and forensic means for detect-
ing and solving corruption criminal offenses. To achieve this goal,
formal-logical and system-structural methods were used. Article 45
of the Criminal Code of Ukraine distinguishes two groups of corrup-
tion criminal offenses, during the detection and disclosure of which
suspects (accused) provide false information about the method of
preparation, commission or concealment of their criminal activity.
The essence of criminal and forensic disinformation is compared. The
author examines the practice of the US Supreme Court regarding the
legality of using disinformation by police officers in identifying rack-
eteers and corrupt organizations. The author substantiates the moral
grounds for the use of forensic disinformation. It is noted that the
legend remains an effective and classical means of its implementa-
tion, and the most common form is the tactical operation “staging”.
The author distinguishes between the features of forensic and crimi-
nal staging. It is noted that forensic staging (as opposed to criminal
staging) is a legitimate and constructive means of safeguarding and
protecting the interests of an individual, society and the State from
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corruption criminal offenses. The author identifies the criteria for
the use of forensic disinformation and defines its rules: 1) focus on
the task; 2) validity, timeliness, mobility, efficiency, and flexibility;
3) compliance with the plan and the approved plan; 4) personnel,
financial and logistical support; 5) situational validity, taking into
account the personality of the offender; 6) creative approach with due
regard for possible changes in the situation; 7) visualization.
Keywords: corruption criminal offenses; forensic disinforma-
tion; investigative and operational search activities; detection and

solving crimes.

Research Problem Formulation

The scale of corruption in the activities
of our government officials is staggering.
Unfortunately, corruption is not a new
problem for Ukraine. According to the in-
ternational anti-corruption organization
Transparency International, as of January
2023, Ukraine has slightly improved its per-
formance: it received 33 points out of 100
in the Corruption Perceptions Index (CPI) for
2022, which means that this year our score
increased by one point, and now our coun-
try ranks 116" out of 180 possible .

Of course, this indicator is somewhat
optimistic, but it is worth remembering
that corruption is the basis for the global
flourishing of the shadow economy.
Corruption completely paralyzes the
economic development of the state
and destroys the principles of free and
transparent business activity based on the
principles of fair competition.

Despite a rather lengthy discussion,
theorists and practitioners are still arguing
over many problematic issues related to

the detection and disclosure of corruption-
related criminal offenses.

In law enforcement practice, when
detecting and solving corruption-related
criminal offenses, officers of operational
and investigative units are regularly forced
to recognize false information provided by
corrupt officials in order to avoid criminal
liability. One of the most effective tactical
means of recognizing the deception of
corrupt officials is forensic disinformation,
although recently, officers of operational
and investigative units have been forced
to prove the legality of its use. Given not
only the theoretical but also the practical
importance of forensic disinformation in
the criminal justice system of Ukraine, the
relevance of this issue is growing day by
day and requires careful study and analysis.

Analysis of Essential Research and
Publications

The theoretical, legal and practical as-
pects of the implementation of forensic
disinformation are studied in the works

1 Vkpaina — 116-Ta 3-moMix 180 kpaiH B [HAeKci cupuiiHATTS Kopynuii / [lerexTop Mezia [Enek-

TPOHHHUI pecypc].

-02-07-ukraina-116-ta-z-pomizh-180-krain-v-indeksi-spryynyattya-koruptsii/

06.11.2023).

07.02.2023. URL: https://cs.detector.media/reforms/texts/185173/2023-

(date accessed:
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written by: O. Bandurka ?, V. Zhuravel 2,
I. Kohutych “ V. Lukashevych °, M. Poho-
retskiy ¢, V. Tishchenko 7, M. Stashchak
V. Shepitko ° and other Ukrainian scien-
tists. However, a significant number of
issues remain the subject of debate in
scientific and practical circles, and some
of them, given the development of inves-
tigative and operational search practice,

require additional reflection and scientific
substantiation.

Article Purpose

To investigate forensic disinformation as
a tactical and forensic means in the detec-
tion and disclosure of corruption criminal
offenses.

2
3
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Research Methods

Using the formal logical method, the au-
thor determines the peculiarities of the use
of criminal and forensic disinformation by
officers of operational search and investiga-
tion units as a tactical and forensic means
of detecting and solving corruption crimes.
Using the systemic-structural method, the
author analyzes the peculiarities of the use
of criminal and forensic disinformation
and identifies the criteria by which it can
be stated that forensic disinformation is
specifically used in the course of detection
and disclosure of this category of crimes.

Main Content Presentation

Ukrainian legislation provides for criminal
liability for providing deliberately false tes-
timony, and defamation (dissemination of
deliberately false information that discred-
its the dignity and honor of another per-
son or undermines his or her reputation).
Ukrainian criminal law contains a long list
of crimes based on the preparation, com-
mission, and concealment of deliberately
false information.

This list includes corruption criminal
offenses. Thus, in the note to Article 45 of
the Criminal Code of Ukraine (hereinafter -
the CC of Ukraine), corruption criminal
offenses are “criminal offenses under Articles
191, 262, 308, 312, 313, 320, 357, 410, if
committed through abuse of official position,
as well as criminal offenses under Articles
210, 354, 364, 3641, 3652, 368-3692 of this
Code” ™°.

Analyzing the content of Article 45
of the Criminal Code of Ukraine, we see
that the legislator conditionally divides
corruption criminal offenses into two
groups.

The first group includes:

misappropriation, embezzlement
or seizure of property through
abuse of official position (Arti-
cle 191 of the Criminal Code of
Ukraine);

stealing, appropriating, extorting
firearms, ammunition, explosives
or radioactive materials or obtain-
ing them by fraud or abuse of office
(Article 262 of the Criminal Code of
Ukraine);

stealing, misappropriation, extor-
tion of narcotic drugs, psychotro-
pic substances or their analogues
or their acquisition through fraud
or abuse of official position (Ar-
ticle 308 of the Criminal Code of
Ukraine);

stealing, misappropriation, extor-
tion of precursors or their acqui-
sition through fraud or abuse of
official position (Article 312 of the
Criminal Code of Ukraine);

theft, misappropriation, extortion
of equipment intended for the
manufacture of narcotic drugs,
psychotropic substances or their
analogues, or seizure of such
equipment by fraud or abuse of of-
fice, and other illegal actions with
such equipment (Article 313 of the
Criminal Code of Ukraine);
violation of the established rules
for the circulation of narcotic
drugs, psychotropic substances,
their analogues or precursors (Ar-
ticle 320 of the Criminal Code of
Ukraine);

stealing, misappropriation, extor-
tion of documents, stamps, seals,
obtaining them by fraud or abuse
of office, or damaging them (Ar-
ticle 357 of the Criminal Code of
Ukraine);

10 KpuminanbHHI KofeKc YKpainu Biz 05.04.2001 p. Ne 2341-II1 (3i 3miH. Ta gomos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 06.11.2023).
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« theft, misappropriation, extor-
tion by a serviceman of weapons,
ammunition, explosives or other
munitions, vehicles, military and
special equipment or other mili-
tary property, as well as their ac-
quisition through fraud or abuse
of office (Article 410 of the Crimi-
nal Code of Ukraine).

These crimes can be considered cor-
ruption only if their subject belongs to the
category of persons defined in parts 3, 4 of
Article 18 of the Criminal Code of Ukraine
and the note to Article 364 of the Criminal
Code of Ukraine ™.

The second group consists of corrup-
tion crimes that contain an unlawful cor-
ruption component:

« misuse of budgetary funds, mak-
ing budgetary expenditures or
granting loans from the budget
without the established budgetary
allocations or with their excess
(Article 210 of the Criminal Code
of Ukraine);

« bribery of an employee of an en-
terprise, institution or organiza-
tion (Article 354 of the Criminal
Code of Ukraine);

« abuse of power or official position
(Article 364 of the Criminal Code
of Ukraine);

« abuse of authority by an official of
a legal entity of private law regard-
less of its organizational and legal
form (Article 364' of the Criminal
Code of Ukraine);

« abuse of power by persons provid-
ing public services (Article 365 of
the Criminal Code of Ukraine);

+ acceptance of an offer, promise or
receipt of an unlawful benefit by

11 KpuMiHAIpHUH KOZEKC YKpaiHu ...
(date accessed: 06.11.2023).
12 Ibid.
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an official (Article 368 of the Crim-
inal Code of Ukraine);

«  bribery of an official of a legal en-
tity of private law, regardless of its
organizational and legal form (Ar-
ticle 368° of the Criminal Code of
Ukraine);

« bribery of a person providing
public services (Article 368* of the
Criminal Code of Ukraine);

« offering, promising or giving an
unlawful benefit to an official (Ar-
ticle 369 of the Criminal Code of
Ukraine);

» abuse of influence (Article 3692 of
the Criminal Code of Ukraine) 2.

Given the peculiarities of these cor-
ruption criminal offenses, in practice,
there are certain difficulties in detecting
and solving them. The analysis of crim-
inal proceedings under the above-men-
tioned articles of the Criminal Code of
Ukraine shows that criminals (in order
to avoid criminal punishment) provide
false information about the corruption
criminal offense they have committed.
Such information acquires the status of
criminal disinformation, as it misleads
employees of operational and investi-
gative units; liability arises for its provi-
sion.

Criminal disinformation is a means of
achieving a criminal intent that criminals
use to commit and conceal corruption
criminal offenses. In contrast, forensic
(operational or investigative) disinforma-
tion is a permissible, lawful and effective
element of the system of means used by
officers of operational and investigative
units in the detection and disclosure of
corruption criminal offenses.

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text
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The perpetrators of corruption-related
criminal offenses are highly educated and
often have substantial practical experience
in a particular field, so they purposefully
use both traditional and modern criminal
disinformation technologies. In this
context, employees of operational and
investigative units constantly monitor
the latest criminal disinformation
technologies.

Alegend remains a rather effective and
classic means of forensic disinformation.
Investigators effectively use this tool
during the interrogation of accused
(suspects) who deny their involvement
in corruption-related criminal offenses.
As a tactical element, the legend is more
often used in practice by officers of
operational and investigative units during
the implementation of operational and
investigative means or during covert
investigative search actions on a separate
order of the investigator.

In studying and analyzing the problem
of disinformation in the operational and
investigative activities aimed at detecting
and solving corruption criminal offenses,
it is worth paying attention to the
following important circumstances.
The defense, representing the interests
of its corrupt client, constantly appeals
to the fundamental inadmissibility of
using any form of disinformation by the
officers of the detective and investigative
units. This position of the lawyer is quite
understandable, but do thy correctly
interpret the essence of forensic
disinformation? It is quite obvious, for
example, that covert infiltration of an
employee into a criminal corruption

formation (group) in order to expose
their criminal activities cannot be
carried out without the use of forensic
disinformation. Since without the
applucation of misleading information
(for example, without misleading the
other members of the corrupt formation
(group) about his or her identity or true
intentions), such an employee will not
be able to penetrate them, he or she will
not obtain information about corrupt
activities (corruption schemes) in which
these formations (groups) participate
or are organized. Obviously, forensic
disinformation and forensic deception
are the things without which officers
of detective and investigative units will
not be able to collect information about
the criminal and his criminal activities.
Of course, it is not allowed to incite a
person to commit a crime, which the
legislator has unambiguously stipulated
in Article 271 “Control over the commission
of a crime” of the Criminal Procedure
Code of Ukraine (hereinafter — the CPC of
Ukraine) 3.

We have analyzed foreign practices on
thematter. Forexample, the Supreme Court
of the United States of America actively
uses the provisions of “The Racketeer
Influenced and Corrupt Organizations Act,
RICO Act” *, which has been in effect
since the fall of 1970, and as a result,
distinguishes between a criminal situation
artificially created for an innocent person
and the creation of a “trap” for a criminal.
In this context, provocative actions exist
if employees of operational search or
investigative units incited or encouraged
a person to commit a corruption criminal

13 KpuMiHaNBHUI IpollecyalTbHUN KofleKe YKpainu Biz 13.04.2012 p. Ne 4651-VI (3i 3MmiH. Ta go-
rioB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 06.11.2023).

14 RICO Offenses (Racketeer Influenced and Corrupt Organizations). Prepared by the Office of the
General Counsel. 29 p. URL: https://www.ussc.gov/sites/default/files/pdf/training/primers/2023_

Primer_RICO.pdf (date accessed: 06.11.2023).
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offense by deliberately misleading him/
her about the legality of his/her actions
and using means that encouraged such
a person to commit illegal actions that he/
she would not have committed if he/she
was not inclined to such activities *°.

Thus, when solving corruption-
related criminal offenses, forensic
disinformation can not only be but should
be used as an auxiliary tool to identify true
information. For instance, in Chapter 21
“Covert Investigative (Detective) Actions”
(hereinafter - CIDA) of the CPC of Ukraine,
the national legislator stipulated, in
particular, the inspection and seizure
of correspondence (Article 262), the
removal of information from electronic
communication networks (Article 263)
and electronic information systems
(Article 264), which does not fully comply
with the generally accepted norms of
morality. At the same time, the negative
moral perception of these articles of the
CPC of Ukraine by the society '° is not
a prohibition for their implementation, as
they are less evil than corruption criminal
offenses, because the purpose of these
CIDAs is certainly moral, especially given
that the permission to conduct them is
granted by the court V.

Decision-making in this context is the re-
sult of moral principles and appropriate ac-
tions. This is possible only when officers of
operational search orinvestigative units have
no other opportunity to obtain truthful infor-
mation in any other way: as a result of these
measures, they achieve a positive result.

15 RICO Offenses ...

We consider it appropriate to
formulate the question of the admissibility
of using forensic disinformation to detect
and solve corruption criminal offenses as
follows: when (under what circumstances)
such disinformation remains the only
possible tactical and forensic means of
obtaining truthful information, under
what conditions it can be used, and, of
course, to define clear limits of its use.

When implementing forensic
disinformation, the person against whom
itis used always retains the right to choose
how to behave, and general human rights
must be respected.

In view of the above, forensic
disinformation should be implemented as
a tactical and forensic tool that misleads
a suspected corruption criminal offense
about the true state of events, while
initiating them to take active actions
that will demonstrate their true attitude
to specific events, with the obligatory
simultaneous documentation of this
attitude. Since forensic disinformation is
implemented by employees of operational
and investigative units, itis anindependent
method of operational and investigative
activity, or an element of a certain method
of cognition and proof, or a tactical
operation or operational combination.

An analysis of criminal proceedings
on corruption-related criminal offenses
shows that forensic disinformation
is most often implemented in the
form of a tactical “staging” operation.
Forensic disinformation in the form

. URL: https://www.ussc.gov/sites/default/files/pdf/training/primers/2023_
Primer_RICO.pdf (date accessed: 06.11.2023).

16 KpuMiHAJIBHUH IPOLIECYIBHUU KOJEKC VKpaiHU ...
show/4651-17#Text (date accessed: 06.11.2023).

. URL: https://zakon.rada.gov.ua/laws/

17 THCTPYKIlis IIPO OPraHi3alliio MpoBeJeHH HeITaCHUX CAiJ4uX (PO3LIYKOBUX) Al Ta BUKOPU-

CTaHHS IX pe3yJbTATiB Yy KPUMIHAJIBHOMY IIPOBaKEHHI

: 3aTB. Haka3oM [eHIIpOKyparypH,

MBC, CB, Aamin. JepxupukopgoHcayx6u, Mindiny, Mix'octy Vkpainu Bix 16.11.2012 p.
Ne 114/1042/516/1199/936/1687/5. URL: https://zakon.rada.gov.ua/laws/show/v0114900-12#Text

(date accessed: 06.11.2023).
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of staging is the antithesis of criminal
disinformation - criminal staging carried
out by perpetrators of corruption criminal
offenses to counteract the detection
and disclosure of such offenses, when
the perpetrator misleads employees of
operational and investigative units, judges,
experts to conceal their corruption and
avoid criminal punishment.

Forensic staging (as opposed to
criminal staging) contains a legitimate
constructive means of safeguarding and
protecting the interests of individuals,
society, and the state from corruption-
related criminal offenses. The forensic
staging, which is organizationally,
tactically, and technically supported,
is aimed at misinforming the corrupt
criminal. Such disinformation is essential,
for example, during a tactical operation
to expose bribe-takers. This is done by
conducting an operational experiment (as
an operational and investigative measure)
or as a special investigative experiment (as
one of the forms of CIDA under Art. 271
“Control over the commission of a crime” of
the CPC of Ukraine with the participation
of a person from whom the subject of the
unlawful benefitis extorted. As partof such
an operation, the person who provides
the object of the unlawful benefit, under
the close supervision of the operational
and investigative units, imitates the
behavior expected of the extortionist who
is detained after the transfer of the object
of the unlawful benefit, the characteristics
of which are previously recorded by the
operational and investigative units in the
criminal proceedings.

Forensic disinformation in the form
of a tactical operation is also a means of
tracking down a corrupt criminal who is
hiding from operational and investigative
units, the court, or evading criminal

19

punishment  for
criminal offenses.

Let us highlight the -criteria that
indicate the implementation of forensic
disinformation in the detection and
disclosure of corruption criminal offenses:

corruption-related

+ the imitation component of
demonstrating the verbal or
non-verbal behavior of a corrupt
criminal;

« theability of the developed forensic
disinformation to influence the
psychological state of the corrupt
criminal and mislead him/her
about the true state of events;

« the presence of imitation
components in the course of
certain activities (e.g., operational
cover documents, means of
disguising appearance, etc;);

« the use of certain attributes and
details in a specific typical or
atypical situation.

« Forensic disinformation should be
based on certain rules:

« directly relate to the tasks to be
performed during the detection
and disclosure of corruption
criminal offenses;

+  be reasonable,
effective;

« be flexible, given its connection
with other components of the
whole process;

+ be implemented taking into
account the developed idea and
features of the approved plan, as
well as the necessary personnel,
financial and logistical support;

« have situational validity, taking
into account the personality of the
corrupt offender;

« be based on a creative approach
in analyzing and evaluating the

timely, and
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current situation, with due regard
for possible changes in such
a situation, as well as the expected
results, opportunities, and
directions of its use in the future;
be as veiled as possible in order to
exclude the possibility of exposing
it or its sources.

Conclusions

The results of the implemented forensic
disinformation as a tactical and forensic
tool must be recorded by the responsible
personsoftheoperationalandinvestigative
units in charge of the materials of the
proceedings on the corruption criminal
offense. One of the characteristic features
of such disinformation is its point nature
and limited information impact within
the place and time of its implementation,
so the timely recording of the results
obtained in this way is a mandatory rule
for an effective implementation process.
Forensic disinformation as a tactical
and forensic means of detecting and
disclosing corruption criminal offenses
is developed and implemented only when
it is impossible to successfully resolve
the problematic situation without it (in
any other way): it is used only during the
implementation of operational search
activities or investigative search actions.

KpuminaxicruaHa gesindopmanisa gk
TAKTUKO-KPHMiHATiCTUYHUIA 3aci6
BUSIBJICHHS Ta PO3KPUTTA KOPYHIIFHIX
KPHUMiHAJIbHUX IIPABOIIOPYLIEHb

Japuca Benaik, Aumonina Yepemnosa

Mema cmammi — Odocaidumu ocobau-
gocmi peaniszauyii KpuMIiHAAICMUYHOL Oe3iH-
dopmayii ax MaKmMuKo-KpUMIHAALCMUUHOZ0
3acoby useAeHHS Tl po3KpUmMmMs Kopynuii-
HUX KPUMIHAALHUX Tpasonopyules. Jas

20

docaeHeHHA MemiL 3aCMOCcO08aH0 GOpMANbLHO-
N02IYHUTL 1 CUCTEeMHO-CMPYKMYpPHULL Me-
moodu. 3a cm. 45 KpuminanvHioeo xodexcy
Ykpainu euoxpemaeno 08i epynu Kopynuyiii-
HUX KPUMIHAALHUX NPABONOpYyULeHb, nid 4ac
BUSB/MEHHA MA POKPUMMS AKUX 1i003pio-
6aHi (0b8uHysaueHi) Hadawmv Henpasousi
gidomocmi npo cnocib nidz0mosexu, CKOEHHS
abo Npuxo8amHs CBOEL 3/A0YUHHOL Oisab-
Hocmi. 3icmasieHo CymHicmy KpUMIHAAbHOL
ma KpuminaaicmuuHoi Odesingopmauii. Jlo-
cnidsceno npakmuky Bepxoerozo Cydy CIIIA
14000 3AKOHHOCTMI BUKOPUCMAHHA Oe3iHpop-
Mayii noaiyelicokumu nid 4ac euseneHHs
pekemupis i KOPYMNOBAHUX OpeaHi3ayiil.
ObspyHmosano mopanvii nidcmagu 04s 3a-
CMOCY8aHH KpUMIHAAICMUYHOL Oe3iHgop-
Mauyii. 3ayeadxrceHo, wo eekmusHUM i KAd-
CUUHUM 3ac060M il peanizayii 3aAUULAEMbCS
Nezenda, a HailbiablL NOWUPeHO POopMOot0 —
Maxmu4Ha onepayis «iHCUeHy8aHnHs». Po3-
MEHO0BAHO  0CO0OAUBOCTMI  KPUMIHAAICTMUY-
H020 mMa KPUMIHAALHO20 IHCUEHYB8AHHA.
3asHaueno, W0 KpUMIHAAICTMUYHE [THCUeH)-
8anHs (Ha 8IOMIHY 810 KPUMIHAABHO20) € 3d-
KOHHUM I KOHCMPYKMUBHUM 3ac000M ybe3ne-
UeHHS ThaA 3aXUCTY THmepecig ocobucmocmi,
cycninvemea i Odepscasu 6i0 KOpynuitiHux
KPUMIHAALHUX Npasonopyules. Buokpemae-
HO Kpumepii 3acmocy8anHsa KpUMIHAAICTUY-
HOI Oe3iHgopmayii, 8u3HaueHo ii npasuaa:
1) cnpamosaricmv HA BUKOHAHHA 3a80AH-
HS; 2) 0bSPYHMOBAHICTL, CBOEUACHICTND,
MobinvHicmy, diegicmb, eHyuKicmy; 3) 6i0-
nogidHicms 3adymy il 3ameepoyceHoMy naa-
Hy; 4) kadpose, Qinarncose il mamepianrvHo-
MmexHiuHe 3abesnedeHHs; 5) CUMyauiliHa
obrfpynmosanicmes 3 Ypaxy8awHAM  0CO-
bucmocmi 3104UHUsA; 6) meopuuil nidxid
3 0008’A3K0BUM YPAXYBAHHAM MOMCAUBUX
3MIH cumyayii; 7) 8i3yanizayis.

Karouoei croea: xopynyiiiii KpuUMiHAAb-
HI  NpagonopyuleHHs; KpPUMIHAAICMUYHA
Oesingopmauis; KpuminaavHa Oe3iHgopma-
yis; caidua il onepamugHo-po3uLyKo8a disib-
HICMYb; BUABAEHHA MA POSKPUTNIMA 3A0HUUHIE.
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