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The primary concerns of this research paper are to reveal cur-
rent issues of the application of artificial intelligence technologies in
law enforcement and justice bodies in the conditions of martial law
and global threats; to identify the main trends, issues and forensic re-
search prospects using artificial intelligence through the prism of Eu-
ropean integration processes; to highlight gaps in the normative and
legal regulation of the use of digital technologies; outline directions
for its improvement. In order to reach objectives, general scientific
and special methods (in particular, dialectical, analytical, induction
and deduction, and others) were applied. The domestic and European
experience in the application of artificial intelligence technologies in
law enforcement and justice bodies was analyzed, and their promis-
ing directions were determined. We consider that legal regulation of
the application of artificial intelligence in Ukraine should be carried
out according to European standards, rules and recommendations in
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accordance with the European integration course chosen by our state.

Note that introduction of the artificial intelligence into legal pro-

ceedings should be based preliminary on the principles of the rule of
law, observance of basic human rights, respect for honor and dignity,

equality before the law and the court, proportionality, competition
between the parties, transparency, impartiality and justice. Artificial
intelligence is not capable of completely replacing judges, however, its
implementation will contribute to the optimization of the work of the
judge and court. It is substantiated that in today’s military realities,

the issue on increasing the effectiveness of the investigation of modern
war crimes and cybercrimes with the help of digital technologies has
become acute.

Keywords: artificial intelligence; criminalistics; criminalistic
knowledge; specific expertise; digital criminalistics; forensic exam-
ination; digital evidence; war crimes investigation; crime preven-
tion; trends in the development of criminalistics.

Research Problem Formulation

With the development of information
technologies and active digitalization of
society, the beginning of the 21% century
often called the era of innovation, one of
the most relevant and significant achieve-
ments of which was artificial intelligence.
Nowadays, humanity use artificial intelli-
gence technologies quite widely in various
fields of both everyday life and professional
activity (in particular, in jurisprudence) .
Digital Revolution as a factor of the dynam-
ic development of society has contributed
to the creation of a digital economy, the
formation of the foundations of digital law,
new configuration of social relations due

to the Internet, social networks, and infor-
mation and communication technologies.
Modern digital technologies form a new
way of production, create prerequisites
for transition to a new formation, digitali-
zation of social relations and the law itself,
which regulates these relations 2.

Today, the artificial intelligence is not
just a technological trend, a buzzword, or
a temporary fad, it is the third computer
era, based on innovation and advanced
technologies. We are at the stage of funda-
mental changes unlike that experienced by
the generation of the first industrial °. The
formation of a new type of industrial pro-
duction is taking place, which is based on
Big Data and their analysis, full automation

1 TIMwunaumuyk B. T., Bapanos O. A., I'miska O. C. IIpo6iema mpaBOBOro peryiooBaHHsS y chepi
IITYIHOTO iHTEJNEKTy B KOHTEKCTi PO3BUTKY 3aKOHOZABCTBa E€Bporeiicbkoro Coosy. BicHuk
HauyioHnanvnoi akademii npagosux Hayk Ykpainu. 2022. T. 29. Ne 2. C. 35—62. DOI: 10.37635/jnal-

s1.29(2).2022.35-62 (date accessed:17.10.2022).

2 Petryshyn O. V., Hyliaka O. S. Human rights in the digital age: Challenges, threats and prospects.
Journal of the National Academy of Legal Sciences of Ukraine. 2021. Vol. 28. No. 1. Pp. 15—23. DOI:
10.37635/jnalsu.28(1).2021.15-23 (date accessed:17.10.2022).

3 Be606 E. Benuka ges’sitka. SIk [T-riranTy Ta IXHi pO3yMHi MaIllMH1 MOXYTh 3MiHUTH JIIOACTBO /

iep. 3 aHrI. I. Bosuaka. Xapkis, 2020. C. 9.
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of production, virtual and augmented re-
ality technologies, etc.?, that is a society of
digital technologies is being formed. In this
regard, S. Pichai, Head of Google remarked
that the achievements in the field of artifi-
cial intelligence will do more for humanity
that the discovery of fire or electricity °.

Digital technologies in modern reali-
ties are an integral component integrated
into all spheres of human activity. Digitali-
zation is becoming by far the most signifi-
cant factor in the economic growth of any
state and a new, innovative way of the de-
velopment of any society. Digitalization is
the newest reality of advanced countries of
European and the whole world, therefore
also of Ukraine, which has chosen the Eu-
ropean vector of development ¢. New dig-
ital reality presents legal practice and sci-
ence with many fundamentally new tasks
related to the development of effective
tools and models of legal regulation of var-
ious spheres of social life (in particular, in
the field of combating crime).

On the other hand, digital reality has
caused the emergence of new forms of
crime: cybercrime, information fraud,

a significant number of cyberattack on en-
terprises and institutions, which requires
counteraction by law enforcement agen-
cies, study and research of this phenom-
enon. Digital information (as an integral
attribute of modern crime and activities
of criminal justice bodies) determines the
prospects for the development of legal sci-
ence, in particular criminology 7, which is
at the forefront of the fight against crime in
the realities of martial law, the digitaliza-
tion of society and the active use of digital
technologies in various spheres of human
activity.

Artificial intelligence is a system that
behaves intelligently, analyzing its envi-
ronment and making fairly autonomous
decisions to achieve a goal % Artificial
intelligence systems may be purely soft-
ware-based and operate in a virtual world
(e.g., voice synthesizers, video analysis
software, search engines, speech and facial
recognition systems) or may be integrated
into hardware (e.g., robotics, unmanned
vehicles means, drones or objects of the
Internet of Things, IoT. Modern person
uses artificial intelligence every day — for

4 Kpusuupkui 0. B. IIITy4HUI IHTENEKT K iHCTPYMeHT IIpaBoBoi peopMU: IOTEHIial, TeH-

JeHnii Ta nepcrnexkTuBu. Haykoesuil sichux Hayionaavroi akademii enympiwnix cnpas. 2021. Ne 2
(119). €. 90—101. DOI: 10.33270/01211192.90 (date accessed:17.10.2022).

Clifford C. Google CEO: A. I. is more important than fire or electricity / CNBC. Feb 1, 2018. URL:
https://www.cnbc.com/2018/02/01/google-ceo-sundar-pichai-ai-is-more-important-than-fire-
electricity.html (date accessed:17.10.2022).

Jypaseins B. A., llerriTpko B. 10. PO3BUTOK KPUMIHaJIICTUKY Ta CyZ0OBOI eKCIIepTU3U B YKpaiHi:
HaOIKeHH /10 €IMHOTO EBPOIIeHichKoro mpoctopy / IIpaBoBa Hayka VKpaiHU: CyJaCHUH CTaH,
BUKJIWKYU Ta IE€PCIeKTUBU PO3BUTKY : MoHorpadisa. Xapkis, 2021. C. 651—669 ; IlleBuyk B. M.
€BpONEHChKUI BEKTOP PO3BUTKY Cy4acHOI KpUMIiHATICTUKU. Adanmayis npagosoi cucme-
mu Yxpainu do npasa €sponeiicbkozo Cot03y: meopemuyHi ma npaxmu4Hi acnekmu : MaT-au Bee-
VKp. HayK.-IIpakT. KoH®. 3 Haronu 20-1 piuH. cTBoOp. [TonTas. ropuz. in-try HIOY im. fIpociasa
Myzporo (IlosraBa, 29.09.2022). IlontaBa, 2022. C. 320—323. URL: http://pli.nlu.edu.ua/wp-
content/uploads/2022/12/36ipunk-29.09.pdf (date accessed:17.10.2022).

Tymoshenko Y. P., Kozachenko O. I., Kyslenko D. P., Horodetska M. S., Chubata M. V., Barhan
S. S. Latest technologies in criminal investigation (testing of foreign practices in Ukraine).
Amazonia Investiga. 2022. Vol. 11. No. 51. Pp. 149—160. DOI: 10.34069/A1/2022.51.03.14 (date
accessed:17.10.2022).

Baltruniené J. Dirbtinis intelektas ir duomeny apsauga kriminalistikos plétros kontekste / Krim-
inalistikos teorijos plétra ir teismo ekspertologijos ateitis: liber amicorum profesoriui Egidijui
Vidmantui Kurapkai. Kolektyviné monografija. Vilnius, 2022. P. 203.
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example, to translate texts, create subtitles
for videos or block e-mails (spam). There-
fore, artificial intelligence as the latest sci-
entific achievement needs new forensic
ideas and methods related to its use in the
fight against crime °.

Under such circumstances, the main
task of criminology is the development
and application of innovative means,
techniques and methods that make it pos-
sible to effectively collect, research, and
use various evidentiary information *° (in
particular, digital) in the pre-trial inves-
tigation and during the trial. That is why,
in the realities of wartime in Ukraine, the
question of increasing the role of forensics
and the use of artificial intelligence tech-

nologies in the activities of law and order
bodies and justice in view of European
experience and modern practice has be-
come acute.

Analysis of Recent Researches and
Publications

The scientific basis of the research was
made up of the works devoted to the
study and development of current prob-
lems of the use of digital technologies in
the activities of law enforcement agen-
cies and justice, such domestic and
foreign forensic scientists as H. K. Av-
dieieva M, R. Akerman '?, V. Bilous ¥,
0. Domashenko *, O. Dumchykov ¥,

9 Jackson C. Artificial Intelligence Changing the World of Forensics Science. EasyChair Pre-

10

11

12

13

14

15

print. 2021. No. 5815. 3 p. URL: https://easychair.org/publications/preprint/1Fmk (date
accessed:17.10.2022).

Textbook of criminalistics. Vol. 1: General theory / Ed. by H. Malevski, V. Shepitko. Kharkiv,
2016. P. 89—-93.

ABpeesa . K. IIpo6yeMy BUKOPUCTAHHS CUCTEM IITYYHOTO IHTEJIEKTY B POOOTi OpraHiB KpuMi-
HaJIBHOI I0CTUIi1. BUKOPUCMAHH MeXHOA02Il WIMYHHO20 THMeAeKMY Y Npomudii 3104 UHHOCTL &
MaT-JI1 HayK.-[IPaKT. OHJIalH-ceMinapy (Xapkis, 05.11.2020). Xapkis, 2020. C. 6—10.
Ackermann V. R., Kurapka V. E., Malewski H., Shepitko V. Schaffung eines einheitlichen euro-
paisehen Kriniinalistischen Raumes: Die Tatigkeit offentlicher Organisationen zur Starkung der
internationalen Beziehungen. Kriminalistik. 2020. Is. 6. Pp. 355—363.

Binoyc B. B. Posnp 3aco6iB KPUMIHAJIICTUKM y HPOTUZil Kibep3J09MHHOCTI. MidcHApOOHI
cmandapmu 3 kibepbesneku ma ix 3acmMOCy8aHHs 6 YKpaiHi : MaT-Ju «KpPyrJi. cToiy» (Xapkis,
19.04.2016). XapkiB, 2016. C. 15—20. URL: http://dspace.nlu.edu.ua/handle/123456789/10885
(date accessed:17.10.2022).

Jomamrenko O. M. IIpoGieMHI NUTaHHS BUKOPUCTaHHS IU(GPOBUX AOKa3iB y KpuMiHai-
cruni. I[HHOBayiliHi memodu ma yugposi mexHon02il 6 Kpuminasicmuyi, cyodosill excnep-
musi ma 1opududHiil npakmuyi : MaT-TU MDKHap. «Kpyra. croiy» (Xapkis, 12.12.2019). Xap-
kiB, 2019. C. 52—55. URL: https://ivpz.kh.ua/wp-content/uploads/2020/01/%D0%97%D0%
B1%D1%96%D1%80%D0%BD-%D0%9A%D1%80%D1%83%D0%B3%D0%BB%D0%B8%D0
%B9-%D1%81%D1%82%D1%96%D0%BB_%D0%86%D0%BD%D0%BD%D0%BE%D0%B2-
%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D1%96-%D0%BC%D0%B5%D1%82%D0%BE
%D0%B4%D0%B8_2019-%D0%97%D0%B1%D1%96%D1%80%D0%BD%D0%B8%D0%BA.pdf
(date accessed:17.10.2022).

JymunkoB M. O. ITponecu AifxxkuTanisanii i KpuMiHaliCTHKa: peTPOCIeKTUBHUM aHaIi3. Kpu-
Minanicmuxa i cydosa excnepmusa. 2020. Bum. 65. C. 100—108. DOI: 10.33994/kndise.2020.65.10
(date accessed:26.09.2022).
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V. Zhuravl ', I. Kohutycha ¥, V. E. Kurapka
and H. Malievski ¥, V. Konovalova
and V. Shevchuk ¥, O. Musiienko %,
Yu. Chornous %, V. Shepitko * etc.

At the same time, there are currently
a number of debatable issues in the study
of the mentioned issues, in particular re-
garding: determining the place of artifi-
cial intelligence in the activities of law
enforcement and justice bodies, analyzing
gaps in the regulatory and legal regulation
of the use of digital technologies and the
need for their improvement in the context
of European integration processes, study-
ing the prospects for the use of artificial
intelligence in justice of Ukraine and the

countries of the European Union and oth-
er important issues that require immedi-
ate resolution.

Under such conditions, the research of
the theoretical and methodological prin-
ciples of optimization of investigative and
judicial activity through the use of artificial
intelligence technologies for the effective
solution of judicial tasks in martial law con-
ditions and the further introduction of their
main provisions and forensic recommen-
dations into law enforcement practice are
essential. Meanwhile, the analys of scien-
tific publications on the mentioned issues
shows that only separate works are devoted
to the study of these issues (A. Idder and

16

17

18

19

20

21

22

JKypaBesb B. A. 3arajbHa Teopis KPUMIHATICTUKU: I'eHe3a Ta CyYacHUH cTaH : MOHorpadis.
Xapkis, 2021. C. 6—7.

Koryruu I. I. IIpo oxpeMi BUKIMK{ KPpUMIHaJIICTUII Ta numaxu ii ycraneHHs. Kpuminasnic-
muka i cydosa excnepmusa. 2020. Bum. 65. C. 5—19. DOI: 10.33994/kndise.2020.65.01 (date
accessed:26.09.2022).

Kypamka B. 3., ManeBcku I. HayuHas KOHLIeNINI KPUMUHAINCTUYECKOH ITOJUTHUKY B CTpaTe-
TUSX OPTaHOB IIPABOIIOPsIKA KaK MHHOBAIIMOHHBIH IIPOPEIB B 06€CIIedeHUH CO3AaHUs 001I1ero
€BPOIEHCKOr0 KPUMUHAINCTHUYECKOIO IIPOCTPAHCTBA. [HHOo8ayiilHi memodu ma yudposi mex-
Honoeii 6 kpuminaaicmuyi ... . C. 85. URL: https://ivpz.kh.ua/wp-content/uploads/2020/01/%DO0
%97%D0%B1%D1%96%D1%80%D0%BD-%D0%9A%D1%80%D1%83%D0%B3%D0%BB%D0%B
8%D0%B9-%D1%81%D1%82%D1%96%D0%BB_%D0%86%D0%BD%D0%BD%D0%BE%D0%B2-
%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D1%96-%D0%BC%D0%B5%D1%82%D0%BE
%D0%B4%D0%B8_2019-%D0%97%D0%B1%D1%96%D1%80%D0%BD%D0%B8%D0%BA.pdf
(date accessed:17.10.2022).

Konovalova V. O., Shevchuk V. M. Modern criminalistics in the conditions of war: problems of ad-
aptation and reload. Modern research in world science : Proceedings of the 5% International scien-
tific and practical conference (August 7—9, 2022). Lviv, 2022. Pp. 896—903. URL: https://sci-conf.
com.ua/wp-content/uploads/2022/08/MODERN-RESEARCH-IN-WORLD-SCIENCE-7-9.08.2022.
pdf (date accessed:26.09.2022).

Mycienko O. JI. BuxkopucTanHsI IudPOBUX TEXHOJIOIIH NpU PO3CHiZyBaHHI 3J0YMHIB. IHHO-
8ayiiini memodu ma yugposi mexnonozii 8 kpuminasicmuyi ... . C. 99—102. URL: https://ivpz.
kh.ua/wp-content/uploads/2020/01/%D0%97%D0%B1%D1%96%D1%80%D0%BD-%D0%9A
%D1%80%D1%83%D0%B3%D0%BB%D0%B8%D0%B9-%D1%81%D1%82%D1%96%D0%B-
B_%D0%86%D0%BD%D0%BD%D0%BE%D0%B2%D0%B0%D1%86%D1%96%D0%B9%D0%B-
D%D1%96-%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D0%B8_2019-%D0%97%D0%B1%D1
%96%D1%80%D0%BD%D0%B8%D0%BA.pdf (date accessed:17.10.2022).

Yopuoyc 0. M. KpumiHamicTuuHe 3abesredyeHHs pO3CIiZyBaHHS B3JOYMHIB : MOHOIpa-
dis. Bimamng, 2017. 492 c. URL: http://elar.naiau.kiev.ua/handle/123456789/16029 (date
accessed:17.10.2022).

IlemiTeko B. TeopeTHKO-MeTOAOIOTIYHA MOZeIb KPUMIHANICTUKY Ta ii HOBI Hanpsamu. Teopis
ma npakmuxa cydoeoi excnepmu3su i kpuminaaicmuku. 2021. Bum. 3 (25). C. 9—20. DOI: 10.32353/
khrife.3.2021.02 (date accessed:26.09.2022).
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S. Kulo %, Yu. Baltrunene 2, O. Dufeniuk %,
K. Dzhekson 2%, A. Kolodina and
T. Fedorova %, I. Kohutych #, L. Frimen %,
R. Stepaniuk and S. Perlin *, V. Shepitko
and M. Shepitko® etc.). Therefore, the is-
sues of applying artificial intelligence tech-
nologies in the activities of law and order
bodies and justice in modern conditions of
global threats are very relevant and require
thorough scientific research.

Research Purpose

To study the possibilities of applying
artificial intelligence technologies in
law enforcement and justice bodies in
modern conditions of martial law and
global threats, as well as to determine the
main trends, issues and forensic research

through the prism of European integration
processes.

Research Methods

To carry out the research, a system of scien-
tific methods of scientific knowledge was
applied, in particular general philosophi-
cal, general scientific (dialectical, analysis,
synthesis, abstraction, analogy), private
methods of scientific knowledge which are
used in many branches of science (compar-
ative, quantitative and qualitative analysis),
as well as special legal ones (formal-legal,
comparative-legal,  systemic-structural).
The methodological basis of the study is the
dialectical method of scientific knowledge,
which reflects the relationship between
theory and practice, as well as the concep-

prospects using artificial

intelligence tual positions of forensics as a science.

23
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25

26

27

28

29

30

31

Idder A., Coulaux S. Artificial intelligence in criminal justice: invasion or revolution? / Interna-
tional Bar Association. 13.12.2021. URL: https://www.ibanet.org/dec-21-ai-criminal-justice (date
accessed:12.10.2022).

Baltriiniené J. Op. cit. Pp. 201—220.

Jydeniox O. Po3ciifyBaHHA BOEHHUX 3JI0YMHIB B YKpaiHi: BUKJINKMW, CTAaHAAPTH, iHHOBAIIII.
Baltic Journal of Legal and Social Sciences. 2022. Ne 1. C. 46—56. DOI: 10.30525/2592-8813-2022-1-6
(date accessed:12.10.2022).
Jackson C. Op. cit.
accessed:17.10.2022).
Komogina A. C., ®emoposa T. C. Lludposa kpumiHamicTuka: npobiemu Teopii i mpaxkTu-
ku. Kuiscvkuil uwaconuc npaga. 2022. Ne 1. Pp. 176—180. DOI: 10.32782/klj/2022.1.27 (date
accessed:12.10.2022).

Koryruu I. I. 3acTocyBaHHS (D POBUX TEXHOJIOTIN — HOBUI HAIIPIM KpuMiHanicTuku. Haykosi
uumanHs nam’smi Fanca I'pocca : 36. Te3 MixKHaAp. HayK.-pakT. KoHD. (YepHiBui, 09.12.2021).
YepHisnyi, 2021. C. 79—84.

Freeman L. Digital Evidence and War Crimes Prosecutions: The Impact of Digital Technolo-
gies on International Criminal Investigations and Trials. Fordham International Law Jour-
nal. 2018. No. 41. Is. 2. Pp. 284—336. URL: https://ir.lawnet.fordham.edu/ilj/vol41/iss2/1 (date
accessed:12.10.2022).

CrenaHniok P. JI., Ilepain C. I. Judposa kpuMiHamicTHKA H yZOCKOHATEHHS CHUCTEeMHU KpHMiHa-
JIICTUYHOI TeXHIKN B YKpaiHi. BicHuk JIy2ancvkoeo 0epicasHoz0 yHisepcumeny eHYmMpillHix cnpaeg
im. E. O. lidopenka. 2022. Ne 3(99). DOI: 10.33766/2524-0323.99.283-284 (date accessed:17.10.2022).
lemniTeko B., Illenitbko M. ®opMyBaHHS UG POBOI KPUMIHANICTUKY SIK CTPaTEriYHUE HAIIPs-
MOK PO3BUTKY Hayku. Kriminalistika a Forenzne Vedy: Veda, Vzdelavanie, Prax : 17 Medzinarodny
Kongres Zbornik Prispevkov (16—17 sept 2021, Bratislava, Slovenskd republika). Bratislava, 2021.
Pp. 187—198. URL: https://www.akademiapz.sk/sites/default/files/KKFV/2020/CrimCongres2021
zbornik draft digit v6 202107.pdf (date accessed:26.09.2022).
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The formal-logical method was applied
during the analysis of the content of current
European and domestic legislation regard-
ing the use of artificial intelligence technol-
ogies in law enforcement and justice bodies
in view of European experience and modern
practice. Thanks to the comparative legal
method, an analysis was carried out and the
peculiarities of the legislative regulation of
the use of artificial intelligence were studied
in order to identify the most advanced legal
means and mechanisms that can be imple-
mented into the legislation of Ukraine in the
relevant field of application of artificial in-
telligence technologies.

The theoretical basis of the research is
mainly scientific works and conclusions of
leading foreign experts, dedicated to the
study of issues of the artificial intelligence
functioning in law enforcement and justice
bodies regarding the protection of human
rights in the conditions of mass digitization
of social relations. The normative base of
this research includes acts of the European
Parliament, recommendations of the Euro-
pean Commission, normative legal acts of
European countries, international organi-
zations, current laws and other normative
legal acts of Ukraine, which regulate social
and legal relations that arise in connection
with the use of artificial intelligence. The
analysis of the legal framework shows the
presence in EU legislation of the neces-
sary legal foundations and effective mech-
anisms for regulating social relations in
the field of digital transformation and the
development of information technologies
in various spheres (in particular, in law
enforcement and justice bodies), which
Ukraine successfully applied in this field of
knowledge.

Main Content Presentation

The modern stage of development of social
relations is characterized by rapid activa-
tion and application of digital (information)
technologies in all spheres of human life.
Today, autopilots drive cars, smartphones
distinguish their owners from outsiders,
virtual assistants answer any question,
street cameras recognize criminals, “cyber
judges” make court decisions, robots per-
form surgical operations, high-precision
military weapons and drones hit targets —
and this is far from an exhaustive list of
cases when modern artificial intelligence
technologies help humans perform various
complex tasks *2. Under the influence of the
achievements of scientific and technical
progress and further digitization of society,
people are moving step by step from the
usual, material world to the digital space.

Under such conditions, our society is
actively moving towards digital superin-
telligence, which is significantly superior
to human intelligence. We see that arti-
ficial intelligence is capable not only of
self-improvement: it knows the principles
and mechanisms of its own functioning,
the solution of complex intellectual tasks,
which enables it to surpass human intelli-
gence in some situations. The advantages
of its use include, in particular: accura-
cy and speed of data processing; analysis
of a significant amount of information in
a short period of time; reducing errors and
increasing the chances of achieving results
of higher accuracy; cost reduction and la-
bor productivity improvement; no need for
sleep or a lunch break; fatigue; the ability
to work in a potentially dangerous environ-
ment for humans *.

32 Kosilova O. I., Rozghon O. V., Solodovnikova C. K., Stolbovyi V. M., Barabash O. O. Observance
of Human Rights in the Use of AI as Technology. Law, State and Telecommunications Review. 2022.
Vol. 14. No. 2. Pp. 38—67. DOI: 10.26512/Istr.v14i2.41558 (date accessed:17.10.2022).

33 Sk Aie IWITYyYHUH iHTeNEeKT i mepcreKTUBH Ioro BukopuctanHs / Al Conference. Kyiv. 2020.

URL:

https://aiconference.com.ua/uk/news/printsipi-raboti-iskusstvennogo-intellekta-i-pers-

pektiva-ego-ispolzovaniya-92238 (date accessed:17.10.2022).
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Despite all the positive possibilities
and potential, recently, artificial intelli-
gence technologies are increasingly used
by criminals inventing new ways of crimi-
nal activity using digital technologies and
thus producing an increase in the level of
crime. In addition, criminogenic factors
of artificial intelligence cause new threats
and new challenges to the legally protected
interests of both individual citizens and the
state and society in general, requiring ad-
equate means of countering such criminal
law * and forensic means *.

Therefore, we also must admit the
number of issues provoked by the use of
artificial intelligence, the solution of which
should become the primary task of the sci-
entific community and the state. Thus, se-
curity, reliability, transparency, fairness,
ethics and equality (impartiality), preven-
tion of violations of basic human rights,
especially when it is impossible to predict
the consequences of the use of new tech-
nologies, require close attention in the de-
velopment and introduction of artificial in-
telligence. As artificial intelligence spreads
into the daily life of humanity, the problem
of non-compliance and violation of basic
human and citizen rights becomes more
and more serious *.

Among the current issues are the prob-
lems of determining the place of artificial
intelligence in the activities of law enforce-

ment and justice bodies, analyzing and de-
fining the concept of artificial intelligence
and the need for its improvement in the
context of European integration processes,
researching the legal prerequisites for the
use of artificial intelligence in law enforce-
ment activities and justice in view of Eu-
ropean integration, analysis of gaps in the
regulatory and legal regulation of the use
of digital technologies, problems and pros-
pects of the use of artificial intelligence
in the justice system of Ukraine and the
countries of the European Union, ensuring
the protection of the rights and legitimate
interests of individuals and legal entities
from violations with the use of digital tech-
nologies, prosecution for damage caused
by the use digital technologies, etc. Let’s
analyze the named problems and outline
directions for their solution.

Legal prerequisites for the use of arti-
ficial intelligence in law enforcement and
justice in the light of European integration.

It should be noted that the formation
of the legislative framework in Ukraine
on these issues is based on international
standards and moves in the direction of the
European strategy for the development of
artificial intelligence ¥. Developing a legal
framework based on human rights and fun-
damental values (as declared in this docu-
ment), Ukraine, becoming a candidate for
the EU, is obliged to form and implement

34 Radutniy O. E. Novel Criminal Delicts Related to Digital Human Being. Bichux Acoyiayii
KpUMiHAAbHOe0 npasa Ykpainu. 2020. T. 1. Ne 13. C. 16—28. URL: http://vakp.nlu.edu.ua/issue/

view/12594 (date accessed:17.10.2022).

35 Konovalova V. O., Shevchuk V. M. Op. cit.
uploads/2022/08/ MODERN-RESEARCH-IN-WORLD-SCIENCE-7-9.08.2022.pdf

accessed:26.09.2022).

URL: https://sci-conf.com.ua/wp-content/
(date

36 Typyta O. B., Typyta O. II. [IITy4HNH iHTeIeKT Kpi3b Ipu3My QyHAAMEHTAIbHUX IIPAB JIOAY-

37

HU. Haykosuil 8icHux Ya#zopodcvkozo HAyioHAAbHO20 YHisepcumemy. Cepia IIpaso. 2022. Bum. 71.
C. 50. DOI: 10.24144/2307-3322.2022.71.7 (date accessed:26.09.2022).

Communication from the Commission to the European Parliament, the European Council, the
Council, the European Economic and Social Committee and the Committee of the Regions —
Coordinated Plan on Artificial Intelligence (COM(2018) 795 final) / European Commission. URL:
https://digital-strategy.ec.europa.eu/en/library/coordinated-plan-artificial-intelligence (date
accessed:19.10.2022).
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an artificial intelligence system that will be
useful to citizens, businesses and the na-
tional government. EU members, Ukraine
and the European Commission should
work together in this direction, ensuring
advanced positions of artificial intelligence
technologies and prospects for their imple-
mentation *.

In view of the European integration
course chosen by Ukraine, the formation
and further improvement of domestic leg-
islation regarding the legal regulation of
the use of artificial intelligence should be
based on already formed European stan-
dards, rules and recommendations ¥. Si-
multaneously, the European Commission
defines as one of the three main goals of
coordination in the field of artificial intel-
ligence the mandatory consideration of all
social values and fundamental rights of the
EU in the use of new technologies of artifi-
cial intelligence, in particular, ethical and
legal issues *°. The development and forma-
tion of national legislation must necessari-
ly be based on the advanced European ex-
perience of legal regulation of this field of
activity, analyzing both positive and nega-
tive consequences, as well as the procedure
for determining responsibility for mistakes
that caused negative consequences *.

A decisive step in choosing the direc-
tion of the European strategy regarding

artificial intelligence in domestic politics
was the Concept of the Development of Ar-
tificial Intelligence in Ukraine (hereinafter
referred to as the Concept), the purpose of
which is “to determine the priority areas and
main tasks of the development of artificial in-
telligence technologies to satisfy the rights and
legitimate interests of individuals and legal
entities, building a competitive national econ-
omy, improving the public administration
system” *2. One of the tasks envisaged by
this Concept for justice is to ensure “judg-
ment in cases of minor complexity (by mutual
consent of the parties) based on the results of
the analysis carried out using artificial intel-
ligence technologies, the state of compliance
with legislation and judicial practice” .

An essential step for Ukraine was also
the adoption of the European Ethical Char-
ter on the use of Artificial Intelligence in
judicial systems and their environment
(hereinafter referred to as the Ethical
Charter), which is considered a system of
uniform principles and rules for the use of
artificial intelligence in the judicial system
and which specifies the main categories of
the involvement of artificial intelligence,
namely: advanced search systems of court
practice; online dispute resolution; assis-
tance in drafting claims; predictive anal-
ysis; categorization of the provisions of
the law according to various criteria and
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identification of discrepant or incompati-
ble provisions; chatbots to inform parties
or support them in court proceedings *.
The adoption of the Ethical Charter settled
the issues of the implementation of artifi-
cial intelligence to the transformation of
information technologies in the justice sys-
tem of Ukraine.

Ukrainian experts also consider the
“White Paper on Artificial Intelligence — Eu-
ropean Approach to Excellence and Trust”
(2020) relevant, which states that artificial
intelligence should work for the benefit
of people and society. The purpose of this
document is to outline possible changes
that will contribute to the reliable and safe
development of artificial intelligence in Eu-
rope, respecting the values and rights of EU
citizens *.

Another significant achievement in de-
termining the direction of the European
strategy regarding artificial intelligence
was that Ukraine (as a member of the Spe-
cial Committee on Artificial Intelligence
at the Council of Europe) joined the Orga-
nization for Economic Cooperation and
Development, Recommendation of the
Council on Artificial Intelligence, OECD/
LEGAL/0449 in October 2019 “. The rec-
ommendations include suggestions for
national policymakers for international
cooperation in the development and safe

vestment in research and development of
artificial intelligence; promoting the devel-
opment of a digital ecosystem for artificial
intelligence; formation of a favorable polit-
ical environment for artificial intelligence;
building human potential and preparing
for the transformation of the labor market.

In addition, Ukraine joined the “Digital
Europe” Program (2021—2027) *; aimed at
the development of leading digital skills,
introduction of digital technologies at en-
terprises, development of digital infra-
structure, as well as the even greater avail-
ability of digital services for citizens and
state institutions EU countries and associat-
ed countries. The “Digital Europe” Program
provides funding for the digitalization of
European countries in various directions,
its goal is to accelerate economic recovery
and digital transformation. Participation
in the Program will bring Ukraine closer
to the EU’s Single Digital Market provides
funding for the digitalization of European
countries in various directions, its goal is to
accelerate economic recovery and digital
transformation. Participation in the Pro-
gram will bring Ukraine closer to the EU’s
Single Digital Market *.

Simultaneously, the lack of an appropri-
ate legal framework for the use of artificial
intelligence requires finding ways to over-
come risks and threats to human rights,

use of artificial intelligence, namely: in-

restore violated rights, and minimize
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threats to the use of artificial intelli-
gence technologies in various spheres
of life (in particular, legal). Since digital
technologies (as a kind of innovation)
affect various spheres of human life, the
states embody the understanding of the
importance of their intensive implemen-
tation in the relevant development strat-
egies aimed at sustainable economic
growth and strengthening the competi-
tive position of each country in the glob-
al economic environment. A significant
role in innovation is played by digital
technologies that use electronic equip-
ment and make it possible to speed up
and facilitate various processes *. This
fully applies to the legal principles of the
use of artificial intelligence in law en-
forcement and justice.

The European Union, trying to trans-
form the policy of digital plans into con-
crete goals and ensure their implementa-
tion by 2030, proposes to establish a digital
policy index. The basis of the indicator
will be an improved surveillance system
in EU, which will monitor the speed of
digital transformation, the shortcomings
of the digital strategy in Europe and the
implementation of digital principles. The
document will indicate the means of ap-
plying the vision and define the main ori-
entations in four directions. The first two
areas are digital capabilities, education
and skills development, the rest are digi-
tal transformation of business and public
services *.

In view of this, it is worth noting
that artificial intelligence, like any other
emerging transformative technology, may
raise new ethical and legal issues — for
example, those related to liability or po-
tentially biased decision-making *'. There-
fore, the EU must ensure the development
and deployment of artificial intelligence
within the framework of an appropriate
legal framework that promotes innovation
in accordance with the values and funda-
mental rights of citizens, as well as ethi-
cal principles such as accountability and
transparency. The EU has every opportu-
nity to manage such processes at the glob-
al level *2. Therefore, the issues of further
developments in the field of artificial intel-
ligence, as well as the regulation of activ-
ities in this area, are relevant for modern
European and domestic politics.

The controversial definition of the concept
of artificial intelligence and the need

for its improvement in the context of
European integration processes

Analyzing legal prerequisites for the use
of artificial intelligence in law enforce-
ment and justice in the EU countries and
Ukraine, it is necessary to pay attention
to a certain debatability of the concept of
“artificial intelligence”: it is the Concept of
the Development of Artificial Intelligence
in Ukraine as an organized “a set of infor-
mation technologies, with the use of which

49 Kosilova O. I.; Rozghon O. V., Solodovnikova C. K., Stolbovyi V. M., Barabash O. O. Op. cit. C. 39.
DOI: 10.26512/Istr.v14i2.41558 (date accessed:17.10.2022).

50 Komisijos Komunikatas EuroposParlamentui, Tarybai, Europos Ekonomikosir Socialiniy Reikaly
Komitetui ir Regiony Komitetui 2030 m. skaitmeninés politikos kelrodis : Europos skaitmeninio
desimtmecio kelias (COM(2021) 118 final). Briuselis, 2021.03.09 / Infolex. URL: https://www.
infolex.lt/teise/default.aspx?id=1929&crd=1243617&qi=7005421 (date accessed:19.10.2022).

51 Von der Leyen U. A Union that strives for more. My agenda for Europe / Euro-

pean Commission. URL:

https://www.europarl.europa.eu/resources/library/me-

dia/20190716RES57231/20190716RES57231.pdf (date accessed:19.10.2022).

52 Baltriiniené J. Op. cit. P. 204.
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it is possible to perform complex tasks by us-
ing a system of scientific methods of research
and algorithms for processing information
obtained or independently created during
work, as well as to create and use one’s own
knowledge bases, decision-making models,
algorithms for working with information
and to determine the ways of achieving the
set tasks” 3. At the same time, the field of
artificial intelligence is defined as “an area
of activity in the field of information technol-
ogies that ensure the creation, implementa-
tion and use of artificial intelligence technol-
ogies” >,

We consider that he disclosure of the con-
cept of “artificial intelligence” only at the
level of a domestic by-law is to some ex-
tent debatable from the point of view of
its practical application. Therefore, the
absence of a normative legal act in the
form of a law, which would regulate the
use of artificial intelligence in the judi-
ciary of Ukraine, is one of the gaps in our
legislation *°. As for today in Ukraine, un-
fortunately, the concepts, types (forms) of
artificial intelligence, principles, limits,
conditions and order of its application,
etc., have not been defined at the legisla-
tive level: these and other problems are
currently considered only on a theoreti-
cal level. On the other hand, international

53 KoHIlenIiis pO3BUTKY LITYYHOTO iHTEIEKTY ... .
2020-%D1%80#Text (date accessed:19.10.2022).

54 Ibidem.

legislation and foreign doctrines also do
not provide a clear answer to certain ques-
tions in the field of the application of arti-
ficial intelligence *¢. Therefore, in today’s
realities, it is important to prepare and
adopt a regulatory act in the form of a law
that would regulate the use of artificial in-
telligence in the judiciary of Ukraine.

In our opinion, when forming the defi-
nition of the concept of “artificial intelli-
gence”, it is necessary to take into account
the work of foreign scientists ¥, the positive
experience of the EU countries, the USA,
Japan, China and Ukraine . For instance,
the experience of EU countries shows the
importance of two components — digital
competence and awareness of the popula-
tion and high-quality Internet coverage. In
addition, we see securing cyberspace as a
priority in order to motivate consumers of
the digital market. At the same time, it is
important to support the development of
information and communication provi-
sion of state platforms and stationary cen-
ters for receiving administrative services
on the spot with the help of the Internet
and information and communication-sav-
vy civil servants .

Therefore, it is necessary to specify
the definitions of artificial intelligence
proposed in international documents.

URL: https://zakon.rada.gov.ua/laws/show/1556-
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Thus, according to the resolution of the
European Parliament, artificial intelli-
gence is a smart robot that has the fol-
lowing features: acquires autonomy with
the help of sensors and/or data exchange;
independently studies the experience or
interaction; has weak physical support;
adapts the behavior model to the envi-
ronment; is inanimate in the biological
sense . In the message of the European
Commission, artificial intelligence is in-
terpreted as systems that demonstrate
mental activity in the form of analyzing
the environment and taking measures
(with a certain degree of autonomy) to
achieve a specific goal. Al-based systems
are software used in the virtual world to
analyze images; speech and face recogni-
tion systems; search engines, etc.; also,
artificial intelligence can be embedded in
hardware devices (for example, autono-
mous machines, drones or objects of the
“Internet of Things” network) ®.

Analysis of modern concepts of ar-
tificial intelligence shows that artificial
intelligence and human intelligence are
interconnected phenomena, since the
functioning of artificial intelligence (the
main characteristics of which are the
ability to think, perceive, solve problems,
learn, etc.) is based on the principles of
human functioning, the only difference is

in their nature — artificial intelligence is
created by people .

When formulating the definition of
artificial intelligence, researchers rely on
the concept of rationality, because in order
to choose the most optimal actions neces-
sary to achieve a certain goal, certain cri-
teria should be optimized, and for this you
need to have available resources ®. The
North Atlantic Treaty Organization (NATO)
pays considerable attention to the tech-
nologies of artificial intelligence and the
practical aspects of their application and
use from the point of view of compliance
with national priorities, and also fully
takes into account the possible problems
associated with the spread of relevant
technologies in the world. The fundamen-
tal technologies of artificial intelligence
are designed to contribute to the transfor-
mation of the economy, the labor market,
state institutions and, as a result, society
in general. The use of such technologies
opens up immeasurable opportunities in
various spheres of socio-economic life (in-
creasing production efficiency, reducing
costs, improving the quality of goods and
services, etc.) .

Therefore, in any new legal document,
the definition of artificial intelligence
should be formulated flexibly, taking
into account modern achievements and

60 European Parliament resolution of 16 February 2017 with recommendations to the Commis-
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:520171P0051&rid=9 (date accessed:19.10.2022).

61 Communication from the commission to the European Parliament, the European council, the
council, the European economic and social committee and the committee of the regions. Arti-
ficial Intelligence for Europe. (COM/2018/237 final). Brussels, 25.4.2018 / EUR-Lex. URL: https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2018:237:FIN (date accessed:19.10.2022).

62 Baltruniené J. Op. cit. Pp. 211.
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prospects of scientific and technological
progress and digital technologies, and at
the same time sufficiently precisely to en-
sure the necessary legal certainty. Certain-
ly, there will also be risky cases of using
artificial intelligence (due to the danger it
creates or the purpose of such use), that
is, regardless of the specific conditions, it
should be subject to requirements, which
we will consider further. As a strategic tool,
artificial intelligence is able to predict fu-
ture risks (in particular, hybrid ones) and
overcome real threats, thus increasing the
security of the EU ®. It can also contribute
to the fight against crime and terrorism by
helping law enforcement agencies track
the technologies used by criminals and
cross-border criminal activity.

At the same time, despite the percep-
tion of artificial intelligence as a success-
ful and popular digital technology, its ap-
plication in various spheres of social life
must comply with basic human rights in
international documents. This is due to the
presence of a certain conflict between the
interests of subjects (those seeking eco-
nomic growth, automation and personnel
changes) and the observance of human
rights, freedoms and interests in the case

of the use of artificial intelligence tech-
nologies (in particular, with regard to the
distribution of personal data, interference
with the right to inviolability of private life,
violation of freedom of expression, which
is stipulated by the Convention on the Pro-
tection of Human Rights and Fundamen-
tal Freedoms ®, hereinafter referred to as
Convention on Human Rights).

Since Ukraine is aimed at European
integration, its information policy (in par-
ticular, the development of digital technol-
ogies and the use of artificial intelligence
technologies) must necessarily become
part of this process. It is necessary to de-
velop artificial intelligence as one of the
priority areas of scientific and technolog-
ical research in the context of the process-
es taking place in this area in the EU coun-
tries, providing an appropriate domestic
legislative framework and developing
strategies taking into account the experi-
ence of both individual countries and Eu-
ropean trends in general .

Also noteworthy is the approach of
the Ukrainian scientific school to the
definition of artificial intelligence ¢,
which is based on the application of on
principles and mechanisms of the human
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brain’s functioning (in particular, its
consciousness). Experts consider the
development of artificial consciousness
as a global self-organized information
product of the computer system that
evaluates and controls the key processes
that take place in it, distributes
information between different parts of
the system to coordinate their work and
provides social and personal perception
of reality. Based on the draft National
Strategy for the Development of Artificial
Intelligence in Ukraine ® and preliminary
analysis, artificial intelligence should be
considered as an algorithm for solving
creative problems, created and controlled
by artificial consciousness of an artificial
personality (machine).

The purpose of creating artificial
intelligence is called copying (modeling)
the work of the human brain, intelligence,
mental activity, reproduction of cognitive
function equivalent or identical in
criteria, characteristics and indicators
to human cognitive functions. Artificial

intelligence is a set of methods,
techniques, technologies and tools
(in particular, hardware), computer

programs that implement one, several
or all cognitive functions equivalent
to human cognitive functions 7% it is
a human-designed device or computer

program for obtaining, processing and
applying information and forming skills
similar to actions consciously performed
by a person .

Despite the discussions and certain
doubts regarding the provision of a legal
basis for artificial intelligence, on the
way to European integration, Ukraine
will not give up the achievements of
scientific and technological progress.
Therefore, legal regulation in the field
of development and use of artificial
intelligence remains relevant for the
domestic legislator. European standards
and recommendations for the protection
of the rights and freedoms of developers
of artificial intelligence and users of its
achievements, contractual obligations
and legal liability in this field should be
the basis for the regulation of the latest
technologies. Legislation reform in
accordance with the requirements of the
digital age must be comprehensive. There
is an urgent need to unify the terminology,
in particular, the legislative definition
of the term “artificial intelligence” 7.
Therefore, the adoption of the law on
the use of artificial intelligence in the
activities of law enforcement agencies
and the judiciary of Ukraine is very
relevant today (taking into account the
European experience).
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Issues and prospects of using artificial
intelligence in the justice system of
Ukraine and EU countries

To consolidate the efforts of the state, sci-
entists, educators, business, public and
expert communities in the field of artifi-
cial intelligence, the Ministry of Digital
Transformation of Ukraine created the
Expert Committee on the Development of
the Field of Artificial Intelligence 3, which
proposed eight key areas of state policy in
this area:

1) education and human capital;

2) science and innovations;

3) economics and business;

4) cyber security;

5) defense and security;

6) public administration;

7) legal regulation and ethics;

8) justice.

In the context of our research, from
a scientific and practical point of view, the
issue of the application of artificial intel-
ligence, first of all, in justice, activities of
law enforcement agencies, and the im-
provement of legal support for these types
of activities are interesting.

The analysis of the sociological re-
search conducted in Ukraine confirms the
positive attitude of the majority of respon-
dents to the active development of artifi-
cial intelligence. They see such positive
moments primarily in: 1) freeing people
from difficult, dangerous and unskilled
jobs (69,5 %); 2) increase in productiv-
ity in all branches of industry (50,4 %);
3) prevention of diseases, prolongation of
human life (19,9 %); 4) securing human-

ity from natural disasters and catastro-
phes (18,1 %); 5) prevention of crime and
war (14,1 %). At the same time, 35,6 %
of respondents believe that artificial in-
telligence should be entrusted with law
enforcement functions, 46,0 % — devel-
opment and improvement of legislation,
54,9 % — consideration of case in cour’.
Such indicators indicate positive expecta-
tions and support for the implementation
of artificial intelligence in the activities
of law enforcement agencies and the ju-
diciary.

The prerequisite for the introduction
of artificial intelligence in Ukraine is the
start of the Unified Judicial Information
and Telecommunication System (here-
inafter referred to as UJITS) ” — a set of
information and telecommunication sub-
systems (modules) that ensure the auto-
mation of the processes of the courts, bod-
ies and institutions in the justice system.

UJITS modules:

« official web portal “Judiciary of

Ukraine”;

« unified state register of court
decisions;

- official email address (“Electronic
Cabinet”);

« unified subsystem for managing
financial and economic processes;
« single contact center of the
judiciary of Ukraine;
«  “Automated distribution”;
«  “Electronic court”;
+  “Court statistics”.
The system of automated seizure of
funds within the scope of executive pro-
ceedings should also be part of the UJITS,
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the administrator of which will have ac-
cess to the information of the Unified State
Demographic Register. In general, the im-
plementation of such a system involves
the use of an electronic digital signature
and electronic document management
(that is, completely paperless record keep-
ing). Today, three of its modules are func-
tioning in test mode (“Electronic cabinet”,
“Electronic court” and the video conferenc-
ing subsystem) °.

At the same time, it is important to
note that the full implementation of this
system is a matter of more than one year.
Currently, only some courts operate sepa-
rate modules, and electronic claims have
to be duplicated in paper form. This is
caused by a number of problems of mar-
tial law, however, if the government’s pol-
icy on digital transformation is activated,
we can expect rapid development in this
area and an increase in the efficiency and
transparency of the work of Ukrainian
courts. Therefore, the problems and pros-
pects of introducing modern digital tech-
nologies and artificial intelligence tools
are very relevant today " and require fur-
ther study and practical steps in the direc-
tion of digitization and digitization of jus-
tice in Ukraine.

On the other hand, the full-scale
armed aggression of the russian federa-

tion against Ukraine actualized the issue
of creating a domestic system of military
justice. Recommendations of the Commit-
tee of Ministers of the Council of Europe
to member states CM/Rec(2010)4 “On hu-
man rights in relation to military personnel”
(adopted at the 1077th meeting on Febru-
ary 24, 2010), the Convention on Human
Rights and the precedent practice of the
European human rights court, which has
developed approaches to the functioning
of military courts. Turning to this prac-
tice, which (among others) considered the
issue of ensuring the right to a fair trial in
the context of possible violations of Art.
6 of the Convention on Human Rights by
military courts, makes it possible to syn-
thesize key approaches that should be
taken into account for the functioning of
military courts in Ukraine 7. Therefore,
the analysis of the problems and prospects
of the use of artificial intelligence in the
justice system of our country, taking into
account the work of the European Court
of Human Rights, shows the perspective
of introducing certain elements of digita-
lization into the judiciary of Ukraine, in
particular, into the activities of military
justice in wartime.

The question of whether artificial in-
telligence can replace a judge is also quite
debatable and important . Some lawyers
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justify the need to use artificial intelli-
gence as a cyber judge by the fact that it
will make decisions like a person, only it
will do it more quickly, consistently, with-
out bribery, impartially and objectively *.
We believe that such radical innovations
require a thoughtful and balanced ap-
proach.

It should be noted that Art. 6 of the
Human Rights Convention * enshrines the
right to consider cases by an independent
and impartial court. However, neither in
Article 6 itself, nor in the commentaries
to it, there is no direct prohibition of the
use of artificial intelligence and no claim
that justice should be administered only
by a human judge. The Practice of the Eu-
ropean Court on Human Rights in light of
the violation of Art. 6 of the Human Rights
Convention due to the use of artificial in-
telligence during decision-making is still
missing. Domestic law details the norm of
the Convention on Human Rights in Art.
127 of the Constitution of Ukraine, which
stipulates that justice is administered by
judges and that judicial power is vested in
them. A similar legal position is contained
in Art. 92 of the Basic Law of the Federal
Republic of Germany .

Introduction of the idea of “cyber
courts” is connected with the formaliza-
tion, creation and offering of appropriate
templates in the form of programs and al-
gorithms #, therefore, such an approach
should not be contrasted with a creative
approach and it should not deprive the
trial of individuality and profession-
al thinking, since the individuality and
uniqueness of the trial of a specific crim-
inal offense, administrative misdemean-
or, civil dispute (on the one hand) and the
inability to definitely typify all possible
situations, tasks and proposals in relevant
programs, algorithms, typical court deci-
sions (on the other hand) does not allow us
to claim complete “technologicalness”, i.e.
one hundred percent formalization of the
trial process in general and the liability to
objectively and legally resolve all court sit-
uations in particular. In this activity, a cre-
ative approach remains important, when
the ability to adapt typical recommenda-
tions to the conditions of a specific court
proceeding is more important, which is
impossible without the participation and
control of a human judge #.

It is worth noting the idea that artifi-
cial intelligence systems in the activities
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of criminal justice bodies are most often
used to solve standard tasks. Decisions
obtained as a result of such a solution can
only have an advisory nature because the
final procedural decision will still be made
by an authorized person (even if the result
of the artificial intelligence system will be
marked by a higher level of quality). At the
same time, complex artificial intelligence
systems also have certain shortcomings,
which, in turn, can lead to erroneous
court decisions ®. In addition, according
to Art. 6 of the Human Rights Convention,
the participant in the legal process must
be informed in clear language about all
procedural aspects, as well as about the
capabilities and functions of artificial in-
telligence. In order to increase public
awareness during the implementation of
new systems, it is worth organizing pub-
lic discussions, following the principle of
“under user control”.

When applying high information tech-
nologies in the judiciary, it is necessary
to take into account the principles of the
use of artificial intelligence in the admin-
istration of justice set forth in the Ethical
Charter * (in particular: the principle of
observing basic human rights; the prin-
ciple of non-discrimination, namely the
prevention of any discrimination between
individuals or groups of individuals; the
principle of quality and security regarding
the processing of court decisions and data
in a secure technological environment;
the principle of “under user control”; the
principle of transparency, impartiality
and fairness).

85 ABgeesal. K. Op. cit. C. 6—10.

Therefore, in our opinion, artificial in-
telligence cannot replace judges, but nothing
prevents optimizing the work of the judge and
the court by involving artificial intelligence.
Thus, it is appropriate to note that the role
of artificial intelligence should be defined
not as a replacement for the judge during
the administration of justice, but as a kind
of assistance for him to administer jus-
tice. In this case, electronic technologies
should be controlled by a person, not the
other way around. First of all, artificial in-
telligence must adhere to the principles of
the rule of law, respect for honor and dig-
nity, equality before the law and the court,
proportionality, competition between the
parties, dispositiveness, etc. *. Accord-
ingly, this direction of research requires
a deep understanding, a critical attitude
and further scientific developments and
investigations.

Issues of using artificial intelligence

in law enforcement

Recently, the use of artificial intelligence
technologiesin the practice of law enforce-
ment has become extremely relevant: this
is due to the need to confront criminals
who increasingly using the most modern
innovative technologies and achievements
of the fourth industrial revolution, in par-
ticular, blockchain models, drones, robot-
ics, etc.

Law enforcement of Ukraine, signifi-
cantly increasing the efficiency of their
work and optimizing the solution of crime
prevention tasks, are actively using the fol-
lowing artificial intelligence technologies:
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identification (in particular, of the
Russian occupiers) thanks to facial
recognition on social networks
and records from surveillance
cameras %,

ensuring traffic, detecting and
recording violations of traffic
rules ¥,

use of drones to counter the illegal
trafficking of firearms and drugs *°,
to conduct military operations *
and to collect evidentiary informa-
tion in war conditions and conduct
active combat operations with the
aim of recording war crimes;
prevention of criminal offenses
using intelligent security systems
with various devices (sensors) for
collecting information *%
prediction of criminal offenses by
the method of crime mapping *
(by means of which local crime

and individual criminal behavior
are predicted).

For instance, thanks to artificial
intelligence technologies, it is possible
to make reasonable forecasts regarding
the temporal, territorial and qualitative
indicators of crime, which will optimize

the use of available resources by
law enforcement agencies and the
performance of police functions .

In addition, with the help of artificial
intelligence technologies, it is possible
to identify Russian military personnel
from social networks and surveillance
cameras *°. Artificial intelligence destroys
the myths about the supposedly immortal
soldiers of the so-called special operation,
recognizing the faces of the corpses of
the occupiers, finding them on social
networks and using auto-dialers to notify
relatives of their death. The Ministry of
Defense of Ukraine uses Clearview Al
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HOA02LIL WIMY4H020 iHmeAekmy ... . C. 99—104.

Jarnm K. [Tudposa kpuMiHaTicTHKA y Nepiof BilHU B YKpaiHi: MOMXIMBOCTI BUKOPUCTAHHS
crleniaibHUX 3HAHB y cdepi inbopmanitHux TexHonorin. Kriminalistika ir teismo ekspertologija :
mokslas, studijos, praktika. 2022. T. 18. C. 32. URL: https://repository.mruni.eu/bitstream/han-
dle/007/18524/XVII1%20Vilnius%202022_compressed-18-21.pdf?sequence=1&isAllowed=y (date
accessed:17.11.2022).
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facial recognition technology to combat
disinformation, recognize and identify
dead and war criminals *. As we can see, in
the realities of military aggression, digital
forensics tools significantly contribute to
the detection, disclosure and investigation
of war crimes 7.

Therefore, the use of artificial intelli-
gence in law enforcement activities is an
important tool for improving the efficien-
cy of law enforcement agencies thanks to
the development and implementation of
the latest digital technologies in the fol-
lowing main areas:

1) information and analytical support of
law enforcement activities (for example,
the information and telecommunica-
tion system “Information Portal of the
National Police of Ukraine” is intended
for processing information generated
in the process of police activities and
information and analytical support of
such activities) *%;
information and reference provision of
law enforcement activities (in particular,
the use of maps or plans for the
formation of geo-information systems
for the spatial location of objects);
creation of specialized information in-
telligence systems for operational and
investigative purposes (for example,
development and implementation of
an automated system for conducting
operational and investigative activities
and covert investigative (detective) ac-

2

~

3

~

tions in telecommunications networks
of general use (similar to the American
Eshelon and DCS-1000 (Carnivore) and
the European RES system);

4) formation and development of intelligent
video surveillance systems by two
functional groups: a) recognition and
classification of video surveillance
objects; b) tracking the path of the
video surveillance object);

ensuring the protection of objects (for

example, by the systems “Orlan’,

“Kronos”, “AI-Gryphon”, etc., which

are complexes of technical means and

software for centralized monitoring
of the state of security and fire alarm
devices);

creation of departmental specialized

intelligent information systems (for

example, for the police — automated
dactyloscopic information systems:

Ukrainian ~ “Dakto-2000”,  French

MORFO, American PRINTRAK,

Japanese NEX etc.; for Boarder Guard

Service — integrated information and

telecommunication systems “Arkan”

and “Gart”; for Customs Service —
multifunctional complex information
system “Electronic Customs™);

7) development and implementation of
intellectual information educational
systems (in particular, modeling
of  knowledge, communication,
interpretation, self-improvement,
interaction *°);

5

~

6

~

96 ®exmopoB M. TexHosoril 3 po3misHaBaHHS 00JUY Ta IITYYHUH IHTEJNEKT JO3BOJSIOTh 3HANTU
koxHOTO / SUNDRIES. 09.04.2022. URL: https://sundries.com.ua/tekhnolohii-z-rozpiznavan-
nia-oblych-ta-shtuchnyi-intelekt-dozvoliaiut-znaity (date accessed:12.10.2022).

97 MawmezosI. [udposa kpuminamicTrka. Ik e 1omomMorsio 3sibpaTu 0kasu 3109uHiBYy Bywi? / New
Voice. 08.06.2022. URL: https://nv.ua/ukr/opinion/viyna-v-ukrajini-yak-cifrova-kriminalistika-
vikrivaye-zlochini-rf-v-ukrajini-novini-ukrajini-50248411.html (date accessed:12.10.2022).

98 Ilono)XeHHS Hpo iH(OpPMAIiliHO-KOMYHIKaIiiHy cucteMy «IHbopManiiuuil mopran Hario-
HaJIBHOI IOl YKpaiHu» : 3aTB. Haka3oM MBC Vkpainu Bizg 03.08.2017 p. Ne 676 (3i 3MiH. Ta
poroB.). URL: https://zakon.rada.gov.ua/laws/show/z1059-17#Text (date accessed:04.10.2022).

99 KomTyH B. O., PBauoB O. M. Orisi Ta NepcreKTUBY BUKOPUCTAHHS TeXHOJIOTIH MITyYHOro iH-
TeJIEKTY B IIPABOOXOPOHHIN JiAIBHOCTI. BUKOPUCTAHHA MeXHOA021Tl WLMYH1HO20 IHMeAeKMY ... .

C. 46—47.
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8) introduction of information and
telecommunication system of pre-trial
investigation ' as an important step
in the improvement of investigative
(detective) activity (the use of artificial
intelligence will significantly save
time, money, means, resources; it will
shorten the terms of consideration
of relevant procedural documents; it
will simplify the access of participants
within their competencetothe relevant
materials of criminal proceedings,
digitization of document flow, etc. 1°).

It is important to note: European
practice and experience indicate that law
enforcement agencies must be able to act
in the changing modern conditions of the
transformation of crime in order to ensure
the protection and safety of citizens %%
To implement the competences of law
enforcement agencies, programs and
algorithms created by elements of
artificial intelligence are used. In addition,
institutions performing law enforcement
functions have various types of systems,
the components of which are artificial
intelligence algorithms 1.

The use of artificial intelligence in the
investigation of war crimes and issues of
the formation of digital forensics

Modern forensics corresponds to the
development of digital technologies
creating means and methods of extracting
forensically significant information from
new types of media. The development of
scientific and technical progress makes
it possible to use digital technologies
in law enforcement activities, which
increases the efficiency and accelerates
the process of pre-trial investigation,
contributes to a more complete formation
of the evidence base in the investigation
of criminal offenses, and this, in turn,
improves the quality of consideration
of criminal proceedings in court. Under
such conditions, the defining trend
of criminology is the integration of
knowledge and the application of the
latest, innovative scientific developments
aimed at combating crime. The natural
result of the informatization of the social
environment is the “technologicalization”
of forensics, the development and
implementation of information,

100 IIpo BHeceHHH 3MiH 0 KprMiHaJIbHOIO MpOIeCyalbHOTO KOJEKCY YKpalHU 100 3alpoBa-

JKeHHs iH(pOpMauiliHO-TeJeKOMYHIKAI[ilfHOI CHUCTEMH JOCYZOBOTO PO3CJIiZyBaHHSI :

3akoH

Vkpainu Biz 01.06.2021 p. Ne 1498-IX. URL: https://zakon.rada.gov.ua/laws/show/1498-20#Text

(date accessed:18.10.2022).

101 I'mobenko I. I. IHdopMaliliHO-TeleKOMyHIKallillHa CHCTeMa JOCYZOBOTO PO3C/IiJyBaHHS:
MIXXHAPOJHUH JOCBiJ i IUISAXYU 3aIIpOBa/PKEeHHS. BicHuK XapKigcvbkoeo HAUIOHAALHOZ0 YHiGep-
cumemy eHympiwHix cnpag. 2021. T. 95. Ne 4. C. 188—198. DOI: 10.32631/v.2021.4.16 (date

accessed:18.10.2022).

102 Europos Komisija ,,Priedas prie Komisijos komunikato Europos Parlamentui, Europos Vadovy
Tarybai, Tarybai, Europos ekonomikos ir socialiniy reikaly komitetui ir Regiony komitetui
Europospozitrioidirbtinjintelekta formavimas®/EUR-Lex, 2018 m. balandzio 25d., 237 galutinis,
ziuréta 2023 m. URL: https://eurlex.europa.eu/legal-content/LT/TXT/?uri=COM:2018:237:FIN

(date accessed:16.10.2022).

103 Europos Komisija, ,Feasibility study on a forecasting and early warning tool for migration
based on artificial intelligence technology” / Europos Sajungos leidiniy biuras Ecorys, 2021
m. vasario 15 d., zitréta 2023 m. URL: https://op.europa.eu/lt/publication-detail/-/publica-

tion/5afa29f0-700a-11eb-9ac9-01aa75ed71al/languageen/format-PDF/source-191372680

accessed:16.10.2022).
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digital, telecommunication and other
technologies in law enforcement practice
and judicial proceedings '*.

In the conditions of war and global
threats, all practitioners in the field of
international criminal justice need to
expand their understanding of the essence
of the latest digital technologies (for
example, in social networks, geolocation
and mobile communication systems,
computer information and in the rest of
digital traces) and the possibilities of their
application in war zones '®. Taking into
account the mass murders, rapes, looting,
etc. committed by the Russian military
on the territory of Ukraine, today the
problem of collecting evidence of these
crimes has become acute, which requires
the activation and spread of the use of
artificial intelligence for the purpose of
detecting, documenting and investigating
war crimes, crimes against humanity and
genocide 1.

The use of artificial intelligence in the
investigation of war crimes in Ukraine can
be useful in many aspects, in particular in
the following directions:

1) analysis of satellite images. Artificial
intelligence is able to quickly detect
changes in the landscape, in particular
buildings, roads, infrastructure objects
that can be associated with war crimes,
as well as help in identifying the burial
places of victims of war crimes;

2) analysis of video&photo materials.
Artificial intelligence can be used
to identify objects, suspects and
witnesses from video and photo
materials made at war crimes sites;

3) processing of audio materials. By
recording, for example, telephone
conversations, artificial intelligence
can help identify voices and determine
the location of subscribers during
such a conversation;

analysis of social networks. By analyzing
social networks, artificial intelligence
can help identify links between
suspects who may be associated with
war crimes and identify individuals
who may witness or have information
about war crimes;

analysis of data from medical institutions.
Artificial intelligence can assist in
determining the cause of death, in
identifying the bodies of victims of war
crimes, as well as prisoners of war, and
war criminals and their search for data
on the disease and information about
their identification characteristics in
order to identify a specific person;

6) face recognition. Artificial intelligence
can be used to recognize faces in
photos and videos of war crimes. This
can help identify suspects involved
in the commission of such crimes
and find witnesses who can provide
important information about the war
crime event under investigation;
analysis of textual information. Artificial
intelligence analysis of textual
information (for example, messages
on social networks and other sources)
related to war crimes will help
identify suspects and witnesses and
find out criminalistically significant
information about war crimes under
investigation.

4

~

5

~

7

~

104 IlemiThko B. }0. ®opMyBaHHS ZOKTPUHU KPUMIHATICTUKY Ta CYZ0BOI €eKCIIepTH3U B VKpaiHi —
IUIAX IO €AMHOTO EBPOIENCHKOT0 KPUMIiHANTICTUYIHOTO IpocTopy. IIpaso Ykpainu. 2022. Ne 2.

C. 83.
105 Freeman L. Op. cit.
accessed:12.10.2022).

P. 335. URL: https://irlawnet.fordham.edu/ilj/vol41/iss2/1

(date

106 Jydeniox O. Op. cit. DOI: 10.30525/2592-8813-2022-1-6 (date accessed:12.10.2022).
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Thus, the use of artificial intelligence
can be useful for effective investigation of
war crimes in Ukraine and help to identify
the perpetrators and bring them to justice
for what they have done. However, it
should be noted that the use of artificial
intelligence in the investigation of war
crimes has its challenges and limitations.
One of the biggest challenges is that during
the war it is difficult to obtain reliable
information due to the high degree
of conflict and unpredictability of the
situation on the spot. There is also the risk
of using artificial intelligence to persecute
political opponents or incorrectly
display data due to certain algorithmic
imperfections. In addition, it is important
to take into account legislative restrictions
on the use of artificial intelligence to
investigate crimes (in particular, the ban
on the use of certain types of data that may
violate human rights). All these factors
require careful analysis and planning
before using artificial intelligence to
investigate war crimes. At the same time,
artificial intelligence is a powerful tool
for investigating war crimes in Ukraine,
capable of promoting the victory of justice
and bringing those responsible to justice.

The use of artificial intelligence and
modern digital technologies in military
realities makes it possible to significantly
increase the efficiency and speed up
the investigation of war crimes and
cybercrimes. It is known that almost any

activity of people (in particular, criminals
and their groups) in the modern world is
accompanied by a kind of “trace picture”,
a special place in which digital traces
occupy ' as an important source of
criminalistically significant information.
It is digital, not electronic traces, that
today form the basis of the evidence base
during the investigation of such criminal
offenses. In digital footprints (despite
the ever-changing form of information
storage), one thing remains constant — it
is a digital encoding of information that
has given way to an analog signal. With
this in mind, it is worth talking about
digital traces left in virtual space.

Application of European standards of
proof in criminal proceedings testifies to
the European vector of development of
criminalistics and forensic examination
in Ukraine %, In such circumstances,
it can be argued about the activation of
trends in the formation and application
of a new scientific direction — Digital
Criminalistics 1.

In the special literature, there are
different approaches to the definition of
the concept of digital criminalistics and
its place in the system of criminology
and judicial sciences. Some scientists call
digital criminalistics a separate branch of
the judicial sciences, a system of scientific
methods for researching digital evidence
in order to facilitate the detection and
investigation of criminal offenses !\°.

107 Kpuunpkal. O. «/lopixkka nudpoBUX CIiAIB»: JOKA30Be 3HAYEHHSI 1 OKpPeMi aCIIeKTH 301paHHs Ta
JOCTi/KeHHS Y KpUMiHATbHOMY NTPOBaKeHHI. Lugposi mpancdopmayii Ykpainu 2020: suxu-
ku ma peanii : 36. Hayk. p. H/II II3IP HAIIpH Vkpainu Ne 1 3a MaT-Mu Kpymi. cTouy (Xapkis,
18.09.2020). XapxkiB, 2020. C. 92—97. URL: https://ndipzir.org.ua/wp-content/uploads/2020/12/
Tezy_18_09_2020_17.pdf (date accessed:12.10.2022).

108 IlemiTpko B. 0. ®opMyBaHHS JOKTPUHU ... . C. 87.

109 Jlatum K. Op. cit. C. 31—37. URL: https://repository.mruni.eu/bitstream/handle/007/18524/

XVIII%20Vilnius%202022_compressed-18-21.pdf?sequence=1&isAllowed=y

accessed:17.11.2022).
110 Crenmantoxk P. JI., Ilepmin C. L
accessed:17.10.2022).
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Others believe that digital criminalistics is
associated with the process of collecting,
obtaining, storing, analyzing and
submitting electronic (digital) evidence
in order to obtain operational-search
information, evidentiary information
and the investigation and criminal
prosecution of various types of criminal !
(in particular, cybercrimes and war
crimes). Some sources note that digital
criminalistics concerns the process of
collecting, receiving, storing, analyzing
and presenting electronic (digital)
evidence in pre-trial and trial proceedings.
Therefore, digital forensics should become
a strategic direction in the development of
forensic science.

According to our opinion, the subject
of digital criminalistics is the laws of
detection, fixation, preliminary research,
the use of computer information, digital
traces and means of their processing
in order to solve the problems of
detecting, disclosing, investigating and
preventing criminal offenses, as well as
the development (based on knowledge of
these laws) of technical means, techniques
and methodological recommendations
aimed at optimizing activities to counter
criminal offenses in the digital space.
Thus, digital criminalistics is a branch of
criminalistics, which studies the patterns
of occurrence and use of digital traces,
development on the basis of knowledge
about these patterns of technical means,
techniques and methods for identifying,
fixing, extracting and studying digital
information (evidence) and means of its

processing in order to disclose, investigate
and prevent criminal offenses '*2.

During the war, the arsenal of
traditional forensic tools and forms of
collecting evidence on war crimes is quite
limited due to the danger to all participants
of investigative (search) actions and
the impossibility of direct access to the
scene ' thus, there is a need to use digital
forensic tools.

Modern approaches to the
investigation of war crimes make it
possible to determine the sources of
digital information, which determine
the directions of collecting and studying
digital traces to obtain information:

« from mobile devices seized
from participants in criminal
proceedings;

«  from personal computers of
individuals and legal entities;

« fromserversandotherinformation
storage devices in organizations
and institutions;

« from radio frequency identifiers,
GPS-tackers, sensors, stationary
and mobile measuring devices

using geolocation, video
surveillance and  positioning
systems;

« fromnetwork services that provide
voice and video communication
between computers via the
Internet (ICQ, Skype, WhatsApp,
Viber, Telegram and others);

« from banking systems on digital
media (HDD, SSD, flash drives,
etc.);

111 Komnogina A. C., ®egoposa T. C. Op. cit. DOI: 10.32782/klj/2022.1.27 (date accessed:12.10.2022).
112 IlTeBuyk B. M. IludpoBa KpuMiHAIICTHKA: BOEHHI BUKJIMKHU ChOTOJEHHS Ta HOBI 3aBAAHHS
y cy4acHHX yMoBax. IIpasosi sukAuKu cy4acHocmi : MaT-1u Bceykp. kpyrioro crouy (Xapkis,

20.12.2022). XapxkiB, 2022. C. 35—39.

113 Jlydeniox O. Po3ciifyBaHHS BOEHHUX 3JI0YMHIB: JOTICTUYHI, KpUMIHAIICTUYHI Ta CyZ0OBO-Me-
AV4HI nuTaHHda. FOpuduunuil Haykosull enekmpoHHUll scypHan. 2022. Ne 4. C. 369—374. DOLI:
10.32782/2524-0374/2022-4/88 (date accessed:17.11.2022).
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« from mobile operators regarding
the  details of  subscriber
communication and determining
the location of the subscriber
using geolocation;

« from recordings of surveillance
cameras of commercial and state
structures;

+ from cameras and video cameras
seized from participants in
criminal proceedings.

No less important in today’s conditions
of the active spread of digital technologies
is the connection between the application
of specific expertise during the collection
of digital traces, the possibilities of
forensic research, the evaluation and use
of the results of examinations in proving
and transforming the competencies of
forensic experts in most types of forensic
examinations *. Today, objects in digital
form are submitted for examination both
on individual data carriers and in the form
of complete computer systems, therefore,
in order to legally obtain digital traces, it
is necessary to use appropriate specific
expertise and to appoint and conduct
forensic computer-technical examination
and examinations of telecommunication
systems and means (research of digital
and analog devices) '°.

We consider that the application of
artificial intelligence and the process
of digitization of forensics is a natural

stage in the development and formation
of modern forensic knowledge, which
involves the introduction of digital
technologies in various fields of forensic
science, forensic expertise and legal
practice, which requires further research
into the issues of digital criminalistics.
Particular attention should be paid to
increasing the role of forensic didactics !¢,
in particular to the forensic training
of investigators, prosecutors, judges,
detectives, forensic investigators, forensic
experts in the field of digital technologies.
It’s time to start a new profession and train
a digital forensic scientist 7. Under such
circumstances, it is expedient to direct
the modern paradigm of criminology to
the formation and further development of
digital criminalistics in order to effectively
solve new tasks in the conditions of martial
law and the digitalization of society.

Conclusions

As an integral attribute of the modern
activity of criminal justice bodies, digital
information determines the prospects and
trends of the development of criminology.
In today’s realities, an important task
of criminology is the development
and application of innovative means,
techniques and methods that allow for
the effective collection, research, and use
of various (in particular, digital) evidence

114 Zhuravel V. A., Konovalova V. E.,; Avdeyeva G. K. Reliability Evaluation of a Forensic Expert’s
Opinion: World Practices and Ukrainian Realities. Bicnuk HayioHaavHoi akademii npagosux
Hayk Ykpainu. 2021. Vol. 28. No. 2. Pp. 252—261. DOI: 10.37635/jnalsu.28(2).2021.252-261 (date

accessed:17.11.2022).

115 IlemitTeko B., IlleniTbko M. JJoKTprHA KPUMIHAJIICTUKY Ta CYZOBOI eKcrepTHU3u: (popMyBaH-
Hf, CyJaCHUY CTaH i pO3BUTOK B YKpaiHi. ITpaso Ykpainu. 2021. Ne 8. C. 12—27.

116 Malevski H., Kurapka V. E., Tamelé I. Motivation and expectations of students — an important
factor in the implementation of the new bachelor’s degreeprogram “Law and Criminalistics”.
The Criminalist of the First Printing. 2021. Ne 21—22. Pp. 12—26.

117 IlleBuyk B. M. [Tudposa kpuminamicTuka: GopMyBaHHS Ta POJIb y 3abe3nedeHHi 6e31eK0BOro
cepezoBullia Ykpaiuu. Hoga apximekmypa be3nekogozo cepedosuwsa Ykpainu : 36. Te3 Beeykp.
HayK.-IIpakT. KoH}. (XapkiB, 23.12.2022). Xapkis, 2022. C. 146—150.
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in pre-trial investigation and court
proceedings. That is why the question of
increasing the role of forensic knowledge
is urgent because the issue of applying
artificial intelligence technologies in
the activities of law enforcement and
justice bodies is of particular importance
and requires special scientific research
in view of European experience and
modern practice. The formation of a new
field of knowledge — digital forensics as
a strategic direction in the development of
modern forensic science — is urgent.

At the same time, a significant
problem in the case of the use of artificial
intelligence technologies during the
investigation of offenses is a possible
violation of human rights (regarding the
protection of personal data confidentiality
and interference in private life). Therefore,
it is important not to exaggerate the
potential and advantages of artificial
intelligence: it is worth considering its
individual shortcomings. We see that the
use of artificial intelligence in judicial
proceedings and law enforcement
activities is permissible only under the
condition of mandatory observance of the
principles of the rule of law, basic human
rights, respect for honor and dignity,
equality before the law and the court,
proportionality, competition between the
parties, transparency, impartiality and
justice etc. As of today, it is impossible
to completely replace the judge with
artificial intelligence in the administration
of justice, on the other hand, there are no
legal prohibitions on optimizing the work
of the judge and the court by involving
artificial  intelligence  technologies.
Therefore, the leading role of artificial
intelligence is not to replace the judge
in the administration of justice, but only
a kind of high-tech assistance. In addition,
in order to prevent the uncivilized

38

(illegal) use of artificial intelligence, it is
necessary to form a global (mandatory)
international legal framework for its
development and  implementation.
Governments and private companies must
be aware of the imperfection of the raw
data and technologies on which artificial
intelligence is based, and therefore take
care to prevent discrimination and human
rights violations. It is advisable to direct
further research to the development
of issues related to the development
and use of artificial intelligence as
a component of information technologies
in law enforcement and justice in view
of international experience and modern
practice.

IITy9HMI iHTEIeKT B FisJIbBHOCTI
OpraHiB IPABOMOPAAKY Ta OCTHUIIII:
BITYU3HAHUI Ta EBPOMEHCHKHUII [OCBI,
CHiroasa Mamyeacne, Bikmop Illeguyk,
KOprima Baampynene

Mema cmammi — docaidumu akmy-
anvHi npobremu 3acmoCy8aAHHS MeXHOA0-
eill Wmy4Ho20 iHmMenekmy 6 OiiAbHOCMI
opeatie npasonopsdky ma 0Cmuyii 8 ymo-
8ax B0EHH020 CMAHY 1 2106ANbHUX 3A2pPO3;
BU3HAYUMU OCHOBHI MeHdeHUii, npobaemu
il nepcnekmueu KpUMIHAAICMUYHUX JOCAL-
Osceb 13 BUKOPUCTMAHHAM UIMY4YHO20 IH-
MmeeKImy Kpi3b npusmy €8poiHmezpayiiinux
npoyecis; 8UCBIMAUMU NPOAAUHU 8 HOp-
MAMUBHO-NPABOBOMY Pe2YMI08AHHI BUKOPU-
CMAaHHA YUpposux MexHOoA021ll, OKpecAUMU
Hanpamu 1020 80ockoHanenHs. Jas docsie-
HeHHS TNOCMABAeHOL Memu 3dcMOCO8AHO
3a2a/bHOHAYKOBL MA CNeyianvHi memodu
Haykog020 docaidiceHHs (30Kkpema, Oianek-
muuHull, aHarimuyHuil, iHoykuii i dedyk-
yii ma in.). IIpoananizoeamo eimuu3HAHULL
i esponelicokuil 00c8i0 3aCMOCY8aHHS Mmex-
HOAOCILL WMYYHO20 I[HMenekmy 8 Oiib-
HOCMI OpeaMie npasonopaoky ma cmuuyii,
BU3HAYEHO IXHI MNepCTeKMUBHI HANPAMU.
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