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In modern domestic and international pre-trial practice and
OPEN aACCESS legal proceedings, physical evidence used in the form of electronic
documents or their digital images. The issue of authenticating such
images is hampered by possibilities of using artificial intelligence
@ @ based editors to fake images making it impossible or significantly
complicate the search for changed areas by forensic experts. Research
issue considered by the authors is the authenticity assessment of
digital images based on the use of their pre-processing (filtering)
methods and artificial intelligence technologies for further analysis

and determination of edited areas.

This research paper purpose is to develop information technology
for finding editing zones based on a combination of imaging
techniques and neural network models for use in image authenticity
research.

Research paper novelty is to develop a technology to combine
several methods of pre-processing images (in particular, ELA and
PCA) to create an input stream of a deep learning neural network
and to assess effectiveness of identifying editing zones created by the
digital painting editor (Inpainting).

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translation by Andriy Bublikov). The author acknowledges
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Efficiency of 10 editing zone detectors using combination of
ELA and PCA methods with different models of neural networks
for recognizing editing zones has been developed and investigated.
The best results (probability of recognition 0.916) within the
used computing resources were obtained by detector based on the
EfficientNet model.

IT Effectiveness and related software for assessing authenticity of
images based on a combination of image pre-processing methods and
models of artificial neural networks in semantic classification and

segmentation mode has been developed and evaluated.
Keywords: image authenticity; artificial intelligence; neural
networks; ELA; PCA; Inpainting.

Research Problem Formulation

Scientific issue considered in this research
paper is the authenticity assessment of
digital images based on the use of their pre-
filtering methods and artificial intelligence
technologies. Currently, physical evidence
is used in the form of electronic documents
or their images, photographs, videos,
scanned copies that have a digital formation
nature.

At the same time, scientific and
technological progress in the field of
photography and video recording, methods
and means of software editing of digital
images creates ample opportunities for
manipulating content of digital images and
actualizes their authentication issue. The
issue is further hampered by the use of
artificial intelligence methods for editing
images to prevent or complicate the search
for altered areas.

Analysis of Essential Researches
and Publications

Research  of  photographic  images
is devoted to fundamental research
papers of D. Ya. Myrskyi, P. F. Sylkyn,
Ye. M. Dmytriiev, etc. The process of
researching digital photos is much
more complicated because they have
a different creation nature. Researches on
digital photographs in order to identify
signs of installation was considered
by A. O. Safonov, V. H. Kalenskyi,
Ye. M. Dmytriiev, S. M. Bobrytskyi,
S. V. Chornyi, et al. Best practices of
domestic and foreign researchers are
devoted to research on additional data
(file metadata) describing conditions and
methods of file obtaining. This is devoted
to research papers of R. Blythe, J. Fridrich,
A. A.Kobozev, N. Krawetz, Ye. M. Dmytriiev,
G. K. Wallace ™.

1 E.g., Mupckuii [I. 1. Cyze6Has poTOTEXHUIECKAS 9KCIIEPTHU3A : METO/,. II0CO00. /JIs1 9KCIIEPTOB.

Mocksa, 1982. 167 c. ; Cunkun II. ®. CyzebHo-ucciaenoBarenbckas Gororpadus : yueOHUK.
Bourorpaz, 1979. 335 c. ; murpues E. H. Cyze6Has sxkcneprusa dororpaduueckux nsobpa-
’KEHUH: COBPeMEHHOe COCTOSIHHE M BO3MOXXHOCTU peIIeHUs 9KCIepPTHBIX 3azad. CydeOnas
akcnepmuaa. 2009. Ne 3. C. 73—79 ; Cadoros A. A., Komoryuikus C. M., Kouybeit A. B. Kom-
MBIOTEPHbIE TEXHOJIOTUN B KPUMHHATHCTUYECKON doTorpadun: TeopeTUdecKre U MPUKIAJ-
HbIe BOIIPOCHI : y4eb. mocob6. Bosrorpaz, 2005 ; Kanencokuit B. I. JocuimkenHs nudpoBux
(oTO3HIMKIB 3 MeTOI0O BHSIBJIEHHS O3HAK MOHTaxy. Cydosa excnepmusa. CyuacHuil cmaw
ma nepcnekmuel po3sumky : MaT-JId MiXKHap. HayK.-IpakT. kKoH®. Kuis, 2010. C. 191—192 ;
Bo6p1/1u}<m71 C. M., YepHsiii C. B. MeTognuecKyre aCIIeKThI KOMIIIEKCHOT'O UCCJIE0BAHMUS C I1e-
JIBIO BBISIBJIEHUS IIPU3HAKOB MOHTaXKa B I poBol poTorpaduu. Teopis ma npakmuka cydogoi
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Currently, the closest to this research
area is Methods of research of digital
photographic images and technical means of
their manufacture * and Methods of research
of signs of digital image editing based on noise
entropy analysis’. For supporting the latter,
the authors have developed appropriate
software 4 for comparative research
with known and modified methods of
image quality assessment (33 methods
of local focusing quality, 17 are noise
characteristics, 15 are analysis by Discrete
Cosine Transform (DCT), 14 are image
entropy analysis).

These methods correspond to tasks
of forensic examination of digital images.
However, it should be noted that use of
various methods of these methods (Error
Level Analysis (ELA), Principal Component
Analysis (PCA)) requires considerable
expert experience and research time.

Performed researches is a significant
contribution to development of theoretical
foundations for specific expertise use in
forensic science. At the same time, the
analysis of possibilities of research on
authenticity of digital images based on
the use of their pre-filtering methods and
artificial intelligence technologies is an
issue that still requires in-depth scientific

research. Given the above, further
improvements, in our opinion, require
research on use of artificial intelligence
technologies in combination with the
above methods of pre-processing images
to recognize altered areas of digital images.

Article purpose

This article purpose is IT development
for finding editing zones based on models
of neural networks while research on
authenticity of images. In our opinion, the
main attention of scientists should be paid
to development of methods and specialized
software for advanced image analysis using
modern methods of image processing.

Main Content Presentation

One of the most important tasks of modern
forensic research on digital photographs
and videos is to detect the signs of their
photomontage or editing.

Given the relative ease of creating,
modifying, and distributing digital records,
investigators or courts have a relevant
question about their authenticity. The
authenticterm inrelation to phonogramsin
the sense of true, reliableis now widely used

excnepmu3u i kpuminaaicmuxu. 2010. Bumn. 10. C. 633—639 ; Blythe P., Fridrich J. Secure digital
camera. Digital Forensic Research Workshop (Baltimore, USA, 11—13.08.2004). P. 12 ; Ko6o3zeBa A. A.
Vcniosnb30BaHMe 0COOEHHOCTEH BO3MYIIIEHU I CUHTY/ISPHBIX YHCe MaTPULIBI HH(PPOBOTo U30-
OpaxeHus Aus obHapyxeHus ero panpcuduranuu. Hckyccmeentolil unmennexkm. 2008. Ne 1.
C. 145—153; Krawetz N. A Picture’s Worth... Digital Image Analysis and Forensics. 2007. URL:
https://www.hackerfactor.com/papers/bh-usa-07-krawetz-wp.pdf (date accessed: 17.01.2022) ;
Jvutpues E. H. MeTaZjaHHBIe KaK CPeACTBO MHAMBUAYAIN3ANU HUDPOBLIX N300paKeHUN
B cyzebHoi doTorpadun. Teopus u npakmuka cy0ebHOlL IKCNEPMU3bL 8 COBPEMEHHBLY YCAOBUX
MaT-JIBl MeXyHap. Hayd.-IIpakT. KoHD. Mocksa, 2007. C. 531—534 ; Wallace G. K. The JPEG Still
Picture Compression Standard. IEEE Transactions on Consumer Electronics. 1991.

Metoamuka gocaimxeHs nubpoBux GoTo300paskeHb Ta TEXHIYHUX 3aC06iB X BUTOTOBJIEHHS.
PeecTp MeTOZUK NPOBeleHHs cyAoBux ekcrieptus. URL: https://rmpse.minjust.gov.ua/page/41

MeToAmMKa OCIi/IKEHHST 03HAK MOHTaXy LMGbPOBUX 300paKeHb Ha OCHOBI aHaIII3y eHTPOIIii
myMiB. PeecTp MeTOZUK IpOBeJeHHs cyzoBux ekcrieptus. URL: https://rmpse.minjust.gov.ua/

2

(date accessed: 17.01.2022).
3

page/43 (date accessed: 17.01.2022).
4

IFD TEC. URL: https://5.189.182.106 (date accessed: 17.01.2022).
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in English law, although it was originally
adopted in theory of forensic research by
Polish forensic scientists °, later it was also
used by American forensic experts °.

Current  progress of  technical

means of photo, video, recording and
telecommunication technologies expands
as possibilities of traditional data capture
tools as emergence of new ways to obtain
records (mobile, network, specialized)
with new data formats. This requires
constant updating of specific expertise of
experts in the field of research on digital
images, video and sound recordings. This
issue is of particular relevance due to
the fact that criminals are improving the
ways of committing crimes, increasingly
masking their traces, using modern
achievements of science and technology.
Therefore, without use of the latest means,
it is often impossible or extremely difficult
to document the actions of criminals and
bring them to criminal responsibility.

Traditionally, the forensic photography

subject were material data (positives,
negatives, various technical means for
their manufacture), that were procedurally
enshrined in the case files. However,
current methods of studying photographic
images obtained using analog technology
are ineffective for research on digital
photos. The main modern objects of these
researches are:

« digital photographs (photographs
obtained as a result of
photographing objects at a specific
point in time and presented on
media in the form of computer files
of graphic formats);

« digital video and sound recordings
recorded on physical media or
directly on recording devices;
individual frames or groups
of frames from digital video
recordings of objects at specific
time intervals, represented on
media in the form of computer files
of graphic formats;

+ photographing technical means
(digital cameras);

« video recording technical means
(digital video cameras, video
recorders, etc.).

Comparative research objects include:

« digital photographs (photographs
obtained as a result of
photographing objects at a specific
point in time and presented on
media in the form of computer files
of graphic formats);

« digital photo images presented on
media in the form of computer
files of graphic formats, methods
and conditions for obtaining are
determined.

Digital graphic file as research object

differs significantly from  traditional
photograph, since in addition to
information about the image/drawing

itself (format, width, height, number of
pixels per inch, number of bits per pixel,
color model, and other characteristics
and comments), such a file also contains
information about its metadata (name,
size, type, creation dates and last changes,
etc.). The most interesting of them are EXIF
data 7, that in research papers of domestic
and foreign scientists are mentioned as

5 Typryas K. U3 mporjeccyasbHON U KPUMHHAIUCTUIECKON TPOGIEeMaTUKN MarHUTODOHHON
sanucu. CoopHuk nepesodos. Ne 213. Mocksa, 1973. C. 61—81 ; IIpo6eMbl KPUMUHAINCTUKH.

BapmaBa, 1971. Ne 90. C. 159—183.

6 Hollien H. The Acoustics of Crime: The New Science of Forensic Phonetics. Florida, 1994.
7 EXIF (Exchangeable Image File Format) is a standard that allows to add additional information
(metadata) to images and audio files, comments on this file, and describes conditions and meth-

ods of its obtaining, authorship, etc.
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additional data formed as a result of built-in
software operation of modern digital photo
or video recording device. They allow you to
emphasize individual features of the digital
camera or applications that saved the latest
graphic revision of the file using:

« digital camera manufacturer name
and its model;

« interoperability analysis of technical
capabilities of a particular digital
camera with those recorded in EXIF
data;

« name and version of built-in digital
camera application;

+  highlighting the signature with
recording of data about the
application or device that stored the
latest graphic file revision.

Digital image or video editing programs
often change file metadata fields, the order
of fragments and the information on adding
new ones and/or completely their deleting.
A significant number of applications editing
digital records leave their records (tags) in
the file service part and information about
the previous application can be deleted.

Graphic file can be considered as an
object, which research is associated with
assessment of the change in the noise
background of digital matrix of the video or
photographic recording device.

Researches on file structure (in
particular, header metadata, recorded
content, metadata multiplexed with recorded
content, as well as possible data at the end
of digital recording) belong to observational
analysis, they should be compared with
sample records made from recording devices
provided for research or other test records.
If the source recording device is unavailable
or cannot be used, forensic expert can use
the same device model.

The most challenging tasks are experttasks
related to technical research on digital images
and video recordings. Currently, automation
of researches on authenticity of digital images

(individual frames from video recordings)
is an urgent scientific task. Many separate
methods for examining authenticity of images
have been developed that solve issues only in
certain conditions. There is a need for forensic
expert practice in automating generalization
of results of such individual researches on one
object to increase reliability of the decision
made by forensic expert.

The method of studying authenticity of
digital images proposed in this paperis based
onartificial intelligence principles, itis based
on automatic generalization of individual
research results of authenticity of digital
images obtained by various methods of their
preliminary digital analysis (filtering) and
on the use of convolutive neural networks
of deep learning to find editing zones. As
an IT in image authentication research, this
is a combination of image preprocessing
methods and neural network models.

Urgency of conducting research in this
area is due to the need to provide forensic
expert practice with modern domestic
methodological developments for assessing
authenticity of images. Currently, we have
accumulated practical experience of expert
work of the specialists of National Scientific
Center «Hon. Prof. M. S. Bokarius Forensic
Science Institute» on analysis of images
during performance of various forensic
expert tasks within research on video, sound
recordings and digital images that should be
supplemented with technology of automatic
generalization of results, systematize world
experience and develop a comprehensive
approach to solve relevant expert tasks.

An important stage while software
development using artificial neural network
models is database preparation of edited
images necessary for their training and
testing. Therefore, it is necessary select the
appropriate editor and use it to create a set
of edited images. We consider the editor of
NVIDIA Inpainting to be the most effective
in terms of quality of editing 8, that is why

8 Inpainting. URL: https://en.wikipedia.org/wiki/Inpainting (date accessed: 17.01.2022) ; Image
Inpainting. URL: https://www.nvidia.com/research/inpainting/ (date accessed: 17.01.2022).
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we will consider methodology of data
preparation on its example. It is necessary
to select or create a set of original images
in advance (in our study, such a set
was created by photographing various
scenes with the Xiaomi Redmi Note 7 Pro
smartphone, the size of master copy is
3000 x 4000 pixels).

Each of images is transformed using
editor working window according to the
principle shown in Fig. 1 into an edited

image with imitation of deleted areas
(Fig. 1, c¢) and into a mask of deleted areas
(Fig. 1, d). After completing this step, the
masks of edited zones and edited images
are saved through the clipboard and the
local Paint editor as separate images with
the same names but in different folders.
The resulting set of edited images and
masks of deleted areas are subsequently
used to train classifiers of the neural
network model.

C

d

Fig. 1. Editing results: a) is image master copy, b) is master copy with the mask
of deleted fragments, ¢) is image automatically simulated by editor,
d) is mask of deleted zones)
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Let us consider research prerequisites
and criteria for assessing recognition
quality. The research was performed under
the following conditions:

« editing images using NVIDIA digital

painting technology;

« image preprocessing by ELA and
PCA methods.

Semantic classification quality and

segmentation of editing zones was assessed
according to the following criteria:

«  portion of correctly classified edited
pixels relative to the actual number
of edited pixels (PM);

« relative error in defining the edit
mask (D);

«  portion of erroneously classified pi-
xels outside valid editing zones (NM);

«  visual assessment by forensic expert
of the fact of editing according to the
results of semantic segmentation (V).

Basic ratios (in terms of Python code) for

the first criterion:

PM=np.sum(cl)/np.sum(im1N),cl=np.

multiply(im4N,im1N);

where: im1N is real editing mask;
im4N is evaluated editing mask;
np.multiply() is array element-by-
element multiplication operator;
np.sum() is an array summation
operator.

Basic ratios (in terms of Python code) for

the first criterion:

D=np.sum(np.abs(c2))/np.sum(im1N),

c2=np.subtract(im4N,im1N);

np.multiply() is array element-by-
element multiplication operator;

np.abs() is an operator for calculating
the absolute values of array elements.

Basic ratios (in terms of Python code) for
the first criterion:

i=np.multiply(im1N-1,-1);

c3=np.multiply(im4N,im1lneg);

NM=np.sum(c3)/np.sum(i).

The main ratios for the fourth criterion
are:

« V = 1, editing area is visually
determined  based on  the
segmentation results;

« V=0, editing zone is not visually
defined based on segmentation
results.

The expert’s visual assessment of the
fact of editing based on results of semantic
segmentation V is used to calculate the
probability of recognition for each of the
experimental models of neural networks.

Based on a preliminary assessment
of software performance in conditions
of available computing capabilities of
the Kaggle public cloud resource for
training models of neural networks, the
authors chose the models of the following
types for research: FPN-EfficientNetB4 °
FPN-EfficientNetB4-96 1 LinkNet-
EfficientNetB3 ! Unet-EfficientNetB4
Keras Unet Collection Attunet ', Keras Unet
Collection Vnet ', LinkNet DenseNet-201 2,
DeepLabV3Plus-MobileNetV1 3, BiSegNet-
MobileNetV1, BiSegNet-Xception .

9 TF Semantic Segmentation. URL: https://pypi.org/project/tf-semantic-segmentation/ (date ac-

cessed: 17.01.2022).

10 Keras-unet-collection 0.1.13. URL: https://pypi.org/project/keras-unet-collection/ (date ac-

cessed: 17.01.2022).

11 Segmentation-models. URL: https://pypi.org/project/segmentation-models (date accessed:

23.03.2021).

12 Ibid. URL: https://github.com/qubvel/segmentation_models (date accessed: 17.01.2022).

13 Amazing-Semantic-Segmentation. URL:

https://github.com/luyanger1799/Amazing-Seman-

tic-Segmentation (date accessed: 17.01.2022) ; Ibid. URL: https://pypi.org/project/semantic-seg-

mentation (date accessed: 25.03.2021).

14 Chollet F. Xception: Deep Learning with Depthwise Separable Convolutions. URL: https://arxiv.
org/pdf/1610.02357.pdf (date accessed: 22.03.2021).
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Let us consider the summarized
research results. Analysis of the results of
testing of selected models of artificial neural
networks in certain conditions indicates
the presence of scattering of quality
indicators on the used set of test images
created by the Inpainting editor. Therefore,

it is advisable to consider the averages for
each network and the test image set at all.
The average values of PM, D, NM, V for
testing conditions are presented in Table
1, for selective ranges (close to the highest
values of the probability of recognition) in
Fig. 2—4.

Table 1
Averages of studied networks

Network Model Name PM D NM \%
FPN-EfficientNetB4-16 0.446 0.718567 0.01067 0.75
FPN-EfficientNetB4-96 0.446 0.718567 0.01067 0.791667
LinkNet-EfficientNetB3 0.532237 0.824179 0.022165 0.833333
Unet-EfficientNetB4 0.522778 0.62255 0.011115 0.916667
Keras Unet Collection Attunet 0.044962 0.991533 0.002467 0.458333
Keras Unet Collection Vnet 0.01882 1.063992 0.0044 0.25
LinkNet-DenseNet-201 0.247155 1.012773 0.018333 0.791667
DeepLabV3Plus-MobileNetV1 -0.49301 11, 97283 -0.86514 0.25
BiSegNet-MobileNetV1 -0.31014 1.928322 -0.01952 0.333333
BiSegNet-Xception -0.96842 15.61361 -1.05829 0.458333

06 2 *

05 AR 1:?

04 M 1,4

1,2
PM 0,3 D 1 A 4
‘ o8 et
01 0,4
0 0,2 0,4 0,6 0,8 1 0 0,2 0,4 0,6 0,8
\' \"

Fig. 2. Dependence of the average PM on
the average probability of recognition V

Fig. 3. Dependence of the average D on the
average probability of recognition V

132



Sergiy Chornyy, Olha Brendel, Davit Gratiashvili. Authenticate images
based on their semantic segmentation in deep learning neural networks
with their pre-processing with use of filtering methods. DOI: 10.32353/khrife.1.2022.08
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Fig. 4. Dependence of the average NM on
the average probability of recognition V

Analysis of the data shown in Fig. 2—4
makes possible to distinguish the relative
absolute total error of detection of the
editing zone D as the most accurate and
unambiguous indicator of the quality of

the semantic classifier. It is possible to use
playback accuracy of the PM editing zones.
The least unambiguous relative to the
average probability of recognition was the
NM indicator.

Authenticity evaluation example of
zones in the edited image (a deleted image
of a concrete wall with pictures on the bank
of the canal and 2 windows on the wall of
the building) for the best D networks is
shown in Fig. 5—6.

Thus, the best of studied classifiers of
semantic type with data pre-processing
according to the ELA and PCA algorithms
within  selected models of neural
networks was the model of the artificial
neural network of the Unet type with the
EfficientNetB4 feature classifier.

133
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Fig. 6. Results of semantic segmentation of the edited test image:
a) is real editing zone; b) is Unet-EfficientNetB4 network;
c) is BiSegNet-Xception network; d) is AttUnet network

Conclusions

This research paper presents the research
results of effectiveness of combining
methods of pre-processing images
and neural networks of deep learning
to detect signs of editing, developed
information technology and software

for assessing the authenticity of images
based on a combination of methods of pre-
processing images and models of artificial
neural networks in the mode of semantic
classification and segmentation.

The achieved probability of recognition
of edited areas of the Unet-type network
with the EfficientNetB4 feature classifier
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and pre-processing of images by ELA and
PCA methods was 0.91. 4 performance
indicators of the semantic classifier are
studied and it is determined that the
relative absolute total error of detection
of the editing zone D is the most accurate
and unambiguous numerical work quality
indicator.

ApTenTHu(ikarisa 300pakeHb Ha OCHOBI X
CeMaHTHYHOI cerMmeHTaIii
y HEHPOHHUX Mepekax IIMO0KOro HaB-
YaHHA 3 iX monepegHiM 06PO0IeHHIM
3a MeTogamu dinprpanii
Cepeiil Yopnuil, Onvea Bpendenv,
Jasim I'pamiaweini

Y cyuacHiil 8imuusHaHiil ma MidXHApOO-
Hill docydosiil npakmuyi ma cyooeux npo-
8a0XCeHHAX 8UKOPUCTILO8YIOMY pewosl JoKasu
y 8uensdi enekmponHux 0okymenmig abo ix
yugposux 300pascers. Ilpobnemy aemen-
mugikayii makux 306paxceHv YCKAAOHEHO
MOHCAUBOCTAMIL BUKOPUCTIAHHSA 0451 Ni0po6-
KU 300padcerv pedakmopie Ha OCHOBL WLmyH-
HO020 THMeAeKIMNY, W0 YHEMONCAUBAIOWMb AO0
CYMMmEBO YCKAAOHIOWMb NOULYKU CYJ08UMU
excnepmamu 3minenux diagnok. Haykoeoro
npobemoio, po3e/AHYMOoI0 A8MopamlL, € Oyi-
HIOBAHHS ABMEHMUYHOCMI LUpposux 30-
bpasiceHb HA OCHOB8L BUKOPUCTIAHHL Memodia
ix nonepedHvoeo 06pobaenus (pinvmpauii)
1 MexHoA02Ill WMY4UH020 IHMenekmy 04 No-
danvuioeo ananizy ma eusHa4eHHs pedazoea-
HUX OiASHOK.

Memoto pobomu € po3pobaenus ingopma-
YiliHOT MexHoA02ll NOULYKY 30H pedazyeanis
HA OCHOBL NOEOHAHHA Memodie nonepedHb020
06pobrenns 306pascenv 1 modenell HelpoH-
HUX Mepedc OA8 BUKOPUCTMAHHA Y 0CAIONCeH-
HSX A8MeHmuU4HOCMI 300panceHy.

Hosusna pobomu noaseace y po3pobierui
MexH0102il NOEOHAHHSA KiAbKoX Memodig no-
nepedHvo20 00pobaeHHs 300pasets (30kpe-
ma, ELA ma PCA) 0as cmeopents 6xi0H020
TIOMOKY HelpoHHOL Mepedxcl 2Aubokozo Has-
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4aHHA 1 OUIHIOBAHHA edeKmUBHOCTMI 8UA6-
/leHHS 30K pe0azy8amHs, CMBOpeHUX pedak-
mopom yugposozo sxusonucy (Inpainting).

Pospobaeno ma docaidmeno egexmug-
Hicme pobomu 10 demexmopie 30H pedazy-
BaMHA, WO BUKOPUCTOBYIOMb NOEOHAHHS
memodig ELA ma PCA 3 pisnumu modenamu
HellpOHHUX Mepedc pO3Ni3HABAHHA 30H peda-
eyeanna. Haiikpawyi pesyavmamu (imogip-
Hicmb posnisHasaunsa 0,916) y medxnax 6u-
KOPUCTNAHUX — OOYUCAI08AALHUX — pecypcis
ompumano OJemekmopom HA OCHO8L Modeai
muny EfficientNet.

Pospobaeno il oyiHneHo egexmueHicmy
iHopMmayiiinoi mexHono02ii ma 8i0no8idHozo
npozpamHozeo 3abesneuerHs 014 OYiHIOBAHHS
A8MeHMuU4HOCMI 300pasieHs Ha 0CHO8L N0E0-
HaHHi memodig nonepedHvozo 00pobAeHHS
306padceny i modenell WMyUHUX HEILPOHHUX
MEpedxC Y PescuMi CeMAHMUYHOL KAacUgikayii
ma ceemeHmauii.

Knawouosi crosa: agmenmuynicms 306pa-
JCeHHSL; WMYUHULL THMeAeKm,; HellpOHHI Me-
pesxci; ELA; PCA; Inpainting.

AyTenTuduKanysa n300pakeHui Ha
OCHOBE UX CEMaHTUYECKOI CerMeHTaI[
B HEHIPOHHBIX CETSAX IIy0OKOT0 00yIeHUs

C UX [IPeIBAPUTEIHHOI 00Pa00TKOM

MeToAaMu pUIbBTPALUN

Cepeeitl Yepnutil, Onvea Bpendeny,
Jasum I'pamuaweuau

B co8pemenHOll omeuecmeeHHOT U Medic-
JdyHapoOHoll 0docydebHoll npakmuke U Cy-
JebHbLX  pasbupamenscmeax —UCnoAbL3YIOm
geujecmeerHvle Jokazamenvcmea 8 8ude
A/IeKMPOHHBLX OOKYMEHIMO8 UAL UX UUppo-
gvlx uszobpancenuti. Ilpobaema aymenmu-
Qukayuu maxux u306paHceHUil OCAONHCHS-
enmcs  CywecmaylouumMu  803MONCHOCAMU
UCNO0Nb308aHUs 045 1000eAKU U306paxceHUll
Dpedakmopos Ha 0CHO8e UCKYCCMBEHHO020 UM-
menneKkma, 4mo Oeadem He803MONCHBIM UALL
CYUeCMBEHHO YCAONMCHALT NOUCKLL CYOeOHbL-
MU IKCNEpMAMU  USMEHEHHBIX YUACTKOS.
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Hayunoil npobaemoil, paccmompeHHol ag-
mopamu, 5841emcs OyeHUBaHUe NOOAUHHOC-
mu yugpposvix u3006paxceHull Ha 0CHOB8e UC-
101b308aHUSL Memo008 UX npedsapumenvHoil
obpabomxu (Puavmpayun) u mexHoa02uUll
UCKYCCMBEHH020 UHmensekma 0na danvHell-
lUle20 aHaAU3a U onpedeeHUS OmMpedakmupo-
BAHHBLX YHACTKOB.

Lleavio pabomul seasemcs paspabomka
UHDOPMAYUOHHOTL MeXHOA02UL NOUCKA 30H
pedaxmuposanus Ha 0CHOBe COHeTNAHUs Me-
modog npedeapumenvHoil obpabomxu u3o-
Opascenuil u modenell HellpOHHbLX cemell 015
UCNOABL30BAHUS 8 UCCA008AHUAX NOOAUH-
HOCMU U300padceHUl.

Hosusna pabomel 3axaiodaemcss 6 pas-
pabomke MexHOA02UL COHeTNAHUS HeCKOAb-
Kux mMemodog npedgapumenvHoil 0bpabomxu
usobpasceruil (8 wacmuocmu, ELA u PCA)
0415 co30anus 6x00H020 NMOMOKA HellpOHHOU
cemu 2ny6ok0zo 00yueHUs U OUeHUBAHU IP-
exmusHocmu BvlA6AeHUS 30H pedaKmupo-
8aHUs, CO30AHHBLX pedakmopom uugposoil
scusonucu (Inpainting).

Paspabomana u uccnedosama Ipgex-
muerocmb pabomul 10 Jemexmopog 30H pe-
0axmuposanus, UCNOALIYIOWUX COUeMAaHUsL
memodos ELA u PCA ¢ pasauuHbimu MoOe-
AAMU HelipOHHBLX Cemell pacno3HABAHUSL 30H
pedaxmuposanus. Hauayuuue pesyromamot
(8epoamnocmu pacnosnasanus 0,916) e npe-
Jenax UCnONb308AHHBIX BBIMUCAUNMEALHBLX
pecypcos noayuensl 0emekmopom Ha OCHOBe
modeau muna EfficientNet.

Paspabomana u ouyeHeHa Ippexmus-
HOCMb  UHGPOPMAYUOHHOL  MeXHOA02UL
U COOmBemcmeyoueso npozpammuozo obe-
cnevenus 0458 OUeHUBAHUSL NOOAUHHOCTNU
u306padceHull HA OCHOBe COYETMAHUS Me-
modog npedeapumenvHoil obpabomxu u3o-
Opascenuil 1 modenell UCKYCCMBEHHBLIX Hell-
POHMBIX cemell 8 pexcume CeMaAHMUHecKOL
KAACCUQPUKAYUL U CeeMeHMAayUL.

Knwouegvle caosa: nodaunHocme u3obpa-
JHeHUsL; UCKYCCTNBEHHbLIL UHMeAAeKm; Heli-
ponnvle cemu; ELA; PCA; Inpainting.
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