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The genesis of development and ways to improve theoretical and
applied areas of criminalistics, forensic expertology and criminal
procedure for solving forensic, procedural, organizational and other
issues of implementation and use of science and technology in pre-
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offenses in Ukraine. Special attention is paid to the scientific
approach to the selection, implementation, use of computers,
telecommunications, digital and other modern technologies and
networks, artificial intelligence and advances in science and
technology in forensics, expertise and pre-trial investigation. The
scientific positions of individual scientists and representatives of
domestic and foreign scientific schools on these issues were studied and
analyzed (in particular, on the discussion, coverage and legislative
consolidation in the legal and procedural mechanisms of selection,
implementation and use of these technologies). The author’s vision is
expressed and the scientific position on the raised problem questions
and ways of their decision is formulated.

The aim is to analyze the historical development and current state
offorensic, procedural and organizationalissues of selection, licensing,
use, adaptation of modern information, digital, telecommunications,
computer and other technologies (including artificial intelligence)
in forensics, expertise and pre-trial investigation, as well as the
regulatory framework governing certain issues in this area.

This article is translation of the original Ukrainian content, which source is available at the link:
https://khrife-journal.org/index.php/journal (translation by Andriy Bublikov). The author acknowledges
translation as corresponding to the original.

© 2021 The Author(s). Published by National Scientific Center «Hon. Prof. M. S. Bokarius Forensic Science
Institute» and Yaroslav Mudryi National Law University.

This is an open-access article distributed under the terms of the Creative Commons Attribution License
(CC_BY_4.0), which permits unrestricted use, distribution, and reproduction in any medium,

provided the original author and source are credited.


https://doi.org/10.32353/khrife.3.2021.04

Oleksandr Ukhno. Genesis and issues of using latest technologies and artificial intelligence in
criminalistics, forensic expert activity and pre-trial investigation. DOI: 10.32353/khrife.3.2021.04

Keywords:

criminalistics; forensic

expert activity; pre-

trial investigation;, modern technologies; computer networks;
informational space; digital technologies; artificial intelligence;

selection; adaptation.

Research Problem Formulation

Human being is constantly evolving, trying
to adapt to his needs the world around. In
the beginning of its existence it learned
to use wood and stones for its survival,
and today it has reached such a scientific
level that it is able to master even outer
space. Human of the XXI century can no
longer imagine his existence without the
latest means of communication, which
he is improving day by day. Those who
try to live at the expense of others and
commit criminal offenses cannot imagine
their lives without it. All over the world,
law enforcement agencies oppose the
activities of such individuals to the latest
advances in science and technology,
applying modern scientific approaches to
the selection, licensing, implementation
and adaptation of innovations in methods
of investigating negative phenomena.
This fully applies to the application
of the latest advances in science and
technology in the field of information,
telecommunications, computer, digital and
other technologies, artificial intelligence
in crime counteraction, in particular in
forensic science and pre-trial investigation.

Future development, formation and use
of forensic knowledge are determined by
scientific and technological progress. Thus,
wesharetheopinionoffamouscriminologist
V. Yu. Shepitko that creation of information

social ~environment contributed to
technologization of criminalistics,
development and implementation of

information, telecommunications, digital
and other modern technologies and
artificial intelligence. In new conditions,
criminalistics moves from traditional
study of materially fixed traces to the study
of sound, electronic or genomic traces.
The methods, techniques and methods
of working with such traces, the rules of
their collection, research and recording
are also changing!. Crime commission
of s in the field of modern information
and other technologies acquires an
international, transnational character,
in addition, victims of such crimes and
the perpetrators themselves may be in
different countries (for example, crimes
in prisons). For combating such crimes,
it is especially important to strengthen
and improve international cooperation
in this area, increase its effectiveness.
Currently, international organizations
and authorities of many countries are
actively taking organizational and legal
measures to prevent and combat crime
in the field of modern information and
other technologies. For this purpose,
the codifier of the General Secretariat of
Interpol separately providing for computer
crimes, has been developed on the basis
of the system of forensic classification
of methods of committing offenses in

1 IMemitsko B. 0. Poxb npodecopa M. B. CanTeBcbKoro y GopMyBaHHI METOLOJOTIUHUX 3aCaf,
KPUMIiHaTICTUKU. AKTyaJ bHi IUTAHHS CYZO0BOI €KCIIEPTH3U Ta KPUMIHAIICTUKY : 30. MaT-JIiB
MixHap. HayK.-IpakT. KoH. (XapkiB, 07—08.11.2017). Xapkis, 2017. C. 7—8.
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the field of information technology 2.
In order to prevent crimes committed
in the field of information technology,
the Council of Europe signed Council of
Europe’s Convention on Cybercrime (ETS
No. 185), better known in Ukraine as the
Budapest Convention ® (hereinafter referred
to as Convention) on 23 November 2001 in
Budapest. It is open for signature by both
member states of the Council of Europe and
non-member states that have participated
in its development (in particular, the United
States and Japan).

In addition, the European Committee
on Crime Problems (CDPC) (in order
to increase effectiveness of combating
such crimes and the legal definition of a
group of crimes related to computers and
information technology in Europe) in 1990
prepared recommendations for inclusion
of criminal law in European countries.
norms of the minimum list and optional list
of computer crimes. In early 2002, Minutes
Ne 1 to the Convention was additionally
adopted, adding to this list crimes of racist,
xenophobic and other nature that incite
violence, hatred or discrimination against
an individual or group of persons and/or
on the basis of race, nationality, religion or
ethnicity. The mentioned minutes was also
ratified by the Verkhovna Rada of Ukraine.
According to the Convention, crimes
are classified into four groups, namely:
1) directed against the confidentiality,
integrity and availability of computer
data and systems (illegal access (Article
2), illegal interception (Article 3), impact

on computer data (unlawful intentional
damage, destruction, deterioration,
alteration or blocking of computer data)
(Article 4) or systems (Article 5)), illegal
use of special technical devices (Article
6) and software developed or adapted for
commission of crimes under Art. 25, as
well as passwords, access codes, their
analogues, with which it possible to access
computer system as a whole or any part of
it (rules of Article 6 apply only if the use
(distribution) of specific technical devices
aimed at committing illegal acts); 2) related
to use of computer means (forgery
and fraud using computer technology)
(Articles 7, 8): malicious and illegal input,
modification, deletion or blocking of
computer data that entails authentication
data intended to be considered or used
for legal purposes as authentic); 3) carried
out for the purpose of distribution through
computer systems (providing proposals
for the use, distribution and acquisition
of various types of child pornography, as
well as availability of child pornography in
computer data storage of a person; Article
9); 4) related to infringement of copyright
and related rights to software (Article 10; in
Ukraine: Article 176 of the Criminal Code
of Ukraine * hereinafter referred to as
Criminal Code) °.

According to the current legislation of
Ukraine, by 2021 the level of development
of the information society in our country
should be harmonized with the global
way of integration of national and global
information spaces. However, in order to

2 Omneparii 3 kibepanounHHOCTI / Odinitinuii caiiT InTepnomny. URL: https://www.interpol.int/en/
Crimes/Cybercrime/Cybercrime-operations (date accessed: 06.11.2021).

3 KouBeHuis mpo kibep3nodnHHICTS : patndik. 3akoHOM VKpainu Bizg 07.09.2005 p. Ne 2824-1V
(3i 3min. Ta momos.). URL: https://zakon.rada.gov.ua/laws/show/994_575#Text (date accessed:

06.11.2021).

4 KpumiHampHUU KoZeKC VKpaiHu : 3akoH Vkpainm Big 05.04.2001 p. Ne 2341-IIT (3i 3miH. Ta
poros.). URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 06.11.2021).
5 KouBeHIIiq po Kibep3n0uynHHICTS ... . URL: https://zakon.rada.gov.ua/laws/show/994_575#Text

(date accessed: 06.11.2021).
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fully enjoy the benefits of the information
society, our country should also accept
the negative consequences of such
development; more modern and intensive
ways (instead of traditional one) of
committing criminal offenses. Therefore,
we share the position of V. P. Bakhin that
criminalistics should work to predict and
prevent that can become a crime in the
near future ¢, and this applies to research
and solving problems of combating
crimes in the field of telecommunications,
information, computer. computer, digital
technologies, artificial intelligence and
other latest advances in science and
technology. According to the results of the
analysis of the crime situation, there is a
tendency for criminals to increasingly use
information as an object of encroachment
or a tool of criminal activity in the
information environment (cyberspace) on
various legal relationships: from national
securityto private property. The mechanism
and dynamics of such crimes significantly
complicate pre-trial investigations for
law enforcement agencies and criminal
proceedings for courts. According to
statistics, in criminal proceedings during
2014—2018 there were crimes committed
using high information technologies:
2014 — 4883, 2015 — 6026, 2016 — 6219,
2017 — 10 872, 2018 — 131. At the same
time (against the background of an overall
increase in cybercrime), the detection rate
of such crimes tends to decrease annually,
in particular, investigators have drawn
up indictments: 2014 — 797, 2015 — 756,
2016 — 453, 2017 — 764, 2018 — 666 .

Investigating the criminological factors
of committing crimes in cyberspace,
D. Marenych found that in 2009 56 people
were convicted, in 2010 — 69, in 2011 —
56, in 2012 — 80, in 2013 — 49, although
registered such criminal proceedings are
many times more. Among convicts, the
majority of men are 90.82 %, women —
8 %, and their number is declining (for
example, in 2009 their share was 21.5 %,
in 2010 — 8.7 %, in 2011 — 12.5 % , 2012 —
1.25 %, 2013 — 6.1 %). The highest criminal
activity is characteristic of persons aged
30 to 50 (44.92 %), aged 25 to 30 — 27.2 %,
aged 16 to 18 — 0.33 %, and aged 50 to
65 — 4.91 % (therefore, hackers are not
necessarily teenagers). At the same time,
44.9 % of convicts are able to work, but
have not worked or studied anywhere 8. The
same trend has been observed in recent
years. This indicates a lack of readiness
of law enforcement agencies to counter
not only the manifestations of cybercrime
but traditional technically updated crime.
As information, telecommunications,
digital and other technologies, as well as
cyberspace networks, various types of
communications, artificial intelligence
and other modern advances in science
and technology are increasingly used for
criminal purposes, the need to select, apply
and adapt all these tools is urgent. to the
needs of criminology, expertise and pre-
trial investigation, namely the development
of appropriate methods of investigation,
which would involve the use of common
methods, tools and techniques to solve
typical problems of pre-trial investigation

6 Baxuu B. II. Kpumunanucrtuka. [Ipobaemsr u maeHus (1962—2002). Kues, 2002. C. 15.

7 CawmoineHko O. A. OCHOBY METOJVKH PO3CIiZlyBaHHS 3JI0YMHIB, BUNHEHUX Y KibepmpocTopi :
MoHorpadid ; 3a 3ar. pez. A. @. Borobyesa. Ozeca, 2020. C. 5.

8 Mapennu /[I. ComjanpHo-zemorpadidsi osHaku ocobu, IO BYMHMIA 37104UH y cdepi
BukopuctaHHsg EOM, cucTeM, KOMIT'IOTEPHUX MepeX, MepeX eJIeKTPO3B’sA3Ky. BicHUK

mpoKypaTtypu. 2014. Ne 9. C. 91-97.
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at different stages °, that prompted to
choose this topic.

Analysis of Essential Researches
and Publications

Similar  issues were studied Dby:
O. V. Baulin, F. Yu. Berdychevskyi,
A. S. Bilousov, L. V. Borisov, V. M. Butuzov,
V. B. Vekhov, V. O. Golubov, I. M Gutkin,
O. Yu. Dovzhenko, A. Ya. Dubinskyi,
V. V. Zhuravel, R. A. Kalyuzhnyi, L. M.
Karneev, M. V. Karchevskyi, O. M. Kliuiev,
0. O. Knyzhenko, M. O. Kravtsova,
V. A. Korshenko, O. M. Larin, D. Marenych,
0. A. Samoilenko, E. B. Simakova-
Yefremian, D. P. Pysmennyi, I. V. Pyrih,
V. O. Prikhodko, M. A. Pogoretskyi,
V. M. Tertyshnyk, V. Yu. Shepitko,
V. P. Shelomtsev, O. M. Yurchenko,
0. O. Yukhno  and others. Let us consider
in more detail some dissertations in which
the raised questions are investigated. Thus,
the issue of criminological characteristics
of cybercrime and its prevention by
law enforcement agencies was studied

9 Cawmotinenko O. A. Op. cit.

in 2016 by M. O. Kravtsova; theoretical
and methodological bases of forensic
telecommunication examination in 2017
were considered by V. A. Korshenko;
0. A. Samoilenko and O. Yu. Dovzhenko
devoted their research papers to the issues
of methodology basics of investigating
crimes committed in cyberspace in 2020.
Special attention should be paid to other
researches which results are presented
in next research papers: Combating
Cybercrime in Ukraine and Management
of Fight against Crime in High Technology
by V. M. Butuzov, Prevention Crimes in
the Field of High Technology: Look into the
Future by Yu. M. Yurchenko, Crimes in the
use of computers, computer networks and
telecommunications networks committed
by organized criminal groups and criminal
organizations: problems of qualification and
prevention by M. V. Karchevskyi.

However, solution genesis of forensic,
procedural and organizational issues
concerning the application of modern
telecommunication, information,
computer and digital technologies in

10 KiroeB O. M. VIoCKOHAIEHHSI eKCIIEPTHOTO 3a0e3le9eHHs IPABOCYA/A: TeOPeTUYHI, IIPaBOBi
Ta opranisamniiiHi acuexkTu. Teopis Ta MpakTHKa CYZOBOI €KCIIEPTHU3U i KPUMIHATICTUKY : 30.
HayK. 11p. 2019. Bum. 19. C. 102—117. DOI: 10.32353/khrife.1.2019.08 (date accessed: 06.11.2021) ;
OlemiTeko M. B. IIpo6ieMy BUSIBIEHHS Ta PO3CIiZyBaHHS 3JI0YKUHIB IPOTH IIPABOCYAZS, L0
BYMHSAIOTHCS NPodeCciiHUMY yIaCHUKaMU CyAo4unHCTBA (mpoBasmkenHs). Ibid. C. 48—57. DOI:
10.32353/khrife.1.2019.04 (date accessed: 06.11.2021) ; IllemiTsko B. 10., ABzeeBaI. K. [Ipobiemu
3aCTOCYBaHHS HAyYKOBO-TEXHIYHUX 3aCO0iB Ta iHHOBAIIHUX IIPOAYKTIB Y JisITbHOCTI OpraHiB
npasomnopsazky. Ibid. Bum. 20. C. 11—26. DOI: 10.32353/khrife.2.2019.01 (date accessed:
06.11.2021) ; Xapabepror I. ®. Oxpemi HOMISAAY OO0 CIIIBBIJHOLIEHHS CIIEI[iaIbHOI TEXHIKU
[IPaBOOXOPOHHUX OPraHiB Ta KpuMiHamicTuaHoi TexHiku. Ibid. C. 88—102. DOI: 10.32353/
khrife.2.2019.06 (date accessed: 06.11.2021) ; ®iminenko H. €., Cuirepsos O. II., By6srikos A. B.
3acTocyBaHHA CIIeLiaJIbHUX 3HAHb IIil 9ac BUABJIEHHS, IPO(DIJIAKTUKU U PO3CIiZyBaHHSI
3JI04MHIB y cdepi KoMIoTepHoi iHGoOpMaIii Ta BHUCOKUX TEXHOJIOTiH (OIJISZ0Ba CTATTH).
Ibid. 2020. Bum. 22. C. 162—178. DOI: 10.32353/khrife.2.2020.12 (date accessed: 06.11.2021) ;
IMupir I. B., IIpuxozpko B. O. Kpuminamictuuni ob6iiku: npobiemu knacudikanii. Ibid.
2021. Bum. 23. C. 45—60. DOI: 10.32353/khrife.1.2021.03 (date accessed: 06.11.2021) ; Cimaxko-
Ba-€bpeman E. B. BripoBa/KeHHs HOBITHIX METOZIB €KCIIEPTHUX JOCIi/PKEeHb Ta IMiJXOZJiB
10 3/ifICHEHHSI CYZ0BO-eKCIIEPTHOI AisIbHOCTI — HeoOXigHMI GaKTOp eKclepTHOro 3abe3re-
4YeHHd NpaBocyzasd. [HHOBaLifHI MeTogu Ta HUGPOBI TEXHOIOTI] B KPUMIHAMICTUI, CYZOBIN
€KCIIepTH3i Ta IOPUANYHIN MPAKTULI : MAT-IN MiXXHApP. «KPyII. CTOIy» (Xapkis, 12.12.2019).

XapxkiB, 2019. C. 123—128 Ta iH.
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criminalistics and pre-trial investigation
has not been comprehensively studied
recently.

Given rapid development of latest
information and other technologies
mentioned above, some theoretical
and law enforcement forensic,
organizational, operational and
investigative and procedural use specifics
of such technologies and networks in
criminalistics, forensic  expertology,
pre-trial investigation require further
comprehensive and conceptual research.
At the same time, issues of combating
latency with such types of crimes remain
unresolved, aslatency canbe minimized,in
particular, by influencing the perpetrators
of such crimes. Therefore, importance of
research on forensic characteristics and
criminological portrait of the offender
and the solution of other urgent issues that
will determine the direction of further
research.

Within framework of this research
article we will try to investigate the issues
raised and suggest ways to solve certain
issues(in particular, the selection, licensing,
implementation, adaptation and use of the
latest advances in science and technology).
Deficiencies in theory and practice, as
well as the lack of timing of selection,
licensing, testing and implementation
of modern advances in science and
technology in criminology, expertise and
law enforcement pre-trial investigation to
some extent reduce the effectiveness of
detection, detection and investigation of
criminal offenses. (investigative) actions
and covert investigative (investigative)
actions by  investigation, inquiry,
prosecutor’s office, operational units,
which negatively affects the timeliness and
quality of pre-trial investigation and trial in
general and the development of appropriate
methods of investigating criminal offenses
in particular.

45

Research Paper Purpose

The purpose is an analysis of the historical
development and current state of forensic,
procedural and organizational issues
of selection, licensing, use, adaptation
of up to date information, digital,
telecommunications, computer  and
other technologies (including artificial
intelligence) in forensics, expertise and
pre-trial investigation, as well as the
regulatory framework governing certain
issues in this area.

Main task is to make proposals and
recommendations on ways to solve the
identified problems at the theoretical, law
enforcement and legislative levels.

Academic research novelty. Scientific
research has the following elements of
novelty: first it was carried out at the
intersection of criminalistics, expertology,
criminal law and process; analyzed the
historical development and current state
of selection, licensing, implementation
and use of scientific and technical
achievements (in particular, in the field
of information, telecommunications,
computer, digital and other technologies,
tools and networks), as well as developing
appropriate investigative methods;
improved proposals and recommendations
for solving existing issues through radical
changes in the scientific research of
criminalistics, expertology and pre-trial
investigation with the use of innovations.

Main Content Presentation

Rapid and  dynamic  information
development, telecommunications,
computer, digital and other technologies,
artificial intelligence is increasingly
changing economic aspects, political and
social life around the world. In the mid-
1950s, not every family had a TV, a PC in
the mid-1970s, and nowadays no one will
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be surprised by an individual smartphone.
According to Nua Internet Surveys, the
number of Internet users has increased
from 80,000 (1988) to 4.5 billion (2020) and
continues to grow. Since the entry into
force of the Criminal Procedural Code of
Ukraine , every personal computer of the
investigator that is searched in the Unified
Register of Pre-Trial Investigations has
an Internet connection providing law
enforcement officers a number of modern
information tools for registration of
applications and notifications of criminal
offenses and conducting investigative
actions and covert investigative measures.
Increase in the number of PCs and Internet
users, mobiles and their varieties affects
the number of crimes committed using
modern information technology. This is
evidenced by statistics: in Ukraine, 217
such crimes were registered in 2016 and
6,000 in 2018 and then their annual growth
was over 25 %, given the significant latency
and imperfection of current legislation etc.
In this regard, the system of the Ministry
of Internal Affairs of Ukraine has created
special units to combat cybercrime,
developing appropriate methods and
practices in this area of organizational,
investigative, operational and investigative
and other activities. It is no coincidence
that in 1992 the UN added the following
types of crimes to the list of transnational
organizations, equating to: illegal money
laundering; terrorist activities; organized
drug trafficking; theft of works of art,
intellectual property; illicit trafficking in
arms, human beings and human organs;
seizure of aircraft and land transport;
maritime piracy; fraud; environmental
crimes. If currently different social groups
and different age groups use the above and
other latest technologies (especially the
Internet) and such use is becoming more

11 KpuMiHATBHUH KOZeKC YKpaiHU ...
(date accessed: 06.11.2021).
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active day by day, then in the activities
of law enforcement agencies (including
police) due to limited funding, selection
of such technologies, their application,
adaptation and resolution of licensing
issues are rather slow.

Pursuant to recommendations of
international institutions and international
legal acts, domestic lawmakers have
criminalized crimes in the use of computers
and computers, systems and computer
networks and telecommunications
networks in Ukraine. The generic object
of crimes, the responsibility for which is
determined by section XVI: Criminal offenses
in the use of electronic computers (PCs), systems
and computer networks and telecommunication
networks of the Criminal Code of Ukraine
1 is a set of relations arising from the
processing (collection, input, recording,
conversion, reading), storage, destruction,
registration), protection of computer
information and operation of computers,
computers, automated systems, computer
networks or telecommunication networks.
The subject of crimes for which liability
is provided in Sec. XVI of the Criminal
Code of Ukraine, can be: 1) computers
(PCs); 2) automated systems; 3) computer
networks; 4) telecommunication networks;
5) information; 6) software or hardware;
7) telecommunication messages. It should
be noted that section XVI: of the Criminal
Code of Ukraine is characterized by
inconsistency of terms (both in section
itself and in relation to other regulations)
and the computer (PC) term is any device
or group of interconnected devices, one
or more of which, according to a certain
program, automatically processes
information and is equipped with auxiliary
equipment (device) that allows to change
or overwrite management programs and/
or data needed to implement the CPU

. URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text
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target functions) in general nowadays is
already archaic. Optical, quantum, and
biocomputers exist that means computers
based on non-electronic technologies,
so the term computer is a definition that
will soon be used (in the case of computer
criminals using new neurocomputers and/
or artificial intelligence) will no longer
allow the criminalization of illegal acts.
Accordingto Art. 1 of the Law of Ukraine: On
Information Protection in Telecommunication
Systems information (automated) system
is an organizational and technical
system  where information processing
technology using hardware and software is
implemented 2. As it is known, a computer
network is a complex (set) of computers
connected by communication lines.
Depending on the speed of data exchange
between work computers and the size of
the area covered, there are local, regional
and global computer networks. Given the
provisions of Art. 1 of the Law of Ukraine:
On Telecommunications®, it is possible
to conclude that telecommunication
networks is a set of technical means of
telecommunications and facilities designed
for routing, switching, transmission and
or reception of signs, signals, written
text, images and sounds or messages of
any kind by radio, wired, optical or other
electromagnetic systems between the
terminal equipment.

The cooperation of criminalists,
mathematicians, physicists and
representatives of other branches of

12 IIpo saxmuct iHdopmarnii B iHpOpMaUilHO-TEIeKOMYHIKAI[IHHUX CHCTeMax :

science in the development of cybernetic
research methods has contributed to the
introduction of modern technical advances
in forensic practice. In particular, computer
technology today is an indispensable
effective tool for modern investigators,
researchers, experts, prosecutors, judges
and others. and the main way to improve
such work. Thereby there is an urgent
need to study the genesis of solving forensic,
procedural and organizational issues in the
use of information, telecommunications,
computer and digital technologies in
theory, law enforcement and forensic
science and criminal procedure, as well
as their trends and scientific experience.
further improvement and resolution of the
issues raised in this article.

As early as 1969, L. Yu. Arotsker
noted that for practical use of computers
in expert activities and practice it is
necessary to develop algorithms and
modes of their operation that would
ensure sufficient reliability of answers for
identification tasks and the correct solution
of both organizational and procedural
issues, without which further use of
computers in the activities of forensic
experts is impossible®. Discussing this,
R. M. Lanzman noted that priority solution
needs to be organizational and procedural
issues (in particular, at what stage of
scientific and experimental verification
of computer reliability they can be used
for forensic examinations). According to
him, literature of 1968 already contained

3axkoH YKpa-

fHM Bix 05.07.1994 p. Ne 80/94-BP (3i 3miH. Ta gomos.). URL: https://zakon.rada.gov.ua/laws/
show/80/94-%D0%B2%D1%80#Text (date accessed: 06.11.2021).

13 IIpo TemexoMyHiKarii : 3akoH Ykpainu Big 18.11.2003 p. Ne 1280-IV (3i 3miH. Ta gomos.). URL:
https://zakon.rada.gov.ua/laws/show/1280-15#Text (date accessed: 06.11.2021).

14 IeanoBB.T.,IBanoBC. M., Kapaciok B. B. Tain. IIpaBoBa iHdopMaris Ta KOMITIOTepHi TEXHOJIOr1
B IOPUAMYHIN AisUIBHOCTI : HaBY. 110Ci0. ; 3a 3ar. pea. B. I. [BaHoBa. 4-Te Bu,., 3MiH. i gom. 2014.

C. 4.

15 Aponkep JI. E. OpraHusanoHHbIe U IIPOIleCCyaJbHble BOIIPOCH UCIIOIb30BaHMS 3JIEKTPOHHO-
BBIYHCIUTENbHBIX MAIIINH B 9KCIIEPTHOH IIpaKkTHKe. KpUMUHAINCTIKA U CyZeOHasa 9KCIIepTH3a.

1969. Beim. 6. C. 182—183.
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descriptions of the use of computers
while conducting forensic examinations,
however, then correct recognition was not
achieved in all cases and areas *°.

An important condition for the use
of computers in expert practice is lack of
gross errors in operation of the computer
for each of tested algorithms. If certain
types of modern technical means,
working according to a certain algorithm,
experimentally and in a sufficient
number of experiments give the correct
answers, then such an algorithm can also
be used during forensic examinations.
Otherwise, there are always doubts about
the reliability of the algorithm chosen
by the expert. At one time, when the
scientific community had just raised these
issues, M. S. Strohovych noted that use of
investigative, expert and legal practice of
new techniques and tools developed by
technical and natural sciences, can only be
thoroughly tested. and their tools are able
to provide reliable results V'.

Using modern technical advances
and computers for research on physical
evidence, a forensic expert should find
out the mechanism of research activities
of a particular newly created technical
device, understand signs and mechanisms
of recognition, issue solving and decision
making. Withoutthis, forensic experthasno
right to use such latest scientific advances,
technology, etc., as well as give an opinion
to the investigator, coroner, prosecutor,
investigating  judge, trial,  because
conditions and nature of the procedural
activities of these persons do not involve
research methods. methods. Certainly, the

belief in absolute objectivity of computers
and other scientific achievements and
at the same time lack of understanding
of the mechanism of their activities,
the signs they operate, does not provide
forensic expert with right to use computers
and other scientific achievements while
forensic examination. References to the
possibility of using computers in other
areas of human activity, even if you do not
know the mechanism of their work, in law
enforcement do not work, because in it (in
particular, in legal research), unlike any
other activity, every fact should be proven
and justified.

According to L. H. Edzhubova,
different types of tasks of forensic
research involve development of various
algorithms, each of which should solve a
specific forensic task. It is impossible to
develop a single universal algorithm for
research on all objects, even one species
of examination. In this regard, there is a
need to develop and implement in forensic
expertactivities and investigative and legal
practice systems of different algorithms
designed to solve a specific class of
problems? that is relevant to this day. He
stated that such an approach at that time
(1968) was most often used to conduct
forensic handwriting examinations.

The need for several algorithms will
continue to exist for developing and
improving cybernetic methods of many
types of forensic examinations, that will
allow to solve one investigative task using
several algorithms, as unambiguous results
obtained using different algorithms are
more convincing.

16 Apougxep JI. E., Jlanuman P. M. KubepHeTrKa U KPUMHUHAIUCTUIECKAsI IKCIIEPTH3a II0UYEpKa.

MockBa, 1968. C. 51, 83—85.

17 Crporosuu M. C. Kypc coBeTckoro yronosHoro mnponecca. B 2 T. T. 1. OCHOBHBIE IOJIOKEHUSI
HaAyKJ COBETCKOT'O YIOJIOBHOTO Ipolecca. Mocksa, 1968. C. 83.

18 Dmxybor JI. TI. AkryasnbHble

BOIIPOCHI

HCIONb30BAaHUA 3JEKTPOHHBIX LH(PPOBBIX

BBIYMC/IUTENbHBIX MAaIIVH B CyAeOHOM IoYepKoBeAeHuU. [Ipobaemvl npasogoil kubepHemuxu :

MarT-Jbl cuMIl. MockBa, 1968. C. 167—168.

48



Oleksandr Ukhno. Genesis and issues of using latest technologies and artificial intelligence in
criminalistics, forensic expert activity and pre-trial investigation. DOI: 10.32353/khrife.3.2021.04

Opinion of contemporary scientists on
the need for constant selection, application
and adaptation of the latest advances in
science and technology in expert activities
in certain areas is valid to this day. For
example, identification of fingerprints
while fingerprinting by computer (PCs)
significantly speeds up the procedure, in
contrast to processing of forensic records
of fingerprints manually by employees
of expert institutions. Modern drones
(unmanned aerial vehicles and ground and
submarine drones) are controlled by special
personal computers while scene inspection
when the objects of crime or parts of the
bodies of the victims are at a certain
distance from the main scene or when they
are used for detention criminals, etc. For
counteracting the explosion threat at the
scene, forensic laboratories use robotics to
identify an explosive device. Actively use
computer equipment and networks in law
enforcement, and free access to relevant
forensic and other records will allow
investigators, investigators, operatives
to significantly accelerate the priority
investigative (search) actions (for example,
to identify the offender whose genomic
traces are found on scene). It is promising
to replenish forensic records with such
new types as: fixation of the iris, video
computer recognition of the face by image,
torso X-ray film, genomic portraits, etc.

Use of modern advances in science and
technology makes it possible to expand the
range of issues that can be solved by experts.
Thus, in the case of investigations of
crimes in the use of computers, computers,
systems and computer networks and
telecommunications networks, conduct
as traditional forensic (trace evidence,
handwriting, substances and materials,

etc.), economic, forensic accounting , and
special for this composition of crimes
computer and technical examinations.
According to the tasks and specifics
of the objects of research today, the
following subtypes of examination can be
distinguished within this type: 1) technical
computers and peripherals; 2) technical
equipment for protection of computer
information; 3) machine data used in
a computer network?. Methodical bases of
forensic telecommunication examination
that was successfully implemented in the
activity of expert institutions of Ukraine,
in 2017 were laid by V. A. Korshenko.
In particular, he defined that forensic
telecommunication examination is a kind
of forensic engineering that involves
forensic research based on specific
expertise of telecommunication systems,
facilities, networks, their components and
information they transmit, receive and
process, containing information about case
circumstances while pre-trial investigation
or trial. He argued that the generic object of
this examination are material objects, their
totality or parts that by their characteristics
could or under certain conditions can
transmit, emit and/or receive signs, signals,
text, images, sounds, messages and other
information using radio, wired, optical,
electromagnetic and other systems, as well
as software and information contained in
these objects .

In order to investigate (Article 2 of
the Criminal Procedural Code of Ukraine)
cybercrime fully, quickly and impartially,
to choose certain tactics and methods of
investigation investigator, investigator,
prosecutor, judge should know the
forensic characteristics of such tactics
and methods. Scientific discussions on

19 IlanoB M. L., Illemiteko B. 10., KonoBasoBa B. O. HacTisbHa KHHUrA CJIiAYOTO. 3-T€ BUJ,., IIepe-

pob. i gonos. Kuis, 2011. C. 536—537.

20 KopureHko B. A. TeopeTuyHi Ta METOJUYHI OCHOBH CYZ0BOI TeJIeKOMYHIKAI[ilTHOI eKCIIEPTU3H :
aBToped. gucC. ... KaHJ. IOpUA. HayK. Xapkis, 2017. C. 12—15.
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this continue to nowadays. Therefore, we
consider it appropriate to dwell on the
forensic characteristics of information and
cybercrime that contains the following
elements: the offender identity, victim
identity, criminal encroachment subject,
crime means, trace picture.

0. H. Volevodz and D. Marenych
note that offender personality is often
characterized by active life position,
sophistication, cunning, original and
unusual thinking and behavior, caution,
attentiveness, vigilance, some talent
for anticipation in the preparation and
commission of the crime, as well as certain
post-criminal behavior and disguise. From
psychophysiological point of view, he is a
bright, thinking and creative person, an
expert in his field, capable of technical
challenges, a desirable student and / or
employee. However, such a person is afraid
of losing his authority or social protection
within a social group or is afraid of ridicule.
His behavior outwardly often corresponds
to generally accepted social norms in
society. According to investigative and
judicial practice, computer criminals
generally do not have a criminal record,
and those who are already in prisons try
to acquire knowledge in this area and use
it in the presence of corrupt connections
with the administration of correctional
facilities. criminal offenses, directing
them outside the places of detention.
According to scientists, a significant part
of such crimes are committed individually
but recently there has been a tendency to
complicity in group encroachments®. In
identifying such crimes, account should
be taken of their possible employment
relationship with the victim organization,
their behavior at work, types of technical
positions held by offenders at the offense

time , group to be inspected, methods of
preparation, commissionand concealment.
crimes, as well as person age, motive and
purpose of criminal acts, scope of criminal
activity (hackers, crackers, etc.), financial
and technical capabilities, uniqueness
of computer knowledge, etc., schemes
of different groups of criminals, single
hackers, joint hacker group, competitor,
representatives of various departments
of the departmental, interdepartmental
level), the characteristics of the offender,
depending on the type of computer crime,
etc.

The next element of the forensic
characterization of these types of crimes
is victim identity. According to the current
Criminal Procedural Code of Ukraine of
Ukraine and statistical data, victim can
be both individuals and legal entities.
Most of the victims are legal entities
(enterprises of all forms of ownership,
institutions, agencies, organizations).
Given the ownership computer system,
legal literature distinguishes three groups
of victims of these types of crimes: owners
of computer systems — 79%); customers of
such owners of computer systems — 13%;
third parties — 8%. The main elements of
the forensic characterization of computer
crimes differ in the variety of ways to
prepare, commit and conceal criminal
offenses, which are characterized by
computer objects, methods of commission,
a specific virtual trace image displayed
on hardware, software or information
elements of computer or other similar
objects, as well as the identity of the
offender and the victim. The commission
of such crimes is connected with the
use of various carriers of computer,
telecommunication or other information
of various origins, in particular: computer

21 BoseBoz3 A. I. Ciensl NpecTyIJIEeHUE, COBepUIEHHBIX B KOMIIBTEPHBIX CeTaX. Poccuilckuil
cnedosamens. 2002. Ne 1. C. 4—12 ; Mapenuu /. KpumiHajmicThyHa XapaKTepHCTHUKA
Kibep3mo4unHiB. BicHuk npokypamypu. 2014. Ne 12. C. 113—120.
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memory, telecommunication lines,
printing of materials, etc. According to
A. S. Bilousov, to work with such objects
requires a variety of technical tools, skills
and specific expertise 2.

Another important element of the
forensic characterization of such types
of crimes are the methods of their
commission, which include acts of conduct
and actions of the offender, aimed at
preparing, committing and concealing
a criminal offense. The preparatory
stage of committing cybercrime or other
information crimes is determined by
a whole system of methods, including:
interception of information, obtaining
unauthorized access to computer or
other information, telecommunications
and other equipment; manipulation of
computer data and computer control
commands; copying and duplication;
overcoming software protection. Ways of
concealing crimes are determined by the
ways in which they are committed. Several
classifications of methods of committing
cybercrimeshave been proposedin forensic
readings. According to V. M. Butuzov,
V. M. Gavlovskyi, L. P. Skalozub, depending
on how the access to computer or other
information is made, the following ways
of committing the investigated crimes
are distinguished: 1) direct access which
information is blocked, modified, copied,
and destroyed; 2) indirect (remote) access
to computer or other information, carried
out at a distance from another computer
via a computer network; 3) mixed methods,
implemented both by direct and remote
access®.Itshould be noted thatthe elements
of forensic characterization include the

subject of criminal encroachment, in
particular: information, funds, personal
data, which in general also determine the
different ways of committing such types
of criminal offenses. Depending on the
subject of criminal encroachment, the
following groups of ways of committing
the investigated crimes are distinguished:
1) information ones: illegal ways of
obtaining information, in particular
by unauthorized access to computers
and networks, dissemination of false
information; 2) financial ones: they are
sometimes defined as breaking of banking
security systems, receiving free telephone
services, stealing credit cards, creating
electronic pyramids, fraud in the form of
remote sales or work, etc.; 3) those that
harm the health and endanger the lives
of people (disabling medical equipment,
person terrorizing, etc.).

The last and essential element of
forensic characterization of such crimes
is their trace picture. It demonstrates how
the offender got to the crime scene and
how he disappeared from there, overcame
obstacles, used his official position,
achieved the criminal goal set before him
(and accomplices), applied knowledge and
skills, or tried to hide traces of his criminal
actions. Also important for investigation
and inquiry are the traces that indicating
nature of the criminal’s connection with
the object of criminal encroachment, etc.
It should be noted that in criminalistics
the trace picture of cybercrime is defined
as a set of information about typical traces
as signs and conditions of committing
a criminal offense that are characteristic
of certain ways of illegal interference

22 Bimoycos A. C. KpumiHamicTuaHUN aHaIi3 06’ €KTiB KOMITIOTEPHUX 3JI04KHIB : aBTOped. AUC. ...

KaH/. 1opuz. Hayk. Kuis, 2008. C. 19.

23 ByrysoB B. M., l'aBinoBcekuit B. [I., Ckanosy6 JI. II. Ta iH. JIOKyMeHTyBaHHS 3JI0YMHIB
y cdepi BUKOPUCTAHHS €JIEKTPOHHO-00YMCIIOBAIBPHUX MAIIWH (KOMITIOTEPIB), CHCTEM Ta
KOMITIOTepPHHUX MepeX i Mepex eJeKTPO3B’I3Ky IIpU IIPOBeeHHi J0CIiJ40] IepeBipKy : HaBY.
ocib. ; 3a 3ar. pez. JI. II. Ckanosy0a, I. B. Bouzapenka. Kuis, 2010. C. 59—62.
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in computers, computer networks and
correlated dependence on theidentity of the
offender and the object of encroachment.
Traces of cybercrime can be material (in
particular, manuscripts, printouts, etc.)
and indicate preparation for the crime and
the crime itself. Material traces can remain
on computers (fingerprints, microparticles
on keyboards, disk drives, printers, etc.),
as well as on magnetic media and optical
disks. In addition, there are traces of
information that are formed as a result
of exposure to computer information
(by destruction, distortion). First of all,
they are left on magnetic media, they are
associated with changes that have occurred
in the information itself compared to
the initial state. Information traces also
include the effects of anti-virus and test
programs that can be detected by studying
computer hardware, programmers’ work
records, anti-virus programs, and software
protocols. In order to identify such traces,
it is advisable to involve a specialist in
computer hardware and software .
Participating in research on cybercrime
laws, V. O. Meshcheriakov notes that
analysis of peculiarities of formation of
the trace picture of such crimes requires
the concept introduction of “virtual traces”
(as an intermediate between material
and ideal traces) . Criminalists not only
supported his scientific position, but also
developed it. Thus, O. H. Volevodz states
that, given peculiarities of virtual traces,
they cannot be removed, but only copied
using various software and hardware 2. It
should be noted that virtual traces exist

objectively on tangible media, but are
not available for direct perception. It is
necessary to use software and hardware to
perceive them. Availability of such traces
on the material carrier brings this group
closer to the material traces, but does not
confirm them as such. At the same time, we
should emphasize that virtual traces (due
to the nature of their existence), obtained
from a material medium and perceived
internally are not reliable, and therefore
they can be misread. For example, using
software and hardware, such traces are
easy to forge or lose. They are similar to
ideal, but they cannot be equated with
ideal, because virtual traces are stored
in perfect form, however, not in human
memory, but in machine memory and on
tangible media of machine information,
they are detected using technical means
and certain algorithms. The appearance of
traces on physical level is caused by natural
influence of computer hardware: the
passage of electric current, magnetization
or demagnetization of certain parts of the
magnetic medium as a result of the actions
of the offender. Such traces are invisible,
there are no external manifestations on the
hardware elements of computer objects.
They can be detected, recorded, deleted
and investigated only with of hardware and
software use .

One of achievements of the scientific
and technological revolution of the XXI
century. There is development of artificial
intelligence and robotics, but there is a lack
of effective legal regulatory mechanisms in
this area. In addition, there is a trend not

24 Tlanuenko B. M. CyuacHuii cTaH Ta mpobiaemu 60poTsbu 3 IHTepHeT-3104MHHICTIO. Bopomuvba
3 Inmepnem-3aouunHicmio : MaT-11 MiKHap. HayK.-IpakT. KoHO. (JoHenpk, 12—13.06.2013).
Jonenpk, 2013. C. 8 ; INamamapuyk JI. II. KpumiHamicTuuHe 3abe3rnedeHHsT PO3C/IiyBaHHs
HE3aKOHHOTO BTPYYaHHsS B POOOTY eJeKTPOHHO-OOYUCIIOBAIBHUX MAaUIUH (KOMITIOTEpIB),
CHCTeM Ta KOMITIOTepPHUX MepexK : aBroped. Juc. ... KaHA. opui. Hayk. Kuis, 2005. C. 18.

25 MermepsakoB B. A. OCHOBBI METOAMKY Paccae0BaHU IPECTYIIEHNH B chepe KOMIIBIOTEPHOH
nHpopManuu : aBroped. AuC. ... KaHJ. IOpUZ. HayK. Boporex, 2001. C. 21.

26 BoseBozs A.T. Op. cit.
27 Ilemiteko B. 0. Op. cit. C. 8.
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so much the impact of law on this industry,
as the impact of digital technology on law.
Currently, the use of artificial intelligence
in criminalistics and forensic science is
quite relevant and promising. Developed
countries of the world consider artificial
intelligence as one of the most important
strategies to increase competitiveness and
ensure national security. According to
0. A. Telychko and co-authors, artificial
intelligence is widely used in education,
health care, pensions, environmental
protection, public administration and
law enforcement. Artificial intelligence
is becoming the most important factor in
the development of the digital economy
of any country, but the possible threats
from its use raise questions and require
legal guarantees for the safe operation of
its systems. There is the issue of forming
the conceptual apparatus of artificial
intelligence as a factor in regulating
any new area *. For this issue resolving,
the Cabinet of Ministers of Ukraine of
02.12.2020 approved the Concept of
Artificial Intelligence in Ukraine # and the
Cabinet of Ministers of 09.09.2020 approved
the Government’s Priority Action Plan for
2020 on these issues *.

Thus, according to research, selection,

technology in criminology, forensic science
and pre-trial investigation at all historical
stages have been actively supported and
are supported today by scientists and
law enforcement agencies. We share the
right opinion of N. I. Klymenko that the
knowledge of investigators and experts
is valuable only when they are applied in
practice ®, and we consider it expedient to
extend this opinion to the direction studied
here.

Conclusions

The legal basis and the state of the
criminogenic situation in the country
and in the world encourage further
research in the use of modern advances
in telecommunications, information,
computer, digital technology and artificial
intelligence in forensics, forensics and
pre-trial investigation, as required by the
current state. development of science and
technology, the achievements of which
are actively used by criminals to commit
new types of criminal offenses. A study of
the genesis of this issue has revealed that
already in the twentieth century. Scientists
have comprehensively studied peculiarities
of using achievements of science and

use, adaptation of advances in science and

technology (including information,
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telecommunications, computer,
network, computers, communications,
artificial intelligence, etc.) while pre-trial
investigation and forensic examinations.
Further scientific research contributed to
an active discussion in this direction with
unquestionable conclusions about the
feasibility of further selection, licensing,
testing, introduction, application and
improvement of new types of science and
technology in law enforcement practice.
The chronology of the genesis of the
use of such knowledge during forensic
examinations can be determined by the
order of their application (in particular,
for handwriting, trace evidence, computer,
telecommunications and other types
of examination). The most widespread
research on the wuse of scientific
achievements of digital technologies and
artificial intelligence, DNA-analysis in the
theory of criminalistics and the practice
of forensic expertology, investigative
bodies, bodies of inquiry, prosecutors,
courts. According to the genesis, the
first issue of legal regulation of human-
artificial intelligence in 2005 was raised
by South Korean scientists, supported by
their government, by enshrining doctrinal
provisions, including the Korean Robot
Intelligence Act (2005) and the Ethical
Statute of Robots. (2007), Legal Regulation of
Autonomous Systems in South Korea (2012)%.
Ukrainian legislators also supported the
further development, improvement and
direction of development of artificial
intelligence in Ukraine at the regulatory
level.

In order to introduce forensic
recommendations in law enforcement
activities, current tasks of criminalistics
are outlined, in particular: 1) formalization
of forensic knowledge; 2) unification of
forensic recommendations on pragmatic
goals; 3) introduction of innovative
developments proposed by science *.
Given the issues raised, it is necessary to
support the positions of scholars on the
separation in criminology, in particular:
differentiation of forensic knowledge;
formation of new separate forensic
theories; computerization of forensic
tools and methods; expansion of the trace
picture of crime, the emergence of new
non-traditional traces; development of
supersensitive analytical methods; the
emergence of new investigative actions
that are difficult or impossible to carry out
without scientific and technical support;
strengthening importance of scientific
and technical support for the pre-trial
investigation; development of new methods
of investigation of crimes committed with
use of scientific and technological progress
advances *.

Thus, researches on  genesis and
current state of application of scientific
and technological achievements in
criminalistics, forensic  expertology
and pre-trial investigation confirm the
progressiveness of this area for law
enforcement and criminal proceedings
(Article 2 of the Criminal Procedural Code
of Ukraine) to ensure and respect rights,
freedoms and legitimate interests of
persons in Ukraine.

32 Tenuuko O. A., Pexyn B. A., Yabauenxo 0. C. Op. cit.
33 Ilenuteko B. 0. Mi3MeHYNBOCTh KPpUMUHANUCTUKU B XXI BeKe U ee 3ala4u B COBPEMEHHBIX

25—26.11.2010). XapkiB, 2010. C. 58—59.

yenoBuax. Kpuminanicmuka XX1 cmonimms : MaT-1u MiDKHap. HayK. IpakT. KoHD. (Xapkis,

34 TomkoB E. E., KomapoB M. M. CoBpeMeHHBle TEeHJAEHIIUU PA3BUTHUSI KPUMUHAIHUCTUKU
u cyznebHo sxcriepTusbl. Cogpemernoe npago. 2011. Ne 6. C. 129—134. URL: http://dspace.bsu.
edu.ru/handle/123456789/17029 (date accessed: 06.11.2021).
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TeHe3uc i Ipo0OIeMHi MUTAHHSA
BUKOPUCTAHHS HOBITHIX TEXHOJIOTIH Ta
IITYYHOTO iHTEJIEKTY B KPUMiHAJiCTHUII],
€KCITePTHIH AisUIBHOCTI 1 JOCY0BOMY
po3sciaizyBaHHi
Osekcandp FOxno

Posznsnymo eene3uc po3sumky ma uins-
XU 8600CKOHA/IEHH MeOpemUYHUX L npukaad-
HUX HANPAMI8 KPUMIHAAICMUKL, V00801
excnepmonoeii i KpUMIHAAbHO2O npouecy
014 8UpiLeHHA KPUMIHAAICMUYHUX, NpoUe-
CYANbHUX, OpP2aHi3AUiliHUX ma THWUX Npo-
breMHUX NUMAHL 3aNposadiceHHs 1l 6UKO-
pucmanHs JocsieHeHb HayKu i MmexHiku nid
uac 0ocy0o8020 po3caidysanHs ma cy008020
po3enady KPUMIHAALHUX NpagonopyuleHb
HA DISHUX ICMOPUHHUX emanax po3eumky
Y020 Hanpamy 6 Ykpaini. Okpemo axiyeH-
Moeamo yeazy Ha HAYKo8omy nidxodi 0o
8i060py, 3anposaditeHHs, BUKOPUCTNAHHA
e/eKMPOHHO-001UCAI08AAVHUX MAULUH, Me-
NeKOMYHIKAUIUHUX, KoMN IomepHux, yugpo-
8UX Ma THILUX CYHACHUX MeXHOA0eIll i Me-
pesic, 3acobig 38’A3Ky, WIMYYH020 THMeAeKITY
1l JocsieHeHb HAYKU 1 MeXHIKU 8 KpUMIHAAIC-
muyi, excnepmmuiii disavHocmi il Yy docydo-
80MY p03CAi0y8aHHI. Busueno ma npoanani-
308AHO HAYKO8L NO3ULIL OKpeMUX YYeHUX
1 NpedcMAHUKI8 BIMUUSHAHUX 1 3apyOixc-
HUX HAYKOBUX WKIA 13 HA3BAHUX NUMAHDL
(30kpema, w000 062080peHHs, BUCBIMACHHS
il 3ax0H00a84020 3AKpinieHHI 8 NPasosoOMYy
Ma npoyecyasvHomy mexauizmax ei0bopy,
3anpogadicerts i BUKOPUCTAHHA 32a0AHUX
mexHon0ziil). Bucaosneno agmopcvke baven-
HA Ma copMOo8aHo HAYKO8Y NO3UUII0 U000
TIOpPYULeHUX NPOOAEMHUX NUMAHb 1 ULAAXI8
X UPIULEHHA.

Memoto € anani3 icmopu4Hozo po3sum-
Ky 1l Cy4acHozo cmany KpUMIHAAICMUYHUX,
NpoyecyanvHux 1 OpeaHi3ayiliHux npo-
b/1emMHUX nuMAans 3 81060pYy, AiLeH3Y8AHHI,
BUKOPUCMAHHSA,  A0AnNMy8aHHS  CYHACHUX
iHopMayilinux, Yupposux, mesreKOMyHIKa-
YIllHUX, KOMN'1OMepHUX ma IHWUX mMmex-
HOA02ILl (30Kpema, WMYYHO2O IHMeeKmY)

Y KpUMIHAAICUYL, eKcnepmHill 0i2abHoCmL
ma docydosomy po3cAidy8aHHi, a MAKON*C HOP-
MAMUBHO-NPAB08OL 6A3LL, U0 pe2y o€ OKpemi
NUMAHHS Yb020 HANPIMY.

Katouogi caoga: kpuminanicmuka; exc-
nepmua 0JisavHicmy; docydoge po3caidysan-
HA; CYYACHI mexHOoa02ll; KoMn'tomepHi Me-
pedxci; iHopmayiiinuil npocmip; Uyu@posi
mexHoa0eil; wmyuHutl inmeaexkm; 6i00ip;
adanmyganHs.

TeHe3wuC 1 MPOGIEMHbIE BOIPOCHI
HCIIOJIb30BAaHMS HOBEHMIIINX TEXHOJIOTUHN
U UCKYCCTBEHHOTO MHTEJUIEKTA
B KPUMUHAJNCTUKE,
3KCIIEPTHOM JIeSITeIbHOCTHU
¥ 0CyAe0HOM paccieJOBaHNU

Aunexcandp FOxno

Paccmompen eenesuc pasgumus u nymu
CO8ePULEHCIMBO8ARUS MeOPeMULeCKUX U NpU-
KAAOHBLX HANpABAeHUL KPUMUHAAUCTUKL,
cy0ebHOTL IKCNEPMOAo2ULL U Y20108HO020 NPO-
yecca 015 pelleHuss KPUMUHAAUCTIUYECKUX,
npoyeccyanrvHblX, 0peaHU3AYUOHHBIX U OpY-
2UX MPOOAEMHBLX 60NPOCO8 BHeOpeHUs U UC-
101b308aHUSL JOCMUdNCEHUTL HAYKU U THeXHU-
Ku 8 docydebHom paccaedosaruu 1 cydebHOM
pasbupamenvcmae yz0408HbLX NPABOHAPYULe-
HULl HA PA3AUMHBIX UCTMOPUHECKUX IMANax
paseumus 9moeo HANpasieHus 8 Ykpaume.
OmdenvHo axyeHmMuUpo8aHo 6HUMAHUE HA
HayuHom nodxode k ombopy, eHedpeHuIo,
UCNOAB30BAHUIO INEKTNPOHHO-6bIHUCAUNENb-
HOLX  MAWUH, MeAeKOMMYHUKAYUOHHDLY,
KOMNbIOMepHbLX, Uudposulx U Opyeux co-
BpeMeHHbLX MeXHOA02ULL U cemell, cpedcme
83U, UCKYCCMBEHH020 UHMeasekma U 00-
CTMUMCeHUTL HAYKU U MeXHUKU 8 Kpumu-
Haaucmuke, IKCNepmMHOU  OesmeabHOCU
u 8 docydebHnom paccaedosanuu. H3ydeHol
U NPOAHAAUZUPOBAHBL HAYHHbLE NOZULYUL OM-
JeNbHBLX YHEHbIX U npedcmasumesell omedec-
MBEHHBIX U 3aPYOeHHBIX HAYUHBLX WKOA 1O
HA38AHHBIM 80OMPOCAM (8 HACTMHOCTMU, OMl-
HOCUMeAbHO 00CYscdeHUs, OcBeljeHUL U 3d-
KOHOOameAnbHOo20 3aKpenieHus 8 Npasosom
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U NMpoyeccyanvHoM Mexanuamax omobopa,
8HedpeHus U UCTIOAb308AHUS YTIOMAHYMbLX
mexHonozuil). Buickazano asmopckoe eude-
HUe U CPOPMYAUPOBAHA HAYHHAS NOSUYUSL
10 NOOHSAMbLM NPOOAEMHBLM 80NPOCAM U TLY-
MAM UX peuleHU.

Llenvio s18a5eMcs AHAAU3 UCTIOPUHECKOZO
PpAassumus U CO8PeMeHH020 COCMOAHUSL KPU-
MUHAAUCTIUYECKUX, NPOUECCYanbHbIX U Op-
2AHU3AYUOHHBLIX TPOOAEMHBLX B0MPOCO8 MO
ombopy, AUYEHIUPOBAHUIO, UCTIONAb30BAHUIO,
adanmayui. Co8peMeHHbLX UHPOPMALUOH-
HOLX, UYUPpOBbLX,  MeNeKOMMYHUKAYUOH-
HBLX, KOMTLIOMEPHBIX U OpYyeux mexHOA02ULl
(6 Mmom Hucae UCKYCCMBEHHO020 UHMeANEK-
ma) 8 KpUMUHAAUCTUKe, IKCNepmHOll Oes-
menvHocmu U JdocydebHOM paccredosanul,
a maxde HOpMATMUBHO-TPABOBOLL basvl, pe-
2yaupyloweil omdeavHule BONPOCHL IMO20 HA-

npagieHus.
Knwuegvle cao08a: KpuMUHAAUCTIUKA;
akcnepmuas — OesmenvHocmy;  docydebHoe

paccaedoganue; cospeMeHHble MexXHOA02UL;
KOMNbIOMepHble  Cemu;  UHPOPMAYUOHHOe
npoCMpancmeo; Yudposvle mexHoA0UL; UC-
KyCcCmeeHHblll unmenexm; omoop; adanma-
yus.
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