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Features of performing expert researches
on electricity meters that have been exposed
to radiofrequency electromagnetic radiation

The normative requirements for the stability of electricity meters to the in-
fluence of radiofrequency electromagnetic radiation on them were systematized.
The mechanism of influence of radiofrequency electromagnetic radiation was
outlined and the constructive elements of metering devices, sensitive to the ac-
tion of such radiation, were determined. The division of constructive execution
of electricity meters into groups according to the signs of protection against the
specified influence is executed. Based on the division of the electricity meters
into groups, the list of initial data required for such researches, was determined;
recommendations for the researches of the effect of radiofrequency electromag-
netic radiation on the studied meter are developed.
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Formulation of Research Problem. Researches on facts and circumstances
of uncounted electricity consumption in the practice of conducting forensic
electrical examinations is one of the most common. Currently, in forensic
practice, there are certain developments in the implementation of electrical
researches on electricity meters. The researches on the influence of
electromagnetic radiation on the operation of electronic (static) watt hour
meters are one of the areas of the electrical researches on electricity meters,
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but scientific and practical consideration of this area of forensic examinations
does not meet modern needs. The research on operation of electronic electricity
meters under the influence of external radiofrequency electromagnetic radiation
with the determination of the researched radiation to random or artificially
generated, i.c., a factor, formed intentionally for the purpose of unaccounted
electricity consumption, is relevant.

Analysis of Essential Researches and Publications. Tasks, which are solved
by forensic electrical examination of metering devices, which are to establish
the facts of uncounted electricity consumption with violation by consumers of
the Rules of the retail market of electricity ' (hereinafter referred to as RRME),
Code of commercial electricity accounting ? (hereinafter referred to as CCEA)
and requirements for the operation of meters established by the manufacturer.
Researches in forensic examinations with establishment of violations of the
RRME and the CCEA today are conducted in accordance with the provisions of
the Methodology of research on means electricity accounting and schemes of their
connection in order to solve diagnostic tasks 3. This Methodology determines the
general algorithm for researching the signs of interference in metering devices
(the presence of mechanical and other damages to the device’s body, protective
elements, fishing line and sealing devices, revealing indicators, magnetic and
electromagnetic effects, etc.) and provides instrumental confirmation, among
other things, of impact technical feasibility on the researched metering device
for the purpose of distortion of accounting with the use provided by the body or a
person who initiated the research, of additional devices, apparatus, mechanisms
(radiofrequency radiations, electromagnetic field sources, permanent magnetic
field sources, etc.). General provisions of this Methodology make it impossible
to specify the researches on circumstances of electromagnetic influence on
the electricity meter, which complicates the determination of the existence of
the influence of radiofrequency radiation on the electricity meter in the expert
conclusion. Therefore, while forensic examination, the conclusion on the
possibility of exposure to the radiofrequency electromagnetic radiation on the
researched metering device is additionally based on other scientific and reference
sources of information, where the electromagnetic compatibility of individual

! TIpaBua po3piOHOrO PUHKY EIEKTPUYHOI eHepril : 3aTB. nocranoBoo HKPEKII
Bix 14.03.2018 p. Ne 312 (as amended and supplemented). URL: https://zakon.rada.gov.
ua/laws/show/v0312874-18 (date accessed: 21.01.2021).

2 Kozieke KOMEpILiiHOTro 001Ky eJIeKTpHYHOI eHeprii : 3aTB. mocranoBoro HKPEKIIT
Bix 14.03.2018 p. Ne 311 (as amended and supplemented). URL: https://zakon.rada.gov.
ua/laws/show/v0311874-18 (date accessed: 21.01.2021).

3 Metoauka JOCII/DKeHHs 3aco0iB OOMIKY eJleKTpuYHOi eHeprii Ta cxem ix
MIIKITFOYCHHS 3 METOKO BHPIIICHHS JIarHOCTUYHUX 3aBJaHb ; ykianadi: B. B. Cabanam,
B. O. dmwutpies, /. 1. ®okin, O. M. Menennos, B. O. Ps0yxina, 10. O. Hocarenko,
B. 1. lyounka, B. B. Xomra, O. b. llImepero, O. C. ®umimayk, O. B. Jlucenko. Xapkis,
2015. 20 c. URL: https://rmpse.minjust.gov.ua/page/1 (date accessed: 21.01.2021).
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components, namely integrated micro schemes !, as well as the issue of
electromagnetic shielding? has engineering processing® taking into account the
characteristic parameters of radiation sources that form the electromagnetic field
of influence. These sources of scientific and technical information were given
as an illustrative example among the available ones and are not limited to them.

The Article Purpose. Review of the structure of electronic (static)
electricity meters and determination of their components that are vulnerable
to electromagnetic radiation with power field characteristics exceeding the
normative value. Review of the constructive operating of means of protection
of individual vulnerable components, or metering devices in general from the
impact of electromagnetic radiation with power field characteristics, exceeding
the normative value. Determining the list of initial data, required for research on
electricity meters that have been exposed to radio frequency of the electromagnetic
radiation for the purpose of unaccounted electricity consumption. Development
of recommendations for research of influence of radiofrequency electromagnetic
radiation on the researched metering device and delineation of conditions, under
which the conclusion on interference in operation of the metering device for the
purpose of unaccounted consumption of electricity due to existence of influence
of radiofrequency electromagnetic radiation on the researched metering device
can have categorical character. Development of recommendations for solving
diagnostic tasks to determine the probable source of radiofrequency radiation
in cases where the source is not provided for instrumental researches in expert
proceedings to study the interference in the operation of the metering device for
unaccounted electricity consumption.

Main Content Presentation. TOCT 30206-94 4, TOCT 30207-94 5 provide
for the use of electronic (static) watt-hour meters with different design of the
counting mechanism, both electronic and electromechanical. Measurement
of electricity consumption by electronic measuring devices requires the

! Kinounuk A. B., TTuporos FO. A., ComonoB A. B. HccnenoBanue CTOHRKOCTH
MHTETPAIBHBIX MHKPOCXEM B JJICKTPOMATHUTHBIX MOJISIX HMITYJIBCHOTO PaINON3ITy ICHHSI.
Paguorexnuka u snexrponuka. 2011. T. 56. Ne 3. P. 370—374.

2 MakcumoB M. B., bo6ues M. I1., Kpusunkuii b. X. u gp. 3aumra ot pagnonomex ;
nox pea. M. B. MakcumoBa. Mocksa, 1976. 496 p.

3 Kusizes A. J1., Keunes JI. H., Ilerpos b. B. KoHcTpynpoBaHHe pagno3IeKTpOHHON
1 DJIEKTPOHHOM BBIYMCIUTENBHON armmapaTypsl ¢ yIeTOM dJIEKTPOMarHUTHOW COBMECTH-
mocTH. Mocksa, 1989. 224 p.

4 TOCT 30206-94 CraTuueckie CYCTYMKH BATT-4aCOB AKTHBHOW OHEPIUH
nepeMeHHoro toka (xmaccsl Tounocta 0,2 S m 0,5 S) (MOK 687-92). [Unnuumit Bix
01.07.2001]. URL: https://online.budstandart.com/ru/catalog/doc-page.html?id
doc=55951 (date accessed: 21.01.2021).

S TOCT 30207-94 (MOK 1036-90) CraTnuecKkie CYCTUYHKU BATT-4aCOB aKTHBHOU
SHEPIHU NEPEMEHHOro ToKa (Kimaccel TouyHocTH 1 u 2). [Ynnnawmii Big 01.07.2001] URL:
http://online.budstandart.com/ua/catalog/doc-page.html?id_doc=56701 (date accessed:
21.01.2021).
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conversion of an analog electrical signal, proportional to the amount of
electricity consumption, into a digital signal. It is known from circuit design
that: "conversion of an analog signal into a digital form consists in measuring
the instantaneous values of its amplitude at regular intervals and presenting
the obtained values, called samples, in the form of a sequence of numbers.
This procedure is called Analog-to-Digital conversion, and the device for its
implementation is called analog-to-digital converter (ADC)" . This principle
of measurement with the corresponding conversion of the measured electrical
signal is implemented in all modern static (electronic) electricity meters. For
example, we give the principle of operation of the electricity meter type NIC
2303L... E from its operating instructions: "/.4.1 Measurement of active and
reactive electricity is performed by analog-to-digital conversion of electrical
signals from the primary converters of current and voltage to the input of
the built-in analog-to-digital converter (ADC) of the microcontroller, which
converts signals into digital code. The microcontroller calculates the RMS
value of current, voltage, power, the current value of the power factor for each
phase, as well as the value of active and reactive energy in total and for each
tariff " %. It is known that the effect of radiofrequency electromagnetic radiation
on semiconductor devices and, above all, on integrated circuits (hereinafter
referred to as /Cs) leads to their inadequate operation in the electronic circuit.
In the study of the resistance of ICs to electromagnetic radiation in the radio
frequency range, in general, the following IC disturbances were distinguished
that have been affected: "Depending on the level of power absorbed by the
elements of the SHF micro scheme, it is possible to distinguish such observed
violations of the ICs performance that will determine its stability":

* interference and reverse failures with the restoration of normal
characteristics and parameters after the cessation of exposure to radio
radiation;

* degradation changes in parameters and characteristics with a slow
deterioration of the technical characteristics of the products during
operation and the output of the operating parameters of the product
outside the specified tolerances;

» rapid catastrophic failures with irreversible disability °.

! Bessecimbaa O. M., Koporuenko H. II. TlepeTBoproBad aHajoroBOTO CHUTHAIY
y THQPOBUI ONTHKO-CIEKTPOHHOTO aKcelepoMeTpa. Bicuuk inocenepnoi axademii
VYxpainu. 2013. Ne 3—4. P. 36—38.

2 AAIIIX.411152.012 HE Jliunneauku enektpuuHoi eweprii HIK 2303L...E.
HacranoBa 3 excruryaTariil JYMIBHUKA eIeKTpH4IHOi eHeprii. Website mimnmpuemcrsa-
Bupobnnka TOB «Nik». URL: https://www.nik.net.ua/uploads/RE _2303LE.pdf (date
accessed: 21.01.2021).

* Kmounuk A. B., TTuporos FO. A., ComomoB A. B. Meroauveckue acreKThl
HCCIIEOBAHNS CTOMKOCTH HMHTETPAIBHBIX MHKPOCXEM B OJICKTPOMATHUTHBIX ITOJISIX
HMITYJIbCHOTO pannousinydeHus. JKypuan paouosnekmponuxu. 2010. Ne 8. URL: http://
jre.cplire.ru/jre/augl0/index.html (date accessed: 21.01.2021).
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Forensic practice of research on metering devices (hereinafter referred to
as MDs) that have been affected by radiofrequency electromagnetic radiation,
faces the task of establishing the fact of unaccounted electricity consumption,
in the case when improper operation of the ICs is a consequence of blocking
the transmission characteristics of the ICs (microcontroller MDs) from exposure
to electromagnetic radiation in the radiofrequency range, which did not lead to
a degrading change or to a "catastrophic" failure in the operating of MDs, i.e.
forensic researches usually investigate cases of MDS, when the cessation of ra-
diation restores the proper operation of the microcontroller and the entire elec-
tronic circuit of the MDs. It should be noted that under the influence of radiof-
requency radiation on measuring equipment, which includes ICs, the processes,
occurring in semiconductor and dielectric film microstructures, are determined
by the applied voltages and induced currents, the magnitude of which depends
on the geometric dimensions of these microstructural elements and their orien-
tation direction of the electromagnetic field, the so-called polarization factor and
so-called antenna mechanism of influence. The external elements that ensure the
operation of this ICs are also essential for determining the degree of influence
on the operation of the entire circuit. That is, so to speak, "vulnerability" or the
degree of impact on the MDs of a particular design using ICs together with the
radio elements of the external circuit, which includes ICs, must be researched
in each case due to uncertainty, which exists not only due to certain design (in
particular, mounting), but also due to the uncertainty of the characteristics of the
electromagnetic field of influence, formed by a particular source with parameters
that determine its power, or the ability to create a field strength greater than the
allowable (regulatory); due to the uncertainty of the direction of radiation, which
is due to the radiation pattern of the antenna device; degree of polarization, etc.
That is why, there are certain requirements for manufacturers of electricity me-
ters, that should be implemented in a specific design to avoid the impact of ex-
ternal factors. The requirements for electromagnetic compatibility, defined for
meters, assume the absence of exposure to electromagnetic interference among
others, and from the radiofrequency radiation of the electromagnetic field. In
particular, the industry standard COY-H MIIE 40 1 35 110-2005 ! puts forward
the following requirements: Electronic meters must be resistant to radio interfer-
ence from spark discharges up to 15 kV through the air gap created, for exam-
ple, during the operation of electrical appliances. After their termination on the
working counter:

e meter registrations must not have additional changes greater than

0.1 kWh caused by this effect, and no more than the corresponding
number of pulses should not be generated at the test output values;

' COY-H MIIE 40 1 35 110-2005 omarkoBi BHMOTH JiO 3ac00iB 00Ky
@JICKTPOCHEPrii, CIpsAMOBaHI Ha 3aro0iraHHsS HECAHKIIOHOBAaHOMY BTPYYaHHIO B IX
poboty. [Uunnnit Bix 12.09.2005]. URL: https://online.budstandart.com/ru/catalog/doc-
page.html?id_doc=28386 (date accessed: 21.01.2021).
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*  the meter must not be damaged, and the main error must remain within
normalized values .

The limit value of the electromagnetic field strength that varies in the ra-
diofrequency range for a long time, according to the requirements of DSTU
EN 50470-3:2010, according to which the manufacturer of the metering device
must comply with electricity metering with a certain error (for the appropriate
accuracy class) should not exceed 10 V / m 2. It should be noted that the manu-
facturers of meters set their own indicators of adverse effects to electromagnetic
fields in the radiofrequency range. Thus, for example, in the operating instruc-
tions of the meter NIK 2104... P2 in section 1.2.20 it is stated that: "meters
are not sensitive to high-frequency electromagnetic fields" 3. According to the
definitions of DSTU 3254-95%, high frequencies are radiofrequencies limited by
the range from 3 to 30 MHz. That is, in the case under study, the favorable MDs
should be regarded as affecting the accounting of electricity in the frequency
range exceeding high frequencies from 3 to 30 MHz. It follows from the afore-
mentioned that, taking into account the requirements of the manufacturer of the
MDs under research to the favor of radiofrequency radiation, taking into account
the forensic practice of research into interference in the work of MDs, the re-
search of the MDs’ favor to radiofrequency radiation should be performed in the
following frequency ranges according to the definitions of ICTY 3254-95:

» very high frequencies (VHF) - radiofrequency 30-300 MHz;

» ultrahigh frequencies (UHF) - radiofrequency 300-3000 MHz;

»  super-high frequencies (SHF) - 3-30 GHz radiofrequency.

It is known from forensic practice that interference in the operation of
metering devices by generating radiofrequency radiation with a frequency cor-
responding to the range of SHF radiofrequencies is not common, and in the
frequency range exceeding SHF radiation is not recorded at all for statistical
processing of forensic examinations for this direction of research at Hon. Prof.
M. S. Bokarius Kharkiv Research Institute of Forensic Examinations (current-
ly, National Scientific Center “Hon. Prof. M. S. Bokarius Forensic Science In-
stitute ). The generalization of the results of research on MDs electric power,

' COY-H MIIE 40 1 35 110-2005.

2 ICTY EN 50470-3:2010 3aco6u BUMIpIOBaHHS CJICKTPHYHOI CHEPrii 3MiHHOIO
ctpymy. Yactuna 3. CremianbHi BUMOTH. JIIYMJIBHUKM aKTUBHOI €HEprii CTaTH4HI
(xmaciB Tounocti A, B i C) (EN 50470-3:2006, IDT). [Yunnwmit Big 01.07.2012]. URL:
https://online.budstandart.com/ru/catalog/doc-page.html?id doc=54740 (date accessed:
21.01.2021).

3 AAIITX.411152.014 Jliunneauku enexrpuyutoi eHeprii NIK 2104...P2. Hacranosa
3 ekcrutyaraii. Website mianpuemcrsa-supoonnka TOB «Niky». URL: https://www.nik.
net.ua/files/all/2104-electronic/Operating-Instructions-2104-non-tariff-Ru.pdf (date ac-
cessed: 21.01.2021).

4 ACTY 3254-95 Paguocssisb. Tepmunbl U onpeeseHus. [Yunnuii Big 01.07.1996].
URL: https://online.budstandart.com/ru/catalog/doc-page.html?id doc=72635 (date ac-
cessed: 21.01.2021).
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which were exposed to radiofrequency electromagnetic radiation (in a certain
frequency range), allows to systematize the design of electricity meters and to
divide into three groups by structure on the basis of protection against radiof-
requency electromagnetic radiation.

The first group of susceptibility to radiofrequency radiation includes MDs
that does not contain structural elements of protection of vulnerable components
of MDs (ICs), sensitive to radiofrequency radiation in the VHF — UHF — SHF
range. The first group of MDs is characterized by a high level of susceptibility
to this radiofrequency radiation. The influence of this radiation on the reliable
metering of electricity within the normatively established error determined by
the manufacturer, extends to MDs with different structure of the counting mech-
anism — both electronic and electromechanical. Such MDs, for example, can
include MDs of the trademark: Energomera, type CE6803V and CE 301 R33,
or meter type: Mercury 230 AR-03R. MDs, which are referred to the first group,
are the most vulnerable to the action of radiofrequency radiation in the VHF —
UHF — SHF range. In the first group we can distinguish a separate subgroup
of MDs, the structure of which has certain features, namely, consists of indi-
vidual radio elements and is characterized by the absence of ICs, or which have
a low level of ICs application, combining a significant number of radio elements.
With such a structure, the researched MDs belonging to this subgroup of the
first group have a slightly greater resistance to radiofrequency radiation in some
parts of a certain range of radiation. Such MDs, for example, includes MDs type
ST-EAO0S, which has a fairly large size, and in its structure used output, through-
type installation of individual radio elements of general design in the holes on
the PCB without the use of integrated assemblies, and the circuit application of
ICs is insignificant.

The second group of susceptibility to radiofrequency radiation includes
MDs in the design of which electromagnetic screens are used. According to the
design, the software belonging to the second group differ in size and structure of
the screens. There are designs of the researched MDs with a solid electromagnet-
ic screen, made in the form of a straight prism, consisting of two parts and hav-
ing a connector on one of the faces. Such MDs, for example, include MDs type
ET 3ASE7KLRT enterprise-manufacturer CV PLC: ELVIN. MDs with partial
electromagnetic shielding are also common. In such designs, prismatic screens
are most often used, in which one face is missing. MDs with partial electromag-
netic shielding also include MDs with a solid screen, which primarily protects
the individual sensitive elements of the ICs. Such MDs, for example, include
MDs type SL 7000 on the manufacturer: I/tron (Actaris) Ukraine. MDs classified
as the second group of susceptibility to radiofrequency radiation have a high re-
sistance to radiofrequency radiation in the VHF — UHF — SHF range compared
to the first group of this division.

The third group of susceptibility to radiofrequency radiation includes MDs,
which design as an option (indicating the appropriate marking on the nameplate —
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the MDs panel) provides for the existence of a built-in sensor of electromagnetic
field. The built-in sensor of influence of an electromagnetic field is an integrated
component, a constructive part of the device of the account of electric energy. That
is, the equipment of the metering device with an additional structural device (name-
ly the built-in sensor of the electromagnetic field) does not change the protection
of the metering device from radiofrequency radiation in the VHF — UHF — SHF
range, but detects the presence of radiation in the presence of exposure to certain
characteristic parameters. Such MDs include, for example, MDs type NIK 2303L
AP1 MS E enterprise-manufacturer CV NIK. The presence of the letter S in the
MDs marking indicates the presence of a built-in electromagnetic field sensor. It
should be noted that the MDs classified in the third group of susceptibility to ra-
diofrequency radiation, the structure of protection does not differ from the first
group, but (as noted above) MDs of the third group have an integrated device for
detecting the existence of radiofrequency in VHF — UHF — SHF range, which
distinguishes them by constructive structure and separates them from the first and
second groups of this distribution. It is the third group of MDs that most satisfies
the need of a forensic expert in the process of research in the actual establishment
of the existence of a source of radiofrequency radiation of the electromagnetic field
for the purpose of unaccounted consumption of electricity. "When exposed to an
electromagnetic field meter with a voltage of more than 10 V/m in the frequency
range from 80 to 500 MHz for more than 3 seconds:

*  the message “Error radio” appears on the display,

* a record of the influence of the electromagnetic field is formed in the

event log of the meter" .

As noted above, the existence of uncertainties in the research on the effect of
radiofrequency electromagnetic radiation on the studied meter comes primarily
from the structure of the MDs, provided for the research and the characteristics
of the electromagnetic field, generated by a particular radiation source. In the
presence of radiofrequency radiation of the electromagnetic field, these factors
are a condition of improper operation of the electrical circuit of the researched
MDs with violation of the relevant electricity meter, but because the achievement
of electric potential in microstructures (films, layers) of ICs (in the presence of
such uncertainties) is unknown by default, so the expert conclusion under these
conditions can only be probable. This means that the study of the possibility
of the source to the formation of radiofrequency radiation with a field strength
of more than 10 V/m in the area of structural placement of the ICs of the re-
searched MDs should be carried out taking into account the circumstances that
determine the so-called material situation, namely: the place of installation of
the researched MDs, the method of their installation (assembly) in the executive
electrical circuit of electricity metering, as well as the presence (if provided) of
radiofrequency radiation and data on other electromagnetic devices in the space

' AAIITX.411152.012 HE JliunneHuky enexrpuysoi exeprii HIK 2303L ... . URL:
https://www.nik.net.ua/uploads/RE_2303LE.pdf (date accessed: 21.01.2021).
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close to the studied MDs, approximation distance, the existence of data on the
passage of emergency modes in the electrical installation of the consumer, etc.
Establishing in the research of these circumstances and providing for the study
of the device that is the source of radiofrequency radiation of the electromag-
netic field for the expert experiment in laboratory studies of objects allows the
expert to reach a categorical conclusion about the impact of radiofrequency elec-
tromagnetic radiation on the corresponding account of the consumed electricity
by the researched MDs. The study of these circumstances involves determining
the level of radiofrequency radiation of the electromagnetic field at the place
of installation of the researched MDs. Table 1 of JICTY IEC 61000-4-3:2007 !
shows the test levels of radio frequency radiation of the electromagnetic field for
general purpose devices (in particular, for electronic MDs, to which they belong)
to test their immunity to radiofrequency electromagnetic fields of radiation. The
following classes of electromagnetic environment correspond to the third level
with a field strength of 10 V/m and more than 10 V/m:

class 2 — situation with an average level of electromagnetic radiation.
Low-power transceivers (usually less than 1 W) are used, but there are restric-
tions on their use near equipment. This is a typical commercial environment;

class 3 — a situation with a high level of electromagnetic radiation. Portable
transceivers (with a power of 2 W and more) are used quite close to the equip-
ment, but not less than 1 m. These are powerful radio transmitters located close
to the equipment, as well as close to high-frequency industrial, scientific and
medical equipment. That is a typical industrial environment.

The first and second levels with field strengths of 1 and 3 V/m, respectively,
belong to class 1 of the electromagnetic environment:

class 1 — an environment with a low level of electromagnetic radiation. Ra-
diation levels are typical for radio and television stations located at a distance of
more than 1 km, and in the presence of low-power transmitters/receivers.

It should be noted that the situation with a low level of electromagnetic
radiation (class 1) is typical for household consumers of electricity and does
not interfere with radiofrequency radiation with a field strength of more than
10 V/m, so does not affect the relevant electricity metering by the researched
MDs. Detection of cases of blocking of MDs work by devices of radiofrequency
radiation of an electromagnetic field at the household consumer of electric
energy in the conditions of a situation with low level of radiation (class 1) taking
into account regulatory requirements concerning the device of electric metering
units radiofrequency range, should be qualified as a deliberate interference in
the work of the researched MDs for the purpose of unaccounted consumption

' AICTY IEC 61000-4-3:2007 EnexrpomarsiTHa cymicHicte. Yactuna 4-3.
Meroanku BUNpoOyBaHHS Ta BUMipIOBaHHS. BHIpoOyBaHHS HA HECHPUHHATINBICTE 10
paniodacToTHHX eseKTpomarHiTHuX noiiB BunpoMmineHus (IEC 61000-4-3:2006, IDT).
[Yuanmit Bix 01.10.2007]. URL: https://online.budstandart.com/ru/catalog/doc-page.
html?id_doc=52800 (date accessed: 21.01.2021).
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of electricity by the household consumer. A forensic expert can reach such a
conclusion only in case of exclusion of the facts of existence of emergency
modes in the electrical installation of the household consumer, connected with
the occurrence of the approximate arc discharge or lightning discharge, as well
as according to the data, excluding welding works close to the researched MDs.
That is, the existence of arc welding.

Cases of operation of the studied MDs in an environment with medium
and high levels of clectromagnetic radiation for commercial and industrial
environments requires the establishment of the fact that the electricity consumer
has certain commercial or technological equipment, so the forensic expert in the
relevant request of expert proceedings should require such equipment. Failure to
provide this device for laboratory or field researches gives grounds for a forensic
expert to perform the following estimation of the distance from the researched
MDs to the radiofrequency source for radiation power of 1 W and 2 W, which are
decisive for class 2 and class 3 of electromagnetic radiation accordingly.

From the sources of scientific and technical information it is known that the
power of electromagnetic radiation is defined as the flux of the electromagnetic
energy density vector (Pointing vector) through an arbitrary surface S per unit
of time, i.e.:

w = [ Tds (1!

= — = —
where II — Pointing vector IT = [E, H] is the result of a vector product;
dS — is an element of an arbitrary surface S.
It is known that £ and H — voltage of electric and magnetic fields in free

space.
E and H are related by the following equation:
E=p, H, 2)

where p_ = 377 Om — impedance of free space.
From this we have:
=377 1’ A3)
or
I1=2,65 107 E? OF
For a surface of 1 m?> with a minimum allowable value of electric field volt-

age of 10 V/m, when the effect of electromagnetic radiation in the researched
MDs (for the case of the study of the meter type NIK 2303L AP1 MS E) take

! Hukonbckuii B. B., Huxkonbckas T. V. DnekTpoaHHAMHUKa U PacIpOCTPAHCHHUE
paauoBosiH. Mockga, 1989. P. 52.

2 Huxonbekuit B. A. BopToBbIe pajHO3JIEKTPOHHBIC CHCTEMBI : 3JICKTPOH. y4eo.
Camapa, 2013. URL: https://repo.ssau.ru/bitstream/Uchebnye-posobiya/Bortovye-ra-
dioelektronnye-sistemy-Elektronnyi-resurs-elektron-ucheb-54583/1/Hukonbckuii%20
B.A.%20boproBsie.pdf C. 89 (date accessed: 21.01.2021).
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place, the value of the electromagnetic energy flux density (Pointing vector mod-
ule) is 0.265 W/m?. The calculated value can be accepted for further study under
the following assumptions:

*  pointing vector intersects the surface of the meter (meter sensor) evenly
and perpendicularly at any point on this surface, and the size of the
sensor is equal to the size of the surface of the meter;

»  further calculations are performed under the condition that the radiation
is carried out when using a non-directional vibrator of a half-wave
dipole antenna that emits electromagnetic waves evenly in all directions
in free space.

Under the following assumptions, you can perform an estimation of the

radiation power according to the formula:
P=4-m-R*-T (5)!
where R — radius of the sphere (distance), m.

Taking into account the value of radiation power of 1 W and 2 W, previously
determined for class 2 and class 3 of the electromagnetic radiation environment,
it is possible to calculate the distance (radius of the radiation sphere) from the
studied MDs to the radiofrequency source for two power values:

I 0.265
Rl‘J4-n-P‘j4-n-1,0‘0’145M ©)
(7
I 0.265
k2 _j4-n-P_j4-n-2,o_O'103M

According to the results of the evaluation calculation, it is possible to make
a generalization about the limit value of the approach distance in the space of
the source of radiofrequency radiation of electromagnetic field with voltage over
10 V/m to the MDs, which in the studied case captures (due to the equipment of
the MDs sensor of electromagnetic radiation in the studied example) the effect
of electromagnetic radiation, which is able to block the accounting of electrical
energy. The distance of the location of the blocking source of electromagnetic
radiation to the MDs in the studied example is in the range of 100—150 mm.
Comparison of the calculation result with the overall dimensions of typical
electrical cabinets (input, distribution), which are installed separately, and
typical electrical cells in the distribution devices, allows us to conclude that
the distance, calculated in the study of the source of influence or its radiating
(antenna) device to the studied MDs is relatively small and such that it is mostly
within the electrical cabinet. Since the arrangement of electricity metering
points is regulated by the Rules of Arrangement of Electrical Installations and

! Hukonbckuii b. A. Op. cit.
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the Code of Commercial Electricity Metering, it can be argued that the actual
location (presence) within the electrical cabinet with calculation MDs or in close
proximity to the source of radiofrequency radiation (or its antennas) with the
given parameters of influence are executed by the consumer intentionally for the
purpose of unaccounted consumption of electricity.

For cases of approximate but external (relative to the electrical cabinet
with the studied MDs) location of the radiation source, to provide a categorical
conclusion about the blocking of electricity metering is essential to study the
method of installation of electricity metering unit. Establishing in the research
the fact of grounding a solid metal electrical cabinet eliminates the possibility
of blocking the accounting of electricity in the studied MDs due to the runoff of
the electric field charge. However, the presence of such shielding of the studied
MDs in the case of design of an electrical cabinet with an aperture and provided
the use of a radiofrequency radiation device with a directional antenna (with
a narrow pattern) is not effective, and blocking the electricity metering of the
studied MDs groups of classification division, can occur.

It should be noted that in forensic practice (due to the coincidence of the
frequency of radiation of mobile devices with the frequency range of influence of
VHF — UHF — SHF on sensitive elements of MDs) the study of the possibility of
mobile devices on electricity metering is common in formulations of expert task,
and at the same time associated with certain difficulties in determining the power
of electromagnetic radiation generated by the mobile communication terminal,
because the value of the radiation power depends on the distance of the phone
to the base station. Appendix E Guidance for Product Level Committees for Test
Level Selection JICTY 1IEC 61000-4-3: 2007 states that most GSM terminals on
the market today belong to Class 4 (maximum ERP [equivalent radiated power. —
Authors’note.] is 2 W) '. From the general principles of cellular mobile architecture,
it is known that the average power is 8 times less than the maximum for the GSM
900 standard and 16 times for the GSM 1800 standard and 5 times due to the sparse
transmission intervals associated with frequency principle of channel separation
(FDMA/TDMA) over time. That is, in practice (taking into account the distance
to the base station) the radiation power is much lower and can be from 0.01 W to
the maximum manufacturer’s stated value of 2.0 W for 2nd generation systems
(GSM) and 3rd and 4th systems generation (UMTS and LTE respectively) 2 The
data of Table E.1 of the reference Annex E JICTY IEC 61000-4-3:2007 show
that the safe distance (distance of protection of the researched equipment) for the
radiation power of 2.0 W is 5.5 and 1.8 m for the 1st and 2nd level of field strength,
respectively (1 V/m and 3 V/m). For the 3rd level of field strength (10 V/m) the
distance of protection is not set, because (as indicated in the notes to Table E.1)

' ICTY IEC 61000-4-3:2007 ... . URL: https://online.budstandart.com/ru/catalog/
doc-page.html?id_doc=52800 (date accessed: 21.01.2021).

2 JNoxsuukuii M. C., Copokut A. C., Hlopun O. A. MoOuibHast CBsI3b: CTaHAAPTEHI,
CTPYKTYpBL, alTOPUTMBL, [IaHupoBaHue. Mocksa, 2018. P. 214.
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"the consequences of failure are significant”. That is, taking into account the value
of the maximum radiation power given in the reference data of Annex E JICTY
IEC 61000-4-3:2007 (based on the provisions of JICTY IEC 61000-4-3:2007),
we can conclude that there is an influence of radiofrequency radiation of the
electromagnetic field, formed by the cellular mobile communication terminal, to
general purpose electronic devices, however, it is practically impossible to qualify
this influence as causing blocking of the account of consumed electricity by the
studied meters for the following reasons:

o the value of the actual radiation power of the cellular mobile
communication terminal is always much less than the value of the
maximum effective radiated power due to the sparseness of the signal
transmission intervals due to the frequency division multiplexing
(FDMA/TDMA) principle;

o the value of the actual radiation power of the cellular mobile
communication terminal is always much less than the value of the
maximum effective radiated power due to the existence of cellular base
stations with a guaranteed margin of coverage that does not meet the
condition of maximum distance of base stations for operation in the area
of the researched MDs;

* due to short-term exposure to radiation, which is associated with the
alternate operation of communication channels, as well as the time limit
set by the user of mobile services.

The aforementioned proves that the effect of electromagnetic radiation,
generated by the mobile communication terminal, cannot be qualified as one that
causes the blocking of electricity metering by the researched MDs.

Based on the results of the research, this article develops a list of initial
data for forensic examinations to determine the existence of the influence of
radio frequency electromagnetic radiation on the studied meter and the tasks
of identifying radiofrequency devices as sources of influence. The amount of
necessary initial data is divided and provided separately according to the stages
of the research, which are recommended for use in forensic practice together
with previous generalizations.

The list of initial data for forensic examinations on the effects of
radiofrequency electromagnetic radiation on the studied MDs is
recommended for use in forensic practice in the stages of the research
1. The forensic expert performs the establishment of the class of electromagnetic

radiation on the basis of the following data:

1.1 establishment of an exhaustive list of devices that are sources of
electromagnetic radiation that surround the studied MDs within the premises
where it is installed for commercial metering of consumed electricity.

Clarification of the functional purpose of these devices (commercial,
industrial, technological, scientific, which is associated with certain activities is
set for consumers of electricity that are not household). Finding out the need to
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place these devices (process equipment) in the room where the studied MDs is
installed;

1.2 determining the value of the maximum power of each of the available
devices that are sources of electromagnetic radiation;

1.3 setting the range of radiofrequency radiation for each of all available
devices that are sources of electromagnetic radiation;

1.4 setting the mode of operation of each of all available devices that are
sources of electromagnetic radiation: long-term, short-term, re-short-term, etc.
Setting the radiation mode: continuous or discrete. For the last mode of operation,
the duration of the radiation period is additionally set.

Note. The data according to sections 1.2, 1.3 and 1.4 are determined
according to the passport data of devices that are sources of electromagnetic
radiofrequency radiation, or on the basis of measurement protocols performed by
employees of the National Commission for State Regulation of Communications
and Informatization for control over Ukrainian radio-frequency resources, which
must be provided at the request of a forensic expert.

2. Investigation of the circumstances of installation of the studied MDs.

2.1 installation with field inspection, or according to the data provided at the
request of the forensic expert, determining the distance from each of all available
devices that are sources of electromagnetic radiation, and from their antenna
devices to the studied MD;

2.2 making a sketch of the spatial location of the studied MDs in relation to
each of all available devices that are sources of electromagnetic radiation;

2.3 establishing all the facts of installation of the studied MDs in the electrical
cabinet, the design of the electrical cabinet (solid or with a viewing window), the
material of the electrical cabinet (polymer or metal), geometric dimensions of
a cabinet, the existence of metal cabinet grounding, etc.;

2.4 establishment of a group of constructive execution of the researched
MDs according to the division given above in this article.

3. Establishment of the existence facts of sources of radiofrequency radiation,
which are not devices, but could exist (arise) under certain conditions in the
studied period of time due to physical processes in the electrical installation,
as well as due to actions of electricity consumers or outsiders and are not
aimed at unaccounted for electricity consumption.

3.1 establishment of the facts of existence of the arc category which has arisen
as a result of an emergency mode in a place of electric installation which is close
to an arrangement of the studied MDs in a place of its installation at the consumer;

3.2 establishing the facts of the existence of a lightning discharge that
occurred in the place of electrical installation, which is close to the location of
the studied MDs in the place of its installation by the consumer;

3.3 establishment of the facts of performance of electric welding works in
the place which is close to the location of the studied MDs in the place of its
installation at the consumer.
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Note. Establishing the existence of sources of radiofrequency radiation,
which are not devices for use by electricity consumers or third parties, for the
purpose of unaccounted consumption of electricity under SECTIONS 3.1, 3.2
and 3.3 is performed to obtain linear dimensions of distances from such sources
to the studied MDs for comparison study of this distance with a standard distance
of 100-150 mm (half the diameter of the test loop), for which the meters are
tested according to the requirements of COY-H MIIE 40 1 35 110-2005 (loop
diameter 200—300 mm).

4. Organization and implementation of the expert experiment to obtain data
on the existence of the influence of radiofrequency radiation on the normal
operation of the studied MDs. Research and obtaining data for this stage of
the study is performed only in the case of providing the forensic expert with
a remote device for laboratory research on the existence of such an effect.

5. Execution of the calculated part of the study is carried out by the forensic
expert on the basis of initial data obtained from the previous stages of
the study, and only if the source of radiofrequency radiation is uncertain
or not provided for laboratory tests at the request of forensic proceedings
to establish the existence of the influence of radiation on the studied MDs
during the accounting of the consumed electricity.

6. Analysis of the data obtained as a result of the above stages of the study,
using the recommendations of this article and on the basis of regulatory
requirements for the investigated issues, the forensic expert provides an
opinion on the expert task to determine the existence of radio frequency
radiation on the studied MDs for the purpose of unaccounted electricity
consumption, determination of the probable source of radio frequency
radiation in case the radiation source is not provided for instrumental
research or conclusion on the belonging of the studied radiation to accidental
or artificially generated, i.e. such factor created intentionally for unaccounted
electricity consumption.

7. Verification of a conclusion based on the results of the study is carried out by
the forensic expert on the basis of data on electricity consumption from the
event log of the studied MDs for calculation periods belonging to the studied
period and in similar periods when electricity consumption is considered
appropriate. Relevant data from the event log should be requested by the
forensic expert in the request for additional materials.

Conclusions. The normative requirements established for the stability of
electricity meters from the influence of radiofrequency electromagnetic radiation
on them are systematized.

The mechanism of influence of radiofrequency electromagnetic radiation
and constructive elements of metering devices, sensitive to the action of such
radiation are determined. The division of types of constructive execution of elec-
tricity meters into groups on the basis of protection against the influence of ra-
diofrequency electromagnetic radiation is performed.
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Conditions are outlined under which the conclusion about interference in
the operation of the metering device for the purpose of unaccounted electrici-
ty consumption may be categorical. Recommendations have been developed to
determine the source of radiofrequency radiation as probable in cases where the
source is not provided for instrumental research in expert proceedings to study
the interference in the operation of the meter for the purpose of unaccounted
electricity consumption.

Based on the results of the research, this article develops a list of initial data
for forensic examinations to determine the existence of the influence of radiofre-
quency electromagnetic radiation on the studied meter and tasks of identification
of radiofrequency devices as sources of influence. The amount of necessary ini-
tial data is divided and given separately by stages of research, which are recom-
mended for use in the forensic practice.
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C. B. Pozanin, I. B. bozoanwk, A. A. JTucui
Oco0MBOCTI BUKOHAHHS €KCIIEPTHUX J0CTiKeHb MPUIaJiB 00/IiKy
eJIeKTPUYHOI eHeprii, AKi 3a3HaJIN BILVTUBY
PaaioyacTOTHOIO eJ1eKTPOMATHITHOIO BUIPOMiHIOBAHHS
Hocnidoicenns 6naugy enekmpomMazHimHo20 SUNPOMIHIO8AHHA HA pPOOOMY
eeKMPOHHUX NpuIadie oONiKY eleKmpudHoi enepeii — ooue i3 3ampedy8aHux
Hanpamis cyooeoi enexkmpomexuiunoi excnepmusu. OOHAK, HAYKOBO-NPAKMUYHE
ONPaAYIOBants Ybo2o HANPIMY CYO0B0-eKCNEPMHUX OOCHIONCEHb He 8i0Nnosioae
cyuachum eumozam. J[ocniodceHHs nau8y eekmpomacHimHo20 6UNPOMIHIO8AHHSL
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padiouacmomnozo 0ianasoHy Ha poobomy eleKmpOHHUX npuladie oKy
eleKmpu4Hoi eHepeii, a makodc ioenmu@ikayis makozo SUNPOMIHIOBAHHA AK
BUNAOKOB020 AOO CMBOPEHO2O0 WMYUHO 3 MemOolo 0e3001iK0B020 CHONCUBANHS
eneKmpudHoi eHepeii, € aKkmyaibHUMU.

Mema cmammi — cucmemamu3zy8amu HOPMAMUBHI BUMOSU OO0 CMILIKOCTI
pobomu enrekmpoHHUX npunadie oONIKy erekmpudnol enepeii 6 pasi enaugy Ha
HUX eleKMpOMASHIMHO20 BUNPOMIHIOBAHHS, BUKOHAMU 02180 KOHCMPYKMUBHOT
nooyoo6uU elekKmpoHHUX NPUIadie 00Ky eneKmpudHol enepeii 3 6UHAYEHHAM
BPAZNUBUX KOMINOHEHMIB, KAACUDIKYEAMU KOHCIMPYKMUBHI BUKOHAHHS NPULAOI6
001Ky 3a CMIUKICIIO 00 MAK020 68Uy BNIUEY, PO3POOUMU NepeniK BUXIOHUX
O0aHux, HeoOXIOHUX 051 NPOBeOeHH sl QOCNIOMNCeHb NPULAOIE 0ONIKY eleKMPUUHOL
eHepeil, AKI 3a3HAAU  6NAUGY  pAOIOYACHMOMHO20  eleKMPOMAZHIMHO20
BUNPOMIHIOBAHHSL 3 MEMOIO HEOONIKOBAHO20 CROICUBANNS eleKMPUUHOL eHepeil,
a makoxc po3pobumu mMemooudHi pekomeHoayii 01 npoeedenHs 00CaiOH#CeHb
BNAUBY PAOIOYUACMOMHO20 €eKMPOMACHIMHO20 GUNPOMIHIOBANHS HA NPUNAO
001Ky 8 CY0080-eKCHepmMHOMY 8UPOOHUYMEI.

Y cmammi  cucmemamuzoeano eumocu, nepedbaueHi HOPMAMUSHUMU
QOKYMEeHmamu 00 CMIUKOCmi pobomu npuiadie OONIKY eleKmpuyHoi eHepeii
8 pas3i 6NIUBY HA HUX PAOIOYACHIOMHO20 eeKMPOMASHIMHO20 GUNPOMIHIOBAHHSL.
Busnaueno  mexamizm  enaugy  padiouacmomuoz2o — eneKmpOMAacHimHO20
BUNPOMIHIOBANHA HA NPUNAOU ODNIKY eleKmpUYHOi eHepeii ma KOHCMPYKMUBHI
eneMenmu npunadie oonixy, uymaugi 0o dii maxozo sunpominiosans. O2iaHymo
cy1acHi munogi KOHCMpPYKMUGHI BUKOHAHHS NPULAOi6 0ONIKY eleKmpudHoi enepeii
1l BUKOHAHO iX Kaacughikayiunuil noodin Ha epynu 3a CmyneHem 3aXuuyeHocmi
6 paszi 6naugy Ha npuiaou 0ONIKy padioudacmomuo2o eileKmpOoMAeHImHO20
BUNPOMIHIOBAHH.

3asznaueno ymosu, 3a AKUX GUCHOBOK NpPO GMPYUAHHS 6 poOONY NpuiIaoy
00Ky 3 Memoio He8paxo8aHo20 CHOMCUBANHA elleKMPUUHOI eHepeii mamume
KamezopuyHuil xapaxmep. Pospobreno pexomenoayii i3 eusHauenHs Odicepend
Padiouacmomno2o SUNPOMIHIOBAHHS 5K IMOGIDHO20, V pasi Kouu 0dcepeno
He HaO0aHo OJid NPOBeOeHHS [HCMPYMEHMANbHUX OO0CHIONCEHb 8 eKCNEePMHUX
BUPOOHUYMBAX 13 OOCHIONCEHHS GMPYUAHHS 8 POOOMY NPULAdy OONIKY.

Pospobneno nepenix neobXioHux uxioHux OaHux OJis NPoedeHHs CyOo8UX
eKcnepmu3 3 NUMAHb BUSHAYEHHs ICHY8AHHA GNAUBY pAdiouacmomHO20
CILEKMPOMACHIMHO20 GUNPOMIHIOBAHHA HA OOCAIONCYSAHUN NPULA)  OOJIKY
ma 3a80aub i0eHmugikayii npunadie padiouacmomuoco SUNPOMIHIOBAHHS K
Odoicepen enaugy. Pospobnenuti nepenix HeoOXiOHUX 8UXIOHUX OAHUX PO3NOOLLEHO
ma npeocmasieHo OKpemo 3a PeKOMEHOO8AHUMU 00 3aCMOCY8AHHS emanamu
BUKOHAHHSL OOCTIOANCEHD ) CYO0BO-EKCHEePMHIL NPAKMUYL.

Knrwuosi cnosa: npunad o0niKy enekmpuyHoi eHepeii, 8mpyuaHHs.
6 pobomy npunady OONIKY, eleKmpoMacHImMHe GUNPOMIHIOBAHHS, HACMOMA
BUNPOMINIOBAHHS, eeKMpUUHe NoJe, HANPYICEHICMb  eleKmMpUIHo20 Nojs,
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pi6eHb  eNeKmpoMacHimHo20 BUNPOMIHIO8aNHS, eexkmop Ymosa-Ilotinminea,
NOMYIICHICMb GUNPOMIHIOBAHHS, €NIeKIMPOMASHIMHE eKPAH)YGAHHS.

C. B. Pozanun, U. B. bozoaniok, A. A. Jlvicetii
Oco0eHHOCTH BBLINMOJTHEHUSI IKCIEPTHBIX UCCIIeIOBAHNI TPUGOPOB yuéTa
IEKTPUYECKOil IHEPTHH, MOABEPTIINXCS BO3AEHCTBUIO
PaaAHoYacTOTHOTO 3JIeKTPOMATHUTHOIO H3JIyYeHHsT

Hccnedosanue snusanus s1eKmpoMacHUMHO20 U3y4eHus Ha pabonty 1eKm-
POHHBIX NPUOOPOG YUEMA NIEKMPULECKOU dIHEP2UL — OOHO U3 60CHPEOOBAHHBIX
HanpaeieHuil cyo0ebHol deKkmpomexHuyeckol skcnepmusol. OOHAKO HAYY-
HO-NpAKmu4eckas. npopadbomra 3moeo Hanpasienus cyoeOHo-IKCNepmubIX Uc-
Ce008aHUll He COOMBEMCMBYem co8pemMeHHbiM mpebosanusim. Mccnedosanue
GIUSIHUSL DTIEKMPOMACHUMHO20 USTYYEHUS PAOUOHACTIOMHO20 OUANA30HA HA Pa-
b6omy 21eKMpOHHBIX NPUOOPOS YUEMA NEKMPULECKOU IHEPULL, A MAKICE UOEH-
MUuuUKayUsi MaKo2o U3Ly4eHusi KaK Cayu4ainoeo wid CO30aHH020 UCKYCCMEEHHO
€ yenvio 6e3yuémnoco nompebieHust INeKMPULECcKoll IHepeUl SAGIAIOMCS AKM)-
AbHBIMU.

Llenv cmamvu — cucmemamuzuposamv HOPMAMuUBHble MpPebOBAHUSL
K YCmoudueocmu pabomsl 51eKmpOHHbIX RPUOOPOS YUEma d1eKmpudeckoll SHep-
2uu npu 8030€UCmBUlL HA HUX DNEKMPOMASHUMHO20 U3TYYEHUs, BbINOTHUMb 00-
30p KOHCMPYKMUBHO20 NOCMPOCHUS INEKMPOHHBIX NPUbOpPoOs8 yuéma dnieKmpu-
YecKoll dIHEpeUlL C ONPedesieHUeM YA36UMbIX KOMHOHEHMO8, KAACCUDUYUPOBAmb
KOHCMPYKMUGHbLE UCTIONHEHUs NPUOOPO8 YUéma no yCmoudyusocmu K makomy
68Uy o30elicmeaust, paspadbomams nepeueHb UCXOOHBIX OAHHbIX, HeOOXOOUMBIX
0J1s1 NPOBEOEHUsL UCCLE008AHUL NPUOOPOE YUEMA NEKMPUUECKOU IHEP2UlU, NO0-
BEPULUXCSL BO30€UCMEUIO PAOUOYACIOMHO20 ANIEKMPOMACHUMHO20 U3TYYEHUs
€ Yenvio HeyUmEHH020 NOMPeDLeHUs DNeKMPULECKOU SHePSUU, d MAKdice pa3pa-
bomamuv Mmemoouueckue pekomeHoayuu 0isk BPOBedeHUst UCCIe008AHUL GUAHUS
PAaoUouACMoOmHO20 INEKMPOMASHUMHOZ0 USTYUeHUsI Ha npubop yuéma 6 cyoeo-
HO-9KCNEPMHOM NPOU3600CHEE.

B cmamve cucmemamuzuposanvl mpebosanus, yCmaHogieHHbLE HOPMATNUG-
HbILMU OOKYMEHMamMu K YCMouuugocmu pabomsi npubopos yuéma sjiekmpuye-
CKOU SHepauU npu 8030eUCmEU Ha HUX PAOUOYACTOMHO20 INEKMPOMASHUMHO20
uznyuenusi. Onpeoenén mexanusm GusHus paouoyacmonmmo20 SNeKmpomacHun-
HO20 U3y4eHust Ha npudopblL y4éma 1eKmpuieckoll SHepeuL U OnpeoeseHvl KoH-
CMPYKmMueHvle d1eMeHmbl NpUudopos yuéma, 4yecmeumenbhvle K 6030€Ucmeuio
Makoeo uznydenus. Buinonnenvt 0030p cOBPEMEHHBIX MUNOBLIX KOHCINPYKMUG-
HbIX UCNOTHEHUL NPUOOPO8 YUEMA NEKMPUYECKOU IHepeUuU U K1accupurayu-
OHHOe paszoeiienue JIMUX KOHCMPYKIMUSHBIX UCHOIHEHUI HA 2PYNNblL N0 CHeneHU
3auuyéHHocmu npu 6030eUCmseul Ha NPudOpPbL Y4éma paouoyacmonmmo2o dieK-
MPOMASHUMHO2O U3TYYEHUS.

Ob6o3nauenvl yciosus, npu KOMopsix 8bl00 0 eMeuamenscmee 8 pabonty
npubopa yuéma c yeivio HeyyméeéHHo20 nompeoneHus dINeKMpPUYecKoll dHepeuu
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Modicem umems kamezopuueckuil xapakmep. Pazpabomanvl pexomendayuu no
onpeoenenuIo UCMOYHUKA PAOUOYACTIOMHO20 UYUEHUS KAK 6EPOSIMHO20 6 CIy-
yasx, K020a UCMOYHUK He NPedoCmagiet Olisl NPOGeOeHUs. UHCIPYMEHIMAIbHbIX
UCCNIeO0BAHULL 6 IKCHEPMHBIX NPOUZEOOCIBAX NO UCCILEO08AHUIO BMeuames-
cmea 6 pabomy npubopa yuéma.

Paspaboman nepeuenv HeoOX00UMbBIX UCXOOHBIX OAHHBIX OISl NPOBEOCHUs.
CYOeOHbIX IKCHEPMU3 N0 BONPOCAM ONPEOeNleHUsl CYuecmeo8anus 6030elcmeus
Paououacmomno20 NeKMpOMASHUMHO20 URTYYEHUS. HA UCCTedyeMblll npubop
yuéma u 3a0ay uOeHmuuKayuu npubopos paououacmomno20 ULyueHus KaK
ucmouHuKo8 so30eticmeusi. Pazpabomannoiii nepeuens HeoOXOOUMBIX UCXOOHBIX
OaHHBIX PA30eNéH U NPedCmasieH OMOeIbHO N0 PEKOMEHOOBAHHBIM K NPUMEHe-
HUIO 9Manam 6blNOIHEHUs. UCCILEO08AHUTL 8 CYOCOHO-IKCNEePMHOL NPAKMUKE.

Knrouesvie cnosa: npubop yuéma snekmpuieckoll dHepeuu, emeuamens-
cmeo 6 pabomy npubopa yuéma, NeKMPOMASHUMHOE UZIYYeHUe, Yacmoma
UBIYUEHUS, NEeKMPULECKOe Noe, HANPSICCHUE DNEeKMPULECKO20 NS, YPOGEHb
ANEKMPOMASHUMHO20 UYUeHUs:, 6ekmop Ymosa-Ilounmunea, MOwHOCHb U3y-
YeHUs, INEKMPOMASHUMHOE IKPAHUPOBAHUE.
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